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Audience

Preface

This preface describes the audience, organization, and conventions of the Configuration Guide. It also
provides information on how to obtain other documentation. This chapter includes the following sections:

* Audience, page xvii
» Related Documentation, page xvii

» Obtaining Documentation and Submitting a Service Request, page xvii

The purpose of this guide is to help you configure and manage the . Before you begin, you should be familiar
with network structure, terms, and concepts.

Related Documentation

See the Cisco 3310 Mobility Services Engine Getting Started Guide or Cisco 3350 Mobility Services Engine
Getting Started Guide for mobility services engine installation and setup information. These documents are
available on Cisco.com at the following URL:

Click this link to browse to user documentation for the Cisco Unified Wireless Network solution:

http://www.cisco.com/en/US/products/ps9742/tsd_products support install and upgrade.html

Obtaining Documentation and Submitting a Service Request

| oL-28566-01

For information on obtaining documentation, submitting a service request, and gathering additional information,
see the monthly What's New in Cisco Product Documentation, which also lists all new and revised Cisco
technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What's New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4 -
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CHAPTER

Overview

This chapter describes the role of the Cisco mobility services engine (MSE) and the Cisco Wireless Intrusion
Prevention System (wIPS) within the overall Cisco Unified Wireless Network (CUWN).

Cisco wIPS protects the network from penetration attacks, rogue wireless devices, and denial-of-service
(DoS) attacks to improve security and meet compliance objectives. It offers flexible and scalable wireless
network security for dedicated monitoring and detection of wireless network anomalies, unauthorized access,
and RF attacks. This solution delivers integrated visibility and control access across the network, without
the need for an overlay solution.

This chapter contains the following sections:

 Information About wIPS, page 1
* wIPS in a Cisco Unified Wireless Network, page 3
« Differences Between Controller IDS and wiPS, page 6

Information About wiPS

The wIPS performs rogue access point, rogue client, and ad hoc connection detection and mitigation, over-the-air
wireless hacking and threat detection, security vulnerability monitoring, performance monitoring and
self-optimization, network hardening for proactive prevention of threats, and complete wireless security
management and reporting.

Built on the CUWN and leveraging the efficiencies of Cisco Motion, wIPS is deployment-hardened and
enterprise-ready. The wiPS is made up of the following components that work together to provide a unified
security monitoring solution:

* A mobility services engine running wIPS software—Serves as the central point of alarm aggregation
for all controllers and their respective wIPS monitor mode access points. Alarm information and forensic
files are stored on the mobility services engine for archival purposes.

* A wIPS monitor mode access point—Provides constant channel scanning with attack detection and
forensics (packet capture) capabilities.

* Local mode access point—Provides wireless service to clients in addition to time-sliced rogue scanning.

* Wireless LAN Controlle—Forwards attack information received from wIPS monitor mode access points
to the mobility services engine and distributes configuration parameters to access points.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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. Information About wiPS

* Cisco Prime Infrastructure—Provides a centralized management platform for the administrator to
configure the wIPS Service on the mobility services engine, push wIPS configurations to the controller,
and configure access points in wIPS monitor mode. Prime Infrastructure is also used to view wIPS
alarms, forensics, reporting, and to access the attack encyclopedia. This figure shows the wireless
Intrusion Prevention System.

Figure 1: Wireless Intrusion Prevention System
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Communication among the system components involves the following protocols:

* Control and Provisioning of Wireless Access Points (CAPWAP)—This protocol is the successor to
LWAPP and is used for communication between access points and controllers. It provides a bi-directional
tunnel in which alarm information is sent to the controller and configuration information is sent to the
access point.

* Network Mobility Services Protocol (NMSP)—The protocol handles communication between controllers
and the mobility services engine. In a wIPS deployment, this protocol provides a pathway for alarm
information to be aggregated from controllers and forwarded to the mobility services engine and for
wlIPS configuration information to be pushed to the controller. This protocol is encrypted.

> Controller TCP Port: 16113

* Simple Object Access Protocol (SOAP/XML)—The method of communication between the mobility
services engine and the Prime Infrastructure. This protocol is used to distribute configuration parameters
to the wIPS service running on the mobility services engine.

°MSE TCP Port: 443

* Simple Network Management Protocol (SNMP)—This protocol is used to forward wIPS alarm information
from the mobility services engine to the Prime Infrastructure. It is also employed to communicate rogue
access point information from the controller to the Prime Infrastructure.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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wlIPS in a Cisco Unified Wireless Network .

wIPS in a Cisco Unified Wireless Network

You can integrate wIPS within the CUWN infrastructure or overlay wIPS on the CUWN or Cisco autonomous
wireless network (or third-party wireless network).

This section contains the following topics:
* wIPS Integrated Within a Cisco Unified Wireless Network, on page 3
» wIPS Overlay Deployment in a Cisco Unified Wireless Network, on page 3

» wIPS Overlay in an Autonomous or Other Wireless Network, on page 5

wliPS Integrated Within a Cisco Unified Wireless Network

An integrated wIPS deployment is a system design in which both local mode and wIPS monitor mode access
points are intermixed on the same controller, and managed by the same Prime Infrastructure. We recommend
this configuration because it allows the tightest integration between the client serving and monitoring
infrastructure. This figure shows the integrated wIPS deployment within a Cisco wireless network.

Figure 2: wiPS Integrated Within CUWN
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wliPS Overlay Deployment in a Cisco Unified Wireless Network

In a wIPS Overlay deployment, the wIPS monitoring infrastructure is completely separate from the client
serving infrastructure. Each distinct system has its own set of controllers, access points and the Prime
Infrastructure. The reason for selecting this deployment model often stems from business mandates that In a
wIPS Overlay deployment, the wIPS monitoring infrastructure is completely separate from the client serving
infrastructure. Each distinct system has its own set of controllers, access points and the Prime Infrastructure.
The reason for selecting this deployment model often stems from business mandates that require distinct
network infrastructure and security infrastructure systems with separate management consoles. This deployment
model is also used when the total number of access points (WIPS monitor and local mode) exceed the 3000

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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. wlIPS Overlay Deployment in a Cisco Unified Wireless Network

access point limit contained in the Prime Infrastructure. The below figure shows wIPS overlay deployment
in a wireless network.

Figure 3: wiPS Overlay Monitoring Network Deployment in CUWN
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To configure the wIPS Overlay Monitoring network to provide security assessment of the client serving
infrastructure, specific configuration items must be completed. The wIPS system operates on the assumption
that only attacks against trusted devices must be logged. For an overlay system to view a separate Cisco
Unified WLAN infrastructure as trusted, the controllers must be in the same RF Group.

Figure 4: Controller in Same RF Group for wiPS Overlay Monitoring Network
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As aresult of separating the client serving infrastructure from the wIPS Overlay Monitoring Network, several
monitoring caveats arise:

» wIPS alarms are only shown on the wIPS Overlay Prime Infrastructure instance.

» Management Frame Protection (MFP) alarms are only shown on the client infrastructure Prime
Infrastructure instance.

* Rogue alarms are shown in both Prime Infrastructure instances.

* Rogue location accuracy is greater on the client serving infrastructure Prime Infrastructure because this
deployment employs a greater density of access points than the wIPS overlay deployment.

* Over-the-air rogue mitigation is more scalable in an integrated wIPS model, as the local-mode access
points are employed in mitigation actions.

* The security monitoring dashboard is incomplete on both Prime Infrastructure instances because some
events such as wIPS only exist on the wIPS Overlay Prime Infrastructure. To monitor the comprehensive
security of the wireless network, both security dashboard instances must be observed.
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wliPS Overlay in an Autonomous or Other Wireless Network

The below table summarizes some of the key differences between client serving and overlay deployments.

Table 1: wiPS Client Serving and wilPS Monitoring Overlay Comparison

Client Serving Prime

wIPS Monitoring

Infrastructure Overlay Prime
Infrastructure
wlIPS alarms No Yes
MFP alarms Yes No
Rogue alarms Yes Yes
Rogue location High accuracy Low accuracy
Rogue containement Yes Yes, but scalable

One challenge of the overlay solution is the possibility of lightweight access points on either the client serving
infrastructure or wIPS monitoring overlay associating to the wrong controller. Association with the wrong
controller can be addressed by specifying the primary, secondary, and tertiary controller names for each access
point (both local and wIPS monitor mode). In addition, we recommend that the controllers for each respective
solution have separate management VLANSs for communication with their respective access points and that

access control lists (ACLs) are used to prevent CAPWAP traffic from crossing these VLAN boundaries.

wliPS Overlay in an Autonomous or Other Wireless Network

| oL-28566-01

The wIPS solution is also capable of performing security monitoring over an existing WLAN infrastructure
other than CUWN. The application for this deployment is security monitoring of either Cisco autonomous

access points or third-party access points.

This figure shows the wIPS overlay in an autonomous network.

Figure 5: wiPS Overlay in Autonomous Network
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Differences Between Controller IDS and wliPS

This section contains the following topics:
* Reduction in False Positives, on page 6
» Alarm Aggregation, on page 6
* Forensics, on page 12
* Rogue Detection, on page 12
» Anomaly Detection, on page 12

* Default Configuration Profiles, on page 13

Guidelines and Limitations

Forensics

We recommend that the forensics capability of the wIPS system be used sparingly and disabled after the
desired information is captured. This is primarily because it places an intensive load on the access point as
well as interrupts scheduled channel scanning. A wIPS access point cannot simultaneously perform channel
scanning and produce a forensic file. While the forensic file is being dumped, channel scanning is delayed.

Reduction in False Positives

The wiIPS facilitates a reduction in false positives with respect to security monitoring of the wireless network.
In contrast to the controller-based solution of Cisco, which triggers an alarm when it detects a number of
management frames over the air, wIPS only triggers an alarm when it detects a number of management frames
over the air that are causing damage to the wireless infrastructure network. This a result of the wIPS system
being able to dynamically identify the state and validity of access points and clients present in the wireless
infrastructure. Only when attacks are launched against the infrastructure are alarms raised.

Alarm Aggregation

One major difference between the existing Cisco controller-based IDS system and its wIPS system is that the
unique attacks seen over the air are correlated and aggregated into a single alarm. This is accomplished by

the wIPS system automatically assigning a unique hash key to each particular attack the first time it is identified.
If the attack is received by multiple wIPS access points, it is forwarded to the Prime Infrastructure once because
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Alarm Aggregation .

alarm aggregation takes place on the mobility services engine. The existing controller-based IDS system does
not aggregate alarms. This figure shows the alarm aggregation using Cisco controller-based IDS versus wiPS.

Figure 6: Alarm Aggregation Using Cisco Controller-based IDS Versus wiIPS
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Another major difference between the controller-based IDS and wIPS is the number of attacks that each system
can detect. As described in the subsections and shown in the below tables, wIPS can detect a multitude of
attacks and attack tools. These attacks include both denial of service (DoS) attacks and security penetration
attacks. This section contains the following topics:

* DoS Attacks, on page 7

* Security Penetration Attacks, on page 9

* wIPS Alarm Flow, on page 11

A DoS attack involves mechanisms that are designed to prohibit or slow successful communication within a
wireless network. These often incorporate a number of spoofed frames which are designed to drop or falter
legitimate connections within the wireless network. Although a DoS attack can be devastating to the ability
of a wireless network to deliver reliable services, it does not result in a data breach and its negative consequences
are often over once the attack has stopped.

The following table compares the DoS attacks detected by the controller-based IDS and wIPS service.

Table 2: DoS Attack Detection by Controller IDS and wiIPS

Alarm Nam Detected By Controller IDS Detected By wiPS
DoS Attack Against AP

Association flood X X

Association table overflow X
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Alarm Nam Detected By Controller IDS Detected By wiPS
Authentication flood X X
EAPOL-Start attack X X
PS-Poll flood X
Probe request flood X
Re-association request flood X
Unauthenticated Association X
DoS Attack Against Infrastructure

Beacon flood X
CTS flood X
MDK3-Destruction attack X
Queensland University of X
Technology Exploit

RF jamming attack X
RTS flood X
Virtual carrier attack X X
DoS Attack Against Station

Authentication-failure attack X
Block ACK flood X
De-Auth broadcast flood X X
De-Auth flood X X
Dis-Assoc broadcast flood X
Dis-Assoc flood X X
EAPOL-Logoff attack X X
FATA-Jack tool X
Premature EAP-Failure X

i Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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Alarm Nam Detected By Controller IDS Detected By wiPS
Premature EAP-Success X
Probe response flood X

Security Penetration Attacks

| oL-28566-01

Arguably, the more harmful of the two attack types threatening wireless networks, a security penetration is
designed to capture or expose information such as sensitive data or encryption keys that can later be used for
exposing confidential data. A security penetration attack can involve targeted queries against the infrastructure
or replay attacks that aim to break cryptographic keys. Security penetration attacks can also be harmful to the
client by which an attempt to lure the client onto a fake access point such as a Honeypot.

The below table compares the security penetration attacks detected by the controller-based IDS and wIPS

service

Table 3: Security Penetration Attack Detection by Controller IDS and wiIPS

Alarm Name Detected by | Detected by wiPS
Controller
IDS
ASLEAP tool detected X X
AirDrop Session dected X
AirPwn X
Airsnarf attack X
Bad EAP-TLS frames X
Beacon Fuzzed Frame X
Detected
Brute Force Hidden SSID X X
ChopChop Attack X
DHCP Starvation Attack X
detected
Day-Zero attack by WLAN | X X
security anomaly
Day-zero attack by device X

security anomaly
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Alarm Name Detected by | Detected by wiPS
Controller
IDS
Device Broadcasting XSS X
SSID
Device probing for APs X
Dictionary attack on EAP X
methods
EAP attack against 802.1x X
authentication
Fake APs detected X X
Fake DHCP server detected X
Fast WEP crack tool detected X
Fragmentation Attack X
HT-Intolerant degradation of X
service
Honeypot AP detected X X
Hotspotter tool detected X
Identical send and receive X
address
Improper broadcast frames X
Karma tool detected X
Malformed 802.11 packets X
detected
Man in the middle attack X
detected
NetStumbler detected X X
Netstumbler victim detected | X X
PSPF violation detected X
Probe Request Fuzzed Frame X
Detected
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Alarm Name Detected by | Detected by wiPS
Controller
IDS

Probe Response Fuzzed X

Frame Detected

Soft AP or Host AP detected X
Spoofed MAC address X
detected
Suspicious after-hours traffic X
detected
Unauthorized association by X

vendor list

Unauthorized association X

detected

Wellenreiter detected X X

WiFi Protected Setup Pin X

brute force

WiFiTap tool detected X
wIPS Alarm Flow
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The wIPS system follows a linear chain of communication to propagate attack information obtained from
initially scanning the airwaves to forwarding information to the Prime Infrastructure. This figure shows the
alarm flow within the wireless network.

Figure 7: Alarm Flow Within Network
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1 For an alarm to be triggered on the wIPS system, an attack must be launched against a legitimate access
point or client. Legitimate access points and clients are discovered automatically in a CUWN by trusting
devices broadcasting the same RF Group name. In this configuration, the system dynamically maintains
a list of local-mode access points and their associated clients. The system can also be configured to trust
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devices by SSID using the SSID Groups feature. Only attacks which are considered harmful to the WLAN
infrastructure are propagated upwards to the rest of the system.

2 Once an attack is identified by the wIPS monitor mode access point, an alarm update is sent to the controller
and is encapsulated inside the CAPWARP control tunnel.

3 The controller transparently forwards the alarm update from the access point to the wIPS service running
on the mobility services engine. The protocol used for this communication is Network Mobility Service
Protocol (NMSP).

4 Once received by the wiPS service on the mobility services engine, the alarm update is added to the alarm
database for archival and attack tracking. An SNMP trap is forwarded to the Prime Infrastructure. The
SNMP trap contains the attack information. If multiple alarm updates are received referencing the same
attack (for example, if multiple access points hear the same attack), only one SNMP trap is sent to the
Prime Infrastructure.

5 The SNMP trap containing the alarm information is received and displayed by the Prime Infrastructure.

The Cisco wIPS system provides the ability to capture attack forensics for further investigation and
troubleshooting purposes. At a base level, the forensics capability is a toggle-based packet capture facility
which logs and retrieves a set of wireless frames. This feature is enabled on a per-attack basis within a wIPS
profile. wIPS profiles are configured on the Prime Infrastructure.

Once enabled, the forensics feature is triggered when a specific attack alarm is seen over the airwaves. The
forensic file created is based on the packets contained within the buffer of the wIPS monitor mode access
point that triggered the original alarm. This file is transferred to the controller through CAPWAP, which then
forwards the forensic file through NMSP to wIPS running on the mobility services engine. The file is stored
within the forensic archive on the mobility services engine until the user configured disk space limit for
forensics is reached. By default, this limit is 20 Gigabytes, which when reached, causes the oldest forensic
files to be removed. Access to the forensic file is obtained by opening the alarm in the Prime Infrastructure
which contains a hyperlink to the forensic file. The files are stored in a.CAP file format, which is accessed
by either WildPacket Omnipeek, AirMagnet WiFi Analyzer, Wireshark, or any other packet capture program
that supports this format. Wireshark is available at http://www.wireshark.org

Rogue Detection

An access point in wIPS-optimized monitor mode performs rogue threat assessment and mitigation using the
same logic as current CUWN implementations. This allows a wIPS mode access point to scan, detect and
contain rogue access points and ad-hoc networks. Once discovered, this information regarding rogue wireless
devices is reported to the Prime Infrastructure where rogue alarm aggregation takes place.

However, with this functionality comes the caveat that if a containment attack is launched using a wIPS mode
access point, its ability to perform methodical attack-focused channel scanning is interrupted for the duration
of the containment.

Anomaly Detection

wIPS includes specific alarms pertaining to anomalies in attack patterns or device characteristics captured.
The anomaly detection system takes into account the historic attack log and device history contained within

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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the mobility services engine to baseline the typical characteristics of the wireless network. The anomaly
detection engine is triggered when events or attacks on the system undergo a measurable change as compared
to historical data kept on the mobility services engine. For example, if the system regularly captures a few
MAC spoofing events each day, and then on another day MAC spoofing events are up 200 percent, an anomaly
alarm is triggered on the mobility services engine. This alarm is then sent to the Prime Infrastructure to inform
the administrator that something else is happening in the wireless network beyond traditional attacks that the
system may encounter. The anomaly detection alarm can also be employed to detect day zero attacks that
might not have a preexisting signature in the wIPS system.

Default Configuration Profiles

To simplify the configuration tuning for each specific WLAN security deployment, wIPS includes a number
of default profiles tailored to meet the security needs of specific industries or deployments. The templates
summarize the differing risk profiles and requirements for security monitoring of varying deployments. The
specific profiles include Education, Enterprise (Best), Enterprise (Rogue), Financial, Healthcare, Hotspot
(Open Security), Hotspot (802.1x Security), Military, Retail, Tradeshow, and Warehouse. The profiles can
be further customized to address the specific needs of the prospective deployment.

Auto MAC Learning Of Valid Clients

| oL-28566-01

The Auto MAC learning feature is introduced in Release 7.5. This feature protects valid clients on your
network from connecting to rogue APs. The MSE is used to validate the clients without any pre-configuration
on the MSE.

Whenever a client is connecting to Rogue AP, the controller validates whether the client is valid or not with
the MSE. If the client is valid, then controller auto contains the client from connecting to the rogue AP.
Controller uses the MSE auto MAC learning database to check each re-association request MAC address.

Note

You need to enable the Auto MAC leaning of valid clients feature from the Cisco Controller UI.

Figure 8: Auto MAC Learning of Valid Clients
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CHAPTER 2

Adding and Deleting Mobility Services Engines
and Licenses

This chapter describes how to add and delete a Cisco 3300 series mobility services engine to and from the
Cisco Prime Infrastructure.

Note

The Mobility Services Engines, Synchronize Services, Synchronization History, High Availability, Context
Aware Notifications, and MSAP pages on the Services tab are available only in the root virtual domain
in Release 7.3.101.0.

This chapter contains the following sections:

» Licensing Requirements for MSE, page 15

* Guidelines and Limitations, page 18

* Adding a Mobility Services Engine to the Prime Infrastructure, page 18

* Deleting an MSE License File, page 23

» Deleting a Mobility Services Engine from the Prime Infrastructure, page 23
» Registering Device and wIPS Product Authorization Keys, page 23

« Installing Device and wIPS License Files, page 24

Licensing Requirements for MSE

| OL-28566-01

The MSE packages together multiple product features related to network topology, design such as Network
Mobility Services Protocol (NMSP), and Network Repository along with related service engines and application
processes, such as the following:

The following three types of licenses are available:

* Base Location License—Provides advanced spectrum capability and the ability to track and trace rogue
devices, interferers, Wi-Fi clients, and RFID tags. Cisco base location license enables third-party solutions
that use the MSE APIL
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» Advanced Location Services License—Advanced location license is available for Location Analytics
service and CMX. You can upgrade from base location license to Advanced location license by buying
the upgrade SKUs.

* Wireless Intrusion Prevention System (wIPS) License—Cisco wIPS provides attack and rogue access
point detection and mitigation and has two license options:

> Monitor Mode license—These are based on the number of full-time monitoring access points
deployed in the network.

> Enhanced Local Mode license—These are based on the number of local mode access points
deployed in the network.

N

Note  From Release 7.4 onwards, licensing is AP based and not end point based. To accommodate this, new
L-LS-Licenses are introduced in Release 7.4.

Note  CAS licenses will be End of Life with standard 6 months of End of Sale support. Till then both CAS and
LS licenses will co-exist.

* From Release 7.5, Cisco MSE 3355 supports up to 2500 access points for Cisco MSE location services
or Advanced Location services. The Cisco MSE virtual appliance supports up to 5,000 access points,
depending on the server resources.

* Cisco MSE 3355 supports 25,000 and high end virtual appliance supports 50,000 clients. All licenses
are additive.

» Maximum platform endpoint count is tracked irrespective of AP based licenses installed.

This section contains the following topics:
* MSE License Structure Matrix, on page 16
» Sample MSE License File, on page 17

* Revoking and Reusing an MSE License, on page 17

MSE License Structure Matrix

The following table lists the breakup of the licenses between the high-end, low-end, and evaluation licenses
for the MSE, Location services or Context-Aware Service software, and wIPS.

Table 4: MSE License Structure Matrix

High End Low End Evaluation

MSE Platform | High-end appliance and Low-end appliance and 60 days.
infrastructure platform. infrastructure platform.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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High End Low End Evaluation
Location Service | 3000, 6000, 12,000 tags 1000 tags 60 days, 100 tags and 100
or elements.

Context-Aware | 3000, 6000, 12,000 elements | 1000 elements
Service software

wIPS 5000 access points 2000 access points 60 days, 20 access points.

Sample MSE License File

The following is a sample MSE license file:

Feature MSE Cisco 1.0 permanent uncounted \
VENDOR_ STRING=UDI=udi, COUNT=1 \

HOSTID=ANY \

NOTICE="<LicFileID>MSELicense</LicFileID><LicLineID>0</Li cLineID> \
<PAK>dummyPak</PAK>" \

SIGN="0C04 1EBA BE34 F208 404F 98ED 43EC \
45D7 F881 08F6 7FA5 4DED 43BC AF5C C359 0444 36B2 45CF 6EA6 \
1DB1 899F 413F F543 F426 B055 4C7A D95D 2139 191F O04DE"

This sample file has 5 license entries. The first word of the first line of any license entry tells you what type
of license it is. It can either be a Feature or Increment license. A Feature license is a static, lone-item license.
There can be multiple service engines running in the MSE. An Increment license is an additive license. In the
MSE, the individual service engines are treated as Increment licenses.

The second word of the first line defines the specific component to be licensed (for example, MSE). The third
word defines the vendor of the license (for example, Cisco). The fourth word defines the version of the license
(for example, 1.0). The fifth word defines the expiration date; this can be permanent for licenses that never
expire or a date in the format dd-mmm-yyyy. The last word defines whether this license is counted.

Revoking and Reusing an MSE License

| oL-28566-01

You can revoke an MSE appliance license from one system and reuse it on another system. When you revoke
a license, the license file is deleted from the system. If you want to reuse the license on another system, then
the license needs to be rehosted.

If you want to reuse a license with an upgrade SKU on another system, then you need to have the corresponding
base license SKU installed in the system to which you want to reuse the upgrade SKU. You cannot reuse the
upgrade license SKU in a system if the corresponding base license SKU is deleted from it.

When you revoke a license, the MSE restarts the individual service engines to reflect the changes to the
licenses. Then the service engines receives the updated capacity from MSE during startup.

For more information on licensing, see the Cisco Prime Infrastructure Configuration Guide, Release 1.4.
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Guidelines and Limitations

Follow these guidelines when adding an MSE to the Prime Infrastructure and registering device and wIPS
product authorization keys:

+ A mobility services engine can support multiple services.

« After adding a new mobility services engine, you can synchronize network designs (campus, building,
and outdoor maps), controllers, switches (Catalyst 3000 series and 4000 series only), and event groups
for the mobility services engine and the Prime Infrastructure.

Y

Note  From Release 7.5 onwards, Cisco tag engine is used to track tags. If a tag license is
detected when you are upgrading from Release 7.2 and later Releases to Release 7.5,
then a warning message is displayed about removing the AeroScout license and engine.
If you accept, then it removes all the partner engine sub services and Cisco Tag Engine
sub service is enabled by default. If you do not accept the removal of partner engine,
then it continues with the installation. While upgrading, if no tag licenses are detected,
then the installation proceeds as before.

* If you had changed the username and password during the automatic installation script, enter those
values here while adding a mobility services engine to the Prime Infrastructure. If you did not change
the default passwords, we recommend that you rerun the automatic installation script and change the
username and password.

Adding a Mobility Services Engine to the Prime Infrastructure

You can add MSE using the Add Mobility Services Engine dialog box in the Mobility Service page. In this
dialog box, you can add licensing files, tracking parameters, and assign maps to MSE. If you launch the wizard
with an existing MSE for configuration, then the Add MSE option appears as Edit MSE Details.

Tip  To learn more about Cisco Adaptive wIPS features and functionality, go to http://www.cisco.com/ to
watch a multimedia presentation. Here you can find the learning modules for a variety of the Prime

Infrastructure topics. Over future releases, there will be more overview and technical presentations to
enhance your learning.

A

Note  The Prime Infrastructure Release 1.0 recognizes and supports MSE 3355 appropriately.

A

Note  The Services > Mobility Services Engine page is available only in the virtual domain in Release 7.3.101.0.
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Adding a Mobility Services Engine to the Prime Infrastructure .

To add a mobility services engine to the Prime Infrastructure, log in to the Prime Infrastructure and follow
these steps:

Verify that you can ping the mobility services engine.

Choose Services > Mobility Services to display the Mobility Services page.

From the Select a command drop-down list, choose Add Mobility Services Engine, and click Go.

In the Device Name text box, enter a name for the mobility services engine.

In the IP Address text box, enter the IP address of the mobility services engine.

(Optional) In the Contact Name text box, enter the name of the mobility services engine administrator.

In the User Name and Password text boxes, enter the username and password for the mobility services engine.
This refers to the Prime Infrastructure communication username and password created during the setup process.

If you have not specified the username and password during the setup process, use the defaults.
The default username and password are both admin.

Note  If you changed the username and password during the automatic installation script, enter those values here. If
you did not change the default passwords, we recommend that you rerun the automatic installation script and
change the username and password.

Select the HTTP check box to allow communication between the mobility services engine and third-party applications.
By default, the Prime Infrastructure uses HTTPs to communicate with the MSE.

Select the Delete synchronized service assignments check box if you want to permanently remove all service assignments
from the mobility services engine.

This option is applicable for network designs, wired switches, controllers and event definitions. The existing location
history data is retained, however, you must use manual service assignments to perform any future location calculations.

Click Next. The Prime Infrastructure automatically synchronizes the selected elements with the MSE.

After the synchronization, the MSE License Summary page appears. You can use the MSE License Summary page to
install a license, add a license, remove a license, install an activation license, and install service license. The Select
Mobility Service page appears.

To enable a service on the mobility services engine, select the check box next to the service. Services include
Context-Aware Service and wIPS.
You can choose CAS to track clients, rogues, interferers, wired clients, and tags.

Choose either of the following engines to track tags:
* Cisco Tag Engine
or

* Partner Tag Engine

Click Save.

Note  After adding a new mobility services engine, you can synchronize network designs (campus, building, and
outdoor maps), controllers, switches (Catalyst Series 3000 only), and event groups on the local mobility services
engine using the Prime Infrastructure. You can perform this synchronization immediately after adding a new
mobility services engine or at a later time. To synchronize the local and the Prime Infrastructure databases, see
Synchronizing Mobility Services Engines, on page 27.
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Enabling Services on the Mobility Services Engine

To enable services on the mobility services engine, follow these steps:

Step 1 After adding the license file, the Select Mobility Service page appears.

Step 2 To enable a service on the mobility services engine, select the check box next to the service. The different type of services
are as follows:

* Context Aware Service—If you select the Context Aware Service check box, then you must select a location engine
to perform location calculation. You can choose CAS to track clients, rogues, interferers, and tags. You can
choose either of the following engines to track tags:

» Cisco Context-Aware Engine for Clients and Tag
o Partner Tag Engine
Note By default, the Context Aware Service check box and Cisco Context-Aware Engine for Clients and Tags
radio button are enabled.

* Wireless Intrusion Prevention System—If you select the Wireless Intrusion Prevention System check box, it detects
wireless and performance threats.

* Mobile Concierge Service—If you select the Mobile Concierge Service check box, it provides service advertisements
that describe the available services for the mobile devices.

* Location Analytics Service—If you select the Location Analytics Service check box, it provides a set of data
analytic tools packaged for analyzing Wi-Fi device location data that comes from the MSE.

Note  With MSE 6.0 and later, you can enable multiple services (CAS and wIPS) simultaneously. Before Version 6.0,
mobility services engines only supported one active service at a time.

Step 3 Click Next to configure the tracking parameters.

Step 4 After you enable services on the mobility services engine, the Select Tracking & History Parameters page appears.
Note  Ifyou skip configuring the tracking parameters, the default values are selected.

Step 5 You can select the clients that you want to keep track of by selecting the corresponding Tracking check box(es). The
various tracking parameters are as follows:

» Wired Clients
» Wireless Clients
* Rogue Access Points

° Exclude Adhoc Rogue APs

* Rogue Clients
* Interferers

* Active RFID Tags
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You can enable the history tracking of devices by selecting the corresponding devices check box(es). The different history
parameters are as follows:

» Wired Stations

* Client Stations

* Rogue Access Points
* Rogue Clients

* Interferers

* Asset Tags

Click Next to Assign Maps to the MSE.
Note  The Assigning Maps page is available only if you select CAS as one of the services to be enabled on the
MSE.

Once you configure MSE tracking and history parameters, the Assigning Maps page appears.
The Assign Maps page shows the following information:

* Map Name

* Type (building, floor, campus)

* Status

You can see the required map type by selecting All, Campus, Building, Floor Area, or Outdoor Area from the Filter
option available in the page.

To synchronize a map, select the Name check box, and click Synchronize.
Upon synchronization of the network designs, the appropriate controllers that have APs assigned on a particular network
design are synchronized with the MSE automatically. Click Done to save the MSE settings.

Configuring MSE Tracking and History Parameters

Step 1

Step 2

| oL-28566-01

After you enable services on the mobility services engine, the Select Tracking & History Parameters page appears.
Note  Ifyou skip configuring the tracking parameters, the default values are selected.

You can select the clients that you want to keep track of by selecting the corresponding Tracking check box(es). The
various tracking parameters are as follows:

» Wired Clients
» Wireless Clients
* Rogue Access Points

> Exclude Adhoc Rogue APs
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* Rogue Clients
* Interferers

* Active RFID Tags

Step 3 You can enable the history tracking of devices by selecting the corresponding devices check box(es). The different history
parameters are as follows:

» Wired Stations

* Client Stations

* Rogue Access Points
* Rogue Clients

* Interferers

* Asset Tags

Step 4 Click Next to Assign Maps to the MSE.

Assigning Maps to the MSE
A

Note  The Assigning Maps page is available only if you select CAS as one of the services to be enabled on the
MSE.

To assign maps to the MSE, follow these steps:

Step 1 Once you configure MSE tracking and history parameters, the Assigning Maps page appears.
The Assign Maps page shows the following information:

* Map Name
* Type (building, floor, campus)

« Status

Step 2 You can see the required map type by selecting All, Campus, Building, Floor Area, or Outdoor Area from the Filter
option available on the page.

Step 3 To synchronize a map, select the Name check box, and click Synchronize.
Upon synchronization of the network designs, the appropriate controllers that have APs assigned on a particular network
design are synchronized with the MSE automatically. Click Done to save the MSE settings.
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Deleting an MSE License File

To delete an MSE license file, follow these steps:

Step 1 Choose Services > Mobility Service Engine.
The Mobility Services page appears.

Step 2 Click Device Name to delete a license file for a particular service.

Step 3 From the Select a command drop-down list, choose Edit Configuration.
The Edit Mobility Services Engine dialog box appears.

Step 4 Click Next in the Edit Mobility Services Engine dialog box.
The MSE License Summary page appears.

Step 5 Choose the MSE license file that you want to delete in the MSE License Summary page.
Step 6 Click Remove License.

Step 7 Click OK to confirm the deletion or Cancel to close this page without deleting the license.
Step 8 Click Next to enable services on the mobility services engine.

Deleting a Mobility Services Engine from the Prime
Infrastructure

To delete one or more mobility services engines from the Prime Infrastructure database, follow these steps:

Step 1 Choose Services > Mobility Services.
The Mobility Services page appears.

Step 2 Select the mobility services engine to be deleted by selecting the corresponding Device Name check box(es).
Step 3 From the Select a command drop-down list, choose Delete Service(s). Click Go.
Step 4 Click OK to confirm that you want to delete the selected mobility services engine from the Prime Infrastructure database.

Step 5 Click Cancel to stop deletion.

Registering Device and wiPS Product Authorization Keys

You receive a Product Authorization Key (PAK) when you order a CAS element, wIPS, or tag license from
Cisco. You must register the PAK to receive the license file for installation on the mobility services engine.
License files are e-mailed to you after successfully registering a PAK. Client and wIPS PAKs are registered
with Cisco.
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Installing Device and wiPS License Files

To register a PAK to obtain a license file for installation, follow these steps:

On your web browser, go to http://tools.cisco.com/SWIFT/LicensingUI/Home.
Enter the PAK, and click SUBMIT.

Verify the license purchase. Click Continue if correct . The licensee entry page appears.
Note  Ifthe license is incorrect, click the TAC Service Request Tool URL to report the problem.

In the Designate Licensee page, enter the UDI of the mobility services engine in the Host Id text box. This is the mobility

services engine on which the license is installed.

Note  UDI information for a mobility services engine is found in the General Properties at Services > Mobility Services
Engine > Device Name > System.

Select the Agreement check box. Registrant information appears beneath the Agreement check box.

If the registrant and end user are not the same person, select the Licensee (End-User) check box beneath registrant
information and enter the information for the end user.

Click Continue. A summary of entered data appears.

In the Finish and Submit page, review registrant and end-user data. Click Edit Details to correct any information. Click
Submit. A confirmation page appears.

Installing Device and wiPS License Files

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6

You can install device and wIPS licenses from the Prime Infrastructure. From Release 7.5 onwards, Cisco
tag engine is used to track tags. If a tag license is detected when you are upgrading from Release 7.2 and later
releases to Release 7.5, then a warning message is displayed about removing the AeroScout license and engine.
If you accept, then it removes all the partner engine sub services and Cisco Tag Engine sub service is enabled
by default. If you do not accept to remove the partner engine, then it will continue with the installation. If
there are no tag licenses are detected, then the installation will proceed as before.

The Administration > License Center page is available only in the virtual domain in Release 7.3.101.0 and
later.

To add a device or wiIPS license to the Prime Infrastructure after registering the PAK, follow these steps:

Choose Administration > License Center.
Choose Files > MSE Files from the left sidebar menu.
Click Add. The Add a License File dialog box appears.

Choose the applicable MSE name from the MSE Name drop-down list.
Note  Verify that the UDI of the selected mobility services engine matches the one that you entered when registering
the PAK.

Click Choose File to browse to and select the license file.
Click Upload. The newly added license appears in the MSE license file list.
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CHAPTER

Synchronizing Mobility Services Engines

This chapter describes how to synchronize Cisco wireless LAN controllers and the Prime Infrastructure with
mobility services engines.

Note

The Mobility Services Engines, Synchronize Services, Synchronization History, High Availability, Context
Aware Notifications, and MSAP pages on the Services tab are available in Release 7.3.101.0.

This chapter contains the following sections:

Synchronizing the Prime Infrastructure and Mobility Services Engines, page 27
Prerequisites for Synchronizing Mobility Services Engine, page 28

Working with Third-Party Elements, page 28

Synchronizing Controllers with a Mobility Services Engine, page 29

Configuring Automatic Database Synchronization and Out-of-Sync Alerts, page 31

Viewing the Status of Mobility Services Engine Synchronization, page 34

Synchronizing the Prime Infrastructure and Mobility Services
Engines

| OL-28566-01

A

This section describes how to synchronize the Prime Infrastructure and mobility services engines manually
and automatically.

Note

The Services > Synchronize Services page is available only in the virtual domain in Release 7.3.101.0
and later.

After adding a mobility services engine to the Prime Infrastructure, you can synchronize network designs
(campus, building, floor, and outdoor maps), controllers (name and IP address), specific Catalyst 3000 series
and 4000 series switches, and event groups with the mobility services engine.
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. Prerequisites for Synchronizing Mobility Services Engine

* Network Design—A logical mapping of the physical placement of access points throughout facilities.
A hierarchy of a single campus, the buildings that comprise that campus, and the floors of each building
constitute a single network design.

* Controller—A selected controller that is associated and regularly exchanges location information with
a mobility services engine. Regular synchronization ensures location accuracy.

» Wired Switches—Wired Catalyst switches that provide an interface to wired clients on the network.
Regular synchronization ensures that location tracking of wired clients in the network is accurate.

° The mobility services engine can be synchronized with Catalyst stackable switches (3750, 3750-E,
3560, 2960, IE-3000 switches), switch blades (3110, 3120, 3130, 3040, 3030, 3020), and switch

ports.

 The mobility services engine can also be synchronized with the following Catalyst 4000 series
switches: WS-C4948, WS-C4948-10GE, ME-4924-10GE, WS-4928-10GE, WS-C4900M,
WS-X4515, WS-X4516, WS-X4013+, WS-X4013+TS, WS-X4516-10GE, WS-X4013+10GE,
WS-X45-SUP6-E, and WS-X45-SUP6-LE.

* Event Groups—A group of predefined events that define triggers that generate an event. Regular
synchronization ensures that the latest defined events are tracked. Event groups can also be created by
third-party applications. For more information on third-party application created event groups, see the
Configuring Automatic Database Synchronization and Out-of-Sync Alerts, on page 31.

* Third Party Elements—When you synchronize elements with MSE, there might be event groups on the
MSE that have been created by third-party applications. You can either delete the unused elements or
mark them as third-party elements.

* Service Advertisements—MSAP provides service advertisements on mobile devices. This shows the
service advertisement that is synchronized with the MSE.

Prerequisites for Synchronizing Mobility Services Engine

* Be sure to verify software compatibility between the controller, Prime Infrastructure, and the mobility
services engine before synchronizing. See the latest mobility services engine release notes at the following
URL: http://www.cisco.com/en/US/products/ps9742/tsd_products_support_series_home.html

« Communication between the mobility services engine, Prime Infrastructure, and the controller is in
Coordinated Universal Time (UTC). Configuring NTP on each system provides devices with UTC time.
The mobility services engine and its associated controllers must be mapped to the same NTP server and
the same Prime Infrastructure server. An NTP server is required to automatically synchronize time
between the controller, Prime Infrastructure, and the mobility services engine. However, the timezone
for MSE should still be set to UTC. This is because wIPS alarms require that the MSE time be set to
UTC.

Working with Third-Party Elements

When you synchronize elements with MSE, there might be event groups on the MSE that have been created
by third-party applications. You can either delete the unused elements or mark them as third-party elements.
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Deleting the Elements or Marking Them as Third-Party Elements

To delete the elements or mark them as third-party elements, follow these steps:

Step 1 Choose Services > Synchronize Services.
The Network Designs page appears.

Step 2 In the Network Designs page, choose Third Party Elements from the left sidebar menu.
The Third Party Elements page appears.

Step 3 Select one or more elements.
Step 4 Click one of the following buttons:

* Delete Event Groups—Deletes the selected event groups.

* Mark as 3rd Party Event Group(s)—Marks the selected event groups as third-party event groups.

Synchronizing Controllers with a Mobility Services Engine

This section describes how to synchronize a controller, assign an MSE to any wireless controller and also to
unassign a network design, controller, wired switch, or event group from a mobility services engine.

This section contains the following topics:
* Synchronizing a Controller, Catalyst Switch, or Event Group, on page 29
* Assigning an MSE to the Controller, on page 30

+ Unassigning a Network Design, Wired Switch, or Event Group from MSE, on page 31

Synchronizing a Controller, Catalyst Switch, or Event Group

To synchronize network designs, a controller, a Catalyst switch, or event group with the mobility services
engine, follow these steps:

Step 1 Choose Services > Synchronize Services.
The left sidebar menu contains the following options: Network Designs, Controllers, Event Groups, Wired Switches,
Third Party Elements, and Service Advertisements.

Step 2 From the left sidebar menu, choose the appropriate menu options.

Step 3 To assign a network design to a mobility services engine, in the Synchronize Services page, choose Network Designs
from the left sidebar menu.
The Network Designs page appears.
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Step 4

Step 5
Step 6
Step 7

Step 8

Synchronizing Mobility Services Engines |

Assigning an MSE to the Controller

Select all the maps to be synchronized with the mobility services engine by selecting the corresponding Name check

box.

Note  Through Release 6.0, you can assign only up to a campus level to a mobility services engine. Starting with
Release 7.0, this option is granular to a floor level. For example, you can choose to assign floorl to MSE 1,
floor2 to MSE 2, and floor3 to MSE 3.

Click Change MSE Assignment.
Select the mobility services engine to which the maps are to be synchronized.
Click either of the following in the MSE Assignment dialog box:

» Save—Saves the mobility services engine assignment. The following message appears in the Messages column of
the Network Designs page with a yellow arrow icon:

“To be assigned - Please synchronize.”

* Cancel—Discards the changes to mobility services engine assignment and returns to the Network Designs page.

You can also click Reset to undo the mobility services engine assignments.

Note A network design may include a floor in a campus or a large campus with several buildings, each monitored
by a different mobility services engine. Because of this, you may need to assign a single network design
to multiple mobility services engines. The network design assignments also automatically pick up the
corresponding controller for synchronization.

Click Synchronize to update the mobility services engine(s) database(s).
When items are synchronized, a green two-arrow icon appears in the Sync. Status column for each synchronized entry.

You can use the same procedure to assign wired switches or event groups to a mobility services engine. To assign a
controller to a mobility services engine, see the Synchronizing Controllers with a Mobility Services Engine for more
information.

Assigning an MSE to the Controller

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

To assign a mobility services engine with any wireless controller on a per-service basis (CAS or wIPS), follow
these steps:

Choose Services > Synchronize Services.

In the Network Designs page, choose Controller from the left sidebar menu.

Select the controllers to be assigned to the mobility services engine by selecting the corresponding Name check box.
Click Change MSE Assignment.

Choose the mobility services engine to which the controllers must be synchronized.

Click either of the following in the Choose MSEs dialog box:

» Save—Saves the mobility services engine assignment. The following message appears in the Messages column of
the Controllers page with a yellow arrow icon:

“To be assigned - Please synchronize.”

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
0L-28566-01 |



| Synchronizing Mobility Services Engines

Step 7
Step 8

Unassigning a Network Design, Wired Switch, or Event Group from MSE .

* Cancel—Discards the changes to mobility services engine assignment and returns to the Controllers page.

You can also click Reset to undo the mobility services engine assignments.

Click Synchronize to complete the synchronization process.

Verify that the mobility services engine is communicating with each of the controllers for only the chosen service. This
can be done by clicking the NMSP status link in the status page.
Note  After synchronizing a controller, verify that the timezone is set on the associated controller.

Note Controller names must be unique for synchronizing with a mobility services engine. If you have two controllers
with the same name, only one is synchronized. You can use the same procedure to assign Catalyst switches or
event groups to a mobility services engine.

Note A switch can be synchronized with only one mobility services engine. However, a mobility services engine can
have many switches attached to it.

Unassigning a Network Design, Wired Switch, or Event Group from MSE

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6
Step 7

To unassign a network design, controller, wired switch, or event group from a mobility services engine, follow
these steps:

Choose Services > Synchronize Services.
From the left sidebar menu, choose the appropriate menu options.

Select one or more elements by selecting the Name check box, and click Change MSE Assignment.
The Choose MSEs dialog box appears.

On the respective tabs, choose one or more elements, and click Change MSE Assignment. The Choose MSEs dialog
box appears.

Unselect the mobility services engine if you do not want the elements to be associated with that mobility services engine
by selecting either the CAS or wIPS check box.

Click Save to save the assignment changes.

Click Synchronize.
The Sync Status column appears blank.

Configuring Automatic Database Synchronization and
Out-of-Sync Alerts

| oL-28566-01

Manual synchronization of the Prime Infrastructure and mobility services engine databases is immediate.
However, future deployment changes (such as changes to maps and access point positions) can yield incorrect
location calculations and asset tracking until resynchronization.
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Configuring Automatic Database Synchronization

To prevent out-of-sync conditions, use the Prime Infrastructure to carry out synchronization. This policy
ensures that synchronization between the Prime Infrastructure and mobility services engine databases is
triggered periodically and any related alarms are cleared

Any change to one or more of any synchronized component is automatically synchronized with the mobility
services engine. For example, if a floor with access points is synchronized with a particular mobility services
engine and then one access point is moved to a new location on the same floor or another floor that is also
synchronized with the mobility services engine, then the changed location of the access point is automatically
communicated.

To further ensure that the Prime Infrastructure and MSE are in sync, smart synchronization happens in the
background.

This section contains the following topics:
* Configuring Automatic Database Synchronization, on page 32
 Smart Controller Assignment and Selection Scenarios, on page 33

* Out-of-Sync Alarms, on page 33

Configuring Automatic Database Synchronization

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

To configure smart synchronization, follow these steps:

Choose Administration > Background Tasks.

Select the Mobility Service Synchronization check box.
The Mobility Services Synchronization page appears.

To set the mobility services engine to send out-of-sync alerts, select the Out of Sync Alerts Enabled check box.

To enable smart synchronization, select the Smart Synchronization Enabled check box.

Note

Note

Smart synchronization does not apply to elements (network designs, controllers, or event groups) that have not
yet been assigned to a mobility services engine. However, out-of-sync alarms are still generated for these
unassigned elements. For smart synchronization to apply to these elements, you must manually assign them to
a mobility services engine.

When a mobility services engine is added to a Prime Infrastructure, the data in the Prime Infrastructure is always
treated as the primary copy that is synchronized with the mobility services engine. All synchronized network
designs, controllers, event groups and wired switches that are present in the mobility services engine and not
in the Prime Infrastructure are removed automatically from mobility services engine.

Enter the time interval, in minutes, that the smart synchronization is to be performed.
By default, the smart-sync is enabled.

Click Submit.
For Smart controller assignment and selection scenarios, see the Smart Controller Assignment and Selection Scenarios,
on page 33.
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Smart Controller Assignment and Selection Scenarios .

Smart Controller Assignment and Selection Scenarios

Scenario 1

If a floor having at least one access point from a controller is chosen to be synchronized with the mobility
services engine in the Network Designs menu of the Synchronize Services page, then the controller to which
that access point is connected is automatically selected to be assigned to the mobility services engine for CAS
service.

Scenario 2

When at least one access point from a controller is placed on a floor that is synchronized with the mobility
services engine, the controller to which the access point is connected is automatically assigned to the same
mobility services engine for the CAS service.

Scenario 3

An access point is added to a floor and assigned to a mobility services engine. If that access point is moved
from controller A to controller B, then controller B is automatically synchronized to the mobility services
engine.

Scenario 4

If all access points placed on a floor that is synchronized to the MSE are deleted, then that controller is
automatically removed from the mobility services engine assignment or unsynchronized.

Out-of-Sync Alarms
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Out-of-sync alarms are of the minor severity (yellow), and are raised in response to the following conditions:
* Elements are modified in the Prime Infrastructure (the auto-sync policy pushes these elements)

* Elements other than controllers exist in the mobility services engine database but not in the Prime
Infrastructure

« Elements are not assigned to any mobility services engine (the auto-sync policy does not apply)

Out-of-sync alarms are cleared when the following occurs:

* The mobility services engine is deleted

Y

Note = When you delete a mobility services engine, the out-of-sync alarms for that system are
also deleted. In addition, if you delete the last available mobility services engine, the
alarm for the following event: “elements not assigned to any server” is deleted.

* Elements are synchronized manually or automatically

* User manually clears the alarms (although the alarms may reappear in the future when the scheduled
task is next executed)
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Viewing the Status of Mobility Services Engine Synchronization

Viewing the Status of Mobility Services Engine Synchronization

You can use the Synchronize Services feature in the Prime Infrastructure to view the status of network design,
controller, switch, and event group synchronization with a mobility services engine.

This section contains the following topics:
* Viewing the Status of Mobility Services Engine Synchronization, on page 34

* Viewing Synchronization History, on page 34

Viewing the Status of Mobility Services Engine Synchronization

Step 1
Step 2

To view the synchronization status, follow these steps:

Choose Services > Synchronize Services.

From the left sidebar menu, choose Network Designs, Controllers, Wired Switches, Third Party Elements, or Service
Advertisements.

For each of the elements, the Sync. Status column shows the synchronization status. A green two-arrow icon indicates
that its corresponding element is synchronized with the specified server such as a mobility services engine. A gray
two-arrow icon with a red circle indicates that its corresponding item is not synchronized with a provided server.

The Message column shows the reason for failure if the elements are out of sync.
You can also view the synchronization status at Monitor > Maps > System Campus > Building > Floor.
where Building is the building within the campus and Floor is a specific floor in that campus building.

The MSE Assignment option on the left sidebar menu shows which mobility services engine the floor is currently assigned
to. You can also change the mobility services engine assignment in this page.

Viewing Synchronization History

You can view the synchronization history for the last 30 days for a mobility services engine. This is especially
useful when automatic synchronization is enabled as alarms are automatically cleared. Synchronization history
provides a summary of those cleared alarms.

To view synchronization history, choose Services > Synchronization History. The Synchronization History
page appears. The following table lists the Synchronization History Page parameters.

Table 5: Synchronization History Page

Text Boxes Description
Timestamp The date and time at which the synchronization has happened.
Server The mobility services engine server.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
0L-28566-01 |



| Synchronizing Mobility Services Engines

| oL-28566-01

Viewing Synchronization History .

Text Boxes Description
Element Name The name of the element that was synchronized.
Type The type of the element that was synchronized.

Sync Operation

The sync operation that was performed.

It can either be an Update, Add, or Delete.

Generated By The method of synchronization.

It can either be Manual or Automatic.
Status The status of the synchronization. It can be either Success or Failed.
Message Any additional message about the synchronization.
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CHAPTER I

Configuring High Availability

This chapter describes how to configure high availability on the MSE. The mobility services engine is a
platform for hosting multiple mobility applications. Every active MSE is backed up by another inactive
instance. The active MSE is called the primary MSE and the inactive MSE is called the secondary MSE.

The main component of high availability system is the health monitor. The health monitor configures,
manages, and monitors the high availability setup. Heartbeat is maintained between the primary and secondary
MSE. Health monitor is responsible for setting up the database, file replication, and monitoring the application.
When the primary MSE fails and the secondary MSE takes over, the virtual address of the primary MSE is
switched transparently.

Note  The Mobility Services Engines, Synchronize Services, Synchronization History, High Availability, Context
Aware Notifications, and MSAP pages on the Services tab are available only in the virtual domain in
Release 7.3.

This chapter contains the following sections:

* Overview of the High Availability Architecture, page 37
 Pairing Matrix, page 38

* Guidelines and Limitations for High Availability, page 38
 Failover Scenario for High Availability, page 39

» Failback, page 39

* HA Licensing, page 39

» Configuring High Availability on the MSE, page 40

* Viewing Configured Parameters for High Availability, page 43
» Viewing High Availability Status, page 43

Overview of the High Availability Architecture

This section provides an overview of the high availability architecture.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
| OL-28566-01



Configuring High Availability |
. Pairing Matrix

* Every active primary MSE is backed up by another inactive instance. The purpose of the secondary
MSE is to monitor the availability and state of the primary MSE. The secondary MSE becomes active
only after the failover procedure is initiated.

* The failover procedure can be manual or automatic.
* One secondary MSE can support two primary MSEs.

* There is one software and database instance for each registered primary MSE.

Pairing Matrix
The following table lists the server type pairing matrix information.

Table 6: Pairing Matrix

Secondary Server Type
Primary Server Type 3310 3350 3355 |VA-2 |VA-3 |VA-4 VA-5

3310 |Y Y Y N N N N
3350 |N Y Y N N N N
3355 |N Y Y N N N N
VA-2 |N N N Y Y Y Y
VA-3 |N N N N Y Y Y
VA-4 |N N N N N Y Y
VA-5 |N N N N N N Y

Guidelines and Limitations for High Availability

» Both the health monitor IP and virtual IP should be accessible from the Prime Infrastructure.

¢ The health monitor IP and virtual IP should always be different. The health monitor and virtual interface
can be on the same interface or different interfaces.

* You can use either manual or automatic failover. Failover should be considered temporary. The failed
MSE should be restored to normal as soon as possible, and failback will be reinitiated. The longer it
takes to restore the failed MSE, the longer the other MSEs sharing the secondary MSE must run without
failover support.

* You can use either manual or automatic failback.

* Both the primary and secondary MSE should be running the same software version.
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* High Availability over WAN is not supported.

* High Availability over LAN is supported only when both the primary and secondary MSE are in the
same subnet.

* The ports over which the primary and secondary MSEs communicate must be open (not blocked with
network firewalls, application fireways, gateways, and so on).

Failover Scenario for High Availability

When a primary MSE failure is detected, the following events take place:

)

Note  One secondary MSE can back up multiple primary MSEs.

* The primary MSE is confirmed as non-functioning (hardware fail, network fail, and so on) by the health
monitor on the secondary MSE.

« If automatic failover has been enabled, the secondary MSE is started immediately and uses the
corresponding database of the primary MSE. If automatic failover is disabled, an e-mail is sent to the
administrator asking if they want to manually start failover.

* When the manual failover is configured, an e-mail is sent only if the e-mail is configured for MSE
alarms. When manual failover is configures and not invoked, there is no need for failback.

» Failback is invoked and the primary MSE assumes all the operations.

* The result of the failover operation is indicated as an event in the Health Monitor UI, and a critical alarm
is sent to the administrator.

Failback

When the primary MSE is restored to its normal state if the secondary MSE is already failing over for the
primary, then failback can be invoked.

Failback can occur only if the secondary MSE is in one of the following states for the primary instance:
* The secondary MSE is actually failing over for the primary MSE.
* If manual failover is configured but the administrator did not invoke it.

* The primary MSE failed but the secondary MSE cannot take over because it has encountered errors or
it is failing over another primary MSE.

* Failback can occur only if the administrator starts up the failed primary MSE.

HA Licensing

For high availability, an activation license is required on the primary and secondary virtual appliance. A CAS
or wIPS license is not required on the secondary MSE. It is required only on the primary MSE.
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Configuring High Availability on the MSE

Configuring High Availability on the MSE

Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

Configuring high availability on the MSE involves the following steps:

* During the installation of the MSE software, you must perform certain configurations using the
command-line client.

* Pair up the primary and secondary MSE from the Prime Infrastructure UI.

A

Note By default, all MSEs are configured as primary. If you do not want high availability support and are
upgrading from an older release, you can continue to use the old IP address for the MSE. If you want to
set up high availability, then you must configure the health monitor IP address. The health monitor then
becomes a virtual IP address.

To configure high availability on the primary MSE, follow these steps:

Ensure that the network connectivity between the primary and secondary is functioning and that all the necessary ports
are open.

Install the correct version of MSE on the primary MSE.

Make sure that the same MSE release version that is loaded on the other primary MSE and secondary MSE is also loaded
on the new primary MSE.

On the intended primary MSE, enter the following command:

/opt/mse/setup/setup.sh

Welcome to the appliance setup.

Please enter the requested information. At any prompt,

enter ©~ to go back to the previous prompt. You may exit at

any time by typing <Ctrl+C>.

You will be prompted to choose whether you wish to configure a
parameter, skip it, or reset it to its initial default value.
Skipping a parameter will leave it unchanged from its current
value.

Changes made will only be applied to the system once all the

information is entered and verified.

Configure the hostname:

Current hostname=[mse]

Configure hostname? (Y)es/ (S)kip/ (U)se default [Skip]:

The hostname should be a unique name that can identify the device on the network. It should start with a letter, end with
a letter or number, and contain only letters, numbers, and dashes.

Configure the domain name.
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Step 7

Step 8

Step 9

Step 10

Step 11

Step 12
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Configuring High Availability on the MSE .

Enter a domain name for the network domain to which the device belongs. The domain name should start with a letter,
and it should end with a valid domain name suffix such as .com. It must contain only letters, numbers, dashes, and dots.

Current domain=[]

Configure domain name? (Y)es/ (S)kip/ (U)se default [Skip]:

Configure the HA role:

Current role=[Primary]

Configure High Availability? (Y)es/ (S)kip/ (U)se default [Skip]:

High availability role for this MSE (Primary/Secondary):

Select role [1 for Primary, 2 for Secondary] [1]: 1

Health monitor interface holds physical IP address of this MSE server.

This IP address is used by Secondary, Primary MSE servers and Prime Infrastructure to communicate

among themselves

Select Health Monitor Interface [ethO/ethl] [ethO]:ethO

Direct connect configuration facilitates use of a direct cable connection between the primary and
secondary MSE servers.

This can help reduce latencies in heartbeat response times, data replication and failure detection
times.

Please choose a network interface that you wish to use for direct connect. You should appropriately
configure the respective interfaces.

\"none\" implies you do not wish to use direct connect configuration.

Configure Ethernet interface parameters:

Select direct connect interface [ethO/ethl/none] [none]: ethO

Enter a Virtual IP address for first this primary MSE server:

Enter Virtual IP address [172.31.255.255]:

Enter the network mask for IP address 172.31.255.255.

Enter network mask [255.255.255.0]:

Current IP address=[172.31.255.255]

Current eth0 netmask=[255.255.255.0]

Current gateway address=[172.31.255.256

Configure eth0O interface parameters? (Y)es/(S)kip/ (U)se default [Skip]:

When prompted for “eth1” interface parameters, enter Skip to proceed to the next step. A second NIC is not required for
operation:

Configure ethl interface parameters? (Y)es/(S)kip/ (U)se default [Skip]:
Configure the hostname for secondary MSE:

Current hostname=][]
Configure hostname? (Y)es/ (S)kip/ (U)se default [Skip]:

Configure the domain name:

Current domain=
Configure domain name? (Y)es/ (S)kip/ (U)se default [Skip]:

Configure the HA role:

Current role=[Primary]
Configure High Availability? (Y)es/ (S)kip/(U)se default [Skip]:
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. Configuring High Availability on the MSE

Step 13

Step 14

Step 15

Step 16
Step 17
Step 18
Step 19

Step 20
Step 21

Step 22

Step 23

Step 24

High availability role for this MSE (Primary/Secondary)

Select role [1 for Primary, 2 for Secondary] [1]: 2

Health monitor interface holds physical IP address of this MSE server.

This IP address is used by Secondary, Primary MSE servers and Prime Infrastructure to
communicate among themselves

Select Health Monitor Interface [ethO/ethl] [ethO]: [ethO/ethl]

Direct connect configuration facilitates use of a direct cable connection between the primary and
secondary MSE servers.

This can help reduce latencies in heartbeat response times, data replication and failure detection

times.

Please choose a network interface that you wish to use for direct connect. You should appropriately
configure the respective interfaces.

\"none\" implies you do not wish to use direct connect configuration.

Configure Ethernet interface parameters:

Select direct connect interface [ethO/ethl/none] [none]: ethl

Enter a Virtual IP address for first this primary MSE server

Enter Virtual IP address [172.19.35.61]:

Enter the network mask for IP address 172.19.35.61:

Enter network mask [255.255.254.0]:

Current IP address=[172.19.35.127]

Current eth0 netmask=[255.255.254.0]

Current gateway address=[172.19.34.1]

Configure eth0 interface parameters? (Y)es/(S)kip/ (U)se default [Skip]:

Once you configure both the primary MSE and secondary MSE, the Prime Infrastructure UI should be used to set up a
pairing between the primary and secondary MSE.

Once you add the primary MSE successfully, choose Services > High Availability or click the primary MSE device in
the Services > Mobility Services Engine page, and choose HA Configuration > Service High Availability from the
left sidebar menu.

The HA Configuration page appears.

Enter the secondary device name with which you want to pair the primary MSE.
Enter the secondary IP address which is the health monitor IP address of the secondary MSE.
Enter the secondary password. This is the Prime Infrastructure communication password configured on the MSE.

Specify the failover type. You can choose either Manual or Automatic from the Failover Type drop-down list. After
10 seconds, the system fails over. The secondary server waits for a maximum of 10 seconds for the next heartbeat from
the primary server. If it does not get the heartbeat in 10 seconds, it declares a failure.

Specify the failback type by choosing either Manual or Automatic from the Failback Type drop-down list.

Specify the Long Failover Wait in seconds.
After 10 seconds, the system fails over. The maximum failover wait is 2 seconds.

Click Save.
The pairing and the synchronization happens automatically.

To check whether the heartbeat is received from the primary MSE or not, choose Services > Mobility Services Engine,
and click Device Name to view the configured parameters.

Choose HA Configuration > Service High Availability from the left sidebar menu.
Check whether the heartbeat is received from the primary MSE.
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Viewing Configured Parameters for High Availability

To view the configured parameters for high availability, follow these steps:

Step 1 Choose Services > High Availability.

Step 2 Click Device Name to view its configured fields.
The HA configuration page appears.

Step 3 Choose Services High Availability > HA Configuration from the left sidebar menu. The HA Configuration page shows
the following information:

* Primary Health Monitor IP
* Secondary Device Name

* Secondary IP Address

* Secondary Password

* Failover Type

* Failback Type

 Long Failover Wait

Viewing High Availability Status

To view the high availability status, follow these steps:

Step 1 Choose Services > High Availability.

Step 2 Click Device Name to view the desired status.
The HA Configuration page appears.

Step 3 Choose HA Status from the left sidebar menu. The HA Configuration page shows the following information:
* Current High Availability Status
° Status—Shows whether the primary and secondary MSE instances are correctly synchronized or not.
° Heartbeats—Shows whether the heartbeat is received from the primary MSE or not.

> Data Replication—Shows whether the data replication between the primary and secondary databases is
happening or not.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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> Mean Heartbeat Response Time—Shows the mean heartbeat response time between the primary and secondary
MSE instance.

* Event Log—Shows all the events generated by the MSE. The last 20 events can be viewed.
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CHAPTER 5

MSE Delivery Modes

The Cisco MSE comes preinstalled on a physical appliance with various performance characters. The MSE
is delivered in two modes, the physical appliance and the virtual appliance.

This chapter contains the following sections:

» Physical Appliance, page 45

» Virtual Appliance, page 45

* Deploying the MSE Virtual Appliance, page 48

* Adding Virtual Appliance License to the Prime Infrastructure, page 52

* Viewing the MSE License Information Using the License Center, page 53

» Removing a License File Using the License Center, page 54

Physical Appliance

When the MSE is located on the physical appliance, you can use the standard license center Ul to add new
licenses. When the MSE is located on the physical appliance, the license installation process is based on Cisco
UDI (Unique Device Identifier). Choose Administration > License Center on the Cisco Prime Infrastructure
UI to add the license.

A

Note  Virtual appliance licenses are not allowed on physical appliances.

Virtual Appliance

The MSE is also offered as a virtual appliance, to support lower-level, high, and very high end deployments.
When the MSE is located on the virtual appliance, the license is validated against VUDI (Virtual Unique
Device Identifier) instead of UDI.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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Operating Systems Requirements

A

Note

N

MSE is available as a virtual appliance for Release 7.2 and later. The virtual appliance must be activated
first before installing any other service licenses.

The MSE virtual appliance software is distributed as an Open Virtualization Archive (OVA) file. You can
install the MSE virtual appliance using any of the methods for deploying an OVF supported by the VMware
environment. Before starting, make sure that the MSE virtual appliance distribution archive is in a location
that is accessible to the computer on which you are running vSphere Client.

For a virtual appliance, you must have an activation license. Without an activation license, the MSE starts in
evaluation mode. Even if service licenses are present on the host, it rejects them if the activation license is
not installed.

Note

See the VMware vSphere 4.0 documentation for more information about setting up your VMware
environment.

You can add and delete a virtual appliance license either using the Services > Mobility Services Engine >
Add Mobility Services Engine page when you are installing MSE for the first time, or you can use the
Administration > License Center page to add or delete a license.

See the Adding and Deleting Mobility Services Engines and Licenses and the Deleting an MSE License File,
on page 23 for more information on adding a license and deleting a license using the mobility services engine
wizard.

This section contains the following topics:
* Operating Systems Requirements, on page 46
* Client Requirements, on page 47
» Virtual Appliance Sizing, on page 47
* Reinstalling MSE on a Physical Appliance, on page 48
* Deploying the MSE Virtual Appliance, on page 48
* Adding a License File to the MSE Using the License Center, on page 53
* Viewing the MSE License Information Using the License Center, on page 53

* Removing a License File Using the License Center, on page 54

Operating Systems Requirements

The following operating systems are supported:
* Red Hat Linux Enterprise server 5.4 64-bit operating system installations are supported.

* Red Hat Linux version support on VMware ESX/ESXi Version 4.1 and later with either local storage
or SAN over fiber channel.
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We recommend UCA and ESX/ESXi deployments for a virtual appliance.

Client Requirements

The MSE user interface requires Microsoft Internet Explorer 7.0 or later with the Google Chrome plugin or
Mozilla Firefox 3.6 or later releases.

We strongly advise that you do not enable third-party browser extensions. In Internet Explorer, you can
disable third-party browser extensions by choosing Tools > Internet Options and unselecting the Enable
third-party browser extensions check box on the Advanced tab.

The client running the browser must have a minimum of 1 GB of RAM and a 2-GHz processor. The client
device should not be running any CPU or memory-intensive applications.

Virtual Appliance Sizing

| oL-28566-01

The following table lists the information on virtual appliance sizing.

Table 7: Virtual Appliance Sizing

Primary MSE Resources Supported License (Individually)
Virtual Appliance Total Memory | CPU CAS License wIPS License
Level

Levell 3.5G 1 100 20

Level2 6G 2 2000 2000

Level3 11G 8 18000 5000

Level4 20G 16 50000 10000
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Reinstalling MSE on a Physical Appliance

You must have root privileges to install the MSE on a physical appliance. To reinstall the MSE on a physical
appliance, follow these steps:

Step 1 Insert the provided MSE software image DVD. The system boots up and a console appears.

Step 2 Select option 1 to reinstall the MSE software image. The system reboots and the configure appliance screen appears.

Step 3 Enter the initial setup parameters and the system reboots again. Remove the DVD and follow the provided steps to start
the MSE server.

Deploying the MSE Virtual Appliance

This section describes how to deploy the MSE virtual appliance on an ESXi host using the vSphere Client
using the Deploy OVF wizard or from the command line. This section contains the following topics:

* Deploying the MSE Virtual Appliance from the VMware vSphere Client, on page 48
+ Configuring the Basic Settings to Start the MSE Virtual Appliance VM, on page 51
* Deploying the MSE Virtual Appliance Using the Command-Line Client, on page 52

Deploying the MSE Virtual Appliance from the VMware vSphere Client

The MSE virtual appliance is distributed as an OVA file that can be deployed on an ESXi using the vSphere
Client. An OVA is a collection of items in a single archive. In the vSphere Client, you can deploy the OVA
wizard to create a virtual machine running the MSE virtual appliance application as described in this section.

N

Note = While the following procedure provides general guidelines to deploy the MSE virtual appliance, the exact
steps that you must perform may vary depending on the characteristics of your VMware environment and
setup.

)

Note  Deploying virtual appliance takes at least 500 GB of available disk space on the ESXi host database. We
recommend that the datastore on the host have a block size of at least 4 MB or more for ESXi 4.1 or earlier,
else the deployment may fail. No such restriction is placed on the datastores on ESXi 5.0 and later.
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Deploying the MSE Virtual Appliance from the VMware vSphere Client .

To deploy the MSE virtual appliance, follow these steps:

From the VMware vSphere Client main menu, choose File > Deploy OVF Template. The Deploy OVF Template

window appears.

Figure 9: Deploy OVF Template Window
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Step 2 Select the Deploy From File radio button and choose the OVA file that contains the MSE virtual appliance distribution
from the drop-down list.

Step 3 Click Next. The OVF Template Details window appears. VMware ESX/ESXi reads the OVA attributes. The details
include the product you are installing, the size of the OVA file (download size), and the amount of disk space that must
be available for the virtual machine.

Step 4 Verify the OVF Template details, and click Next. The Name and Location window appear.

Figure 10: Name and Location Window
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Step 5 Either keep the default name for the VM to be deployed in the Name text box or provide a new one, and click Next. This
name value is used to identify the new virtual machine in the VMware infrastructure, you should use any name that
distinguishes this particular VM in your environment. The Host or Cluster window appears.

Figure 11: Host/Cluster Window
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Step 6 Choose the destination host or HA cluster on which you want to deploy the MSE VM, and click Next. The Resource
Pool window appears.

Step 7 If you have more than one resource pool in your target host environment, choose the resource pool to use for the
deployment, and click Next. The Ready to Complete window appears.

Step 8 Review the settings shown for your deployment and, if required, click Back to modify any of the settings shown.

Step 9 Click Finish to complete the deployment. A message notifies you when the installation completes and you can see the

MSE virtual appliance in your inventory.
Step 10 Click Close to close the Deployment Completed Successfully dialog box.

Configuring the Basic Settings to Start the MSE Virtual Appliance VM

You have completed deploying (installing) the MSE virtual appliance on a new virtual machine. A node for
the virtual machine now appears in the resource tree in the VMware vSphere Client window. Deploying the
OVF template creates a new virtual machine in vCenter with the MSE virtual appliance application and related
resources already installed on it. After deployment, you need to configure basic settings for the MSE virtual
appliance.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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To start the MSE setup, follow these steps:

Step 1 In the vSphere Client, click the MSE virtual appliance node in the resource tree. The virtual machine node should
appear in the Hosts and Clusters tree below the host, cluster, or resource pool to which you deployed the MSE virtual
appliance.

Step 2 On the Getting Started tab, click the Power on the virtual machine link in Basic Tasks. The Recent Tasks window at

the bottom of the vSphere Client pane indicates the status of the task associated with powering on the virtual machine.
After the virtual machine successfully starts, the status column for the task shows Completed.

Step 3 Click the Console tab, within the console pane to make the console prompt active for keyboard input.
Step 4 Use the MSE setup wizard to complete the setup.

Deploying the MSE Virtual Appliance Using the Command-Line Client

This section describes how to deploy the MSE virtual appliance from the command line. As an alternative to
using the vSphere Client to deploy the MSE OVA distribution, you can use the VMware OVF tool, which is
a command-line client.

To deploy an OVA with the VMware OVF tool, use the ovftool command, which uses the name of the OVA
file to be deployed and the target location as arguments, as in the following example:

ovftool MSE-VA-X.X.X-large.ova vi://my.vmware-host.example.com

In this case, the OVA file to be deployed is MSE-VA-X.X.X-large.ova and the target ESX host is
my.vmware-host.example.com. For complete documentation on the VMware OVF Tool, see the VMware
vSphere 4.0 documentation.

Adding Virtual Appliance License to the Prime Infrastructure

You can add virtual appliance license to the Prime Infrastructure using the following two options:

« Using the Add Mobility Service Engine page when you are installing MSE for the first time. See the
Adding a Mobility Services Engine to the Prime Infrastructure, on page 18 for more information.

» Using the License Center page. See the Adding a License File to the MSE Using the License Center for
more information.
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Adding a License File to the MSE Using the License Center

To add a license, follow these steps:

Step 1 Install the MSE virtual appliance.

Step 2 Add the MSE to the Prime Infrastructure.

Step 3 Choose Administration > License Center in the Prime Infrastructure Ul to access the License Center page.
Step 4 Choose Files > MSE Files from the left sidebar menu.

Step 5 Click Add to add a license.
The Add A License File menu appears.

Step 6 Select the MSE and browse to the activation license file.

Step 7 Click Submit.
Once you submit, the license is activated and license information appears in the License Center page.

Viewing the MSE License Information Using the License Center

The license center allows you to manage the Prime Infrastructure, Wireless LAN Controllers, and MSE
licenses. To view the license information, follow these steps:

Step 1 Choose Administration > License Center to access the License Center page.

Step 2 Choose Summary > MSE from the left sidebar menu, to view the MSE summary page.
The following table lists the MSE Summary page fields.

Table 8: MSE Summary Page

Field Description
MSE Name Provides a link to the MSE license file list page.
Service The service type can be CAS, wIPS, Mobile Concierge service,

Location Analytics service, Billboard service, and Proxy service.

Platform Limit Platform limit.

Type Specifies the type of MSE.

Installed Limit Shows the total number of client elements licensed across MSEs.

License Type The three different types of licenses: permanent, evaluation, and
extension.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
| oL-28566-01



MSE Delivery Modes |

. Removing a License File Using the License Center
Field Description
Count The number of CAS or wIPS elements currently licensed across MSEs.
Unlicensed Count Shows the number of client elements that are not licensed.
%Used The percentage of CAS or wiIPS elements licensed across MSEs.

Removing a License File Using the License Center

To remove a license, follow these steps:

Step 1 Install the MSE virtual appliance.

Step 2 Add the MSE to the Prime Infrastructure using the wizard.

Step 3 Choose Administration > License Center to access the License Center page.

Step 4 Choose Files > MSE Files from the left sidebar menu.

Step 5 Choose an MSE license file that you want to remove by selecting the MSE License File radio button, and click Remove.

Step 6 Click OK to confirm the deletion.
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CHAPTER

Configuring and Viewing System Properties

This chapter describes how to configure and view system properties on the mobility services engine.

This chapter contains the following sections:

Licensing Requirement, page 55

Editing General Properties and Viewing Performance, page 55
Modifying NMSP Parameters, page 58

Viewing Active Sessions on a System, page 59

Adding and Deleting Trap Destinations, page 60

Viewing and Configuring Advanced Parameters, page 62

Initiating Advanced Parameters, page 63

Licensing Requirement

All mobility services engines are shipped with an evaluation license of CAS and wiPS. Evaluation copies are
good for a period of 60 days (480 hours) and have preset device limits for each service. Licenses are usage-based
(time is decremented by the number of days you use it rather than by the number of calendar days passed).

For more information on purchasing and installing licenses, see the following URL:

http://www.cisco.com/en/US/prod/collateral/wireless/ps9733/ps9742/data_sheet c07-473865.html

Editing General Properties and Viewing Performance

General Properties—You can use the Cisco Prime Infrastructure to edit the general properties of a mobility
services engine such as contact name, username, password, services enabled on the system, enabling or
disabling a service, or enabling the mobility services engine for synchronization. See the Editing General
Properties, on page 56 for more information.
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A

Note  Use the general properties to modify the username and password that you defined during initial setup of
the mobility services engine.

Performance—You can use the Prime Infrastructure to view CPU and memory usage for a given mobility
services engine. See the Viewing Performance Information, on page 58 for more information.

This section contains the following topics:
« Editing General Properties, on page 56

* Viewing Performance Information, on page 58

Editing General Properties

To edit the general properties of a mobility services engine, follow these steps:

Step 1 Choose Services > Mobility Services to display the Mobility Services page.

Step 2 Click the name of the mobility services engine you want to edit. Two tabs appear with the following headings: General
and Performance.
Note  If the General Properties page is not displayed by default, choose Systems > General Properties from the left
sidebar menu.

Step 3 Modify the fields as appropriate on the General tab. This table lists the General Properties page fields.

Table 9: General Tab

Field Configuration Options
Device Name User-assigned name for the mobility services engine.
Device Type Indicates the type of mobility services engine (for example, Cisco 3310 Mobility Services

Engine). Indicates whether the device is a virtual appliance or not.

Device UDI The Device UDI (Unique Device Identifier) is the string between double quote characters
(including spaces in the end if any).

Version Version of product identifier.

Start Time Indicates the start time when the server was started.

IP Address Indicates the IP address for the mobility services engine.

Contact Name Enter a contact name for the mobility services engine.

User Name Enter the login username for the Prime Infrastructure server that manages the mobility

services engine. This replaces any previously defined username including any set during
initial setup.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
0L-28566-01 |




| Configuring and Viewing System Properties

| oL-28566-01

Editing General Properties .

Field

Configuration Options

Password

Enter the login password for the Prime Infrastructure server that manages the mobility
services engine. This replaces any previously defined password including any set during
initial setup.

HTTP

Select the Enable check box to enable HTTP. By default, HTTPS is enabled.

Note = HTTP is primarily enabled to allow third-party applications to communicate
with the mobility services engine.

Note By default, Prime Infrastructure always uses HTTPS to communicate with the
MSE.

Legacy Port

Enter the mobility services port number that supports HTTPS communication. The
Legacy HTTPS option must also be enabled.

Legacy HTTPS

This does not apply to mobility services engines. It applies only to location appliances.

Delete synchronized service
assignments and enable
synchronization

Select this check box if you want to permanently remove all service assignments from
the mobility services engine. This option shows up only if the delete synchronized
service assignments check box was unselected while adding a mobility services engine.

Mobility Services

To enable a service on the mobility services engine, select the check box next to the
service. The services include Context Aware, wIPS, Mobile Concierge, Location
Analytics, Mobile Billboard, and Proxy service.

You can choose CAS to track clients, rogues, interferers, wired clients, and tags.
Choose either of the following engines to track tags:
* Cisco Tag Engine
or
* Partner Tag Engine

Note  The Partner Tag Engine is used only to track the tags. The clients are still
tracked by Cisco Context-Aware Engine.

Note Once selected, the service is displayed as Up (active). All inactive services
are noted as Down (inactive) on the selected (current) system and on the
network.

Note CAS and wIPS can operate on a mobility services engine at the same
time.

Click the here link to see the number of devices that can be assigned for the current
system.

In the License Center page, choose MSE from the left sidebar menu option to see the
license details for all mobility services engines on the network.

Note  For more information on purchasing and installing licenses, see the following

URL:
http://www.cisco.com/en/US/prod/collateral/wireless/ps9733/ps9742/data_sheet
c07-473865.html

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4 i


http://www.cisco.com/en/US/prod/collateral/wireless/ps9733/ps9742/data_sheet_c07-473865.html
http://www.cisco.com/en/US/prod/collateral/wireless/ps9733/ps9742/data_sheet_c07-473865.html

Step 4

Configuring and Viewing System Properties |

Viewing Performance Information

Note

Note

Note

The following tcp ports are in use on the MSE in Release 6.0: tcp 22: MSE SSH port, tcp 80: MSE HTTP port,
tcp 443: MSE HTTPS port, tcp 1411: AeroScout, tcp 1999: AeroScout internal port, tcp 4096: AeroScout
notifications port, tcp 5900X: AeroScout (X can vary from 1 to 10), and tcp 8001: Legacy port. Used for location
APIs.

The following udp ports are in use on the MSE in Release 6.0: udp 123: NTPD port (open after NTP
configuration), udp 162: AeroScout SNMP, udp/tcp 4000X: AeroScout proxy (X can vary from 1 to 5), udp
12091: AeroScout devices (TDOA Wi-Fi Receivers, chokepoints), udp 12092: AeroScout devices (TDOA Wi-Fi
Receivers, chokepoints), udp 32768: Location internal port, udp 32769: AeroScout internal port, and udp 37008:
AeroScout internal port.

Port 80 is enabled on the MSE if the enable http command was entered on the MSE. Ports 8880 and 8843 are
closed on the MSE when the CA-issued certificates are installed on the MSE.

Click Save to update the Prime Infrastructure and mobility services engine databases.

Viewing Performance Information

Step 1
Step 2

Step 3

To view performance details, follow these steps:

Choose Services > Mobility Services to display the Mobility Services page.

Click the name of the mobility services engine you want to view. Two tabs appear with the following headings: General
and Performance.

Click the Performance tab.
Click a time period (such as /w) on the y-axis to see performance numbers for periods greater than one day.

To view a textual summary of performance, click the second icon under CPU.

To enlarge the page, click the icon at the lower right.

Modifying NMSP Parameters

Network Mobility Services Protocol (NMSP) is the protocol that manages communication between the mobility
services engine and the controller. Transport of telemetry, emergency, and chokepoint information between
the mobility services engine and the controller is managed by this protocol.

This menu option is only available in MSE Release 7.0.105.0 and earlier.

» We recommend no change in the default parameter values unless the network is expecting slow response
or excessive latency.

* Telemetry, emergency, and chokepoint information is only seen on controllers and the Prime Infrastructure
installed with software Release 4.1 and later.

*» The TCP port (16113) that the controller and mobility services engine communicate over must be open
(not blocked) on any firewall that exists between the controller and mobility services engine for NMSP
to function.
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Step 1
Step 2
Step 3
Step 4

Step 5

Viewing Active Sessions on a System .

To configure NMSP parameters, follow these steps:

Choose Services > Mobility Services.

Click the name of the mobility services engine whose properties you want to edit.

Choose System > NMSP Parameters. The configuration options appear.

Modify the NMSP parameters as appropriate. The following table lists the NMSP parameters.

Table 10: NMSP Parameters

Field

Description

Echo Interval

How frequently an echo request is sent from a mobility services engine to a
controller. The default value is 15 seconds. Allowed values range from 1 to
120 seconds.

Note  Ifanetwork is experiencing slow response, you can increase the values
of the echo interval, neighbor dead interval, and the response timeout
values to limit the number of failed echo acknowledgements.

Neighbor Dead Interval

The number of seconds that the mobility services engine waits for a successful
echo response from the controller before declaring the neighbor dead. This
timer begins when the echo request is sent.

The default value is 30 seconds. Allowed values range from 1 to 240 seconds.

Note This value must be at least two times the echo interval
value.

Response Timeout

How long the mobility services engine waits before considering the pending
request as timed out. The default value is 1 second. Minimum value is 1. There
is no maximum value.

Retransmit Interval

Interval of time that the mobility services engine waits between notification of
aresponse timeout and initiation of a request retransmission. The default setting
is 3 seconds. Allowed values range from 1 to 120 seconds.

Maximum Retransmits

The maximum number of retransmits that are sent in the absence of a response
to any request. The default setting is 5. The allowed minimum value is 0. There
is no maximum value.

Click Save to update the Prime Infrastructure and mobility services engine databases.

Viewing Active Sessions on a System

You can view active user sessions on the mobility services engine.
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To view active user sessions, follow these steps:

Step 1 Choose Services > Mobility Services.
Step 2 Click the name of the mobility services engine to view its active sessions.
Step 3 Choose System > Active Sessions.

For every session, the Prime Infrastructure shows the following information:
* Session identifier
* I[P address from which the mobility services engine is accessed
 Username of the connected user
* Date and time when the session started
* Date and time when the mobility services engine was last accessed

* How long the session was idle since it was last accessed

Adding and Deleting Trap Destinations

You can specify which Prime Infrastructure or Cisco Security Monitoring, Analysis, and Response System
(CS-MARS) network management platform is the recipient of SNMP traps generated by the mobility services
engine.

When a user adds a mobility services engine using Prime Infrastructure, that Prime Infrastructure platform
automatically establishes itself as the default trap destination. If a redundant Prime Infrastructure configuration
exists, the backup Prime Infrastructure is not listed as the default trap destination unless the primary Prime
Infrastructure fails and the backup system takes over. Only an active Prime Infrastructure is listed as a trap
destination.

This section contains the following topics:
* Adding Trap Destinations, on page 60

* Deleting Trap Destinations, on page 62

Adding Trap Destinations

To add a trap destination, follow these steps:

Step 1 Choose Services > Mobility Services Engines.

Step 2 Click the name of the mobility services engine for which you want to define a new SNMP trap destination server.
Step 3 Choose System > Trap Destinations.

Step 4 From the Select a command drop-down list, choose Add Trap Destination. Click Go.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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The New Trap Destination page appears.

Adding Trap Destinations

The following table lists the Add Trap Destination page fields.

Table 11: Add Trap Destination Page Fields

Field Description

IP Address IP address for the trap destination.

Port Number The port number for the trap destination. The default port
number is 162.

Destination Type This field is not editable and has a value of Other.

SNMP Version Choose either v2¢ or v3 from the SNMP Version

drop-down list.

The following set of fields appear only if you select v3 as the SNMP version.

User Name

The username for the SNMP Version 3.

Security Name

The security name for the SNMP Version 3.

Authentication Type

Choose one of the following from the drop-down list:

HMAC-MD5
HMAC-SHA

Authentication Password

The authentication password for the SNMP Version 3.

Privacy Type

Choose one of the following from the drop-down list:

CBC-DES

CFB-AES-128
CFB-AES-192
CFB-AES-256

Privacy Password

The privacy password for the SNMP Version 3.

Note  All trap destinations are identified as other except the automatically created default trap destination.

Click Save.

You are returned to the Trap Destination Summary page and the newly defined trap is listed.
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Deleting Trap Destinations

To delete a trap destination, follow these steps:

Step 1 Choose Services > Mobility Services Engines.

Step 2 Click the name of the mobility services engine for which you want to delete a SNMP trap destination server.
Step 3 Choose System > Trap Destinations.

Step 4 Select the check box next to the trap destination entry that you want to delete.

Step 5 From the Select a command drop-down list, choose Add Trap Destination. Click Go.

Step 6 In the dialog box that appears, click OK to confirm deletion.

Viewing and Configuring Advanced Parameters

In the Prime Infrastructure Advanced Parameters page, you can view general system level settings of the
mobility services engine and configure monitoring parameters.

* See the Viewing Advanced Parameter Settings to view current system- level advanced parameters.

* See the Initiating Advanced Commands to modify the current system- level advanced parameters or
initiate advanced commands such as system reboot, system shut down, or clear a configuration file.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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Viewing Advanced Parameter Settings

To view the advanced parameter settings of the mobility services engine, follow these steps:

Step 1 Choose Services > Mobility Services Engines.
Step 2 Click the name of a mobility services engine to view its status.
Step 3 Choose System > Advanced Parameters. The Advanced Parameters page appears.

Figure 12: Advanced Parameters Page
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Initiating Advanced Parameters

The Advanced Parameters page of the Prime Infrastructure enables you to set the number of days events are

kept and set session time out values. It also enables you to initiate a system reboot or shut down, or clear the
system database.

A

Note  You can use the Prime Infrastructure to modify troubleshooting parameters for a mobility services engine
or a location appliance.
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In the Advanced Parameters page, you can use the Prime Infrastructure as follows:

* To set how long events are kept and how long before a session times out.

For more information, see the Configuring Advanced Parameters.

» To initiate a system reboot or shutdown, or clear the system database.

For more information, see the Initiating Advanced Commands.

Configuring Advanced Parameters

To configure advanced parameters, follow these steps:

Step 1 Choose Services > Mobility Services Engines.

Step 2 Click the name of the mobility service whose properties you want to edit.
Step 3 From the left sidebar menu, choose System > Advanced Parameters.
Step 4 View or modify the advanced parameters as necessary.

* General Information
° Product Name
° Version
o Started At
e Current Server Time
» Hardware Resets

> Active Sessions

» Advanced Parameters

Caution  Enable advanced debugging only under the guidance of Cisco TAC personnel because advanced
debugging slows the mobility service down.

> Number of Days to keep Events—Enter the number of days to keep logs. Change this value as required for
monitoring and troubleshooting.

° Session Timeout—Enter the number of minutes before a session times out. Change this value as required for
monitoring and troubleshooting. Currently this option appears dimmed.

* Cisco UDI
° Product Identifier (PID)—The product ID of the mobility services engine.
° Version Identifier (VID)—The version number of the mobility services engine.

° Serial Number (SN)—Serial number of the mobility services engine.

» Advanced Commands

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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° Reboot Hardware—Click to reboot the mobility services hardware. See the Rebooting or Shutting Down a
System, on page 65 for more information.

° Shutdown Hardware—Click to turn off the mobility services hardware. See the Rebooting or Shutting Down
a System, on page 65 for more information.

° Clear Database—Click to clear the mobility services database. See the Clearing the System Database, on
page 66 for more information. Unselect the Retain current service assignments in Prime Infrastructure
check box to remove all existing service assignments from the Prime Infrastructure and MSE. The resources
must be reassigned in the Services > Synchronize Services page. By default, this option is selected.

Step 5 Click Save to update the Prime Infrastructure and mobility services engine databases.

Initiating Advanced Commands

You can initiate a system reboot or shutdown, or clear the system database by clicking the appropriate button
in the Advanced Parameters page.

This section contains the following topics:
* Rebooting or Shutting Down a System

* Clearing the System Database

Rebooting or Shutting Down a System

To reboot or shut down a mobility services engine, follow these steps:

Step 1 Choose Services > Mobility Services Engines.

Step 2 Click the name of a mobility services engine you want to reboot or shut down.

Step 3 Choose System > Advanced Parameters.

Step 4 In the Advanced Commands group box, click the appropriate button (Reboot Hardware or Shutdown Hardware).
Click OK in the confirmation dialog box to initiate either the reboot or shutdown process. Click Cancel to stop the
process.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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Clearing the System Database

To clear a mobility services engine configuration and restore its factory defaults, follow these steps:

Step 1 Choose Services > Mobility Services Engines.

Step 2 Click the name of the mobility services engine you want to configure.

Step 3 Choose System > Advanced Parameters.

Step 4 In the Advanced Commands group box, unselect the Retain current service assignments in Prime Infrastructure

check box to remove all existing service assignments from the Prime Infrastructure and MSE.
The resources must be reassigned in the Services > Synchronize Services page. By default, this option is selected.

Step 5 In the Advanced Commands group box, click Clear Database.
Step 6 Click OK to clear the mobility services engine database.
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Mobile Concierge Services

Cisco Mobile Concierge service provides requirements for mobile clients and servers, and describes message
exchanges between them. The Mobile Concierge solution delivers a unique in-store experience to customers
who use smartphones.

Mobile Concierge service is used by the mobile devices that are configured with a set of policies for
establishing network connectivity. Mobile Concierge service facilitates mobile devices to discover
network-based services available in a local network or services that are enabled through service providers.
Once you are connected to the stores Wi-Fi network, you receive different services including electronic
coupons, promotional offers, customer loyalty data, product suggestions, and so on.

This chapter contains the following sections:
 Licensing for Mobile Concierge, page 67
* Defining a Venue, page 68
* Deleting the Venue, page 69
* Adding New Service Providers with Policies, page 69
* Adding New Service Providers with Policies, page 70
» Deleting a Service Provider, page 71
* Defining New Policies, page 71
» Deleting Policies, page 72

Licensing for Mobile Concierge

You can enable Mobile Concierge service only if you have a valid Advanced Location service license. If you
have the Base Location license, you can upgrade to Advanced Location services by buying the Upgrade SKUs.
For information on SKUs, see the Release Notes for Cisco 3300 Series Mobility Services Engine, Release 7.5.
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Defining a Venue

To define a venue, follow these steps:

Step 1 Choose Services > Mobile Concierge.
Step 2 Choose Mobile Concierge Services > Venues from the left sidebar menu.
The venue page appears.

Step 3 From the Select a command drop-down list, choose Define New Venue, and click Go.
The Venue Wizard page appears.

Step 4 Enter the venue name in the Venue Name text box, and click Next.

Step 5 In the Floor/Outdoor Association group box, do the following:

 From the Area Type drop-down list, choose the area type where you want to display the service advertisements.
The possible values are Floor Area and Outdoor Area.

Note  The Building, Floor Area, and Coverage Area drop-down lists are displayed only when you select Floor
Area as the area type.

* From the Campus drop-down list, choose the campus name where you want to display the service advertisements.
* From the Building drop-down list, choose the building name where you want the advertisements to appear.

* From the Floor drop-down list, choose the floor type.

* From the Coverage Area drop-down list, choose the coverage area within the floor.

* From the Outdoor Area drop-down list, choose the outdoor area where you want to display the service advertisements.
This field is displayed only if you select Outdoor Area as the Area Type.

Step 6 Click Next. The Audio group box appears.

Step 7 In the Audio group box, click Choose File to browse and select the audio file to play the audio notification on the mobile
device.

Step 8 Click Next. The Icons group box appears.

Step 9 In the Icons group box, click Choose File to browse and select the icon.

Step 10 Click Next. The Venue Apps group box appears.

Step 11 In the Venue Apps group box, choose the venue where you want to broadcast the service advertisements.
Step 12 Click Next. The Additional Venue Information group box appears.

Step 13 In the Additional Information group box, do the following:

* Enter the location detail in the Location Detail text box. This provides location details such as store address, zip
code, or street address of the venue.

* Enter the GPS latitude and longitude of the venue in the Latitude and Longitude text box. This helps the applications
to identify the venue accurately.

* Enter any other additional information that you want to provide in the Additional Information text box.
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Step 14

Deleting the Venue .

Click Save. This information is applied to the MSE and the synchronization happens automatically.

Deleting the Venue

Step 1

Step 2
Step 3
Step 4

To delete a venue, follow these steps:

Choose Services > Mobile Concierge.
The Venues page appears.

Select the check box of the venue that you want to delete.
From the Select a command drop-down list, choose Delete Venue, and click Go.
Click OK to confirm the deletion.

Adding New Service Providers with Policies

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6

Step 7
Step 8

| oL-28566-01

To add a service provider with policies, follow these steps:

Choose Service > Mobile Concierge.
Choose Mobile Concierge Services > Providers from the left sidebar menu.
The Providers page appears.

From the Select a command drop-down list, choose Define New Provider, and click Go.
The Provider Wizard page appears.

Enter the service providers venue name in the Provider Name text box.

Click Next. The Icons group box appears.

Select an icon that is associated with the service provider by clicking Choose File. This is the icon that is displayed on
the clients handset.

Click Next. The Local Services group box appears.
In the Local Services group box, do the following:

* Click the blue inverted triangle icon located at the left side of the Local Service # name to expand the Local Service
and configure the following:

> Choose the service type from the Service Type drop-down list. The possible options are: Directory Info,
Sign Up, Discount Coupon, Network Help, and Other.

° Enter the name that you want to display on the clients handset in the Display Name text box.

° Enter the service description in the Description text box.
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> Choose the service URIs from the Service URI drop-down list.

Step 9 Click Save. This information is applied to the MSE and synchronization happens automatically.

Adding New Service Providers with Policies

To add a service provider with policies, follow these steps:

Step 1 Choose Service > Mobile Concierge.

Step 2 Choose Mobile Concierge Services > Providers from the left sidebar menu.
The Providers page appears.

Step 3 From the Select a command drop-down list, choose Define New Provider and click Go.
The Provider Wizard page appears.

Step 4 Enter the service providers venue name in the Provider Name text box.
Step 5 Click Next. The Icons group box appears.

Step 6 Select an icon that is associated with the service provider by clicking Choose File. This is the icon that is displayed on
the clients handset.

Step 7 Click Next. The Local Services group box appears.
Step 8 In the Local Services group box, do the following:

* Click the blue inverted triangle icon location at the left side of the Local Service # name to expand the Local Service
and configure the following:

> Choose the service type from the Service Type drop-down list. The possible options are: Directory Info,
Sign Up, Discount Coupon, Network Help, and Other.

° Enter the name that you want to display on the clients handset in the Display Name text box.
° Enter the service description in the Description text box.

> Choose the service URIs from the Service URI drop-down list.

Step 9 Click Save. This information is applied to the MSE and synchronization happens automatically.
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Deleting a Service Provider .

Deleting a Service Provider

Step 1

Step 2

Step 3
Step 4

To delete a service provider, follow these steps:

Choose Services > Mobile Concierge.
The Venue page appears.

Choose Mobile Concierge Services > Providers from the left sidebar menu.
The Providers page appears.

Select the check box of the service provider that you want to delete.

From the Select a command drop-down list, choose Delete Provider, and click Go.
Click OK to confirm the deletion.

Defining New Policies

To define new policies, follow these steps:

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6
Step 7
Step 8

Step 9
Step 10
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Choose Services > Mobile Concierge.
Choose Mobile Concierge Services > Policies from the left sidebar menu.
The Policies page appears.

From the Select a command drop-down list, choose Define New Policy, and click Go.
The Policy Wizard page appears.

Choose the venue on which you want the policy to be applied from the Venue drop-down list.
Click Next. The Provider group box appears.

Choose the service provider from the Provider drop-down list.

Click Next.

From the SSID drop-down list, choose the SSIDs on which you want to broadcast the service advertisements, and click
OK. You can choose multiple SSIDs.

Click Next. The Display Rule group box appears.

In the Display Rule group box, do the following:
Select the Display Rule radio button. You can select either Display Everywhere or Display Near selected APs radio
button. By default, Display everywhere is selected.

If you select Display everywhere, it searches for all the Mobile Concierge-supported controllers that provide these SSIDs
and assigns these controllers to the MSE.

If you select Display near selected APs, you can configure the following parameters:

» AP—Select those APs on which you want the advertisements to broadcast.
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* Radio—Select the radio frequency on which you want the advertisements to broadcast. The service advertisement
is displayed when the mobile device is near the radio band that you selected. The possible values are 2.4 GHz or
5 GHz.

* min RSSI—Enter a value for RSSI at which you want the service advertisements to be displayed on the user
interface.

Click Finish.

Deleting Policies

Step 1
Step 2

Step 3
Step 4
Step 5

To delete a policy, follow these steps:

Choose Services > Mobile Concierge.

Choose Mobile Concierge Services > Policies from the left sidebar menu.

The Policies page appears.

Select the check box of the policy that you want to delete.

From the Select a command drop-down list, choose Delete Policy, and click Go.
Click OK to confirm the deletion
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Managing Users and Groups

This chapter describes how to manage users, groups, and host access on the mobility services engine.
This chapter contains the following sections:

* Prerequisites, page 73

* Guidelines and Limitations, page 73

* Managing User Groups, page 73

* Managing Users, page 75

Prerequisites

Full access is required for Cisco Prime Infrastructure to access mobility services engines.

Guidelines and Limitations

Group permissions override individual user permissions. For example, if you give a user full access and add
that user to a group with read only access, that user is unable to configure mobility services engine settings.

Managing User Groups

This section describes how to add, delete, and edit user groups.
User groups allow you to assign different access privileges to users.

This section contains the following topics:
» Adding User Groups
* Deleting User Groups

* Changing User Group Permissions
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Adding User Groups

To add a user group to a mobility services engine, follow these steps:

A

Note  The Services > Mobility Services Engine page is available only in root virtual domain.

Step 1 Choose Services > Mobility Services.

Step 2 Click the name of the mobility services engine to which you want to add a user group.
Step 3 Choose System > Accounts > Groups.

Step 4 From the Select a command drop-down list, choose Add Group. Click Go.

Step 5 Enter the name of the group in the Group Name text box.

Step 6 Choose a permission level (read, write, or full) from the Permission drop-down list.

Note  Full access is required for the Prime Infrastructure to access mobility services engines.

Step 7 Click Save.

Deleting User Groups

To delete user groups from a mobility services engine, follow these steps:

Step 1 Choose Services > Mobility Services.

Step 2 Click the name of the mobility services engine from which you want to delete a user group.
Step 3 Choose System > Accounts > Groups.

Step 4 Select the check boxes of the groups that you want to delete.

Step 5 From the Select a command drop-down list, choose Delete Group, and click Go.

Step 6 Click OK.

Changing User Group Permissions
A

Caution  Group permissions override individual user permissions. For example, if you give a user full access and
add that user to a group with only read access, that user is unable to configure mobility services engine
settings.
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Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Managing Users .

To change user group permissions, follow these steps:

Choose Services > Mobility Services.

Click the name of the mobility services engine you want to edit.

Choose System > Accounts > Groups.

Click the name of the group you want to edit.

From the Permission drop-down list, choose a permission level (read, write, full).
Click Save.

Managing Users

This section describes how to add, delete, and edit users for a mobility services engine. It also describes how
to view active user sessions.

This section contains the following topics:
» Adding Users
* Deleting Users

* Changing User Properties

Adding Users

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
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A

Caution  Group permissions override individual user permissions. For example, if you give a user full access and
add that user to a group with only read access, that user is unable to configure mobility services engine
settings.

To add a user to a mobility services engine, follow these steps:

Choose Services > Mobility Services.

Click the name of the mobility services engine to which you want to add users.
Choose System > Accounts > Users.

From the Select a command drop-down list, choose Add User. Click Go.

Enter the username in the Username text box.

Enter a password in the Password text box.

Enter the name of the group to which the user belongs in the Group Name text box.

From the Permission drop-down list, choose a permission level (read, write, or full).
Note  Full access is required for the Prime Infrastructure to access mobility services engines.
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Step 9 Click Save.

Deleting Users

To delete a user from a mobility services engine, follow these steps:

Step 1 Choose Services > Mobility Services.

Step 2 Click the name of the mobility services engine from which you want to delete a user.
Step 3 Choose System > Accounts > Groups.

Step 4 Select the check boxes of the users that you want to delete.

Step 5 From the Select a command drop-down list, choose Delete User. Click Go.

Step 6 Click OK.

Changing User Properties

To change user properties, follow these steps:

Step 1 Choose Services > Mobility Services Engines.

Step 2 Click the name of the mobility services engine you want to edit.

Step 3 Choose System > Accounts > Users.

Step 4 Click the name of the group that you want to edit.

Step 5 Make the required changes to the Password and Group Name text boxes.

Step 6 Click Save.
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Configuring wliPS and Profiles

This chapter describes how to configure wIPS profiles and those items that must be configured in conjunction
to operate wiIPS.

This chapter contains the following sections:

» Configuring wIPS and Profiles, page 77

Configuring wiPS and Profiles

This chapter describes how to configure wIPS profiles and those items that must be configured in conjunction
to operate wiPS.

This chapter contains the following sections:

Guidelines and Limitations

* The mobility services engine can only be configured from one Prime Infrastructure.

* If your wIPS deployment consists of a controller, access point, and MSE, you must set all the three
entities to the UTC timezone.

* A controller is associated to a single configuration profile. All wIPS mode access points connected to
that controller share the same wIPS configuration.

Prerequisites

Before you can configure wiIPS profiles you must do the following:

1 Install a mobility services engine (if one is not already operating in the network). See the Cisco 3350
Mobility Services Engine Getting Started Guide or Cisco 3310 Mobility Services Engine Getting Started
Guide

2 Add the mobility services engine to the Prime Infrastructure (if not already added).

3 Configure access points to operate in wIPS monitor mode.
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4

Configure wIPS profiles.

Information About wiPS Configuration and Profile Management

Configuration of wIPS profiles follows a chained hierarchy starting with the Prime Infrastructure, which is
used for profile viewing and modification. The actual profiles are stored within the wIPS service running on
the MSE.

From the wIPS service on the mobility services engine, profiles are propagated to specific controllers, which
in turn communicate this profile transparently to wIPS mode access points associated to that respective
controller.

When a configuration change to a wIPS profile is made at the Prime Infrastructure and applied to a set of
mobility services engines and controllers, the following occurs:

1
2

The configuration profile is modified on the Prime Infrastructure and version information is updated.

An XML-based profile is pushed to the wIPS engine running on the mobility services engine. This update
occurs over the SOAP/XML protocol.

The wIPS engine on the mobility services engine updates each controller associated with that profile by
pushing out the configuration profile over NMSP.

The controller receives the updated wIPS profile, stores it into NVRAM (replacing any previous revision
of the profile) and propagates the updated profile to its associated wIPS access points using CAPWAP
control messages.

A wIPS mode access point receives the updated profile from the controller and applies the modifications
to its wIPS software engine.

This section contains the following topics:

* Guidelines and Limitations, on page 78
* Configuring Access Points for wIPS Monitor Mode, on page 79
* Configuring wIPS Profiles

Guidelines and Limitations

* Only Cisco Aironet 1130, 1140, 1240, 1250, 3502E and 35021 Series Access Points support wIPS monitor
mode.

» The wIPS submode is supported only when the access point mode is Monitor, Local, or HREAP. But
for 1130 and 1240 access points, wIPS is supported only in monitor mode.
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Configuring Access Points for wIPS Monitor Mode

To configure an access point to operate in wIPS monitor mode, follow these steps:

Step 1 Choose Configure > Access Points.
Step 2 Click the 802.11a or 802.11b/g radio link.

Figure 13: Configure > Access Points > Radio

[] AP Name W IP Address Radio Map Location

[ 1240-1  00:1d:45:23:d5:a0 299.135.20&230 Unassigned

273127

Step 3 In the Access Point page, unselect the Admin Status check box to disable the radio.

Figure 14: Access Points > Radio

Access Point > 1240-1 >'802.11a’

General
AP Name 1240-1
AP Base Radio MAC 00:1d:46:7e:8a:60
Admin Status |
Controller 209.165.200.231 @
Site Config ID 0 o
ol

Step 4 Click Save.

Note  Repeat these steps for each radio on an access point that is to be configured for wIPS monitor
mode.
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Step 6

Step 7
Step 8
Step 9
Step 10
Step 11
Step 12

Step 13
Step 14

Configuring wiPS Profiles

Configuring wiPS and Profiles

Once the radios are disabled, choose Configure > Access Points and then click the name of the access point of the radio

you just disabled.

In the access point dialog box, choose Monitor from the AP Mode drop-down list.

Figure 15: Configure > Access Points > Access Point Detail

General **

AF Name

Ethernet MAC

Base Radio MAC

Country Code

IP Address

Admin Status

AP Static IP

AP Mode

Enhanced WIFS Engine
Monitor Mode Optimization

AF Failover Priority

Select the Enabled check box for the Enhanced WIPS Engine.
From the Monitor Mode Optimization drop-down list, choose WIPS.

Click Save.

Click OK when prompted to reboot the access point.

To reenable the access point radio, choose Configure > Access Points.

1240-1
00:1d:45:23:d5:a0
00:1d:46:7e:8a:60
Us -
209.165.200.232

[¥] Enabled

] Enabled

Maoniter -
¥ Enabled

I -

Low -

Click the appropriate access point radio.

Figure 16: Configure > Access Points > Radio

Ethernet
MAC

In the Radio Detail page, select the Admin Status Enabled check box.

Click Save.

1130-1 00:14:6a:1b:3b:6a
1250-1 00:1b:d5:13:15:e2

] 1240-1 00:1d:45:23:d5:a0
[l

IP Address Radio
209.165.200.225
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200.165.200.226 B802.113

209.165.200.227 202.11b/g/n Unassigned
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Repeat this procedure for each access point and each respective radio configured for wIPS monitor mode.

Configuring wliPS Profiles

i Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4

By default, the mobility services engine and corresponding wIPS access points inherit the default wIPS profile
from the Prime Infrastructure. This profile comes pre-tuned with a majority of attack alarms enabled by default
and monitors attacks against access points within the same RFGroup as the wIPS access points. In this manner,
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the system comes pre-setup to monitor attacks against a deployment model that utilizes an integrated solution
in which both the WLAN infrastructure and wIPS access points are intermixed on the same controller.

A

Note  Some of the configuration steps that follow are marked as Overlay-Only and are only to be undertaken
when deploying the wIPS solution to monitor an existing WLAN Infrastructure such as an autonomous
or completely separate controller-based WLAN.

To configure wIPS profiles, follow these steps:

Choose Configure > wiIPS Profiles.
The wIPS Profiles page appears.

From the Select a command drop-down list, choose Add Profile, and click Go.

Figure 17: wiPS Profiles > Profile List

Wireless Control System <IP,Name,55ID,MAC> Search
Advanced Search | Saved Search

User: root @ Virtual Domain: root ™

||||||||. LAlnmSummaq':i) A s ¥ o O 1543 v_'J
cisco

# Monitor v Reports v Configure » Services v Administration v Tools v Help v @ ¥ B Logout
i wiPS Profiles S
wIPS Profiles [ Ad ]| Go
ool P ot (addpoile %) [ |

SSID Group List

None detected

206354

Selecting a Profile Template
In the Profile Parameters dialog box, choose a profile template from the Copy From drop-down list.

Note  The wIPS comes with a pre-defined set of profile templates from which you can choose or use as a basis for
their own custom profiles. Each profile is tailored to either a specific business or application as are the specific
alarms enabled on that profile.

Note  You cannot edit the default
profile.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4 i
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Note  Ensure that the NMSP session is active to push the profile to the
controller.

Figure 18: Profile Parameters Dialog Box

i Profile Parameters B

Profile Mame lNew Profile

Copy From iDefauIt vi

Default

Education L
Save SavEall EnterpriseBest I—l
EnterpriseRogue
Financial
HealthCare
HotSpotQpen
HotspotS0z1x
Military
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Tradeshow
warehouse
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Step 4 After selecting a profile and entering a profile name, click Save and Edit. Fore more information, see the wIPS Profiles,

on page 87 section.
Step 5 Configure the SSIDs to Monitor

(Optional) Configure SSIDs in the SSID Group List page. By default, the system monitors attacks launched against the
local Wireless LAN Infrastructure (as defined by APs which have the same RF Group name). If the system should also

be required to monitor attacks against another network, such as when deployed in an overlay deployment model, the
SSID groups feature must be utilized.

[ ] Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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Note  If this step is not required, simply click Next.

Figure 19: SSID Groups Summary Pane

WIP 8 Profiles > Profile > 'New Profile’ > SSID Groups Edit Group ~| o |
Select a Command
Save I Cancel | Next I GT’U

(Edit Grour
[DEEE Groap T

[T Mame SSID List
T any

T Guest

™ Neighbor

[T Cther

273134

1 Select the MyWLAN check box and choose Edit Group from the drop-down list, then click Go.

2 Enter SSIDs to Monitor. This step is required if the system to be utilized to monitor attacks against a different
WLAN infrastructure which is typical of an overlay deployment model.

3 Enter the SSID name (separate multiple entries by a single space), and click Save.

Figure 20: SSID Group Configuration Dialog Box

SSID Group Configuration

SSID Group Mame [y wLan

SEID1 S5IDZ S5103 il

S3I0 ListiUse space between SSI0s)

| Save |! Cancel

The SSID Groups page appears confirming that the SSIDs are added successfully. For more information,
see the Configuring wIPS SSID Group List, on page 90 section.

273135

Figure 21: New Profile > SSID Groups Page

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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WIPS Profiles > Profile > 'New Profile’ > SSID Groups

Save
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Next |

T Name
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The Select Policy and Policy Rules summary panes appear.

Figure 22: Next > Select Policy Summary Pane

Select Policy
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Step 6 Editing the Profile
To enable or disable attacks to be detected and reported, select the check box next to the specific attack type in question
in the Select Policy pane.

E’ Security IDS/IPS

The addition of WLANs in the corporate environment introduces a new class of threats for
network security. RF signals that penetrate walls and extend beyond intended boundaries can
expose the network to unauthorized users. Rogue access points installed by employees for their
personal use usually do not adhere to the corporate security policy. A rogue access point can
put the entire corporate network at risk for ocutside penetration and attack. Mot to understate the
threat of the rogue access point, there are many other wireless security risks and intrusions
such as mis-configured and unconfigured access points and DoS (denial-of-service) attacks.

Wireless Security Methods
b}

Simple Complex T

Step 7 To edit the profile, click the name of the attack type (such as DoS: Association flood).
The configuration pane for that attack type appears in the right pane above the policy rule description.

Figure 23: Policy Rules Pane

Select Policy

Policy Rules

—-B Security wiDS/wIPS
—E wIPS - Denial of Service Attack
i DoS Attack Against AP

: Association flood

: Authentication flood
: EAPOL-Start attack

: Association table overflow

Step 8 Editing the Policy Rules.
To modify a policy rule, select the check box next to the policy rule in the Policy Rules page, and click Edit.

Do5: Association flood

Add | edit || Delete Move Up | Move Down |
@©
¥ Threshold ACL/SSID Group Notification Severity )
—
¥ 100 Internal None Critical ﬂ
Y]
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The Policy Rule Configuration dialog box appears. Configure the following in the Policy Rule Configuration dialog
box:

Figure 24: Policy Rule Configuration Dialog Box

Severity [ Minor ]
Action [#lcontainment

Type '@ISSID
Guest -
Any

SSID Group MyWLAN
MNeighbar
Other 7

I m e |
Save || Cancel |

agnate

a) Choose the severity of the alarm to be modified from the Severity drop-down list. The possible options are Minor,
Major, Critical, and Warning.
b) Select the Containment check box to enable the auto containment action.

Note  The following security penetration attacks can be configured for Rogue AP containment in Release
7.5:

* Soft AP or Host AP Detected
» Airsnarf Attack Detected
» Honeypot AP Detected
* Hotspotter Tool Detected
 Karma Tool Detected
* Device Broadcast XSS SSID
c) Select the Forensic check box if you want to capture packets for this alarm.

d) Modify the number of active associations, if desired. (This value varies by alarm type).

e) Select the type of WLAN infrastructure (SSID or Device Group) that the system monitors for attacks from the SSID
Group drop-down list.

« If you select SSID, continue with Step 9.

« If you select Device Group, continue with Step 10.

Note  Device Group (Type) and Internal are the defaults. Internal indicates all access points within the same
RF Group. Selecting SSID as the type, allows you to monitor a separate network, which is typical of
an overlay deployment.

Step 9 Add Policy Rules (Optional)
(Optional), For overlay deployments only, to add a policy rule for an SSID, do the following:

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
| oL-28566-01



Configuring wiPS Profiles

1 To add a policy rule, click Add.

Figure 25: Adding a Policy Rule

Select Policy

Configuring wiPS and Profiles
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2 In the Policy Rule Configuration dialog box, choose MyWLAN from the SSID Group list.

Note  SSID is already selected as the
type.

3 Click Save after all changes are complete.

4 Modify each policy rule. Continue with Step 10 when all modifications are complete.

Note

When you configure a system to monitor another WLAN infrastructure by SSID, changes must be made for

each and every policy rule to monitor. You must create a policy rule under each separate alarm which defines
the system to monitor attacks against the SSID Group created earlier.

Figure 26: Edit Policy Rules for SSID Monitoring

Select Policy
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% Denial-of-Service Attack: Association Flood

A form of DoS (denial-of-service) attack is to exhaust the access point's resources, particularly
the client association table, by flooding the access point with a large number of emulated and
spoofed client associations. At the 802.11 layer, Shared-key authentication is flawed and rarely
used. The other alternative is Open authentication (null authentication) that relies on higher level

[# DoS: Authentication-failure attack authentication such as 802.1x or VPN. Open authentication allows any client to authenticate and | |
5 -} then associate. An attacker leveraging such a wulnerability can emulate a large number of clients
~li 05z DeAlith bioadcast antatk to flood a target access point's dlient sssociation table by creating many clients reaching State 3
- DoS: De-Auth flood attack as illustrated below. Once the client asscciation table overflows, legitimate clients are not able to
get associated thus a denial-of-serve attack is committed.
[ DoS: Dis-Assoc broadcast attack
large number of emulated client associations overflow AP's client association table
~[#) DoS: Dis-Assoc flood attack
[ DoS: EAPOL-Logoff attack
DoS: FATA-Jack tool detected State 1:
Unauthenticated
DoS: Premature EAP-Failure attack s
~[# DoS: Premature EAP-Success attack
— B wIPS - Security Penetration
- @ Airsnarf attack detected e )
[ YR = Auithentication Deauthentication LA
7] v 4 [+
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Step 10 In the Profile Configuration dialog box, click Save to save the Profile (SSID or Device Group). Click Next.
Figure 27: Profile Configuration Dialog box

WIP S Profiles > Profile > 'New Profile’ > Profile Configuration

Save I Cancel I Back I Mext I
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Step 11 Select the MSE/Controller combinations to apply the profile to and then click Apply.
Figure 28: Apply Profile Dialog Box

NIP S Profiles > Profile > "New Profile’ > Apply Profile

| Apply || Cancel | Back I
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- @ MSE-1
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wIPS Profiles

The wIPS Profiles > Profile List page allows you to view, edit, apply, or delete current wIPS profiles and to
add new profiles.

P

Tip  To learn more about Cisco Adaptive wIPS features and functionality, go to Cisco.com to watch a multimedia
presentation. Here you also find learning modules for a variety of the Prime Infrastructure topics. Over
future releases, we will add more overview and technical presentations to enhance your learning.

To access the wIPS profile list for the Prime Infrastructure, choose Configure > wIPS Profiles. The page
defaults to the wIPS Profiles > Profile List. If the Profile List is not currently displayed, choose Profile List
from the wIPS Profiles left sidebar menu.

The Profile List provides the following information for each profile:

* Profile Name—Indicates the user-defined name for the current profile. Click the profile name to view
or edit profile details.

Y

Note  When you hover your mouse cursor over the profile name, the Profile ID and version
appear.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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* MSE(s) Applied To—Indicates the number of mobility services engines (MSEs) to which this profile
is applied. Click the MSE number to view profile assignment details.

* Controller(s) Applied To—Indicates the number of controllers to which this profile is applied. Click the
controller number to view profile assignment details.

This section contains the following topics:
* Adding a Profile
* Deleting a Profile
 Applying a Current Profile

The profile editor allows you to create new or modify current profiles. See the Profile Configuration Using
the Profile Editor for more information.

Adding a Profile

A new wIPS profile can be created using the default or a pre-configured profile.

Je

Tip  Tip To learn more about Cisco Adaptive wIPS features and functionality, go to Cisco.com to watch a
multimedia presentation. Here you also find learning modules for a variety of the Prime Infrastructure
topics. Over future releases, we add more overview and technical presentations to enhance your learning.

To add a wiIPS profile, follow these steps:

Select Configure > wIPS Profiles. The page defaults to the wIPS Profiles > Profile List.
From the Select a command drop-down list, choose Add Profile.

Click Go.

Type a profile name in the Profile Name text box of the Profile Parameters page.

Select the applicable pre-defined profile, or choose Default from the drop-down list. Pre-defined profiles include the
following:

* Education

* EnterpriseBest

* EnterpriseRogue
* Financial

* HealthCare

* HotSpotOpen

* Hotspot8021x

* Military

* Retail

 Tradeshow

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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» Warehouse

Step 6 Select one of the following:

» Save—Saves the profiles to the Prime Infrastructure database with no changes and no mobility services engine or
controller assignments. The profile appears in the profile list.

* Save and Edit—Saves the profile and allows you to edit the profile.

* Cancel—Closes the Profile Parameters page without creating a profile.

Deleting a Profile

To delete a wIPS profile, follow these steps:

Step 1 Choose Configure > wiIPS Profiles. The page defaults to the wIPS Profiles > Profile List.
Step 2 Select the check box of the wIPS profile(s) you want to delete.

Step 3 From the Select a command drop-down list, choose Delete Profile.

Step 4 Click Go.

Step 5 Click OK to confirm the deletion.

Note  If the profile is already applied to a controller, it cannot be
deleted.

Applying a Current Profile
je)

Tip  Tip To learn more about Cisco Adaptive wIPS features and functionality, access the following URL: http:/
/www.cisco.com/en/US/products/ps6305/tsd_products_support_online learning modules_list.html. Here
you also find learning modules for a variety of the Prime Infrastructure topics. Over future releases, we
will add more overview and technical presentations to enhance your learning.

To apply a wIPS profile, follow these steps:

Step 1 Choose Configure > wIPS Profiles. The page defaults to the wIPS Profiles > Profile List.
Step 2 Select the check box of the wIPS profile(s) you want to apply.

Step 3 From the Select a command drop-down list, choose Apply Profile.

Step 4 Click Go.

Step 5 Select the mobility services engine(s) and controller(s) to which the profile is applied.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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Note  If the new assignment is different than the current assignment, you are prompted to save the profile with a
different name

Step 6 When the applicable mobility services engine(s) and controller(s) are selected, choose one of the following:
* Apply—Applies the current profile to the selected mobility services engine/controller(s).

* Cancel—Returns to the profile list with no changes made.

Configuring wiPS SSID Group List

The SSID (Service Set IDentifier) is a token or key which identifies an 802.11 (Wi-Fi) network. You must
know the SSID to join an 802.11 network. SSIDs can be associated with a wIPS profile as a group using the
SSID group list feature.

An SSID group can be added to a profile by importing it from the Global SSID Group List page (Configure
> wIPS Profiles > SSID Group List) or by adding one directly from the SSID Groups page.

This section contains the following topics:
* Global SSID Group List
+ SSID Groups

Je

Tip  Tip To learn more about Cisco Adaptive wIPS features and functionality, access the
following URL: http://www.cisco.com/en/US/products/ps6305/tsd_products_support_
online learning modules_list.htmlHere you will also find learning modules for a variety
of Prime Infrastructure topics. Over future releases, we will add more overview and
technical presentations to enhance your learning.

Global SSID Group List

The SSID Group List page allows you to add or configure global SSID groups that you might later import
into an applicable wIPS profile.

Tip  Tip To learn more about Cisco Adaptive wIPS features and functionality, access the following URL: http:/
/www.cisco.com/en/US/products/ps6305/tsd_products_support_online learning modules_list.htmlHere

you also find learning modules for a variety of the Prime Infrastructure topics. Over future releases, we
will add more overview and technical presentations to enhance your learning.

To access the SSID Group List page, choose Configure > wIPS Profiles. From the left sidebar menu, choose
SSID Group List. The SSID Group List page display current SSID groups and their associated SSIDs.

This section contains the following topics:

* Adding a Group

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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+ Editing a Group

* Deleting a Group

Adding a Group
To add an SSID Group, follow these steps:

Step 1 Choose Configure > wiIPS Profiles.

Step 2 From the left sidebar menu, choose SSID Group List.

Step 3 From the Select a command drop-down list, choose Add Group.

Step 4 Click Go.

Step 5 In the SSID configuration page, type an SSID group name in the available text box.

Step 6 Enter the SSIDs in the SSID List text box. Separate multiple SSIDs with a space.
Step 7 When finished, select one of the following:

» Save—Saves the SSID group and adds it to the SSID Group List.

* Cancel—Closes the SSID configuration page without saving the new SSID group.

Note To import the SSID groups to a profile, choose Configure > wIPS Profile. Click the profile name for the
applicable profile to open the SSID Groups page. From the Select a command drop-down list, choose Add
Groups from Global List. Select the check box(es) for the SSID group(s) you want to import and click
Save.

Editing a Group
To edit a current SSID Group, follow these steps:

Step 1 Choose Configure > wiIPS Profiles.

Step 2 From the left sidebar menu, choose SSID Group List.

Step 3 Select the check box of the SSID group that you want to edit.
Step 4 From the Select a command drop-down list, choose Edit Group.
Step 5 Click Go.

Step 6 In the SSID configuration page, make the necessary changes to the SSID group name or the SSID list.
Step 7 When finished, select one of the following:

» Save—Saves the current changes and closes the SSID configuration page.

* Cancel—Closes the SSID configuration page without saving the changes.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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Deleting a Group
To delete a current SSID Group, follow these steps:

Step 1 Choose Configure > wiIPS Profiles.
Step 2 From the left sidebar menu, choose SSID Group List.
Step 3 Select the check box of the SSID group(s) that you want to delete.

Step 4 From the Select a command drop-down list, choose Delete Group.
Step 5 Click Go.
Step 6 Click OK to confirm the deletion.

SSID Groups

The SSID Groups page is the first page displayed when you access the profile editor. This page displays SSID
groups that are included for the current wIPS profile.

From this page, you can add, import, edit, or delete an SSID group for the current profile.

Tip  To learn more about Cisco Adaptive wIPS features and functionality, access the following URL: http://
www.cisco.com/en/US/products/ps6305/tsd_products_support online learning_modules_list.html. Here

you also find learning modules for a variety of the Prime Infrastructure topics. Over future releases, we
will add more overview and technical presentations to enhance your learning.

This section contains the following topics:
* Adding a Group
» Adding Groups from Your Global List
+ Editing a Group
* Deleting Group

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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Adding a Group
To add an SSID Group to the current wIPS profile, follow these steps:

Step 1 Choose Configure > wilPS Profiles.

Step 2 From the left sidebar menu, choose Profile List.

Step 3 Click the profile name of the applicable wIPS profile.

Step 4 From the Select a command drop-down list, choose Add Group.

Step 5 Click Go.

Step 6 In the SSID configuration page, type an SSID group name in the available text box.

Step 7 Enter the SSIDs in the SSID List text box. Separate multiple SSIDs with a comma.
Step 8 When finished, select one of the following:

» Save—Saves the SSID group and adds it to the SSID Group List.

* Cancel—Closes the SSID configuration page without saving the new SSID group.

Adding Groups from Your Global List

SSID groups can also be added by importing them from your Global SSID Groups list. See the Global SSID
Group List for more information on creating a global SSID groups list.

To import SSID groups into a profile, follow these steps:

Step 1 Select Configure > wIPS Profile.

Step 2 Click the profile name for the applicable profile to open the SSID Groups page.
Step 3 From the Select a command drop-down list, choose Add Groups from Global List.
Step 4 Select the check box(es) for the SSID group(s) you want to import.

Step 5 Click Save.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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Editing a Group
To edit a current SSID Group, follow these steps:

Step 1 Choose Configure > wiIPS Profiles.

Step 2 From the left sidebar menu, choose Profile List.

Step 3 Click the profile name of the applicable wIPS profile.

Step 4 Select the check box of the SSID group that you want to edit.

Step 5 From the Select a command drop-down list, choose Edit Group.

Step 6 Click Go.

Step 7 In the SSID configuration page, make the necessary changes to the SSID group name or the SSID list.
Step 8 When finished, select one of the following:

* Save—Saves the current changes and closes the SSID configuration page.

* Cancel—Closes the SSID configuration page without saving the changes.

Deleting Group
To delete a current SSID Group, follow these steps:

Step 1 Choose Configure > wiIPS Profiles.

Step 2 From the left sidebar menu, choose Profile List.

Step 3 Click the profile name of the applicable wIPS profile.

Step 4 Select the check box of the SSID group that you want to delete.
Step 5 From the Select a command drop-down list, choose Delete Group.

Step 6 Click Go.
Step 7 Click OK to confirm the deletion.

Profile Configuration Using the Profile Editor
je

Tip  To learn more about Cisco Adaptive wIPS features and functionality, access the following URL: http://
www.cisco.com/en/US/products/ps6305/tsd_products_support_online learning modules_list.html. Here
you also find learning modules for a variety of the Prime Infrastructure topics. Over future releases, we
will add more overview and technical presentations to enhance your learning.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
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The profile editor allows you to configure profile details including the following:
* SSID groups—Add, edit, or delete SSID groups.
* Policy inclusion—Determine which policies are included in the profile.

* Policy level settings—Configure settings for each policy such as threshold, severity, notification type,
and ACL/SSID groups.

* MSE/controller applications—Select the mobility services engine(s) or controller(s) to which you want
to apply the profile.

To configure profile details, follow these steps:

Access the profile editor. This can be done in two ways:
» When creating a new profile, click Save and Edit in the Profile Parameters page.

* Click the profile name from the Profile List page.

From the SSID Groups page, you can edit and delete current groups or add a new group. For more information on adding,
editing, or deleting SSID groups, see the Configuring wIPS SSID Group List for more information.

When SSID groups have been added or edited as needed, select one of the following:
» Save—Saves the changes made to the SSID groups.
* Cancel—Returns to the profile list with no changes made.

* Next—Proceeds to the Profile Configuration page.

From the Profile Configuration page, you can determine which policies are included in the current profile. The check
boxes in the policy tree (located in the left Select Policy pane) indicate which policies are enabled or disabled in the
current profile. You can enable or disable an entire branch or an individual policy as needed by selecting the check box
for the applicable branch or policy.
Note By default, all policies are

selected.
Note  Fordetailed information regarding each of the wIPS policies, see the wIPS Policy Alarm Encyclopedia.

In the Profile Configuration page, click an individual policy to display the policy description and to view or modify
current policy rule settings.
The following options are available for each policy:

* Add—<Click Add to access the Policy Rule Configuration page to create a new rule for this policy.

 Edit—Select the check box of the applicable rule, and click Edit to access the Policy Rule Configuration page to
edit the settings for this rule.

* Delete—Select the check box of the rule you want to delete, and click Delete. Click OK to confirm the deletion.

Note  There must be at least one policy rule in place. You cannot delete a policy rule if it is the only one in the
list.

* Move Up—Select the check box of the rule you want to move up in the list. Click Move Up.

* Move Down—Select the check box of the rule you want to move down in the list. Click Move Down.
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. Profile Configuration Using the Profile Editor

The following settings can be configured at the policy level:

* Threshold (not applicable to all policies)—Indicates the threshold or upper limit associated with the selected policy.
When the threshold is reached for a policy, an alarm is triggered.

Note  Because every policy must contain at least one threshold, default thresholds are defined for each based on
standard wireless network issues.

Note  Threshold options vary based on the selected
policy.

Note  Alarms from Cisco Adaptive wIPS DoS and security penetration attacks are classified as security alarms.
A summary of these attacks is located in the Security Summary page. Choose Monitor > Security to
access this page. The wiIPS attacks are located in the Threats and Attacks section.

* Severity—Indicates the level of severity of the selected policy. Parameters include critical, major, info, and warning.
The value of this field might vary depending on the wireless network.

* Notification—Indicates the type of notification associated with the threshold.

* ACL/SSID Group—Indicates the ACL or SSID Group(s) to which this threshold is be applied.
Note  Only selected groups trigger the

policy.
Step 6 When the profile configuration is complete, select one of the following:
» Save—Saves the changes made to the current profile.
* Cancel—Returns to the profile list with no changes made.
* Back—Returns to the SSID Groups page.
* Next—Proceeds to the MSE/Controller(s) page.

Step 7 In the Apply Profile page, select the check box(es) of the mobility services engine and controller(s) to which you want
to apply the current profile.

Step 8 When the applicable mobility services engine(s) and controller(s) are selected, choose one of the following:
* Apply—Applies the current profile to the selected mobility services engine/controller(s).
* Cancel—Returns to the profile list with no changes made.

Note A created profile can also be applied directly from the profile list. From the Profile List page, select the
check box of the profile you want to apply and click Apply Profile from the Select a command drop-down
list. Click Go to access the Apply Profile page.
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CHAPTER 1 0

Monitoring the System and Services

This chapter describes how to monitor the mobility services engine by configuring and viewing alarms,
events, and logs and how to generate reports on system use and element counts (tags, clients, rogue clients,
interferers, and access points). This chapter also describes how to use the Prime Infrastructure to monitor
clients (wired and wireless), tags, chokepoints, and Wi-Fi TDOA receivers.

This chapter contains the following sections:

» Working with Alarms, page 97

» Working with Events, page 103

» Working with Logs, page 103

* Monitoring Access Points Details, page 105

* Generating Reports, page 120

» Creating a Device Utilization Report, page 127
* Client Support on the MSE, page 130

» Configuring Buildings, page 137

* Monitoring Geo-Location, page 141

» Ekahau Site Survey Integration, page 143

» AirMagnet Survey and Planner Integration, page 144

Working with Alarms

This section describes how to view, assign, and clear alarms on a mobility services engine using the Prime
Infrastructure. It also describes how to define alarm notifications (all, critical, major, minor, warning) and
how to e-mail those alarm notifications.

This section contains the following topics:
* Guidelines and Limitations, on page 98
* Viewing Alarms, on page 98

* Monitoring Cisco Adaptive wIPS Alarm Details, on page 99
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Guidelines and Limitations

* Assigning and Unassigning Alarms, on page 101
* Deleting and Clearing Alarms, on page 102

* E-mailing Alarm Notifications, on page 102

Guidelines and Limitations

Once the severity is cleared, the alarm is deleted from the Prime Infrastructure after 30 days.

Viewing Alarms

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Step 7

Step 8

Step 9
Step 10
Step 11

Step 12

Step 13

To view mobility services engine alarms, follow these steps:

Choose Monitor > Alarms.
Click the Advanced Search link in the navigation bar. A configurable search dialog box for alarms appears.
Choose Alarms from the Search Category drop-down list.

Choose the severity of alarms from the Severity drop-down list. The options are All Severities, Critical, Major, Minor,
Warning, or Clear.

Choose Mobility Service from the Alarm Category drop-down list.

Choose the Condition from the Condition combo box. Alternatively, you can enter the condition in the Condition text
box.

From the Time Period drop-down list, choose the time frame for which you want to review alarms.
The options range from minutes (5, 15, and 30) to hours (1 and 8) to days (1 and 7). To display all, choose Any time.

Select the Acknowledged State check box to exclude the acknowledged alarms and their count in the Alarm Summary
page.

Select the Assigned State check box to exclude the assigned alarms and their count in the Alarm Summary page.
From the Items per page drop-down list, choose the number of alarms to display in each page.

To save the search criteria for later use, select the Save Search check box and enter a name for the search.
Note  You can initiate the search thereafter by clicking the Saved Search
link.

Click Go. The alarms summary dialog box appears with search results.
Note Click the column headings (Severity, Failure Source, Owner, Date/Time, Message, and Acknowledged) to sort
alarms.

Repeat Step 2 to Step 12 to see Context-Aware Service notifications for the mobility services engine. Enter Context
Aware Notifications as the alarm category in Step 5.

wlIPS Alarm Consolidation

The wIPS alarm consolidation feature is introduced in Release 7.5. The wIPS alarm consolidation aggregates
different wireless intrusion incidents reported by access points and provides a concise meaningful alarm. This
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Monitoring Cisco Adaptive wIPS Alarm Details .

helps you to quickly separate the potential security issues and concerns. Alarm consolidation is performed at
wlIPS services module in the MSE. After the consolidation rule is triggered in MSE, the MSE notifies the
Prime Infrastructure by sending an SNMP trap.

The following three attack consolidation categories are created:

* Beacon flood—The system detects a number of out of sequence beacon frames sent from a device. By
sending fake beacon frames, the hacker can advertise false access point configuration and settings such
as supported data rate, SSID, and channel information. The following alarms are included in this alarm
consolidation category:

> Spoofed MAC Address Detected
> DoS: Beacon Flood
* De-auth flood—This is a type of denial-of-service attack. The traffic pattern matches with the

denial-of-service attack that uses spoofed de-authentication frames to break the association between an
access point and its client stations.

The following alarms are included in this alarm consolidation category:
> Spoofed MAC address
> DoS: De-Auth Flood
* MDK3-Destruction attack—This causes all clients that is associated or trying to associate with the AP
to fail. The following alarms are included in this consolidation category:
> DoS: De-Auth Broadcast Flood
> DoS: Dis-Assoc Broadcast Flood
> DoS: Unauthenticated Association

°Dos: MDK3-Destruction Attack

Monitoring Cisco Adaptive wiPS Alarm Details

| oL-28566-01

To view MSE alarm details, follow these steps:

Choose Monitor > Alarms > failure object to view details of the selected Cisco wIPS alarm. The following alarm details
are provided for Cisco Adaptive wIPS alarms:

* General Properties—The general information might vary depending on the type of alarm. For example,
some alarm details might include location and switch port tracing information. The following table
describes the general parameters associated with the MSE Alarm and wIPS Traps condition.

° Detected By wIPS AP—The access point that detected the alarm.
°wIPS AP IP Address—The IP address of the wIPS access point.

> Owner—Name of person to which this alarm is assigned or left blank.
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Monitoring Cisco Adaptive wiPS Alarm Details

> Acknowledged—Displays whether or not the alarm is acknowledged by the user.

° Category—For wIPS, the alarm category is Security.

° Created—Month, day, year, hour, minute, second, AM or PM that the alarm was created.

> Modified—Month, day, year, hout, minute, second, AM or PM that the alarm was last modified.

° Generated By—Indicates how the alarm event was generated (either NMS or from a trap).

NMS (Network Management System - Prime Infrastructure—Generated through polling. Prime
Infrastructure periodically polls the controllers and generates events. Prime Infrastructure generates
events when the traps are disabled or when the traps are lost for those events. in this case, "Generated
by" NMS.

Trap—Generated by the controller. Prime Infrastructure process these traps and raises corresponding
events for them. In this case, "Generated by" is controller.

° Severity—Level of severity including critical, major, minor, warning, and clear.

> Last Disappeared—The date and time that the potential attack last disappeared.

° Channel—The channel on which the potential attack occurred.

° Attacker Client/ AP MAC—The MAC address of the client or access point that initiated the attack.

> Attacker Client/AP IP Address—The IP address of the client or access point that initiated the
attack.

o Target Client/ AP IP Address—The IP address of the client or access point targeted by the attacker.
° Controller IP Address—The IP address of the controller to which the access point is associated.
° MSE—The IP address of the associated mobility services engine.

° Controller MAC address—The MAC address of the controller to which the access point is
associated.

*wIPS access point MAC address
° Forensic File

° Event History—Takes you to the Monitoring Alarms page to view all events for this alarm.

* Annotations—Enter any new notes in this text box and click Add to update the alarm. Notes appear in
the "Annotations" display area.

* Messages—Displays the alarm name.
* Description—Displays the consolidated information about the alarm.
* Mitigation Status—Displays what mitigation action was initiated against the attack.

* Audit Report—Click to view config audit alarm details. This report is only available for Config Audit
alarms.

Configuration audit alarms are generated when audit discrepancies are enforced on config groups.
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Note If enforcement fails, a critical alarm is generated on the config group. If enforcement
succeeds, a minor alarm is generated on the config group. The alarms have links to the
audit report where you can view a list of discrepancies for each controller.

* Event History—Opens the MSE Alarm Events page to view events for this alarm. When there are multiple
alarm pages, the page numbers appear at the top of the page with a scroll arrow on each side. Use these
scroll arrows to view additional alarms.

* Rogue Clients—If'the failure object is a rogue access point, information about rogue clients is displayed.
* Map Location—Displays the map location for the alarm.

° Floor—The location where this attack was detected.

° Last Located At—The last time where the attack was located.

> On MSE—The mobility server engine in which this attack was located.

> Location History—Click the Location History to see details on the current attacker and victim

location.
* Related Alarm List—Lists all the alarms related to a particular attack. This shows what consolidation
rule was used to consolidate the alarms.

° Alarm Name—Name of the alarm.

° First Heard—Indicates the date and time when the attack first seen.

° Last Heard—Indicates the date and time when the attack was last seen.

° Status—Status of the attack.

Assigning and Unassigning Alarms

To assign and unassign an alarms, follow these steps:

Step 1 Choose Monitors > Alarms to display the Alarms page.

Step 2 Select the alarms that you want to assign to yourself by selecting their corresponding check boxes.
Note  To unassign an alarm assigned to you, unselect the box next to the appropriate alarm. You cannot unassign
alarms assigned to others.

Step 3 From the Select a command drop-down list, choose Assign to Me (or Unassign). Click Go.
If you choose Assign to Me, your username appears in the Owner column. If you choose Unassign, the username column
becomes empty.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
| oL-28566-01



Monitoring the System and Services |

Deleting and Clearing Alarms

Deleting and Clearing Alarms

Step 1
Step 2
Step 3

If you delete an alarm, the Prime Infrastructure removes it from its database. If you clear an alarm, it remains
in the Prime Infrastructure database, but in the Clear state. You should clear an alarm when the condition that
caused it no longer exists.

To delete or clear an alarm from a mobility services engine, follow these steps:

Choose Monitors > Alarms to display the Alarms page.
Select the alarms that you want to delete or clear by selecting their corresponding check boxes.
From the Select a command drop-down list, choose Delete or Clear. Click Go.

E-mailing Alarm Notifications

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

The Prime Infrastructure lets you send alarm notifications to a specific e-mail address. Sending notifications
through e-mail enables you to take prompt action when needed.

You can choose the alarm severity types (critical, major, minor, and warning) to have e-mailed to you.

To send alarm notifications to e-mail, follow these steps:

Choose Monitor > Alarms.

From the Select a command drop-down list, choose Email Notification. Click Go. The Email Notification page appears.
Note An SMTP mail server must be defined before you enter target e-mail addresses for e-mail notification. Choose
Administration > Settings > Mail Server Configuration to enter the appropriate information.

Select the Enabled check box next to the Mobility Service.

Note  Enabling the Mobility Service alarm category sends all alarms related to mobility services engine and the
location appliance to the defined e-mail address.

Click the Mobility Service link. The page for configuring the alarm severity types that are reported for the mobility

services engine appears.

Select the check box next to all the alarm severity types for which you want e-mail notifications sent.

In the To text box, enter the e-mail address or addresses to which you want the e-mail notifications sent. Separate e-mail
addresses by commas.

Click OK.

You are returned to the Alarms > Notification page. The changes to the reported alarm severity levels and the recipient
e-mail address for e-mail notifications are displayed.
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Working with Events

You can use Prime Infrastructure to view the mobility services engine and location notification events. You
can search and display events based on their severity (critical, major, minor, warning, clear, and info) and
their category.

This section contains Displaying Location Notification Events procedure.

Displaying Location Notification Events

To display location notification events, follow these steps:

Step 1 Choose Monitor > Events.
Step 2 In the Events page, you can perform the following:

« If you want to display the events for a specific element, and you know its IP address, name, WLAN SSID, or MAC
address, enter that value in the Search text box of the navigation bar. Click Search.

» To display events by severity and category, click Advanced Search in the navigation bar and choose the appropriate
options from the Severity and Event Category drop-down lists box. Click Go.

Step 3 If Prime Infrastructure finds events that match the search criteria, it shows a list of these events.
Note  For more information about an event, click the failure source associated with the event. Additionally, you can
sort the events summary by each of the column headings.

Working with Logs
This section describes how to configure logging options and how to download log files.
This section contains the following topics:
* Guidelines and Limitations, on page 103
* Configuring Logging Options, on page 104
* MAC address-based Logging, on page 105
» Downloading Log Files, on page 105

Guidelines and Limitations

» When you are selecting an appropriate option from the logging level, make sure you use Error and Trace
only when directed to do so by Cisco TAC personnel.

Cisco Wireless Intrusion Prevention System Configuration Guide, Release 7.4
| oL-28566-01



Monitoring the System and Services |

Configuring Logging Options

* Enable advanced debugging only under the guidance of Cisco TAC personnel because advanced
debugging slows the mobility service down.

Configuring Logging Options

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Step 7
Step 8

Step 9

Step 10

You can use Prime Infrastructure to specify the logging level and types of messages to log.

To configure logging options, follow these steps:

Choose Services > Mobility Services.
Click the name of the mobility services engine that you want to configure.
From the System menu, choose Logs. The logging options for the selected mobility services engine appear.

Choose the appropriate options from the Logging Level drop-down list.
There are four logging options: Off, Error, Information, and Trace.

All log records with a log level of Error or above are logged to a new error log file locserver-error-%u-%g.log. This is
an additional log file maintained along with the location server locserver-%u-%g.log log file. The error log file consists
of logs of Error level along with their context information. The contextual information consists of 25 log records prior
to the error. You can maintain up to 10 error log files. The maximum size allowed for each log file is 10 MB.

Caution  Use Error and Trace only when directed to do so by Cisco Technical Assistance Center (TAC) personnel.

Select the Enabled check box next to each element listed in that section to begin logging of its events.

Select the Enable check box under Advanced Parameters to enable advanced debugging. By default, this option is

disabled.

Caution  Enable advanced debugging only under the guidance of Cisco TAC personnel because advanced debugging
slows the mobility service down.

To download log files from the server, click Download Logs. For more information, see the Downloading Log Files.
In the Log File group box, enter the following:

* The number of log files to be maintained in the mobility services engine. You can maintain a minimum of 5 log
files and a maximum of 20 log files in the mobility services engine.

* The maximum log file size in MB. The minimum log file size is 10 MB and the maximum is 50 MB.

In the MAC Address Based Logging page, do the following:
* Select the Enable check box to enable MAC address logging. By default, this option is disabled.

» Add one or more MAC addresses for which you want to enable logging. You can also remove MAC addresses that
you have already added by selecting the MAC address from the list and clicking Remove.

For more information on MAC-address-based logging, see the MAC address-based Logging.

Click Save to apply your changes.
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MAC address-based Logging

This feature allows you to create log files that are specific to an entity whose MAC address is specified. The
log files are created in the locserver directory under the following path:

/opt/mse/logs/locserver
A maximum of 5 MAC addresses can be logged at a time. The log file format for MAC address aa:bb:cc:dd:ee:ff
is:

macaddress-debug-aa-bb-cc-dd-ee-ff.log

You can create a maximum of two log files for a MAC address. The two log files may consist of one main
and one back up or rollover log file.

The minimum size of a MAC log file is 10 MB. The maximum size allowed is 20 MB per MAC address. The
MAC log files which are not updated for more than 24 hours are pruned.

Downloading Log Files

Step 1
Step 2
Step 3
Step 4
Step 5

If you need to analyze mobility services engine log files, you can use Prime Infrastructure to download them
to your system. The Prime Infrastructure downloads a .zip file containing the log files.

To download a .zip file containing the log files, follow these steps:

Choose Services > Mobility Services.

Click the name of the mobility services engine to view its status.
From the left sidebar menu, choose Logs.

Click Download Logs.

Follow the instructions in the File Download dialog box to view the file or save the .zip file to your system.

Monitoring Access Points Details
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The Access Points Details page enables you to view access point information for a single AP.

Choose Monitor > Access Points and click an item in the AP Name column to access this page. Depending
on the type of access point, the following tabs might be displayed. This section provides the detailed information
regarding each Access Points Details page tab and contains the following topics:

* General Tab

* Interfaces Tab

» Mesh Statistics Tab, page 5-83
* Mesh Links Tab, page 5-87

* CDP Neighbors Tab

 Current Associated Clients Tab
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. General Tab

+ SSID Tab

* Clients Over Time Tab

General Tab

A

Note  The General tab fields differ between lightweight and autonomous access points.

This section contains the following topics:
* General—Lightweight Access Points

* General—Autonomous

General—Lightweight Access Points
Table 5-47 lists the General (for Lightweight Access Points) Tab fields.

Table 12: General (for Lightweight Access Points) Tab Fields

Field Description
General
AP Name Operator defined name of access point.

AP IP address, Ethernet MAC address, and Base IP address, Etherne