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Executive Summary

Executive Summary

Cisco® Validated Designs include systems and solutions that are designed, tested, and documented to
facilitate and improve customer deployments. These designs incorporate a wide range of technologies and
products into a portfolio of solutions that have been developed to address the business needs of customers.
Cisco and NetApp have partnered to deliver FlexPod, which serves as the foundation for a variety of
workloads and enables efficient architectural designs that are based on customer requirements. A FlexPod
solution is a validated approach for deploying Cisco and NetApp technologies as a shared cloud
infrastructure.

This document describes the Cisco and NetApp® FlexPod Datacenter with NetApp All Flash FAS (AFF),
Cisco Application Centric Infrastructure (ACIl), and VMware vSphere 5.5 Update 2. FlexPod Datacenter with
NetApp AFF and Cisco ACI is a predesigned, best-practice data center architecture built on the Cisco
Unified Computing System (UCS), the Cisco Nexus® 9000 family of switches, and NetApp AFF.
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Introduction

Industry trends indicate a vast data center transformation toward shared infrastructure and cloud computing.
Business agility requires application agility, so IT teams need to provision applications in hours instead of
months. Resources need to scale up (or down) in minutes, not hours.

To simplify the evolution to a shared cloud infrastructure based on an application driven policy model, Cisco
and NetApp have developed the solution called FlexPod Datacenter with NetApp AFF and Cisco ACI. Cisco
ACI provides a holistic architecture with centralized automation and policy-driven application profiles that
delivers software flexibility with hardware performance. NetApp All Flash FAS addresses enterprise storage
requirements with high performance, superior flexibility, and best-in-class data management.

Audience

The audience for this document includes, but is not limited to; sales engineers, field consultants, professional
services, IT managers, partner engineers, and customers who want to take advantage of an infrastructure
built to deliver IT efficiency and enable IT innovation.

Purpose of this Document

This document provides a step-by-step configuration and implementation guide for the FlexPod Datacenter

with NetApp AFF and Cisco ACI solution. For the design decisions and technology discussion of the solution,
please refer to FlexPod Datacenter with NetApp All Flash FAS, Cisco Nexus 9000 ACI, and VMware vSphere
Design Guide:

http://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS CVDs/flexpod esxi55u2 n9k aci aff8
040 design.html

What’s New?
The following design elements distinguish this version of FlexPod from previous non-ACI FlexPod models:
¢ Validation of the Cisco ACI with a NetApp All-Flash FAS storage array
e Support for the Cisco UCS 2.2 release and Cisco UCS B200-M4 servers
e Support for the latest release of NetApp Data ONTAP® 8.3
e An IP-based storage design supporting both NAS datastores and iSCSI based SAN LUNs
e Support for direct attached Fiber Chanel storage access for boot LUNs

e Application design guidance for multi-tiered applications using Cisco ACI application profiles and
policies


http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flexpod_esxi55u2_n9k_aci_aff8040_design.html
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flexpod_esxi55u2_n9k_aci_aff8040_design.html
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Architecture

FlexPod is a defined set of hardware and software that serves as an integrated foundation for both
virtualized and non-virtualized solutions. VMware vSphere® built on FlexPod includes NetApp storage,
NetApp Data ONTAP, NetApp All Flash FAS, Cisco Nexus® networking, the Cisco Unified Computing System
(Cisco UCS®), and VMware vSphere software in a single package. The design is flexible enough that the
networking, computing, and storage can fit in one data center rack or be deployed according to a
customer's data center design. Port density enables the networking components to accommodate multiple
configurations of this kind.

One benefit of the FlexPod architecture is the ability to customize or " flex" the environment to suit a
customer's requirements. A FlexPod can easily be scaled as requirements and demand change. The unit can
be scaled both up (adding resources to a FlexPod unit) and out (adding more FlexPod units). The reference
architecture detailed in this document highlights the resiliency, cost benefit, and ease of deployment of an
IP-based storage solution. A storage system capable of serving multiple protocols across a single interface
allows for customer choice and investment protection because it truly is a wire-once architecture.

0 shows the VMware vSphere built on FlexPod components and the network connections for a configuration
with IP-based storage. This design uses the Cisco Nexus 9000, Cisco Nexus 2232PP FEX, and Cisco UCS
C-Series and B-Series servers and the NetApp AFF family of storage controllers connected in a highly
available modular design. This infrastructure is deployed to provide iSCSI-booted hosts with file-level and
block-level access to shared storage. The reference architecture reinforces the " wire-once" strategy,
because as additional storage is added to the architecture, no re-cabling is required from the hosts to the
Cisco UCS fabric interconnect.

The ACI switching architecture is laid out in a leaf-and-spine topology where every leaf connects to every
spine using 40G Ethernet interface(s). The software controller, APIC, is delivered as an appliance and three
or more such appliances form a cluster for high availability and enhanced performance.

Physical Topology

0O illustrates the physical architecture.
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Figure 1
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The reference hardware configuration includes:

e Two Cisco Nexus 9396 switches
e Two Cisco Nexus 2232 fabric extenders
e Two Cisco UCS 6248UP fabric interconnects

e One NetApp AFF8040 (HA pair) running clustered Data ONTAP with Disk shelves and Solid State Drives
(SSD)

While not included in the FlexPod BOM, Cisco ACI spines and APIC controllers are integral part of Cisco ACI
design. The following components were used in the validation efforts:

e Three APIC Controllers

e Two Cisco Nexus 9336 based spines

For server virtualization, the deployment includes VMware vSphere. Although this is the base design, each of
the components can be scaled easily to support specific business requirements. For example, more (or
different) servers or even blade chassis can be deployed to increase compute capacity, additional disk
shelves can be deployed to improve I/O capability and throughput, and special hardware or software
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features can be added to introduce new features. This document guides you through the low-level steps
for deploying the base architecture, as shown in 0. These procedures cover everything from physical cabling
to network, compute and storage device configurations.
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Software Revisions
Table 1 lists the software revisions for this solution.

Table 1 Software Revisions

Layer Device Image Comments

Compute Cisco UCS Fabric 2.2(3d) Includes the Cisco UCS-
Interconnects 6200 Series, IOM 2208XP, Cisco UCS
UCS B-200 M4, UCS C- Manager, UCS VIC 1240
220 M4 and UCS VIC 1340
Cisco eNIC 2.1.2.62
Cisco fNIC 1.6.0.12b

Network Cisco APIC 1.0(4h)*
Cisco Nexus 9000 iNX-OS | 11.0(4h)*

Console (VSC)

Storage NetApp AFF 8040 Data ONTAP 8.3
Software VMware vSphere ESXi 5.5u2
VMware vCenter 5.5u2
OnCommand Unified 6.2
Manager for clustered Data
ONTAP
NetApp Virtual Storage 6.0

OnCommand Performance
Manager

1.1

* Customers should always use the latest ACI software after consulting with their account team. The APIC
screen captures in this Deployment Guide were captured in an earlier version and might be slightly different.

Configuration Guidelines

This document provides details for configuring a fully redundant, highly available configuration for a FlexPod
unit with clustered Data ONTAP storage. Therefore, reference is made to which component is being
configured with each step, either 01 or 02 or A and B. For example, node01 and node02 are used to identify
the two NetApp storage controllers that are provisioned with this document, and Cisco Nexus A or Cisco
Nexus B identifies the pair of Cisco Nexus switches that are configured. The Cisco UCS fabric interconnects
are similarly configured. Additionally, this document details the steps for provisioning multiple Cisco UCS
hosts, and these are identified sequentially: VM-Host-Infra-01, VM-Host-Infra-02, and so on. Finally, to
indicate that you should include information pertinent to your environment in a given step, <text> appears as
part of the command structure. See the following example for the network port vlan create command:
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Usage:
network port vlan create ?
[-node] <nodename> Node
{ [-vlan-name] {<netport>|<ifgrp>} VLAN Name
| -port {<netport>|<ifgrp>} Associated Network Port
[-vlan-id] <integer> } Network Switch VLAN Identifier
Example:
network port vlan -node <node0l> -vlan-name iOa-<vlan id>

This document is intended to enable you to fully configure the customer environment. In this process, various
steps require you to insert customer-specific naming conventions, IP addresses, and VLAN schemes, as well
as to record appropriate MAC addresses. Table 3 lists the virtual machines (VMs) necessary for deployment
as outlined in this guide. Table 2 describe the VLANs necessary for deployment as outlined in this guide.

Table 2 Necessary VLANs

VLAN Name VLAN Purpose ID Used in Validating This
Document

Out of band Mgmt VLAN for out-of-band management interfaces 3177

Native VLAN to which untagged frames are assigned 2

NFS LIF VLAN for NFS LIF (NetApp) traffic 3170

NFS VMK VLAN for NFS VMkernel (Infrastructure ESXi hosts) 3270
traffic

iSCSI-A LIF VLAN for Fabric A iSCSI LIF 901

iSCSI-B LIF VLAN for Fabric B iSCSI LIF 902

iSCSI-A-VMK VLAN for iSCSI traffic for fabric A 911

iSCSI-B-VMK VLAN for iSCSI traffic for fabric B 912

Tenant Traffic VLAN Range defined for ACI 1101-1200

Table 3 lists the virtual machines (VMs) necessary for deployment as outlined in this document.

Table 3 Virtual Machines
Virtual Machine Description Host Name
Active Directory

vCenter SQL Server database

vCenter Server

NetApp Virtual Storage Console (VSC)

NetApp OnCommand Unified Manager
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Virtual Machine Description Host Name
OnCommand Performance Manager

Table 4 lists the configuration variables that are used throughout this document. This table can be
completed based on the specific site variables and used in implementing the document configuration steps.

Table 4 Configuration Variables

Variable Value

<<var_node01_mgmt_ip>> Out-of-band management IP for cluster node 01

<<var_node01_mgmt_mask>> Out-of-band management network netmask

<<var_node01_mgmt_gateway>> Out-of-band management network default
gateway

<<var_url_boot_software>> Data ONTAP 8.3 URL; format: http://

<<var_node02_mgmt_ip>> Out-of-band management IP for cluster node 02

<<var_node02_mgmt_mask>> Out-of-band management network netmask

<<var_node02_mgmt_gateway>> Out-of-band management network default
gateway

<<var_clustername>> Storage cluster host name

<<var_cluster_base_license_key>> Cluster base license key

<<var_nfs_license>> NFS license key

<<var_iscsi_license>> iSCSI license key

<<var_password>> Global default administrative password

<<var_clustermgmt_ip>> In-band management IP for the storage cluster

<<var_clustermgmt_mask>> Out-of-band management network netmask

<<var_clustermgmt_gateway>> Out-of-band management network default
gateway

<<var_dns_domain_name>> DNS domain name

<<var_nameserver_ip>> DNS server IP(s)

<<var_node_location>> Node location string for each node

<<var_node01_sp_ip>> Out-of-band cluster node 01 service processor
management IP

<<var_node01_sp_mask>> Out-of-band management network netmask

<<var_node01_sp_gateway> Out-of-band management network default
gateway

<<var_node02_sp_ip>> Out-of-band cluster node 02 device processor
management IP
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<<var_node02_sp_mask>>

Out-of-band management network netmask

<<var_node02_sp_gateway>

Out-of-band management network default
gateway

<<var_node01>>

Cluster node 01 hostname

<<var_node02>>

Cluster node 02 hostname

<<var_num_disks>>

Number of disks to assign to each storage
controller

<<var_nfs_vlan_id>>

Infrastructure NFS VLAN ID for LIF

<<var_nfs_vlan_tenant>>

Tenant NFS VLAN ID for LIF (only required when
deploying a tenant)

<<var_iscsi_vlan_A_id>>

Infrastructure iSCSI-A VLAN ID for LIF

<<var_iscsi_vlan_B_id>>

Infrastructure iISCSI-B VLAN ID for LIF

<<var_iscsi_vlan_A_tenant>>

Tenant iISCSI-A VLAN ID for LIF (optional)

<<var_iscsi_vlan_B_tenant>>

Tenant iSCSI-B VLAN ID for LIF (optional)

<<var_nfs_vlan_vmk>>

Infrastructure NFS VLAN ID for VMkernel Port

<<var_iscsi_vlan_A_vmk>>

Infrastructure iSCSI-A VLAN ID for VMkernel Port

<<var_iscsi_vlan_B_vmk>>

Infrastructure iISCSI-B VLAN ID for VMkernel Port

<<var_ib_mgmt_vlan_id>>

In-band management network VLAN ID

<<var_oob_mgmt_vlan_id>>

Out-of-band management network VLAN ID

<<var_timezone>>

FlexPod time zone (for example,
America/New_York)

<<var_global_ntp_server_ip>>

NTP server IP address

<<var_snmp_contact>>

Administrator e-mail address

<<var_snmp_location>>

Cluster location string

<<var_oncommand_server_fgdn>>

VSC or OnCommand virtual machine fully qualified
domain name (FQDN)

<<var_snmp_community>>

Storage cluster SNMP v1/v2 community name

<<var_mailhost>>

Mail server host name

<<var_storage_admin_email>>

Administrator e-mail address

<<var_esxi_host1_nfs_ip>>

NFS VLAN I[P address for VMware ESXi host 1

<<var_esxi_host2_nfs_ip>>

NFS VLAN IP address for VMware ESXi host 2

<<var_node01_nfs_lif_infra_swap_ip>>

IP address of Infra Swap

<<var_node01_nfs_lif_infra_swap_mask>>

Subnet Mask of Infra Swap
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<<var_node02_nfs_lif_infra_datastore_1_ip>>

IP address of Datastore 1

<<var_node02_nfs_lif_infra_datastore_1_mask>>

Subnet mask of Datastore 1

<<var_vserver_mgmt_ip>>

Management IP address for Vserver

<<var_vserver_mgmt_mask>>

Subnet mask for Vserver

<<var_routing_group>>

Routing group for Vserver

<<var_vserver_mgmt_gateway>>

Default Gateway for Vserver

<<var_vsadmin_password>>

Password for VS admin account

<<var_ucs_clustername>>

Cisco UCS Manager cluster host name

<<var_ucsa_mgmt_ip>>

Cisco UCS fabric interconnect (FI) A out-of-band
management IP address

<<var_ucsa_mgmt_mask>>

Out-of-band management network netmask

<<var_ucsa_mgmt_gateway>>

Out-of-band management network default
gateway

<<var_ucsb_mgmt_ip>>

Cisco UCS FI B out-of-band management IP
address

<<var_vm_host_infra_01_ign>>

IQN of Infra 01

<<var_vm_host_infra_02_ign>>

IQN of Infra 02

<<var_vm_host_infra_01_ip>>

VMware ESXi host 01 out-of-band management IP

<<var_vm_host_infra_02_ip>>

VMware ESXi host 02 out-of-band management IP

<<var_nfs_vlan_ip_host_01>>

ESXi host 1, NFS VLAN IP

<<var_nfs_vlan_ip_mask_host_01>>

ESXi host1, NFS VLAN subnet mask

<<var_nfs_vlan_ip_host_02>>

ESXi host 2, NFS VLAN IP

<<var_nfs_vlan_ip_mask_host_02>>

ESXi host2, NFS VLAN subnet mask

<<var_vcenter_server_ip>>

IP address of the vCenter Server

<<var_svm_mgmt_vlan_id>>

Infrastructure Vserver management VLAN ID

<<var_svm_mgmt_vlan_tenant>>

Tenant Vserver management VLAN ID

<<var_nfs_subnet_address>>

NFS subnet address

<<var_node02_nfs_lif_tenant_datastore_1_ip>>

Tenant Datastore 1 IP address

<<var_node02_nfs_lif_tenant_datastore_1_mask>>

Tenant Datastore 1 Subnet mask

<<var_node01_iscsi_lif01a_ip>>

iSCSI LIF 01a IP address

<<var_node01_iscsi_lif01a_mask>>

iSCSI LIF 01a subnet mask

<<var_node01_iscsi_lif01b_ip>>

iSCSI LIF 01b IP address
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<<var_node01_iscsi_lif01b_mask>>

iSCSI LIF 01b subnet mask

<<var_node01_iscsi_lif02a_ip>>

iSCSI LIF 02a IP address

<<var_node01_iscsi_lif02a_mask>>

iSCSI LIF 02a subnet mask

<<var_node01_iscsi_lif02b_ip>>

iSCSI LIF 02b IP address

<<var_node01_iscsi_lif02b_mask>>

iSCSI LIF 02b subnet mask

<<var_node01_iscsi_tenant_lif01a_ip>>

Tenant iSCSI LIF 01a IP address

<<var_node01_iscsi_tenant_lif01a_mask>>

Tenant iSCSI LIF 01a subnet mask

<<var_node01_iscsi_tenant_Ilif01b_ip>>

Tenant iSCSI LIF 01b IP address

<<var_node01_iscsi_tenant_lif01b_mask>>

Tenant iSCSI LIF 01b subnet mask

<<var_node01_iscsi_tenant_lif02a_ip>>

Tenant iSCSI LIF 02a IP address

<<var_node01_iscsi_tenant_lif02a_mask>>

Tenant iSCSI LIF 02a subnet mask

<<var_node01_iscsi_tenant_lif02b_ip>>

Tenant iSCSI LIF 02b IP address

<<var_node01_iscsi_tenant_lif02b_mask>>

Tenant iSCSI LIF 02b subnet mask

<<var_vserver_mgmt_ip>>

Management IP address for Infrastructure Vserver

<<var_vserver_mgmt_mask>>

Management subnet mask for Infrastructure
Vserver

<<var_vserver_tenant_mgmt_ip>>

Management IP address for Tenant Vserver

<<var_vserver_tenant_mgmt_mask>>

Management subnet mask for Tenant Vserver

<<var_vserver_mgmt_gateway>>

Management Gateway for Infrastructure Vserver

<<var_vserver_tenant_mgmt_gateway>>

Management Gateway for Tenant Vserver

<<var_oncommand_server_ip>>

IP address of the OnCommand Unified Manager

<<var_rule_index>>

Rule index number

<<var_vm_host_infra_01_A_wwpn>>

WWPN of Infra Datastore 01 A

<<var_vm_host_infra_01_B_wwpn>>

WWPN of Infra Datastore 01 B

<<var_vm_host_infra_02_A_wwpn>>

WWPN of Infra Datastore 02 A

<<var_vm_host_infra_02_B_wwpn>>

WWPN of Infra Datastore 02 B

<<var_server_nfs_vlan_id>>

NFS VLAN ID

<<var_nfs_lif02_ip>>

NFS LIF 02 IP Address

<<var_nfs_lif01_ip>>

NFS LIF 01 IP Address
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Physical Infrastructure

FlexPod Cabling

The information in this section is provided as a reference for cabling the physical equipment in a FlexPod
environment. To simplify cabling requirements, the tables include both local and remote device and port
locations.

The tables in this section contain the details for the prescribed and supported configuration of the NetApp
AFF8040 running clustered Data ONTAP 8.3. For any modifications of this prescribed architecture, consult
the NetApp Interoperability Matrix Tool (IMT).

This document assumes that out-of-band management ports are plugged into an existing management
infrastructure at the deployment site. These interfaces will be used in various configuration steps

Be sure to follow the cabling directions in this section. Failure to do so will result in necessary changes to the
deployment procedures that follow because specific port locations are mentioned.

0 shows a cabling diagram for a FlexPod configuration using the Cisco Nexus 9000 and NetApp storage
systems with clustered Data ONTAP. The NetApp storage controller and disk shelves should be connected
according to best practices for the specific storage controller and disk shelves. For disk shelf cabling, refer
to the Universal SAS and ACP Cabling Guide: https://library.netapp.com/ecm/ecm get file/ECMM1280392.


http://support.netapp.com/matrix/mtx/login.do
https://library.netapp.com/ecm/ecm_get_file/ECMM1280392
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Figure 2

FlexPod Cabling Diagram
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Table 5 through Table 14 provide the details of all the connections in use.

Table 5 Cisco Nexus 9396-A Cabling Information

Local Device Local Port Connection Remote Device Remote
Port
Cisco Nexus 9396 A Eth1/1 10GbE APIC 1 Eth 2-1
Eth1/2 10GbE APIC 2 Eth 2-1
Eth1/3 10GbE APIC 3 Eth 2-1
Eth1/17 10GbE NetApp controller 1 ele
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Local Device Local Port Connection Remote Device Remote
Port
Eth1/18 10GbE NetApp controller 2 ele
Eth1/19 10GbE Cisco UCS fabric interconnect A Eth1/31
Eth1/20 10GbE Cisco UCS fabric interconnect B Eth1/31
Eth1/21 GbE Common Services Mgmt. Switch Any
Eth1/49 40GbE Cisco 9336 Spine 1 Eth1/1
Eth1/50 40GbE Cisco 9336 Spine 2 Eth1/1
MGMTO GbE GbE management switch Any

# Note: For devices requiring GbE connectivity, use the GbE Copper SFP+s (GLC-T=).

Table 6 Cisco Nexus 9396-B Cabling Information

Local Device Local Port Connection Remote Device Remote Port

Cisco Nexus 9396 A Eth1/1 10GbE APIC 1 Eth 2-2
Eth1/2 10GbE APIC 2 Eth 2-2
Eth1/3 10GbE APIC 3 Eth 2-2
Eth1/17 10GbE NetApp controller 1 eOg
Eth1/18 10GbE NetApp controller 2 eOg
Eth1/19 10GbE Cisco UCS fabric interconnect A Eth1/32
Eth1/20 10GbE Cisco UCS fabric interconnect B Eth1/32
Eth1/21 GbE Common Services Mgmt. Switch Any
Eth1/49 40GbE Cisco 9336 Spine 1 Eth1/2
Eth1/50 40GbE Cisco 9336 Spine 2 Eth1/2
MGMTO GbE GbE management switch Any

Table 7 NetApp Controller-1 Cabling Information

Local Device Local Port Connection Remote Device Remote
Port
NetApp controller 1 eOM 100MbE T00MbE management switch Any
ela GbE GbE management switch Any
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Local Device Local Port Connection Remote Device Remote
Port
e0P GbE SAS shelves ACP port
ela 10GbE NetApp Controller 2 ela
eOc 10GbE NetApp Controller 2 eOc
ele 10GbE Cisco Nexus 9000 A Eth 1/17
eOg 10GbE Cisco Nexus 9000 B Eth 1/17

# Note: When the term eOM is used, the physical Ethernet port to which the table is referring is the port indi-
cated by a wrench icon on the rear of the chassis.

Table 8 NetApp controller 2 Cabling Information

Local Device Local Port Connection | Remote Device Remote
Port
NetApp controller 2 eOM 100MbE T00MbE management switch Any
ela GbE GbE management switch Any
e0P GbE SAS shelves ACP port
ela 10GbE NetApp Controller 1 ela
eOc 10GbE NetApp Controller 1 eOc
ele 10GbE Cisco Nexus 9000 A Eth 1/18
eOg 10GbE Cisco Nexus 9000 B Eth 1/18

Table 9 UCS Fabric Interconnect A Cabling Information

Local Device Local Port Connection Remote Device Remote
Port

Cisco UCS fabric interconnect A Eth1/1 10GbE Cisco UCS Chassis FEX A IOM 1/1

Eth1/2 10GbE Cisco UCS Chassis FEX A IOM 1/2

Eth1/27 10GbE Cisco Nexus 9000 A Eth 1/19

Eth1/28 10GbE Cisco Nexus 9000 B Eth 1/19
Eth1/29 10GbE Management Switch Any

Eth1/31 10GbE Cisco Nexus 2232PP FEX A Uplink 1

Eth1/32 10GbE Cisco Nexus 2232PP FEX A Uplink 2
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Local Device Local Port Connection Remote Device Remote
Port
MGMTO GbE GbE management switch Any
L1 GbE Cisco UCS fabric interconnect B L1
L2 GbE Cisco UCS fabric interconnect B L2
Table 10 UCS Fabric Interconnect B Cabling Information
Local Device Local Port Connection Remote Device Remote
Port
Cisco UCS fabric interconnect A Eth1/1 10GbE Cisco UCS Chassis FEX B IOM 1/1
Eth1/2 10GbE Cisco UCS Chassis FEX B IOM 1/2
Eth1/27 10GbE Cisco Nexus 9000 A Eth 1/20
Eth1/28 10GbE Cisco Nexus 9000 B Eth 1/20
Eth1/29 10GbE Management Switch Any
Eth1/31 10GbE Cisco Nexus 2232PP FEX B Uplink 1
Eth1/32 10GbE Cisco Nexus 2232PP FEX B Uplink 2
MGMTO GbE GbE management switch Any
L1 GbE Cisco UCS fabric interconnect B L1
L2 GbE Cisco UCS fabric interconnect B L2
Table 11 Cisco Nexus 2232 FEX A—Single Wire Management
Local Device Local Port Connection Remote Device Remote
Port
Cisco Nexus 2232PP FEX A Port 1 10GbE Cisco UCS C-Series 1 Port O
Port 2 10GbE Cisco UCS C-Series 2 Port O
Table 12 Cisco Nexus 2232 FEX B—Single Wire Management
Local Device Local Port Connection Remote Device Remote
Port
Cisco Nexus 2232PP FEX B Port 1 10GbE Cisco UCS C-Series 1 Port 1
Port 2 10GbE Cisco UCS C-Series 2 Port 1
Table 13 Cisco UCS C-Series 1
Local Device Local Port Connection Remote Device Remote

Port
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Local Device Local Port Connection Remote Device Remote
Port
Cisco UCS C-Series 1 Port 0 10GbE Cisco Nexus 2232PP FEX A Port 1
Port 1 10GbE Cisco Nexus 2232PP FEX B Port 1
Table 14 Cisco UCS C-Series 2
Local Device Local Port Connection Remote Device Remote
Port
Cisco UCS C-Series 2 Port 0 10GbE Cisco Nexus 2232PP FEX A Port 2
Port 1 10GbE Cisco Nexus 2232PP FEX B Port 2
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Controller AFF80XX Series

Refer to the Site Requirements Guide for planning the physical location of the storage systems. From the
downloaded guide, refer to the following sections:

e Site Preparation
e System Connectivity Requirements

e Circuit Breaker, Power Outlet Balancing, System Cabinet Power Cord Plugs, and Console Pinout
Requirements

e 80xx Series Systems

NetApp Hardware Universe

The NetApp Hardware Universe provides supported hardware and software components for the specific
Data ONTAP version. It provides configuration information for all the NetApp storage appliances currently
supported by the Data ONTAP software. It also provides a table of component compatibilities.

1. Confirm that the hardware and software components are supported with the version of Data ONTAP

that you plan to install by using the NetApp Hardware Universe (HWU) application at the NetApp
Support site.

2. Access the HWU application to view the System Configuration guides. Click the Controllers tab to
view the compatibility between Data ONTAP software versions and NetApp storage appliances with
the desired specifications.

3. Alternatively, to compare components by storage appliance, click Compare Storage Systems.

Controllers

Follow the physical installation procedures for the controllers which can be found in the AFF8000 Series
product documentation at the NetApp Support site.

Disk Shelves

NetApp storage systems support a wide variety of disk shelves and disk drives. The complete list of disk
shelves that are supported with AFF 80xx is available at the NetApp Support site.

When using SAS disk shelves with NetApp storage controllers, refer to the SAS Disk Shelves Universal SAS
and ACP Cabling Guide for proper cabling guidelines.



https://library.netapp.com/ecm/ecm_download_file/ECMP1112530
http://support.netapp.com/NOW/knowledge/docs/hardware/NetApp/syscfg/
http://support.netapp.com/
http://support.netapp.com/
http://hwu.netapp.com/Home/Index
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62082
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62082
http://support.netapp.com/
http://support.netapp.com/documentation/productlibrary/index.html?productID=30147
http://support.netapp.com/documentation/productlibrary/index.html?productID=30147
https://support.netapp.com/NOW/knowledge/docs/hardware/filer/215-05500_A0.pdf?isLegacy=true
https://support.netapp.com/NOW/knowledge/docs/hardware/filer/215-05500_A0.pdf?isLegacy=true
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Clustered Data ONTAP 8.3

Complete the Configuration Worksheet

Before running the setup script, complete the cluster setup worksheet from the Clustered Data ONTAP 8.3
Software Setup Guide.

How to Access the Configuration Worksheet Configuration Comments

Guide
Configuration Clustered Data ONTAP 8.3 Software Setup Guide. Requires access to the
Worksheet NetApp Support site.

Configure Clustered Data ONTAP Nodes

Before running the setup script, review the configuration worksheets in the Clustered Data ONTAP 8.3
Software Setup Guide to learn about the information required to configure clustered Data ONTAP. Table 15
lists the information that you will need to configure two clustered Data ONTAP nodes. You should customize
the cluster detail values with the information that is applicable to your deployment.

Table 15 Clustered Data ONTAP Software Installation Prerequisites

Cluster Detail Cluster Detail Value

Cluster NodeO1 IP address <<var node0l mgmt ip>>
Cluster Node01 netmask <<var node(0l mgmt mask>>
Cluster Node01 gateway <<var nodeOl mgmt gateway>>
Cluster Node02 IP address <<var node02 mgmt ip>>
Cluster Node02 netmask <<var node02 mgmt mask>>
Cluster Node02 gateway <<var node02 mgmt gateway>>
Data ONTAP 8.3 URL <<var_url boot software>>

Configure Node 01

To configure node 01, complete the following steps:

1. Connect to the storage system console port. You should see a Loader-A prompt. However, if the
storage system is in a reboot loop, press Ctrl-C to exit the autoboot loop when you see this mes-
sage:

Starting AUTOBOOT press Ctrl-C to abort
2. Allow the system to boot up.

autoboot

3. Press Ctrl-C when prompted.


https://library.netapp.com/ecm/ecm_download_file/ECMP1654308
https://library.netapp.com/ecm/ecm_download_file/ECMP1654308
https://library.netapp.com/ecm/ecm_download_file/ECMP1654308
https://support.netapp.com/
https://library.netapp.com/ecm/ecm_download_file/ECMP1654308
https://library.netapp.com/ecm/ecm_download_file/ECMP1654308
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F.

Note: If Data ONTAP 8.3 is not the version of software being booted, continue the following steps to install
new software. If Data ONTAP 8.3 is the version being booted, select option 8 and y (Yes) to reboot the
node, then continue with step 14.

4. To install new software, select option 7.

7

5. Enter y (Yes) to perform an upgrade.

Y

6. Select eOM for the network port you want to use for the download.

eOM

7. Enter y (Yes) to reboot now.

Yy

8. After reboot, enter the IP address, netmask, and default gateway for eOM in their respective places.

<<var node0Ol mgmt ip>> <<var node(Ol mgmt mask>> <<var node(0l mgmt gateway>>

9. Enter the URL where the software can be found.

Note: This web server must be pingable.

<<var_ url boot software>>

10. Press Enter for the user name, indicating no user name.

Enter

11. Enter v (Yes) to set the newly installed software as the default to be used for subsequent reboots.

Yy

12. Enter y (Yes) to reboot the node.

Yy

Note: When installing new software, the system might perform firmware upgrades to the BIOS and adapter
cards, causing reboots and possible stops at the Loader-A prompt. If these actions occur, the system
might deviate from this procedure.

13. Press Ctrl-C when you see this message:

Press Ctrl-C for Boot Menu

14. Select option 4 for Clean Configuration and Initialize All Disks.

4
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15. Enter v (Yes) to zero disks, reset config, and install a new file system.

Yy

16. Enter v (Yes) to erase all the data on the disks.

Y

F.

Note: The initialization and creation of the root volume can take 90 minutes or more to complete, depend-
ing on the number of disks attached. After initialization is complete, the storage system reboots. You can
continue with the node 02 configuration while the disks for node 01 are zeroing.

Configure Node 02

To configure node 02, complete the following steps:

1. Connect to the storage system console port. You should see a Loader-A prompt. However, if the
storage system is in a reboot loop, press Ctrl-C to exit the autoboot loop when you see this mes-
sage:

Starting AUTOBOOT press Ctrl-C to abort..
2. Allow the system to boot up.

autoboot

3. Press Ctrl-C when prompted.

Ctrl-C

If Data ONTAP 8.3 is not the version of software being booted, continue with the following steps to install
new software. If Data ONTAP 8.3 is the version being booted, select option 8 and yes to reboot the node.
Then continue with step 14.

4. To install new software, select option 7.

9

o

Enter v (Yes) to perform a non-disruptive upgrade.

Yy

6. Select eOM for the network port you want to use for the download.

e0OM
7. Enter y (Yes) to reboot now.
Y

8. Enter the IP address, netmask, and default gateway for eOM in their respective places.

<<var node02 mgmt ip>> <<var node(02 mgmt mask>> <<var node02 mgmt gateway>>

9. Enter the URL where the software can be found.
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.

This web server must be pingable.

<<var_url boot software>>

10. Press Enter for the user name, indicating no user name.
Enter

11. Enter v (Yes) to set the newly installed software as the default to be used for subsequent reboots.

Yy

12. Enter v (Yes) to reboot the node.

Yy

When installing new software, the system might perform firmware upgrades to the BIOS and adapter
cards, causing reboots and possible stops at the Loader-A prompt. If these actions occur, the system
might deviate from this procedure.

13. Press Ctrl-C when you see this message:

Press Ctrl-C for Boot Menu

14. Select option 4 for Clean Configuration and Initialize All Disks.
4

15. Enter v (Yes) to zero disks, reset config, and install a new file system.

Yy

16. Enter v (Yes) to erase all the data on the disks.

Yy

F.

The initialization and creation of the root volume can take 90 minutes or more to complete, depending on
the number of disks attached. When initialization is complete, the storage system reboots.

Set Up Node

From a console port program attached to the storage controller A (node 01) console port, run the node
setup script. This script appears when Data ONTAP 8.3 boots on the node for the first time. To set up the
node, complete the following steps:

1. Follow the prompts to set up node 01.

Welcome to node setup.

You can enter the following commands at any time:

"help" or "?" - if you want to have a question clarified,
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"back" - if you want to change previously answered questions, and
"exit" or "quit" - if you want to quit the setup wizard.

Any changes you made before quitting will be saved.

To accept a default or omit a question, do not enter a value.

This system will send event messages and weekly reports to NetApp Technical
Support.

To disable this feature, enter "autosupport modify -support disable" within 24
hours.

Enabling AutoSupport can significantly speed problem determination and
resolution should a problem occur on your system.

For further information on AutoSupport, see:

http://support.netapp.com/autosupport/

Type yes to confirm and continue {yes}: yes

Enter the node management interface port [eOM]: Enter

Enter the node management interface IP address: <<var node0Ol mgmt ip>>

Enter the node management interface netmask: <<var node0Ol mgmt mask>>

Enter the node management interface default gateway: <<var node0Ol mgmt gateway>>

A node management interface on port eOM with IP address <<var nodeOl mgmt ip>>
has been created

This node has its management address assigned and is ready for cluster setup.

To complete cluster setup after all nodes are ready, download and run the System
Setup utility from the NetApp Support Site and use it to discover the configured
nodes.

For System Setup, this node's management address is: <<var node0l mgmt ip>>.

Alternatively, you can use the "cluster setup" command to configure the cluster.

2. Press Enter and log in to the node with the admin user id and no password.

3. At the node command prompt, enter the following commands:
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::> storage failover modify -mode ha

Mode set to HA.

Reboot node to activate HA.

::> system node reboot

Warning: Are you sure you want to reboot node "localhost"? {yln}: y

4. After reboot, set up the node with the preassigned values.

Welcome to node setup.

You can enter the following commands at any time:

"help"

"back"

"exit"

Any

To accept

Enter

Enter

Enter

Enter

[<<var node0Ol mgmt gateway>>]: Enter

the

the

the

the

or "?" - if you want to

- if you want to change

or "quit" - if you want to

changes you made before

have a question clarified,

previously answered questions, and

quit the setup wizard.

quitting will be saved.

a default or omit a question, do not enter a value.

node

node

node

node

management
management
management

management

interface

interface

interface

interface

port [eOM]: Enter
IP address [<<var node0l mgmt ip>>]: Enter
netmask [<<var node0l mgmt mask>>]: Enter

default gateway

This node has its management address assigned and is ready for cluster setup.

To complete cluster setup after all nodes are ready, download and run the System
Setup utility from the NetApp Support Site and use it to discover the configured

nodes.

For System Setup,

Alternatively,

this node's management address is: <<var nodeOl mgmt ip>>.

you can use the "cluster setup" command to configure the cluster.

5. Log in to the node as the admin user and no password.
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6. Repeat this procedure for storage cluster node 02.

Create Cluster on Node 01

In clustered Data ONTAP, the first node in the cluster performs the cluster create operation. All other nodes
perform a cluster join operation. The first node in the cluster is considered node 01.

Table 16 Cluster create in Clustered Data ONTAP Prerequisites

Cluster Detail Cluster Detail Value

Cluster name <<var_ clustername>>

Clustered Data ONTAP base license <<var cluster base license key>>
Cluster management IP address <<var clustermgmt ip>>

Cluster management netmask <<var clustermgmt mask>>

Cluster management port <<var_ clustermgmt port>>

Cluster management gateway <<var clustermgmt gateway>>
Cluster node01 IP address <<var node0l mgmt ip>>

Cluster node01 netmask <<var node0l mgmt mask>>

Cluster node01 gateway <<var node0l mgmt gateway>>

7. Run the cluster setup command to start the Cluster Setup wizard.

cluster setup
Welcome to the cluster setup wizard.

You can enter the following commands at any time:

"help" or "?" - if you want to have a question clarified,
"back" - if you want to change previously answered questions, and
"exit" or "quit" - if you want to quit the cluster setup wizard.

Any changes you made before quitting will be saved.
You can return to cluster setup at any time by typing "cluster setup".
To accept a default or omit a question, do not enter a value.

Do you want to create a new cluster or join an existing cluster? {create, join}:

F.

Note: If a login prompt appears instead of the Cluster Setup wizard, start the wizard by logging in by using
the factory default settings and then enter the cluster setup command.

To create a new cluster, complete the following steps:

8. Run the following command to create a new cluster:
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create

9. Enter no for the single-node cluster option.

Do you intend for this node to be used as a single node cluster? {yes, no} [no]:
no

10. Enter no for cluster network using network switches.

Will the cluster network be configured to use network switches? [yes]:no

11. The system defaults are displayed. Enter yes to use the system defaults. Use the following prompts
to configure the cluster ports.

Existing cluster interface configuration found:

Port MTU IP Netmask

ela 9000 169.254.118.102 255.255.0.0
e0b 9000 169.254.152.110 255.255.0.0
elc 9000 169.254.191.92 255.255.0.0
e0d 9000 169.254.233.52 255.255.0.0

Do you want to use this configuration? {yes, no} [yes]: no

System Defaults:
Private cluster network ports [eOa,eOc].
Cluster port MTU values will be set to 9000.

Cluster interface IP addresses will be automatically generated.

Do you want to use these defaults? {yes, no} [yes]: yes

12. The steps to create a cluster are displayed.

Enter the cluster administrators (username “admin) password: <<var password>>
Retype the password: <<var password>>

It can take several minutes to create cluster interfaces...

Step 1 of 5: Create a Cluster

You can type "back", "exit", or "help" at any question.

Enter the cluster name: <<var clustername>>
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Enter the cluster base license key: <<var_ cluster base license key>>
Creating cluster <<var clustername>>

Enter an additional license key []:<<var iscsi license>>

.
.

Note: The cluster is created. This can take a minute or two.

Note: For this validated architecture, NetApp recommends installing license keys for NetApp
SnapRestore®, NetApp FlexClone®, and NetApp SnapManager® Suite. In addition, install all required stor-
age protocol licenses and all licenses that came with the AFF bundle. After you finish entering the license
keys, press Enter.

Enter the cluster management interface port [ele]: e0i

Enter the cluster management interface IP address: <<var clustermgmt ip>>
Enter the cluster management interface netmask: <<var clustermgmt mask>>
Enter the cluster management interface default gateway:

<<var_clustermgmt gateway>>

13. Enter the DNS domain name.

Enter the DNS domain names:<<var dns domain name>>
Enter the name server IP addresses:<<var nameserver_ ip>>

If you have more than one name server IP address, separate the IP addresses with a comma.

14. Set up the node.

Where is the controller located []:<<var node location>>

Enter the node management interface port [eOM]: eO0M

Enter the node management interface IP address [<<var node(Ol mgmt ip>>]: Enter
Enter the node management interface netmask [<<var node0l mgmt mask>>]: Enter
Enter the node management interface default gateway

[<<var node0Ol mgmt gateway>>]: Enter

The node management interface has been modified to use port eOM with IP address
<<var nodeOl mgmt ip>>.

This system will send event messages and weekly reports to NetApp Technical
Support.

To disable this feature, enter "autosupport modify -support disable" within 24
hours.

Enabling AutoSupport can significantly speed problem determination and resolution
should a problem occur on your system.

For further information on AutoSupport, please see:
http://support.netapp.com/autosupport/

Press enter to continue: Enter
Cluster "<<var clustername>>" has been created.

To complete cluster setup, you must join each additional node to the cluster

by running "cluster setup" on each node.
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Once all nodes have been joined to the cluster, see the Clustered Data ONTAP
Software Setup Guide for information about additional system configuration

tasks. You can find the Software Setup Guide on the NetApp Support Site.

To complete system configuration, you can use either OnCommand System Manager

or the Data ONTAP command-line interface.

To access OnCommand System Manager, point your web browser to the cluster
management IP address (<<var clustermgmt ip>>).
To access the command-line interface, connect to the cluster management

IP address (for example, ssh admin@<<var clustermgmt ip>>).

<<var_clustername>>::>

# Note: The node management interface can be on the same subnet as the cluster management interface,
or it can be on a different subnet. In this document it is assumed to be on the same subnet.

Join Node 02 to Cluster

The first node in the cluster performs the cluster create operation. All other nodes perform a cluster
join operation. The first node in the cluster is considered node 01, and the node joining the cluster in this
example is node 02.

Table 17 Cluster join in Clustered Data ONTAP Prerequisites

Cluster Detail Cluster Detail Value

Cluster name <<var_ clustername>>

Cluster management IP address <<var_ clustermgmt ip>>
Cluster node02 IP address <<var_node02_mgmt_ip>>
Cluster node02 netmask <<var node(02 mgmt mask>>
Cluster node02 gateway <<var node02 mgmt gateway>>

To join node 02 to the existing cluster, complete the following steps:
1. If prompted, enter admin in the login prompt.

admin
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2. Runthe cluster setup command to start the Cluster Setup wizard.

cluster setup

This node's storage failover partner is already a member of a cluster.
Storage failover partners must be members of the same cluster.

The cluster setup wizard will default to the cluster join dialog.

Welcome to the cluster setup wizard.

You can enter the following commands at any time:

"help" or "?" - if you want to have a question clarified,
"back"™ - if you want to change previously answered questions, and
"exit" or "quit" - if you want to quit the cluster setup wizard.

Any changes you made before quitting will be saved.

You can return to cluster setup at any time by typing "cluster setup".
To accept a default or omit a question, do not enter a value.

Do you want to create a new cluster or join an existing cluster?

{join}:

b Note: If a login prompt is displayed instead of the Cluster Setup wizard, start the wizard by logging in using
the factory default settings, and then enter the cluster setup command.

3. Run the following command to join a cluster:
join

4. Data ONTAP detects the existing cluster and agrees to join the same cluster. Follow the prompts to
join the cluster.

Existing cluster interface configuration found:

Port MTU IP Netmask

ela 9000 169.254.1.79 255.255.0.0
e0b 9000 169.254.54.223 255.255.0.0
elc 9000 169.254.100.157 255.255.0.0
e0d 9000 169.254.138.142 255.255.0.0

Do you want to use this configuration? {yes, no} [yes]: no

System Defaults:
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Private cluster network ports [eOa,eOc].
Cluster port MTU values will be set to 9000.

Cluster interface IP addresses will be automatically generated.

Do you want to use these defaults? {yes, no} [yes]:Enter
It can take several minutes to create cluster interfaces...

5. The steps to join a cluster are displayed.

Step 1 of 3: Join an Existing Cluster

You can type "back", "exit", or "help" at any question.

Enter the name of the cluster you would like to join [<<var clustername>>]:Enter
Joining cluster <<var_ clustername>>

Starting cluster support services

This node has joined the cluster <<var clustername>>.

Step 2 of 3: Configure Storage Failover (SFO)

You can type "back", "exit", or "help" at any question.

SFO is enabled.

Step 3 of 3: Set Up the Node

You can type "back", "exit", or "help" at any question.

Notice: HA is configured in management.

‘& Note: The node should find the cluster name. The cluster joining can take a few minutes.

6. Set up the node.

Enter the node management interface port [eOM]: eOM

Enter the node management interface IP address [<<var node02 mgmt ip>>]: Enter
Enter the node management interface netmask [<<var node02 netmask>>]: Enter
Enter the node management interface default gateway [<<var node02 gw>>]: Enter
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The node management interface has been modified to use port eOM with IP address
<<var node02 mgmt ip>>.

This system will send event messages and weekly reports to NetApp Technical
Support.

To disable this feature, enter "autosupport modify -support disable" within 24
hours.

Enabling AutoSupport can significantly speed problem determination and resolution
should a problem occur on your system.

For further information on AutoSupport, please see:
http://support.netapp.com/autosupport/

Press enter to continue: Enter

This node has been joined to cluster "<<var clustername>>".
To complete cluster setup, you must join each additional node to the cluster

by running "cluster setup" on each node.

Once all nodes have been joined to the cluster, see the Clustered Data ONTAP
Software Setup Guide for information about additional system configuration

tasks. You can find the Software Setup Guide on the NetApp Support Site.

To complete system configuration, you can use either OnCommand System Manager

or the Data ONTAP command-line interface.

To access OnCommand System Manager, point your web browser to the cluster
management IP address (<<var clustermgmt ip>>).
To access the command-line interface, connect to the cluster management

IP address (for example, ssh admin@<<var clustermgmt ip>>).

b Note: The node management interface can be on the same subnet as the cluster management interface,
or it can be on a different subnet. In this document it is assumed to be on the same subnet.

Log In to Cluster

To log in to the cluster, complete the following steps:

1. Open an SSH connection to either the cluster IP or host name.

2. Log in to the admin user with the password you provided earlier.

Zero All Spare Disks

To zero all spare disks in the cluster, complete the following step:
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1. Run the following command:

disk zerospares

# Note: Disk autoassign should have assigned half of the connected disks to each node in the HA pair. If a
different disk assignment is required, disk autoassignment must be disabled on both nodes in the HA pair
by running the disk option modify command. Spare disks can then be moved from one node to another by
running the disk removeowner and disk assign commands.

Set Onboard UTA2 Ports Personality

To set the personality of the onboard Unified Target Adapter 2 (UTA2), complete the following steps:

1. Verify the Current Mode and Current Type of the ports by running the ucadmin show command.

ucadmin show

Current Current Pending Pending Admin
Node Adapter Mode Type Mode Type Status
<<var_node01>>
Oe cna target - - online
<<var_node(01>>
0f cna target - - online
<<var_node01>>
Og cna target - - online
<<var node01>>
Oh cna target - - online
<<var node02>>
Oe cna target - - online
<<var_node02>>
0f cna target - - online
<<var node02>>
Og cna target - - online
<<var_node02>>
Oh cna target - - online

8 entries were displayed.

2. Verify that the Current Mode of all the ports in use is cna and the Current Type is set to target. If not,
change the port personality by running the following command:
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ucadmin modify -node <home node of the port> -adapter <port name> -mode cna -type
target

# Note: The ports must be offline to run this command. To take an adapter offline, run the fcp adapter
modify —node <home node of the port> -adapter <port name> -state down command.
Ports must be converted in pairs, for example, Oc and 0d, after which, a reboot is required, and the ports
must be brought back to the up state.

Set Auto-Revert on Cluster Management

To set the auto-revert parameter on the cluster management interface, complete the following step:

‘& Note: The storage virtual machine (SVM) is referred to as Vserver (or vserver) in the GUl and CLI.

1. Run the following command:

network interface modify -vserver <<var clustername>> -1if cluster mgmt -auto-
revert true

Set Up Management Broadcast Domain

To set up the default broadcast domain for management network interfaces, complete the following step:
1. Run the following commands:

broadcast-domain remove-ports —-broadcast-domain Default -ports

<<var node0l>>:e0b,<<var node0l>>:e0d,<<var node(0l>>:ele,<<var node0l1>>:e0f, <<var
~node01>>:e0g,<<var node0l1>>:e0h,<<var node0l1>>:e0j,<<var node(0l1>>:e0k,<<var node
01>>:e01,<<var_node02>>:e0b,<<var node02>>:e0d,<<var node02>>:ele,<<var_ node02>>:
e0f,<<var node02>>:e0g,<<var node02>>:e0h,<<var node02>>:e0j,<<var node02>>:e0k, <
<var node02>>:e01

broadcast-domain show

Set Up Service Processor Network Interface

To assign a static IPv4 address to the service processor on each node, complete the following step:
1. Run the following commands:

system service-processor network modify —-node <<var node(0l1>> -address-family IPv4
—-enable true -dhcp none -ip-address <<var node0Ol sp ip>> -netmask
<<var node0Ol sp mask>> -gateway <<var nodeOl sp gateway>>

system service-processor network modify -node <<var node02>> -address-family IPv4
—-enable true -dhcp none -ip-address <<var node02 sp ip>> -netmask
<<var_node02 sp mask>> -gateway <<var node02 sp gateway>>

‘& Note: The service processor IP addresses should be in the same subnet as the hode management IP ad-
dresses.
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Create Aggregates

An aggregate containing the root volume is created during the Data ONTAP setup process. To create
additional aggregates, determine the aggregate name, the node on which to create it, and the number of
disks it will contain.

To create new aggregates, complete the following steps:

1. Run the following commands:

aggr create -aggregate aggrl nodeOl -nodes <<var node0l>> -diskcount
<<var_ num disks>>

aggr create -aggregate aggrl node02 -nodes <<var node02>> -diskcount
<<var_ num_disks>>

A

Note: Retain at least one disk (select the largest disk) in the configuration as a spare. A best practice is to
have at least one spare for each disk type and size.

Note: Start with five disks initially; you can add disks to an aggregate when additional storage is required.
In an AFF configuration with a small number of SSDS, it may be desirable to create an aggregate with all
but one remaining disk (spare) assigned to the controller.

Note: The aggregate cannot be created until disk zeroing completes. Run the aggr show command to dis-
play aggregate creation status. Do not proceed until both aggr1_node1 and aggr1_node2 are online.

2. Disable NetApp Snapshot® copies for the two data aggregates recently created.

node run <<var node(0l1>> aggr options aggrl node(Ol nosnap on
node run <<var node02>> aggr options aggrl node02 nosnap on

3. Delete any existing Snapshot copies for the two data aggregates.

node run <<var nodeOl>> snap delete -A -a —-f aggrl nodeOl
node run <<var node02>> snap delete -A -a —-f aggrl node02

4. Rename the root aggregate on node 01 to match the naming convention for this aggregate on node
02.

aggr show
aggr rename —-aggregate aggr0O —newname <<var node(Ol rootaggrname>>

Verify Storage Failover

To confirm that storage failover is enabled, run the following commands for a failover pair:

1. Verify the status of storage failover.

storage failover show
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# Note: Both the nodes <<var node01>> and <<var node02>> must be capable of performing a takeover.
Continue with step 3 if the nodes are capable of performing a takeover.

2. Enable failover on one of the two nodes.

storage failover modify -node <<var node(0l>> -enabled true

# Note: Enabling failover on one node enables it for both nodes.

3. Verify the HA status for a two-node cluster.

# Note: This step is not applicable for clusters with more than two nodes.

cluster ha show

4. Continue with step 6 if high availability is configured.

5. Enable HA mode only for the two-node cluster.

# Note: Do not run this command for clusters with more than two nodes because it will cause problems with
failover.

cluster ha modify -configured true
Do you want to continue? {yln}: vy

6. Verify that hardware assist is correctly configured and, if needed, modify the partner IP address.

storage failover hwassist show

storage failover modify -hwassist-partner-ip <<var node02 mgmt ip>> -node
<<var node01>>

storage failover modify -hwassist-partner-ip <<var node0Ol mgmt ip>> -node
<<var_node02>>

Disable Flow Control on UTA2 Ports

NetApp recommends disabling flow control on all of the 10GbE and UTA2 ports that are connected to
external devices. To disable flow control, complete the following steps:

1. Run the following commands to configure node 01:

network port modify -node <<var node0l1>> -port e0a,elb,elc,e0d,ele,e0f,e0g,el0h -
flowcontrol-admin none

Warning: Changing the network port settings will cause a several second
interruption in carrier.

Do you want to continue? {yln}: vy

2. Run the following commands to configure node 02:
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network port modify -node <<var node02>> -port eOa,e0b,elc,eld,ele,e0f,e0g,e0hg -
flowcontrol-admin none

Warning: Changing the network port settings will cause a several second
interruption in carrier.

Do you want to continue? {y|n}: y

network port show —-fields flowcontrol-admin

Disable Unused FcoE Ports

Unused data FCoE ports on active interfaces should be disabled. To disable these ports, complete the
following step:

1. Run the following commands:

fcp adapter modify -node <<var node0l>> -adapter 0Oe -state down
fcp adapter modify -node <<var node0l1>> -adapter Og -state down
fcp adapter modify -node <<var node02>> -adapter Oe -state down
fcp adapter modify -node <<var node02>> -adapter Og -state down

fcp adapter show —-fields state

Configure NTP

To configure time synchronization on the cluster, complete the following steps:

1. To set the time zone for the cluster, run the following command:

timezone <<var timezone>>

# Note: For example, in the eastern United States, the time zone is America/New_ York.

2. To set the date for the cluster, run the following command:

date <ccyymmddhhmm.ss>

# Note: The format for the date is < [Century] [Year] [Month] [Day] [Hour] [Minute] . [Second]>; for
example, 201309081735.17

3. Configure the Network Time Protocol (NTP) servers for the cluster.

cluster time-service ntp server create -server <<var global ntp server ip>>

Configure SNMP

To configure SNMP, complete the following steps:

1. Configure SNMP basic information, such as the location and contact. When polled, this information is
visible as the sysLocation and sysContact variables in SNMP.

snmp contact <<var snmp contact>>
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snmp location “<<var snmp location>>
snmp init 1
options snmp.enable on

2. Configure SNMP traps to send to remote hosts, such as a DFM server or another fault management
system.

snmp traphost add <<var_ oncommand server fgdn>>

Configure SNMPv1 Access

To configure SNMPv1 access, complete the following step:
1. Set the shared secret plain-text password, which is called a community.

snmp community add ro <<var_ snmp community>>

2. Use the delete all command with caution. If community strings are used for other monitoring
products, the delete all command will remove them.

Create SNMPv3 User

SNMPv3 requires that a user be defined and configured for authentication. To create and configure a user
for SNMPv3, complete the following steps:

1. Create a user called snmpv3user.

security login create -username snmpv3user -authmethod usm -application snmp

2. Enter the authoritative entity's engine ID and select md5 as the authentication protocol.

3. Run the security snmpusers command to view the engine ID.

4. When prompted, enter an eight-character minimum-length password for the authentication protocol.
5. Select des as the privacy protocol.

6. When prompted, enter an eight-character minimum-length password for the privacy protocol.

Configure AutoSupport

AutoSupport sends support summary information to NetApp through HTTPS. To configure AutoSupport,
complete the following step:

1. Run the following command:

system node autosupport modify -node * -state enable -mail-hosts <<var mailhost>>
-transport https -support enable -noteto <<var storage admin email>>

Enable Cisco Discovery Protocol

To enable Cisco Discovery Protocol (CDP) on the NetApp storage controllers, complete the following step:
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# Note: To be effective, CDP must also be enabled on directly connected networking equipment such as
switches and routers.

2. Run the following command to enable CDP on Data ONTAP:

node run -node * options cdpd.enable on

Create Jumbo Frame MTU Broadcast Domains in Clustered Data ONTAP

To create a data broadcast domain with an MTU of 9000, complete the following step:

1. Run the following commands to create a broadcast domain on Data ONTAP:

broadcast-domain create -broadcast-domain Infra NFS -mtu 9000
broadcast-domain create -broadcast-domain Infra iSCSI-A -mtu 9000
broadcast-domain create -broadcast-domain Infra iSCSI-B -mtu 9000

Create Interface Groups

To create the LACP interface groups for the T0GbE data interfaces, complete the following step:

1. Run the following commands to create the LACP interface groups:

ifgrp create

-node <<var node0l1>> -ifgrp ala -distr-func port -mode

multimode lacp
ifgrp add-port -node <<var node(0l>> -ifgrp ala -port e0le
ifgrp add-port -node <<var node0l1l>> -ifgrp ala -port eOg

ifgrp create

-node <<var node02>> -ifgrp ala -distr-func port -mode

multimode lacp
ifgrp add-port -node <<var node02>> -ifgrp ala -port e0le
ifgrp add-port -node <<var node02>> -ifgrp ala -port e0g

ifgrp show

Create VLANSs

To create VLANSs, complete the following steps:

1. Create NFS VLAN ports and add them to the data broadcast domain.

network port
network port

>> -port ala

network port
network port

modify -node <<var node0l1>> -port ala -mtu 9000
modify —-node <<var node(2

-mtu 9000

vlan create -node <<var nodeOl>> -vlan-name ala-<<var nfs vlan id>>
vlan create -node <<var node02>> -vlan-name ala-<<var nfs vlan id>>

broadcast-domain add-ports -broadcast-domain Infra NFS -ports <<var node0Ol>>:ala-
<<var nfs vlan id>>, <<var node02>>:ala-<<var nfs vlan id>>

2. Create iSCSI VLAN ports and add them to the data broadcast domain.
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network port vlan create —node <<var node0l>> -vlan-name ala-
<<var iscsi vlan A id>>
network port vlan create —node <<var node(0l>> -vlan-name ala-
<<var_iscsi vlan B id>>
network port vlan create —node <<var node02>> -vlan-name ala-
<<var_ iscsi vlan A id>>
network port vlan create —-node <<var node02>> -vlan-name aOa-
<<var_iscsi vlan B id>>

broadcast-domain add-ports -broadcast-domain Infra iSCSI-A -ports
<<var node0Ol>>:ala-<<var iscsi vlan A id>>,<<var node02>>:ala-
<<var iscsi vlan A id>>

broadcast-domain add-ports -broadcast-domain Infra iSCSI-B -ports
<<var_node0l>>:ala-<<var_iscsi vlan B id>>,<<var node02>>:ala-
<<var_iscsi vlan B id>>

Create Storage Virtual Machine

To create an infrastructure storage virtual machine (SVM, formerly known as Vserver), complete the
following steps:

# Note: The storage virtual machine (SVM) is referred to as a Vserver (or vserver) in the GUl and CLI.

1. Run the vserver create command.

vserver create -vserver Infra-SVM -rootvolume rootvol —-aggregate aggrl node(Ol -
rootvolume-security-style unix

2. Select the SVM data protocols to configure, keeping nfs and iscsi.
vserver remove-protocols -vserver Infra-SVM -protocols fcp,cifs,ndmp

3. Add the two data aggregates to the Infra-SVM aggregate list for NetApp Virtual Storage Console
(VSC).

vserver modify -vserver Infra-SVM -aggr-list aggrl nodeOl,aggrl node02
4. Enable and run the NFS protocol in the Infra-SVM.

nfs create -vserver Infra-SVM -udp disabled

5. Turn on the SVM vstorage parameter for the NetApp NFS VAAI plugin.

vserver nfs modify -vserver Infra-SVM -vstorage enabled

vserver nfs show

Create Load-Sharing Mirrors of SVM Root Volume

To create a load-sharing mirror of an SVM root volume, complete the following steps:

1. Create a volume to be the load-sharing mirror of the infrastructure SVM root volume on each node.

volume create -vserver Infra-SVM -volume rootvol mOl -aggregate aggrl nodeOl -
size 1GB —-type DP
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volume create -vserver Infra-SVM -volume rootvol m02 -aggregate aggrl node(02 -
size 1GB -type DP

2. Create a job schedule to update the root volume mirror relationships every 15 minutes.

job schedule interval create -name 15min -minutes 15

3. Create the mirroring relationships.

snapmirror create -source-path //Infra-SVM/rootvol -destination-path //Infra-
SVM/rootvol m0l -type LS -schedule 15min

snapmirror create -source-path //Infra-SVM/rootvol -destination-path //Infra-
SVM/rootvol m02 -type LS -schedule 15min

4. Initialize the mirroring relationship.

snapmirror initialize-ls-set -source-path //Infra-SVM/rootvol
snapmirror show

Create iSCSI Service

To create the iISCSI service, complete the following step:

1. Create the iSCSI service on each SVM. This command also starts the iSCSI service and sets the
iSCSI IQN for the SVM.

iscsi create -vserver Infra-SVM
iscsi show

Configure HTTPS Access

To configure secure access to the storage controller, complete the following steps:
1. Increase the privilege level to access the certificate commands.
set -privilege diag
Do you want to continue? {yln}: y

2. Generally, a self-signed certificate is already in place. Verify the certificate by running the following
command:

security certificate show

3. For each SVM shown, the certificate common name should match the DNS FQDN of the SVM. The
four default certificates should be deleted and replaced by either self-signed certificates or certifi-
cates from a Certificate Authority (CA) To delete the default certificates, run the following com-
mands:

# Note: Deleting expired certificates before creating new certificates is a best practice. Run the security
certificate delete command to delete expired certificates. In the following command, use TAB com-
pletion to select and delete each default certificate.
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security certificate delete [TAB]
Example: security certificate delete -vserver Infra-SVM -common-name Infra-SVM -
ca Infra-SVM -type server -serial 552429A6

4.

To generate and install self-signed certificates, run the following commands as one-time commands.
Generate a server certificate for Infra-SVM and the cluster SVM. Use TAB completion to aid in the
completion of these commands.

security certificate create [TAB]

Example: security certificate create -common-name infra-svm.ciscorobo.com -type
server -size 2048 -country US -state "California" -locality "San Jose" -
organization "Cisco" -unit "UCS" -email-addr "abc@cisco.com" -expire-days 365 -
protocol SSL -hash-function SHA256 -vserver Infra-SVM

5.

6.

To obtain the values for the parameters that would be required in step 6, run the security cer-
tificate show command.

Enable each certificate that was just created by using the -server-enabled true and -client-
enabled false parameters. Use TAB completion to aid in the completion of these commands.

security ssl modify [TAB]
Example: security ssl modify -vserver clus -server-enabled true -client-enabled
false -ca clus.ciscorobo.com -serial 55243646 -common-name clus.ciscorobo.com

7.

Configure and enable SSL and HTTPS access and disable HTTP access.

system services web modify -external true -sslv3-enabled true

Warning: Modifying the cluster configuration will cause pending web service
requests to be interrupted as the web servers are restarted.

Do you want to continue {yln}: y

system services firewall policy delete -policy mgmt -service http -vserver
<<var_clustername>>

8.

It is normal for some of these commands to return an error message stating that the entry does not
exist.

Change back to the normal admin privilege level and set up the system to allow SVM logs to be
available by web.

set -privilege admin

vserver services web modify -name spilontapi]|compat -vserver * -enabled true

Configure NFSv3

To configure NFSv3 on the SVM, complete the following steps:

1.

Create a new rule for each ESXi host in the default export policy. Assign a rule for each ESXi host
created so that each host has its own rule index. For example, the first ESXi host has rule index 1,
the second ESXi host has rule index 2, and so on.

vserver export-policy rule create -vserver Infra-SVM -policyname default -
ruleindex 1 -protocol nfs -clientmatch <<var esxi hostl nfs ip>> -rorule sys -
rwrule sys -superuser sys —allow-suid false
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vserver export-policy rule create -vserver Infra-SVM -policyname default -
ruleindex 2 -protocol nfs -clientmatch <<var esxi host2 nfs ip>> -rorule sys -
rwrule sys -superuser sys —allow-suid false

vserver export-policy rule show

2. Assign the FlexPod export policy to the infrastructure SVM root volume.

volume modify -vserver Infra-SVM -volume rootvol -policy default

Create FlexVol Volumes

The following information is required to create a FlexVol volume:

e Volume name

e \olume size

e Aggregate on which the volume exists

To create a NetApp FlexVol® volume, complete the following step:

1. Run the following commands:

volume create -vserver Infra-SVM -volume infra datastore 1 -aggregate
aggrl node02 -size 500GB -state online -policy default -junction-path
/infra datastore 1 -space-guarantee none -percent-snapshot-space 0

volume create -vserver Infra-SVM -volume infra swap -aggregate aggrl node0l -size
100GB -state online -policy default -junction-path /infra swap -space-guarantee
none -percent-snapshot-space 0 -snapshot-policy none

volume create -vserver Infra-SVM -volume esxi boot -aggregate aggrl nodeOl -size
100GB -state online -policy default -space-guarantee none -percent-snapshot-space

0

snapmirror update-ls-set -source-path //Infra-SVM/rootvol

Create Boot LUNs

To create two boot LUNs, complete the following step:

1. Run the following commands:

lun create -vserver Infra-SVM
-ostype vmware -space-reserve
lun create -vserver Infra-SVM
-ostype vmware -space-reserve

Enable Deduplication

-volume esxi boot -lun VM-Host-Infra-01 -size 15GB
disabled
-volume esxi boot -lun VM-Host-Infra-02 -size 15GB
disabled

To enable deduplication on appropriate volumes, complete the following step:

1. Run the following commands:
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volume efficiency on —-vserver Infra-SVM -volume infra datastore 1
volume efficiency on -vserver Infra-SVM -volume esxi boot

Create iSCSI LIFs

To create four iSCSI LIFs (two on each node), complete the following step:

1. Run the following commands:

network interface create -vserver Infra-SVM -1if iscsi 1if0Ola -role data -data-
protocol iscsi -home-node <<var node0Ol1>> -home-port ala-<<var iscsi vlan A id>> -
address <<var node0l iscsi 1ifOla ip>> -netmask <<var nodeOl iscsi 1if0la mask>>
-status-admin up -failover-policy disabled -firewall-policy data —-auto-revert
false

network interface create -vserver Infra-SVM -1if iscsi 1if0Olb -role data -data-
protocol iscsi -home-node <<var node0Ol>> -home-port ala-<<var iscsi vlan B id>> -
address <<var node0l iscsi 1ifOlb_ ip>> -netmask <<var nodeOl iscsi 1if0lb mask>>
—-status-admin up —-failover-policy disabled -firewall-policy data —-auto-revert
false

network interface create -vserver Infra-SVM -1if iscsi 1if02a -role data -data-
protocol iscsi -home-node <<var node02>> -home-port ala-<<var iscsi vlan A id>> -
address <<var_node02 iscsi 1if0Ola ip>> -netmask <<var node02 iscsi 1if0Ola mask>>
—-status-admin up -failover-policy disabled -firewall-policy data —auto-revert
false

network interface create -vserver Infra-SVM -1if iscsi 1if02b -role data -data-
protocol iscsi -home-node <<var node02>> -home-port ala-<<var iscsi vlan B id>> -
address <<var node02 iscsi 1ifOlb_ ip>> -netmask <<var node02 iscsi 1if0lb mask>>
—-status-admin up -failover-policy disabled -firewall-policy data —auto-revert
false

network interface show

Create NFS LIF

To create an NFS LIF, complete the following step:

1. Run the following commands:

network interface create -vserver Infra-SVM -1if nfs infra swap -role data -data-
protocol nfs -home-node <<var node0l>> -home-port ala-<<var nfs vlan id>> -
address <<var node0l nfs 1if infra swap ip>> -netmask

<<var nodeOl nfs 1if infra swap mask>> -status-admin up -failover-policy
broadcast-domain-wide —-firewall-policy data —auto-revert true

network interface create -vserver Infra-SVM -1if nfs infra datastore 1 -role data
-data-protocol nfs -home-node <<var node02>> -home-port ala-<<var nfs vlan id>> -
address <<var node02 nfs 1if infra datastore 1 ip>> -netmask

<<var node02 nfs 1if infra datastore 1 mask>> -status-admin up —-failover-policy
broadcast-domain-wide -firewall-policy data —auto-revert true

network interface show
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# Note: NetApp recommends creating a new LIF for each datastore.

Add Infrastructure SVM Administrator

To add the infrastructure SVM administrator and SVM administration LIF in the out-of-band management
network, complete the following steps:

1. Run the following commands:

network interface create -vserver Infra-SVM -1if vsmgmt -role data -data-protocol
none —-home-node <<var node02>> -home-port e0Oi -address <<var svm mgmt ip>> -
netmask <<var_ svm mgmt mask>> -status-admin up -failover-policy broadcast-domain-
wide —-firewall-policy mgmt -auto-revert true

& Note: The SVM management IP in this step should be in the same subnet as the storage cluster manage-
ment IP.

2. Create a default route to allow the SVM management interface to reach the outside world.

network route create -vserver Infra-SVM -destination 0.0.0.0/0 —-gateway
<<var_ svm mgmt gateway>>

network route show

3. Set a password for the SVM vsadmin user and unlock the user.

security login password -username vsadmin -vserver Infra-SVM
Enter a new password: <<var_ password>>
Enter it again: <<var_ password>>

security login unlock -username vsadmin -vserver Infra-SVM



Server Configuration

Server Configuration
I —————————————————————

Cisco UCS Base Configuration

Perform Initial Setup of Cisco UCS 6248 Fabric Interconnect for FlexPod Environments

This section provides detailed procedures for configuring the Cisco Unified Computing System (Cisco UCS)
for use in a FlexPod environment. The steps are necessary to provision the Cisco UCS C-Series and B-
Series servers and should be followed precisely to avoid improper configuration.

Cisco UCS 6248 A

To configure the Cisco UCS for use in a FlexPod environment, complete the following steps:
1. Connect to the console port on the first Cisco UCS 6248 fabric interconnect.

Enter the configuration method: console

Enter the setup mode; setup newly or restore from backup. (setup/restore)? setup
You have chosen to setup a new fabric interconnect? Continue? (y/n): y

Enforce strong passwords? (y/n) [y]: y

Enter the password for "admin": <<var password>>

Enter the same password for "admin": <<var password>>

Is this fabric interconnect part of a cluster (select 'no' for standalone)?
(yes/no) [n]: y

Which switch fabric (A|B): A

Enter the system name: <<var ucs_ clustername>>

Physical switch MgmtO IPv4 address: <<var_ ucsa mgmt ip>>
Physical switch MgmtO IPv4 netmask: <<var ucsa_mgmt mask>>
IPv4 address of the default gateway: <<var ucsa mgmt gateway>>
Cluster IPv4 address: <<var ucs cluster ip>>

Configure DNS Server IPv4 address? (yes/no) [nol: y

DNS IPv4 address: <<var_ nameserver_ ip>>

Configure the default domain name? y

Default domain name: <<var dns domain name>>

Join centralized management environment (UCS Central)? (yes/no) [n]: Enter

Cisco UCS 6248 B

To configure the Cisco UCS for use in a FlexPod environment, complete the following steps:

1. Connect to the console port on the second Cisco UCS 6248 fabric interconnect.
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Enter the configuration method: console
Installer has detected the presence of a peer Fabric interconnect. This

Fabric interconnect will be added to the cluster. Do you want to continue
{yIn}? vy

Enter the admin password for the peer fabric interconnect: <<var password>>
Physical switch MgmtO IPv4 address: <<var_ ucsb mgmt ip>>

Apply and save the configuration (select 'no' if you want to re-enter)?
(yes/no): y

2. Wait for the login prompt to make sure that the configuration has been saved.

Cisco UCS Setup

Log in to Cisco UCS Manager

To log in to the Cisco Unified Computing System (UCS) environment, complete the following steps:

1. Open a web browser and navigate to the Cisco UCS 6248 fabric interconnect cluster address.
2. Click the Launch UCS Manager link to download the Cisco UCS Manager software.

3. If prompted to accept security certificates, accept as necessary.

4. When prompted, enter admin as the user name and enter the administrative password.

5. Click Login to log in to Cisco UCS Manager.

Upgrade Cisco UCS Manager Software to Version 2.2(3d)

This document assumes the use of Cisco UCS 2.2(3d). To upgrade the Cisco UCS Manager software and the Cisco UCS
6248 Fabric Interconnect software to version 2.2(3d), refer to Cisco UCS Manager Install and Upgrade Guides.

Add Block of IP Addresses for KVM Access

To create a block of IP addresses for server Keyboard, Video, Mouse (KVM) access in the Cisco UCS
environment, complete the following steps:

# Note: This block of IP addresses should be in the same subnet as the management IP addresses for the
Cisco UCS Manager.

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Pools > root > IP Pools > IP Pool ext-mgmt.

3. In the Actions pane, select Create Block of IP Addresses.


http://www.cisco.com/en/US/products/ps10281/prod_installation_guides_list.html
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Enter the starting IP address of the block and the number of IP addresses required, and the subnet
and gateway information.

Click OK to create the IP block.

Click OK in the confirmation message.

Synchronize Cisco UCS to NTP

To synchronize the Cisco UCS environment to the NTP server, complete the following steps:

1.

2.

In Cisco UCS Manager, click the Admin tab in the navigation pane.

Select All > Timezone Management.

In the Properties pane, select the appropriate time zone in the Timezone menu.
Click Save Changes, and then click OK.

Click Add NTP Server.

Enter <<var global ntp server_ ip>> and click OK.

Click OK.

Edit Chassis Discovery Policy

Setting the discovery policy simplifies the addition of B-Series Cisco UCS chassis and of additional fabric
extenders for further C-Series connectivity. To modify the chassis discovery policy, complete the following

steps:

1.

In Cisco UCS Manager, click the Equipment tab in the navigation pane and select Equipment in the
list on the left.

In the right pane, click the Policies tab.

Under Global Policies, set the Chassis/FEX Discovery Policy to match the number of uplink ports that
are cabled between the chassis or fabric extenders (FEXes) and the fabric interconnects.

Set the Link Grouping Preference to Port Channel.
Click Save Changes.

Click OK.

Enable Server and Uplink Ports

To enable server and uplink ports, complete the following steps:

1.

2.

In Cisco UCS Manager, click the Equipment tab in the navigation pane.

Select Equipment > Fabric Interconnects > Fabric Interconnect A (primary) > Fixed Module.
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10.

11.

12.

13.

14.

15.

16.

17

18.

Expand Ethernet Ports.

Select the ports that are connected to the chassis, Cisco 2232 FEX (two per FEX), and direct connect
UCS C-Series servers, right-click them, and select Configure as Server Port.

Click Yes to confirm server ports and click OK.

Verify that the ports connected to the chassis, C-series servers and to the Cisco 2232 FEX are now
configured as server ports.

Select ports 27 and 28 that are connected to the Cisco Nexus switches, right-click them, and select
Configure as Uplink Port.

= Cisco Unified Computing System Manager - AD6-6248

[ g y v A A : Q & New - | [ Options (i} Pendng Activites | [@] Exit
0 3 ] 0 »> BB Equipment * M Fabric Interconnects I Fat
Equipment | servers| Lan | 5an| v | Admin | Fabic Tnterconnects | & 10 Mocuies | ¢ Thermal | B8l Power | [ Fans | o Installed Frmware | 7, Faults | 7% Events | & Performance |
Filter: Al - 1+ (=) | &, Filter| = Export iz Print
= = Name | Address [ IfRole [ If Type [ Overal Status Administrative State
_éé Eaupment [ Fabric Interconnect A (subordinate)
) Chassis E}-E5 Fixed Module

-9 Rack-Mounts

B+ F =bric Interconnects —llPart 1 00:2A:6A:68:3C:A8 Server Physical T Up + Enabled
Fabric Interconnect A (subordinate) flPort 2 00:2A:6A:68:3C:A3 Server Physical T Up + Enabled

I Fabric Interconnect B (primary) LflPort 3 B Server Physical 1 up 1 Enabled
Ll Port 4 Server Physical 1 up 1 Enabled

L.l Port 15 B Server Physical 1 Up 4 Enabled

=l Port 15 00:24:6A:68:3C:87 Server Physical T up 1 Enabled

=l Port 27 00:2A:6A:68:3C:C2 Network Physical T up 1 Enabled

Ll Port 28 00:24:6A:68:3C:C3 Netwark Physical T Up + Enabled

Click Yes to confirm uplink ports and click OK.
Select Equipment > Fabric Interconnects > Fabric Interconnect B (subordinate) > Fixed Module.
Expand Ethernet Ports.

Select the ports that are connected to the chassis, C-series servers or to the Cisco 2232 FEX (two
per FEX), right-click them, and select Configure as Server Port.

Click Yes to confirm server ports and click OK.

Select ports 27 and 28 that are connected to the Cisco Nexus switches, right-click them, and select
Configure as Uplink Port.

Click Yes to confirm the uplink ports and click OK.

Select port 29 connected to out of band management network switch on each Fabric Interconnect
and select Configure as Uplink Port.

Click Yes to confirm the uplink ports and click OK.

. Optional: If the out of band management switch is 1Gbps switch, for the port 29 on each Fabric In-

terconnect, right click the interface and select Show Navigator.

Click Show Interface in the Properties window.
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Faults | Events | F5M | Statistics

Acknowledge Cisco UCS Chassis and FEX

To acknowledge all Cisco UCS chassis and external 2232 FEX modules, complete the following steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.

2. Expand Chassis and select each chassis that is listed.
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3. Right-click each chassis and select Acknowledge Chassis.

» Cisco Unified Computing System Manager - icef1-ucl

Status Details

: o
Part Details

Power State Details
Connection Details

Power Control Details

Save Changes I Reset Yalues . I
labowdhasml%.lé&lﬁ.« ‘Sym Timne: 2012-07-26T710:47

4. Click Yes and then click OK to complete acknowledging the chassis.
5. If Nexus 2232 FEX is part of the configuration, expand Rack Mounts and FEX.

6. Right-click each FEX that is listed and select Acknowledge FEX.
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+ Cisco Unified Computing System Manager - icefl-ucl

Q © itew-| @ons | @ O | Arerdnosavies | @e

>> i Equipment * 88 Rack-Mounts * ) FEx » @) FEx 2
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Status Details

Part Details
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7. Click Yes and then click OK to complete acknowledging the FEX.

Create Uplink Port Channels to Cisco Nexus Switches

To configure the necessary port channels out of the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

h Note: In this procedure, two port channels are created: one from fabric A to both Cisco Nexus switches
and one from fabric B to both Cisco Nexus switches.

2. Under LAN > LAN Cloud, expand the Fabric A tree.

3. Right-click Port Channels.

4. Select Create Port Channel.

5. Enter 13 as the unique ID of the port channel.

6. Enter vPC-13-Nexus as the name of the port channel.

7. Click Next.
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Unified Computing System Manager

Creste Port Channe! Set Port Channel Name

1. ' set Port Channel Name
2. [ addports

< Prev. | Mext = I Finish Cancel

8. Select the following ports to be added to the port channel:

— Slot ID 1 and port 27
— Slot ID 1 and port 28

9. Click >> to add the ports to the port channel.

10. Click Finish to create the port channel.

11. Click OK.

12. In the navigation pane, under LAN > LAN Cloud, expand the fabric B tree.
13. Right-click Port Channels.

14. Select Create Port Channel.

15. Enter 14 as the unique ID of the port channel.

16. Enter vPC-14-NEXUS as the name of the port channel.

17. Click Next.

18. Select the following ports to be added to the port channel:

— Slot ID 1 and port 27

— SlotID 1 and port 28
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19. Click >> to add the ports to the port channel.
20. Click Finish to create the port channel.
21. Click OK.

Create MAC Address Pools

To configure the necessary MAC address pools for the Cisco UCS environment, complete the following
steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Select Pools > root.

# Note: In this procedure, two MAC address pools are created, one for each switching fabric.

3. Right-click MAC Pools under the root organization.

4. Select Create MAC Pool to create the MAC address pool.
5. Enter MAC Pool A as the name of the MAC pool.

6. Optional: Enter a description for the MAC pool.

7. Click Next.

8. Click Add.

9. Specify a starting MAC address.

# Note: For the FlexPod solution, the recommendation is to place 0A in the next-to-last octet of the starting
MAC address to identify all of the MAC addresses as fabric A addresses.

10. Specify a size for the MAC address pool that is sufficient to support the available blade or server re-
sources.

Create a Block of MAC Addresses

First MAC Address: &IJ]I]:ZS:BS:I]?:I]#:I]I] Size: I 325:

To ensure uniqueness of MACs in the LAN Fabric, you are strongly
encouraged to use the Following MAC prefix:
D0:Z 5: B HHIHHIHH

Ok I Cancel

11. Click OK.
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12. Click Finish.

13. In the confirmation message, click OK.

14. Right-click MAC Pools under the root organization.

15. Select Create MAC Pool to create the MAC address pool.
16. Enter MAC_Pool B as the name of the MAC pool.

17. Optional: Enter a description for the MAC pool.

18. Click Next.

19. Click Add.

20. Specify a starting MAC address.

# Note: For the FlexPod solution, it is recommended to place 0B in the next to last octet of the starting MAC
address to identify all the MAC addresses in this pool as fabric B addresses.

21. Specify a size for the MAC address pool that is sufficient to support the available blade or server re-
sources.

Create a Block of MAC Addresses

First MAC Address: &IJ]D:ZS:BS:UT:DB:DD Size: I 325:

To ensure uniqueness of MACs in the LAN Fabric, you are strongly
encouraged ko use the Following MAC prefix;
D0:2 5:B5:HHIHHIHH

Ok I Cancel

22. Click OK.
23. Click Finish.
24. In the confirmation message, click OK.

Create IQN Pools for iISCSI Boot

To configure the necessary IQN pools for the Cisco UCS environment, complete the following steps.

1. In the UCS Manager, select the SAN tab on the left.
2. Select Pools > root.

3. Right-click IQN Pools under the root organization.
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4. Select Create IQN Suffix Pool to create the IQN pool.
5. Enter ION Pool for the name of the IQN pool.

6. Optional: Enter a description for the IQN pool.

7. Enter ign.1992-08.com.cisco as the prefix

8. Select Sequential for Assignment Order.

9. Click Next.

10. Click Add.

11. Enter ucs-host as the suffix.

12. Enter 1 in the From field.

13. Specify a size of the IQN block sufficient to support the available server resources.
14. Click OK.

+ Create a Block of IQN Suffixes

Create a Block of IQN Suffixes

Suffix: l_ucs-host

L1
From:rl
0
Sm—::llJ 16
OK I Cancel
15. Click Finish.

16. In the message box that displays, click OK.

Create IP Pools for iSCSI Boot

To configure the necessary IP pools iSCSI boot for the Cisco UCS environment, complete the following
steps:

1. In Cisco UCS Manager, select the LAN tab on the left.
2. Select Pools > root.

3. Two IP pools are created, one for each switching fabric.
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4. Right-click IP Pools under the root organization.

5. Select Create IP Pool to create the IP pool.

6. Enter iSCSI IP Pool A for the name of the IP pool.

7. Optional: Enter a description of the IQN pool.

8. Select Sequential for Assignment Order.

9. Click Next.

10. Click Add.

11. In the From field, enter the beginning of the range to assign as iSCSI IP addresses.
12. Set the size to enough addresses to accommodate the servers.
13. Click OK.

14. Click Finish.

15. Right-click IP Pools under the root organization.

16. Select Create IP Pool to create the IP pool.

17. Enter isCSI_IP Pool B for the name of the IP pool.

18. Optional: Enter a description of the IQN pool.

19. Select Sequential for Assignment Order.

20. Click Next.

21. Click Add.

22. In the From field, enter the beginning of the range to assign as iSCSI IP addresses.
23. Set the size to enough addresses to accommodate the servers.
24. Click OK.

25. Click Finish.
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Create a Block of IP Addresses

From: 1192.168.235.1 Size: | 16
0] (0
Subnet Mask: |255.255.255.0 Default Gateway: [0.0.0.0
Primary DNS: J0-0.0.0 Secondary DNS: |0-0.0.0

OK I Cancel

Create UUID Suffix Pool

To configure the necessary universally unique identifier (UUID) suffix pool for the Cisco UCS environment,
complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Pools > root.

3. Right-click UUID Suffix Pools.

4. Select Create UUID Suffix Pool.

5. Enter UUID Pool as the name of the UUID suffix pool.

6. Optional: Enter a description for the UUID suffix pool.

7. Keep the prefix at the derived option.

8. Click Next.

9. Click Add to add a block of UUIDs.

10. Keep the From field at the default setting.

11. Specify a size for the UUID block that is sufficient to support the available blade or server resources.
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Create a Block of UUID Suffixes

From: |0000-000000000001 Size:&) 32
| Ok, I Cancel
12. Click OK.
13. Click Finish.
14. Click OK.

Create Server Pool

To configure the necessary server pool for the Cisco UCS environment, complete the following steps:

1.

Consider creating unique server pools to achieve the granularity that is required in your environment.

2. In Cisco UCS Manager, click the Servers tab in the navigation pane.

3. Select Pools > root.

4. Right-click Server Pools.

5. Select Create Server Pool.

6. Enter Infra Pool asthe name of the server pool.

7. Optional: Enter a description for the server pool.

8. Click Next.

9. Select two (or more) servers to be used for the VMware management cluster and click >> to add
them to the Infra Pool server pool.

10. Click Finish.

11. Click OK.

Create VLANS

To configure the necessary virtual local area networks (VLANSs) for the Cisco UCS environment, complete the
following steps:

1.

In Cisco UCS Manager, click the LAN tab in the navigation pane.
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& Note: In this procedure, four unique VLANs and a range of 100 VLANSs for APIC are created. The VLAN IDs
used in this step are shown in Error! Reference source not found..

2. Select LAN > LAN Cloud.

3. Right-click VLANs.

4. Select Create VLANSs.

5. Enter Native-VLAN as the name of the VLAN to be used as the native VLAN.
6. Keep the Common/Global option selected for the scope of the VLAN.

7. Enter the <2> as the ID of the native VLAN.

8. Keep the Sharing Type as None.

9. Click OK, and then click OK again.

Create VLANs ©

Native-VLAN

<not set=

o

checkoverlap | [ ok | cancel

10. Expand the list of VLANs in the navigation pane, right-click the newly created Native-VLAN and se-
lect Set as Native VLAN.

11. Click Yes, and then click OK.
12. Right-click VLANS.

13. Select Create VLANS.
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14. Enter iSCSI-A-VLAN as the name of the VLAN to be used for the first iSCSI VLAN.
15. Keep the Common/Global option selected for the scope of the VLAN.
16. Enter the VLAN ID for the first iSCSI VLAN.

17. Click OK, then OK.

Create VLANSs

ISCSI A-VLAN

@) @

CheckOverIaE [ QE ] Cancel

18. Right-click VLANSs.

19. Select Create VLANSs.

20. Enter 1SCSI-B-VLAN as the name of the VLAN to be used for the second iSCSI VLAN.
21. Keep the Common/Global option selected for the scope of the VLAN.

22. Enter the VLAN ID for the second iSCSI VLAN.

23. Click OK, then OK.
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Create VLANSs

ISCSI B-¥LAN

@) @

[ CheckOverlop | [ Ok ][ Conel |

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

Right-click VLANSs.

Select Create VLANSs.

Enter 0OB-Mgmt as the name of the VLAN to be used for management traffic.
Keep the Common/Global option selected for the scope of the VLAN.

Enter <3177> as the ID of the management VLAN.

Keep the Sharing Type as None.

Click OK, and then click OK again.

Right-click VLANSs.

Select Create VLANS.

Enter INFRA-NFS as the name of the VLAN to be used for NFS VMk ports.
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34. Keep the Common/Global option selected for the scope of the VLAN.
35. Enter the <3270> for the NFS VLAN.

36. Keep the Sharing Type as None.

37. Click OK, and then click OK again.

38. Right-click VLANs.

39. Select Create VLANS.

40. Enter ApIC- as the prefix of the VLAN to be used for APIC.

41. Keep the Common/Global option selected for the scope of the VLAN.
42. Enter the <1101-1200> for VLAN IDs.

43. Keep the Sharing Type as None.

44, Click OK, and then click OK again.

Create VLANs

APIC-

<not set>

Create VLAN Groups

To configure split layer-2 domain in UCS, two VLAN groups need to be created and attached to different
uplink ports. In the procedure below, a VLAN group 00B-Mgmt is configured only with out of band
management VLAN (3177) and is attached to port 19 on each Fabric Interconnect. VLAN group Uplink-
PortChannel is configured to carry all the remaining VLANs and is attached to port-channel 13 and 14. To
create the VLAN groups, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Select LAN > LAN Cloud.
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3. Right-click VLAN Groups.
4. Select Create VLAN Group.
5. Use 00B-Mgmt as the VLAN Group Name

6. Select the Native-VLAN (2) and 00B-Mgmt VLAN (3177). Click the radio button to set Native-VLAN
as native VLAN.

7. Click Next to add Uplink Ports. Select Port 29 on both Fabric Interconnect A and B.

» Create VLAN Group [ =]

Create VLAN Group

1.+ Select VL ANs
2. + Add Uplink Ports
3 lj Add Port Channels Uplink Ports

8. Click Finish.

9. Right-click VLAN Groups.

10. Select Create VLAN Group.

11. Use Uplink-PortChannel as the VLAN Group Name.

12. Select the Infra-NFs (3270), 1SCSI-A-VLAN (911), 1SCSI-B-VLAN (912) and APIC-1101 through
APIC-1200 (all 100) VLANS.

13. Click Next twice to add Uplink Port Channels. Select Port Channel 13 and 14.

» Create VLAN Group E

Unified Computing System Manager

Add Port Channels

Create VLAN Group

L. ' Select VL ANs

2. v add Uplink Ports
3. v Add Port Channels Port Channels

WvPC-13-Mexus
vPC-14-Nexus

14. Click Finish.
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Create Host Firmware Package

Firmware management policies allow the administrator to select the corresponding packages for a given
server configuration. These policies often include packages for adapter, BIOS, board controller, FC adapters,
host bus adapter (HBA) option ROM, and storage controller properties.

To create a firmware management policy for a given server configuration in the Cisco UCS environment,
complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Host Firmware Packages.

4. Select Create Host Firmware Package.

5. Enter vM-Host-Infra as the name of the host firmware package.
6. Leave Simple selected.

7. Select the version 2.2(3d) for both the Blade and Rack Packages.
8. Click OK to create the host firmware package.

9. Click OK.

- Create Host Firmware Package

Create Host Firmware Package

Mame: |VM-Host-Infra
Il

Description:
How would you like to configure the Host Firmware Package? & Simple & Advanced

Blade Package: 2.2(3d)B -
(1]

Rack Package: plekls)e -
(1]

oK I Cancel

Set Jumbo Frames in Cisco UCS Fabric

To configure jumbo frames and enable quality of service in the Cisco UCS fabric, complete the following
steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Select LAN > LAN Cloud > QoS System Class.
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3. In the right pane, click the General tab.
4. On the Best Effort row, enter 9216 in the box under the MTU column.

5. Click Save Changes in the bottom of the window.

6. Click OK.

v & A @ O EiNew- Dgahms‘ W O | 4\ Pending Activities | [0 et
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Create Local Disk Configuration Policy (Optional)

A local disk configuration for the Cisco UCS environment is necessary if the servers in the environment do
not have a local disk.

This policy should not be used on servers that contain local disks.
To create a local disk configuration policy, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Local Disk Config Policies.

4. Select Create Local Disk Configuration Policy.

5. Enter isCSI-Boot as the local disk configuration policy name.
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6. Change the mode to No Local Storage.

7. Click OK to create the local disk configuration policy.

Create Local Disk Configuration Policy

Name: jiSCSI-Boot
[

Description:
U5 HNo Local Storage -
[}

Flex Flash
Flex Flash State: (% Disable ( Enable

OK I Cancel

8. Click OK.

Create Network Control Policy for Cisco Discovery Protocol

To create a network control policy that enables Cisco Discovery Protocol (CDP) on virtual network ports,
complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click Network Control Policies.

4. Select Create Network Control Policy.

5. Enter Enable CDP as the policy name.

6. For CDP, select the Enabled option.

7. Click OK to create the network control policy.
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» Create Network Control Policy

Create Network Control Policy ©

8.

Click OK.

Create Power Control Policy

To create a power control policy for the Cisco UCS environment, complete the following steps:

1.

2.

In Cisco UCS Manager, click the Servers tab in the navigation pane.
Select Policies > root.

Right-click Power Control Policies.

Select Create Power Control Policy.

Enter No-Power-Cap as the power control policy name.

Change the power capping setting to No Cap.

Click OK to create the power control policy.

Click OK.
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Create Power Control Policy

MName: |Mo-Power-Cap
Il

Description:
Power Capping
If you choose cap, the server is allocated a certain amount of power based on its priority within its

power group. Priority values range from 1 to 10, with 1 being the highest priority. If you choose
no-cap, the server is exempt from all power capping.

Cisco UCS Manager only enforces power capping when the servers in a power group require more power
than is currently available. With suffident power, all servers run at full capadty regardless of their
priority.

0K I Cancel

Create Server Pool Qualification Policy (Optional)

To create an optional server pool qualification policy for the Cisco UCS environment, complete the following
steps:

# Note: This example creates a policy for a Cisco UCS B200-M3 server.

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Server Pool Policy Qualifications.

4. Select Create Server Pool Policy Qualification.

5. Enter uCcsB-B200-M3 as the name for the policy.

6. Select Create Server PID Qualifications.

7. Enter uCcsB-B200-M3 as the PID.

8. Click OK to create the server pool qualification policy.

9. Click OK, and then click OK again.
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+ Create Server Pool Policy Qualification

Create Server Pool Policy Qualification ©

Create Server BIOS Policy

To create a server BIOS policy for the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click BIOS Policies.

4. Select Create BIOS Policy.

5. Enter vM-Host-Infra as the BIOS policy name.

6. Change the Quiet Boot setting to Disabled.

7. Click Finish to create the BIOS policy.
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+ Create BIOS Policy E

Unified Computing System Manager

I ©
Create BIOS Palicy Main

¥ Main

0 D Processar

4 Intel Direcked 10
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a PZT Configuration
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8. Click OK.

Create VNIC/vVHBA Placement Policy for Virtual Machine Infrastructure Hosts

To create a vNIC/vHBA placement policy for the infrastructure hosts, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click vNIC/vHBA Placement Policies.

4. Select Create Placement Policy.

5. Enter vM-Host-Infra as the name of the placement policy.

6. Click 1 and select Assigned Only.

7. Click OK, and then click OK again.
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 Create Placement Policy

Create Placement Policy

Virtual Slot Mapping Scheme: | © Round Robin ¢ Linear Ordered

Mame: |VM-Host-Infra
Il

&, Filter | = Export |z Print

Virtual Slot Selection Preference
1 Assigned Only
2 all
3 All
4 All

Ok I Cancel

Update Default Maintenance Policy

To update the default Maintenance Policy, complete the following steps:

1.

2.

In Cisco UCS Manager, click the Servers tab in the navigation pane.
Select Policies > root.

Select Maintenance Policies > default.

Change the Reboot Policy to User Ack.

Click Save Changes.

Click OK to accept the change.



Server Configuration

» Cisco Unified Computing System Manager - icef1-ucl

e . B Mew -

> e Servers ¢ ) Polides * g root * &) Maintenance Policies * & default

[ options | © 0 | 0\ Pending Activities | [@] Exit

= |

[l ey Servers
E}fs Service Profiles

=N E palicies
15, root|
- 5 adapter Policies
& 5 BI0S Defaults
- & BIOS Palicies
E Boat Palicies
- g Host Firmware Packages
. & IPMI Access Profiles
- S Local Disk Config Policies
- B Maintenance Policies
=4
g Management Firmware Packages
& S Power Control Policies
- B Scrub Policies
- B Serial over LAN Policies
- & Server Pool Policies
- & Server Pool Policy Qualifications
- B Threshold Policies
- 5 {5€51 Authentication Profiles
- B wMIC/vHEA Placement Policies
- &3 Sub-Crganizations
[—]--@ Poals
58, oot
[
£

Haype Server Pools
-2 ULID Suffix Pools
.I:!. Sub-Organizations
[]--@ Schedules

Reset Yalues |

r System Time: 2013-04-01T11:02

Save Changes |

| (@ Logged in as admin@icef1-ucl |N0t registered with UCS Central

Create VNIC Templates

A total of 8 vNIC Templates will be created. Infrastructure ESXi hosts use all 8 templates (8 vNICS) while the
application ESXi servers utilize only six (6 vNICs). To create multiple virtual network interface card (vNIC)
templates for the Cisco UCS environment, complete the following steps.

Create Data vNICs

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create VNIC Template.

5. Enter vNIC Template A as the vNIC template name.

6. Keep Fabric A selected.

7. Do not select the Enable Failover checkbox.
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8. Under Target, make sure that the VM checkbox is not selected.

9. Select Updating Template as the Template Type.

10. Under VLANS, select the checkboxes for APIC-1101 through APIC-1200, and default VLANS.
11. Set default as the native VLAN.

12. For MTU, enter 9000.

13. In the MAC Pool list, select MAC_Pool A.

14. In the Network Control Policy list, select Enable CDP.

15. Click OK to create the vNIC template.

16. Click OK.
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Create vNIC Template

Create vNIC Template

APIC-1102
IAPIC-1103
APIC-1104
IAPIC-1105
APIC-1106

17. In the navigation pane, select the LAN tab.
18. Select Policies > root.

19. Right-click vNIC Templates.

20. Select Create vNIC Template

21. Enter vNIC Template B as the vNIC template name.
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22. Select Fabric B.

23. Do not select the Enable Failover checkbox.

24. Under Target, make sure the VM checkbox is not selected.
25. Select Updating Template as the template type.

26. Under VLANS, select the checkboxes for APIC-1101 through APIC-1200, and default VLANS.
27. Set default as the native VLAN.

28. For MTU, enter 9000.

29. In the MAC Pool list, select MAC_Pool B.

30. In the Network Control Policy list, select Enable CDP.

31. Click OK to create the vNIC template.

32. Click OK.

Create iSCSI vNICSs
1. Select the LAN tab on the left.

2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template.

5. Enter iSCSI Template A as the vNIC template name.

6. Leave Fabric A selected. Do not select the Enable Failover checkbox.
7. Under Target, make sure that the VM checkbox is not selected.
8. Select Updating Template for Template Type.

9. Under VLANS, select 1SCSI-A-VLAN (911).

10. Set 1SCSI-A-VLAN as the native VLAN.

11. Under MTU, enter 9000.

12. From the MAC Pool list, select MAC Pool A.

13. From the Network Control Policy list, select Enable CDP.

14. Click OK to complete creating the vNIC template.

15. Click OK.
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Create vNIC Template

Create vNIC Template

A, Filter | = Export | iz Print

skt | Mame |
SN —

00B-Mgmt

OOB_192.168.1.0

00B_192. 168.3.0

ISCSI-A-VLAN

ISCSI-B-VLAN

B
r
r
r
r
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16. Select the LAN tab on the left.

17. Select Policies > root.

18. Right-click vNIC Templates.

19. Select Create vNIC Template.

20. Enter 1SCSI_Template B as the vNIC template name.

21. Select Fabric B. Do not select the Enable Failover checkbox.
22. Under Target, make sure that the VM checkbox is not selected.
23. Select Updating Template for Template Type.

24. Under VLANS, select iSCSI-B-VLAN (912).

25. Set 1SCSI-B-VLAN as the native VLAN.

26. Under MTU, enter 9000.

27. From the MAC Pool list, select MAC Pool B.

28. From the Network Control Policy list, select Enable CDP.
29. Click OK to complete creating the vNIC template.

30. Click OK.

Create OOB Mgmt vNICSs
1. Select the LAN tab on the left.

2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template.

5. Enter 00B-2 as the vNIC template name.

6. Leave Fabric A selected. Do not select the Enable Failover checkbox.
7. Under Target, make sure that the VM checkbox is not selected.

8. Select Updating Template for Template Type.

9. Under VLANS, select 00B-Mgmt VLAN and Native-VLAN.

10. Set Native-VLAN as the native VLAN.

11. Under MTU, enter 1500. From the MAC Pool list, select MAC Pool A.
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12. From the Network Control Policy list, select Enable CDP.

13. Click OK to complete creating the vNIC template.

14. Click OK.

15. Select the LAN tab on the left.

16. Select Policies > root.

17. Right-click vNIC Templates.

18. Select Create vNIC Template.

19. Enter 0OB-B as the vNIC template name.

20. Select Fabric B. Do not select the Enable Failover checkbox.
21. Under Target, make sure that the VM checkbox is not selected.
22. Select Updating Template for Template Type.

23. Under VLANS, select 00B-Mgmt VLAN and Native-VLAN.

24. Set Native-VLAN as the native VLAN.

25. Under MTU, enter 1500. From the MAC Pool list, select MAC Pool B.
26. From the Network Control Policy list, select Enable CDP.

27. Click OK to complete creating the vNIC template.

28. Click OK.

Create Infrastructure NFS vNICSs

‘# Note: These vNICs will only be utilized on ESXi servers hosting Infrastructure services

1. Select the LAN tab on the left.

2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template.

5. Enter Infra NFS_A as the vNIC template name.

6. Leave Fabric A selected. Do not select the Enable Failover checkbox.

7. Under Target, make sure that the VM checkbox is not selected.
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8. Select Updating Template for Template Type.

9. Under VLANS, select Infra-NFSs (3270) VLAN and default.

10. Set default as the native VLAN.

11. Under MTU, enter 9000. From the MAC Pool list, select MAC Pool A.
12. From the Network Control Policy list, select Enable CDP.

13. Click OK to complete creating the vNIC template.

14. Click OK.

15. Select the LAN tab on the left.

16. Select Policies > root.

17. Right-click vNIC Templates.

18. Select Create vNIC Template.

19. Enter Infra NFS_ B as the vNIC template name.

20. Select Fabric B. Do not select the Enable Failover checkbox.

21. Under Target, make sure that the VM checkbox is not selected.

22. Select Updating Template for Template Type.

23. Under VLANS, select Infra-NFS VLAN and default VLAN.

24. Set default as the native VLAN.

25. Under MTU, enter 9000. From the MAC Pool list, select MAC Pool B.
26. From the Network Control Policy list, select Enable CDP.

27. Click OK to complete creating the vNIC template.

28. Click OK.

# Note: At the end of the vNIC template creation, there should be 8 vNIC templates available in the UCS
Manager as shown in Figure 3 below.

Figure 3 vNIC Templates
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vMNIC Templates

AR vMNIC Template Infra_MF5_A

AE vNIC Template Infra_NFS_B

AE vMIC Template OOB-A

q@ vMIC Template OOB-B

|T vMNIC Template iSCSI_Template_A
|T vMNIC Template iSCSI_Template_B
AR vMIC Template vNIC_Template_A
A vNIC Template vNIC_Template_B
... 85 Sub-Organizations

Create Boot Policies

This procedure applies to a Cisco UCS environment in which two iSCSI logical interfaces (LIFs) are on
cluster node 1 (iscsi 1if0la and iscsi 1if01b) and two iSCSI LIFs are on cluster node 2 (iscsi
1if02a and iscsi 1if02b). One boot policy is configured in this procedure. This policy configures the
primary target to be iscsi_lif0O1a.

To create boot policies for the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Boot Policies.

4. Select Create Boot Policy.

5. Enter Boot-Fabric-A as the name of the boot policy.

6. Optional: Enter a description for the boot policy.

7. Keep the Reboot on Boot Order Change option cleared.

8. Expand the Local Devices drop-down menu and select Add CD-ROM.
9. Expand the isCSI vNICs section and select Add iSCSI Boot.
10. In the Add iSCSI Boot dialog box, enter iSCSI-A-vNIC.

11. Click OK.

12. Select Add 1SCSI Boot.

13. In the Add isSCSI Boot dialog box, enter iSCSI-B-vNIC.

14. Click OK.
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15. Click OK to save the boot policy. Click OK to close the Boot Policy window.

»> o Servers * E) Policies * g root * B Boot Policies * B} Boot Policy Boot-Fabric-A

Lz Elomz|

Local Devices

: ISCSI-A-vNIC Primary
ISCSI vICs & = [ ISCSI-B-vNIC Secondary

Create Service Profile Template
In this procedure, one service profile template for Infrastructure ESXi hosts is created for fabric A boot.
To create the service profile template, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Service Profile Templates > root.

3. Right-click root.

4. Select Create Service Profile Template to open the Create Service Profile Template wizard.
5. Identify the service profile template:

6. Enter VM-Host-Infra-Fabric-A as the name of the service profile template. This service profile tem-
plate is configured to boot from node 1 on fabric A.

7. Select the Updating Template option.
8. Under UUID, select UUID_Pool as the UUID pool.

9. Click Next.
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Unified Computing System Manager

Create Service Prafile Template Identify Service Profile Template
‘fou must enter a name far the service profile template and specify the template type. You can also specify how a UUID will be

1. 'Identify Service Profil : . -
e assigned to this template and enter a description.

Template
Lorage (1)
Zoning
Q wHIC vHES Placerment
Server Boot Order
Mainkenance Policy
Server Assignment
Q Operational Policies

ULID_Pooi(32{32) -

< Prev H Mext = ] [ Finish H Cancel

h Note: To configure the networking options, 8 vNIC interfaces will be added for Infrastructure ESXi hosts:

Configure Networking options:

1. Keep the default setting for Dynamic vNIC Connection Policy.

2. Select the Expert option to configure the LAN connectivity.

3. Click the upper Add button to add a vNIC to the template.

4. In the Create vNIC dialog box, enter vNIC-A as the name of the vNIC.
5. Select the Use vNIC Template checkbox.

6. In the vNIC Template list, select vNIC_Template_A.

7. In the Adapter Policy list, select VMWare.

8. Click OK to add this vNIC to the template.
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Create vNIC

9. On the Networking page of the wizard, click the upper Add button to add another vNIC to the tem-
plate.

10. In the Create vNIC box, enter vNIC-B as the name of the vNIC.

11. Select the Use vNIC Template checkbox.

12. In the vNIC Template list, select vNIC_Template_B.

13. In the Adapter Policy list, select VMWare.

14. Click OK to add the vNIC to the template.

15. Click the upper Add button to add a vNIC to the template.

16. In the Create vNIC dialog box, enter 1SCSI-A-vNIC as the name of the vNIC.
17. Select the Use vNIC Template checkbox.

18. In the vNIC Template list, select iSCSI_Template_A.
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19. In the Adapter Policy list, select VMWare.

20. Click OK to add this vNIC to the template.

Create vNIC

Create vNIC

21. Click the upper Add button to add a vNIC to the template.

22. In the Create vNIC dialog box, enter iSCSI-B-vNIC as the name of the vNIC.
23. Select the Use vNIC Template checkbox.

24. In the vNIC Template list, select iISCSI_Template_B.

25. In the Adapter Policy list, select VMWare.

26. Click OK to add this vNIC to the template.
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Create vNIC

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

On the Networking page of the wizard, click the upper Add button to add another vNIC to the tem-
plate.

In the Create vNIC box, enter OOB-A as the name of the vNIC.
Select the Use vNIC Template checkbox.

In the vNIC Template list, select OOB-A.

In the Adapter Policy list, select VMWare.

Click OK to add the vNIC to the template.

On the Networking page of the wizard, click the upper Add button to add another vNIC to the tem-
plate.

In the Create vNIC box, enter OOB-B as the name of the vNIC.
Select the Use vNIC Template checkbox.

In the VNIC Template list, select OOB-B.
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37. In the Adapter Policy list, select VMWare.

38. Click OK to add the vNIC to the template.

b Note: The next two VNIC interfaces are only needed for Infrastructure ESXi Hosts. These interfaces enable
NFS access using NFS specific vSwitch and static EPG mapping. ESXi servers not hosting infrastructure
VMs, use VDS for NFS access to application specific SVMs.

39. On the Networking page of the wizard, click the upper Add button to add another vNIC to the tem-
plate.

40. In the Create vNIC box, enter NFS-A as the name of the vNIC.
41. Select the Use vNIC Template checkbox.

42. In the vNIC Template list, select Infra_NFS_A.

43. In the Adapter Policy list, select VMWare.

44. Click OK to add the vNIC to the template.

45. On the Networking page of the wizard, click the upper Add button to add another vNIC to the tem-
plate.

46. In the Create vNIC box, enter NFS-B as the name of the vNIC.
47. Select the Use vNIC Template checkbox.

48. In the vNIC Template list, select Infra_NFS_B.

49. In the Adapter Policy list, select VMWare.

50. Click OK to add the vNIC to the template.

51. Verify 8 vNIC interfaces are present.

MNarme MAC Address
=il vMIC NFS-A Derived
=il vNIC MF5-B Derived
=il ¥NIC OOB-A Derived
=il vMNIC OOB-B Derived
=il ¥MIC iSCSI-A-vNIC Derived
=il ¥MIC iSCSI-B-vNIC Derived
=il vMNIC wMNIC-A Derived
=] vNIC wMNIC-B Derived

52. Expand the iSCSI vNICs section (if not already expanded).
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53. Select ign-pool under Initiator Name Assignment.

54. Click the lower Add button in the iSCSI vNIC section to define a vNIC.
55. Enter 1SCSI-A-vNIC as the name of the vNIC.

56. Select isCs1-A-vNIC for Overlay vNIC.

57. Set the iISCSI Adapter Policy to default.

58. Set the VLAN to 1SCSI-A-VLAN.

59. Leave the MAC Address set to None.

60. Click OK.

» Create iSCSI viNIC

Create iSCSI vNIC ©

Select(Mone used by default) -

61. Click the lower Add button in the iISCSI vNIC section to define a vNIC.
62. Enter isCSI-B-vNIC as the name of the vNIC.

63. Set the Overlay vNIC to 1SCSI-B-vNIC
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64. Set the iSCSI Adapter Policy to default.
65. Set the VLAN to iSCSI-B-VLAN

66. Leave the MAC Address set to None.

67. Click OK.

Create iSCSI vNIC L7

68. Click OK.
69. Review the table in the Networking page to make sure that all vNICs were created.
70. Click Next.

Configure Storage options:

1. Select a local disk configuration policy:
If the server in question has local disks, select default in the Local Storage list.

If the server in question does not have local disks, select iSCSTI-Boot.
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2. Select the No vHBAs option for the How would you like to configure SAN connectivity? field.

3. Click Next.

+ Create Service Profile Template [x]

Unified Computing System Manager

Create Service Profile Template Stora ge
Optionally specify disk policies and SAN configuration information.

+ / Identify Service Profie
Template

.+ Networking

.Y Storage

Zoning

-3 wNIC/vHBA Placement

Server Boot Order

Maintenance Policy

Server Assignment

Operational Policies

C R B

<m|m>|ﬁﬂ| Cancel

Configure Zoning Options

1. Set no Zoning options and click Next.

Configure vNIC/HBA Placement

1. Set the vNIC/vHBA placement options (Error! Reference source not found.).
2. Inthe Select Placement list, select the VM-Host-Infra placement policy.

3. Select vCon1 and assign the vHBAs/vNICs to the virtual network interfaces policy in the following or-
der:

— VNIC-A

— VNIC-B

— 1SCSI-vNIC-A
— 1SCSI-vNIC-B
— OOB-A

— OOB-B
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— NFS-A
— NFS-B

4. Review the table to verify that all vNICs and vHBAs were assigned to the policy in the appropriate or-
der.

5. Click Next.

Modify vNIC/vHBA Placement
Specify how wNICs and vHBAs are placed on physical network adapters

Mame

Eg wCon 1

=f] WNIC vNIC-A

=] =l
=il VMIC iSCSI-A-vNIC

—={l] ¥NIC iSCSI-B-wMIC

-ﬂ vMNIC OOB-A

.ﬁ wMIC OOB-B

-ﬁ wMIC NFS-A

== @ssign >

4 Move Up % Move Down

Configure Server Boot Order

1. Select Boot-Fabric-2 for Boot Policy.
2. In the Boot Order pane, select iSCSI-A-vNIC.
3. Click the Set iSCSI Boot Parameters button.

4. Leave the Set iSCSI Boot Parameters dialog box <not set> to use the single Service Profile Initiator
Name defined in the previous steps.

5. SetiSCSI_IP Pool A as the Initiator IP address Policy.

6. Keep the iSCSI Static Target Interface button selected and click the button.

7. Log in to the storage cluster management interface and run the following command:
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iscsi nodename

8.

9.

Note or copy the iSCSI target name for Infra-sSvM.

In the Create iSCSI Static Target dialog box, paste the iSCSI target node name from Infra-sSvM.

10. Enter the IP address of 1SCSI 1if02a for the IPv4 Address field.

Modify iSCSI Static Target

11.

12.

13.

14.

15

e472511e39dbc 12

[ ok || cance

Click OK to add the iSCSI static target.

Keep the iSCSI Static Target Interface option selected and click the button.

In the Create iSCSI Static Target window, paste the iISCSI target node name from Infra-SVM into the
iSCSI Target Name field.

Enter the IP address of iscsi 1if01la in the IPv4 Address field.

. Click OK.
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Set iISCSI| Boot Parameters

<not set> hd

192.168.235.252
192.168.235.251

16. Click OK.
17. In the Boot Order pane, select 1SCSI-vNIC-B.
18. Click the Set iSCSI| Boot Parameters button.

19. In the Set iSCSI Boot Parameters dialog box, set the leave the Initiator Name Assignment to <not
set>.

20. In the Set iSCSI Boot Parameters dialog box, set the initiator IP address policy to iISCSI_IP_Pool_B.
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21. Keep the iSCSI Static Target Interface option selected and click the button.

22. In the Create iSCSI Static Target window, paste the iSCSI target node name from Infra-SVM into the
iSCSI Target Name field (same target name as above).

23. Enter the IP address of iscsi_lif02b in the IPv4 address field.

Modify 1ISCSI Static Target

e472511239dbc12

[ o || Cand

24. Click OK to add the iSCSI static target.

25. Keep the iSCSI Static Target Interface option selected and click the button.

26. In the Create iSCSI Static Target dialog box, paste the iSCSI target node name from Infra-SVM into
the iSCSI Target Name field.

27. Enter the IP address of iscsi_lifO1b in the IPv4 Address field.

28. Click OK.
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» SetiSCSI Boot Parameters

Set iSCSI Boot Parameters o

iSCSI_IP_Pool_B(15/18) -

iSCSI IPV4 Address

192.168.236.251
192.168.236.252

29. Click OK.

30. Review the table to make sure that all boot devices were created and identified. Verify that the boot
devices are in the correct boot sequence.

31. Click Next to continue to the next section.

Configure Maintenance Policy

1. Select the default Maintenance Policy.

2. Click Next.
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Unified Computing System Manager

Create Service Profile Template Maintenance P0|ICy (7]

Specify how disruptive changes such as reboots, netwark interruptions, and firmware upgrades should be applied to the server
associated with this serice profile.

+  Identify Service Prafile
Template

Y Tetworking

VfStorage

¥ Zoning

. YJVNICIVHBA Placement

. Server Book Order Select a mainkenance policy to indude with this service profile or create a new mainkenance policy
s that will be accessible ta all service prafiles,

Maintenance Policy

. % Maintenance Policy
Server Assignment
Operational Policies

WO W o & W

Mairtenance Policy: - Create Maintenance Policy

Mame: default
Description:
Reboot Policy: User Ack

< Prev | etk = I Finish Cancel

Configure Server Assignment

1. In the Pool Assignment list, select Infra Pool.
2. Optional: Select a Server Pool Qualification policy.
3. Select Down as the power state to be applied when the profile is associated with the server.

4. Expand Firmware Management at the bottom of the page and select vM-Host-Infra from the Host
Firmware list.

5. Click Next.
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Unified Computing System Manager

Create Service Profile Template server ASSignment
Optionally specify a server pool for this service profile template

+ ' Iderttify Service Profile
Template

. \/Networking

8 VfStorage

+ ¥ Zoning :
. V(VNIC[VHBA Placement
' Server Boat Order

- Maintenance Plicy

-V Server Assignment
Operational Policies

Wom o R W

: <not set= -

Firmware Management {BIDS, Disk Controller, Adapter)

If wau select a haost Firmware policy For this service profile, the profile will update the firmware on the
server that it is associated with,
Otherwise the system uses the firmware already installed on the assodated server,

Host Firmware:  WhM-Host-Infra hd Create Host Firmware Package

< Prey MNext = Finish Caniel

Configure Operational Policies

1. In the BIOS Policy list, select VM-Host-Infra.

2. Expand Power Control Policy Configuration and select No-Power-Cap in the Power Control Policy
list.
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A CamesemicepofieTampne T e
Unified Computing System Manager

Create Service Profile Template operational POIiCies
Optionally specify information that affects how the system operates.

- Identify Service Profile
Template

Y Mebworking

Storage

+ v yNICIvHEA Placement If wou want to override the default BIOS settings, select a BIOS policy that will be associated with this service profile

BIOS Configuration

- Server Boot Qrder BIOS Policy: WM-Host-Infra - Create BIOS Policy
- Maintenance Policy v
+  Server Assignment

Operational Policies

- - L ST

External IPMI Management Configuration
Management IP Address
Monitoring Configuration {Thresholds)

Power Control Policy Configuration

Power control policy determines power allocation For a server in a given power group,

Power Control Policy: C;]No—PowarfCap * Bal Create Power Caontrol Palicy

Scrub Policy

< Prey ][ Mext = ] [ Finish H Cancel

3. Click Finish to create the service profile template.

4. Click OK in the confirmation message.

Create Service Profiles
To create service profiles from the service profile template, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Service Profile Templates > root > Service Template VM-Host-Infra-Fabric-A.
3. Right-click vM-Host-Infra-Fabric-A and select Create Service Profiles from Template.

4. Enter vM-Host-Infra-0 as the service profile prefix.

5. Enter 1 as Name Suffix Starting Number.

6. Enter 1 as the Number of Instances.

7. Click OK to create the service profile.



Server Configuration

 Create Service Profiles From Template

Create Service Profiles From Template

Maming Prefix: [VM-Host-Infra-0
Mame Suffix Starting Mumber: 1

MNumber of Instances: |1

Ok I Cancel

8. Click OK in the confirmation message.

Add More Servers to FlexPod Unit

Additional server pools, service profile templates, and service profiles can be created in the respective
organizations to add more servers to the FlexPod unit. All other pools and policies are at the root level and
can be shared among the organizations.

Gather Necessary Information

After the Cisco UCS service profiles have been created, each infrastructure blade in the environment will
have a unique configuration. To proceed with the FlexPod deployment, specific information must be
gathered from each Cisco UCS blade and from the NetApp controllers. Insert the required information into
Table 18 and Table 19 .

Table 18 iSCSI LIFs for iSCSI IQN.

Vserver iSCSI Target IQN

Infra-SVM

# Note: To gather the iISCSI IQN, run the iscsi show command on the storage cluster management inter-
face. For 7-Mode storage, run the iscsi nodename command on each storage controller.

Table 19 vNIC iSCSI IQNs for fabric A and fabric B

Cisco UCS Service Profile Name iSCSI IQN Variables
VM-Host-Infra-01 << var_vm_host_infra_01_ign>>
VM-Host-Infra-02 << var_vm_host_infra_02_ign>>

# Note: To gather the vNIC IQN information, launch the Cisco UCS Manager GUI. In the navigation pane, click
the Servers tab. Expand Servers > Service Profiles > root. Click each service profile and then click the
iISCSI vNICs tab on the right. Note Initiator Name displayed at the top of the page under Service Profile Ini-
tiator Name
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ACI Infrastructure Configuration

This section provides a detailed procedure for configuring the Cisco ACI for use in a FlexPod environment.
Follow these steps precisely because failure to do so could result in an improper configuration.

Physical Connectivity

Follow the physical connectivity guidelines for FlexPod in the section Error! Reference source not found.In
ACI, both spine and leaf switches are configured using APIC; individual configuration of the switches is not
required. APIC discovers the ACI infrastructure switches using LLDP and acts as the central point for the
entire configuration.

Cisco APIC Initial Configuration Setup
To configure the Cisco APIC initial setup, complete the following steps:

1. Log into the APIC CIMC using a web browser and launch the KVM.

—_

Browse to https://<cimc_ip_address>.
2. Log in using admin as username and use the password defined during CIMC setup.
3. From the Server tab on the left, select Summary and click Launch KVM Console.

4. KVM application will be launched and initial APIC setup screen should be visible.

File View Macros Tools Help

(T KVM | Virtual Media

Yomapp i _ifcB-dataZ: 81 216868 files (6.2x mon-contiguo

Femounting root filesystem in read-write mode:
Mounting loc :
Enabling ~et

[
[
[
[

Press any key to continue...
Starting Setup Utility
This setup utility will guide you through the basic configuration of

the s .odetup configures only enough connectivity for management
of

ion is p
defaults and nc the curren

time to assume the defanlt wvalues.

> name [ACI Fabricll:
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5. Press <return> to select the default value for Enter the fabric name. This value can be changed if de-
sired.

6. Press <return> to select the default value for Enter the number of controllers in the fabric. While the
fabric can operate with a single APIC, 3 APICs are recommended for redundancy.

7. Enter the controller number currently being set up under Enter the controller ID (1-3). Please re-
member only controller number 1 will allow you to setup the admin password. Remaining control-
lers and switches sync their passwords to the admin password set on the controller 1.

8. Enter the controller name or choose default name for Enter the controller name.

9. Press <return> to select the default pool under Enter the address pool for TEP addresses. If the net-
work is already in use, please choose a different range.

10. Press <return> to select the default vlan for Enter the VLAN id for infra network.
11. Press <return> to select the default range for Enter address pool for BD multicast addresses.

12. Enter appropriate values for the out of band management network configuration. The out of band
management IP address will be used to access the APIC from client browsers.

13. Enter the admin password {(controller 1 only).
14. Press <return> to accept the configuration without changes.
15. Let the APIC complete its boot process.

16. Repeat the above steps for all three APIC controllers.
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File View HMKacros Tools Help

(2 KM | virtual Media |

defaults and not the current system configuration wvalues.

Press Enter at angtime to assume the defawlt values.
at anytime to art from the be

[} ..
c name [ACI Fabricll:
the numbey of controllers in the fabric (1-9) [31: 3
Enter the roller ID (1-3) [11]:
Enter the ntroller name [apicll:
Enter address pool for TEP addre
Enter the ULAN ID for infra network 3] :
Enter addr pool for BD multicast addr s (GIFO) [225.8.8.8-151:

Out-of -band manag nt conf iguration
Enter the IP a« [192.168.18.1~ 172 i
Enter the IP addre of the default gateway [Nowmel: 172.26.163.254
Enter the interface speedsduplex mode [autol:

admin wuser configuration .
Enable strong pa I ¥1:
Enter the password for admin:

Reenter the password for admin:

# Note: When APIC-1 boots up for the first time, it might take up to 5 minutes to allow login using the admin
password set during the setup procedure. If something went wrong during the setup, APIC does allow log-
in using a special user called rescue-user. If admin password was never set or was not setup properly,
rescue-user will allow access to APIC without any password. If an admin password was set previously, use
rescue-user with the admin password.

Cisco ACI - Fabric Discovery

1. Log into the APIC GUI using a web browser*.

‘& *Note: For accessing APIC GUI, Google Chrome was utilized during validation

2. Browse to https://<Out of Band IP address of APIC 1>.

3. Log in using admin as username and use the password defined during initial setup.
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APPLICATION POLICY INFRASTRUCTURE CONTROLLER

SIGN IN

User 10 |adiin I |
Password: |

LOGIMN

||||l||||
Clsco

4. Click FABRIC from the top bar. Under INVENTORY, expand Fabric Membership.

5. At least one of the leaves should be visible.

welcame, admin w

U iC’l‘Sléloh SYSTEM TENANTS FABRIC VM NETWORKING  L4-L7 SERVICES ADMIN P i

INVENTORY | FABRICPOLICIES | ACCESSPOLICIES

Fabric Membership Vi

I Quick Start

I Topclogy
E5 pod1 fe) i ACTIDNS -
| S b embership
>
[ saLisisqsm SERIALNUMBER  MODEID NODENAME RACK NAME MODEL DECOMISSIONED  —or P ORTED

8 i inmanaged Fabric Nods
I Unveachable Nodes
{8 Disabled Interfaces and Decommissioned Switches

MODEL
SALIBLISQ319 o MIK-CIZIEPY leaf 0.0.0.0 False True

6. Click FABRIC from the top bar. Under INVENTORY, expand Fabric Membership.

7. Log into the leaf using console connection (admin/<no password needed>) and use the serial num-
ber to identify discovered leaf (Leaf-1 or Leaf-2 in the physical setup).

switch# show inventory
NAME: "Chassis", DESCR: "Nexus C9396PX Chassis"
PID: N9K-C9396PX , VID: v02 , SN: SAL1815Q3J9

<snip>

8. Double-click the identified leaf description on the right hand side and assign a NODE ID value of 101
and NODE NAME <device name>. Click UPDATE.
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L ‘Cilgéloh SYSTEM TENANTS FABRIC VM NETWORKING  L4-L7 SERVICES ADMIN P i

welcome, admin w

INVENTORY | FABRIC POLICIES | A

Fabric Membership i
Juick, Start

I Topology

|=-Fabrlc Membership —
ESALHISQSD SERIAL NUMBER NODEID NODENAME RACKNAME MODEL DECOMISSIONED ':‘IUFDPEOLRTED

B3 I Unmanaged Fabic Hodes

M Urreachable Nodes SAL1815Q303 101 % |ap1-93gs-1| <ele ~ NIK-CIIIEPK leaf 0.0.0.0 False True

M Disabled Interfaces and Decommissioned Switches % NG

9. As the fabric discovery continues, both spines and leaves will start appearing under the Fabic Mem-
bership window. Repeat Step 7 to assign the NODE ID and NODE NAME to these devices.

10. When the NODE ID and NODE NAME values are assigned, APIC assigns IP addresses from TEP the
pool defined during initial setup.

[ Quick Start
I Topology

B e £01.9396-1 (Node-101)

E 40195081 (Node 201) SERIALNUMBER  NODE D NGDE NAME RACK NAME MODEL DECOMISSIONED :'éP;ECI’_RTED
I Fabric Mernbership \
B i Uranaged Febric Hodes FGE1R180ACX 201 AMT-G508-1 HOK-CE508 spine 10.0.5.94/32 Falis Trus
Urreachable hod
B Urreachable Nodes ) _ SALIBISQ3CH 102 AD1-9396-2 IGK-CO326PX leaf 10.0,8.93/32 Fase True
[ Diszbled Interfaces and Decommissioned Switches
SAL1B150319 101 AN1-9396-1 OK-CH396P loaf 10.0.8.95/32 Fakis True

11. When both leaves and spines are added to the fabric, click Topology on the left hand side. 3 APICs,
2 leaves and 2 spines should be visible.
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A02-8336-1 A02-9336-2
A06-9386-1 A06-9386-2
- [ESESES - SEESES
===

Cisco ACI - Defining Fabric Access Policies

In this section, various access policies such as CDP, LACP and LLDP etc. will be defined. These policies will
be used during vPC and VM domain creation. To define fabric access policies, complete the following steps:

1. Click FABRIC and select ACCESS POLICIES under the sub-menu.
2. From the left menu bar, expand Interface Policies.

3. Expand Policies.

4. Right Click CDP Interface and select Create CDP Interface Policy.
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e SYSTEM TENANTS VM NETWORKING
CISCO -

Policies BC) Policies - CDP Interface

£5 | ACCESS POLICIES

I Quick Start
@ Switch Policies
I Module Policies
B B Interface Palicies —
M s
Bl Link Level default
=i e
12l defa Create COP Interface Policy |

5. In the menu box, enter CDP_Enabled as the policy name and set Admin State Enabled.

6. Click SUBMIT.

CREATE CDP INTERFACE POLICY OL:

Specify the CDP Interface Policy Identity
Name: -CDP_Enab{e{ |

Description: |optional

Admin State: @ Enabled
() Disabled

SUBMIT‘“ CANCEL

7. From the left menu bar, Expand LLDP interface.
8. Right Click and select Create LLDP Interface Policy.

9. In the menu box, enter LLDP_Disabled as the policy name and set both Transmit State and Receive
State Disabled.

10. Click SUBMIT.
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CREATE LLDP INTERFACE POLICY OL:

Specify the LLDP Interface Policy Properties
Name: LLDP_Disabled |

Description: |optional

Receive State: () Enabled
(@ Disabled

Transmit State: () Enabled
(@ Disabled

11. Right-click and select Create LLDP Interface again.

12. In the menu box, enter LLDP_Enabled as the policy name and set both Transmit State and Receive
State Enabled.

13. Click SUBMIT.

CREATE LLDP INTERFACE POLICY OL:

Specify the LLDP Interface Policy Properties
Mame: LLDP_Enabled |

Description: | optional

Receive State: @ Enabled
(7) Disabled

Transmit State: (@ Enabled
() Dizabled

SlamiT CANCEL

14. From the left menu bar, Expand LACP.
15. Right-click and select Create LACP Policy.

16. In the menu box, enter LACP_Active as the policy name and select Mode Active. Leave remaining
options as default.
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17. Click SUBMIT.

CREATE LACP POLICY O

Specify the LACP Policy Identity
Name: |LACP_Act'rve

Description: | opbonal

Mode: () Mac Pinning
() Passive
© Off
@ Active
Contral: [¥] Graceful Convergence

[¥] suspend Individual Port
[T Load Defer Member Ports

|| Fast Select Hot Standby Paorts
[cvecx | ncreceas

Minimum Number of Links: | 1

< |<l>

Maximum Number of Links: |16

SLMIT CANCEL

18. From the left menu bar, expand LACP.
19. Right-click and select Create LACP Policy.

20. In the menu box, enter LACP_MAC_Pinning as the policy name and select “Mode “Mac Pinning.
Leave remaining options as default.

21. Click SUBMIT.
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CREATE LACP POLICY i ] %

Specify the LACP Policy Identity
Name: [LACP_MAC_Pinning |

Description: |optional
Mode: @ Mac Pinning
(L) Passive
@ Off
© Active
Minimum Number of Links: |1

Maximum Number of Links: |16

<3<

E.L;..'E MIT CANCEL

Cisco ACI - Creating vPC for Cisco UCS Fabric Interconnect A

To create a vPC for Cisco UCS Fabric Interconnect A, complete the following steps:

1. From the main menu, click FABRIC and select Access Policies.

2. Right-click Interface Policies and select Configure interface, PC and vPC.

e SYSTEM TENANTS FABRIC

CISCO

'OLICIES | ACCESS POLI

Interface Policies

i Quick Start
B i witch Polices | ITREEETER | cop pocies

i Module Policies 's) i

=
Bl i Policy Groups

B3 Profiles default on
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3. In the dialog box, Click + under the vPC SWITCH PAIRS.

4. Enter 10 as vPC Domain ID.

5. Drop down the Switch 1 and Switch 2 values and select both leaves.

6. Click Save.

CONFIGURE INTERFACE, PC, AND VPC (i %
CONFIGURED SWITCH INTERFACES Select twa switches to be paired for VPC.
W Only switches with interfaces in the same VPC palicy graup can be paired fogether
:‘:[',TFCIEE SWITCHES ‘;gi’g’(‘,ff INTERFACES  TYPE noun MR B Y <l
Switch 1: | 101 o~
Switch 2: 102 Iv' |

Interfaces in VPC: Can not find the interfaces to form a VPC.

N
save
VPC SWITCH PAIRS
+ [
7. Validate that the create vPC domain appears under the vPC SWITCH PAIRS.
VPC SWITCH PAIRS
VPC DOMAIN |D ~ SWITCH1 SWITCH 2
10 101 102
8. In the dialog box, click + under the CONFIGURED SWITCH INTERFACES.
9. Drop down the menu next to Switches and select both leaves.
CONFIGURED SWITCH INTERFACES Select Switches To Configure Interfaces: @ Quick () Advanced
4 [X] Switches: | 101-102 N
i‘:av(;?rﬁ SWITCHES ISNEIEE'E'FI:)CRE INTERFACES TYPE ZOR:;LCJT’ Switch Profile Name: e
D — TYPE
v 101 A01-9396-1 Ieaf
vi 102 A(1-9396-2 leaf ‘

10. Enter <sp-UCS-FI-1> as Switch Profile Name. UCS-FI-1 is the host name for UCS Fabric Intercon-
nect A.

11. Click the + sign to add interfaces.

12. Select vPC radio button to configure vPC.
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13. Enter 1/19 under Interfaces. This is the port on both switches where Fabric Interconnect A is con-
nected.

14. Enter <ifs- UCS-FI-1> as Interface Selector Name.

Select Switches To Configure Interfaces: @ Quick ) Advanced

Switches: | 101-102 e

Switch Profile Name: .sp—ﬁ.Dldﬁ24~Br1

Interface Type: () Indiidual () PC @ VPC

Interfaces: | 1/19

Salect interfaces by typing, e.g. 1/17-18 or use the

moLwse o dick on the switch image below

Interface Selector Name: | ifs-AD1-6348-1

15. Drop down vPC Policy Group and click Create vPC Interface Policy Group. A new dialog box will ap-
pear.

16. Enter <pg- UCS-FI-1> as the name of the vPC INTERFACE POLICY GROUP in the dialog box.

17. Select various policy values from the drop-down menus.
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CREATE VPC INTERFACE POLICY GROUP O

Specify the Policy Group identity

Name: | pg-AD1-6248-1 |

Description: | opbona
Link Level Policy: | default v 7
CDP Policy: | COP_Enable v 3
LLDP Policy: | LLDP_Enabled v | P
STP Interface Policy: | default v P
LACP Policy: | LACP_Active v P
Monitoring Policy: | default @
Override Paolicy Group: 45 [
Name LACP Member Policy
Attached Entity Profile: | sclect an opti @ >

SUBMIT CANCEL

18. From the Attached Entity Profile drop-down list, select Create Attachable Access Entity Profile. A
new dialog box will appear.

19. The two UCS Fabric Interconnects will share this Attachable Entity Profile (AEP). Enter <aep-UCS-FI-
hostname> as the Name (avoid using A or B at the end).

20. Click + to add Domain.

Domains (VMM, Physical or

External) To Be Associated To
Interfaces; Domain Profile

21. In the added domain, drop-down the menu and select Create Physical Domain.
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D
External) To Be Associated To
Interfaces: [Domain Profile

Encapsulation
E E
phs
Create Phys@a[ Domain;
Create Layer 2 Domain
Create Layer 3 Domain

22. In the Create Physical Domain dialog box, enter <pd-UCS-FI hosthame> as Name.

23. Drop down the VLAN Pool menu and select Create VLAN Pool.

CREATE PHYSICAL DOMAIN ij%

Specify the domain name and the VLAN Pool

Name: | pd-A01-6248 |
VLAN Pool: | select an option '__:

SUBMIT CAMNCEL

24. In the Create VLAN Pool dialog box, enter <vp-UCS-FI hostname> as Name

25. Select Allocation Mode Static Allocation.

26. Click + next to Encap Block.
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CREATE VLAN POOL

Specify the Pool identity
Name: |vp-A01-6248 |

Description: optional

Allocation Mode: (©) Dynamic Allocation
@ Static Allocation

& Range

Encap Blocks:

27. In the CREATE RANGES dialog box, enter the two iSCSI VLANs and the NFS VLAN.

ﬁ Note: In the screenshot below, 911, 912 are iSCSI VLANs and 3270 is the NFS VLAN configured on Cisco

UCS.
CREATE RANGES o b 4
Specify the Encap Block Range
Type: VLAN
Range: | 911 |-|o1 T |
Soc ]
28. Click OK.

29. Click +again to add NFS VLAN and in the CREATE RANGES dialog box, enter range 3270-3270 (sin-
gle VLAN).

30. Click OK.
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CREATE VLAN POOL OL3

Specify the Pool identity
Name: |vp-A01-6248 |

Description: .upt';unui

Allocation Mode: (©) Dynamic Allocation
@) Static Allocation

.

VLAN Range
[911-912]

3270
| =i W

SUBMIT CANCEL

31. Click SUBMIT to finish VLAN pool creation.

32. Click SUBMIT to finish Physical Domain creation.

CREATE PHYSICAL DOMAIN (i %

Specify the domain name and the VLAN Pool
Name: ‘pd-ﬁﬂl-ﬁz‘ls |

VLAN Pool: |vp-A01-6248 v P

SUBMIT CANCEL

33. Click UPDATE to finish adding Physical domain to AEP.
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CREATE ATTACHABLE ACCESS ENTITY PROFILE iJj%

Specify the name, domains and infrastructure encaps
Name: |aepfA01-6248 \

Description: | optional

Enable Infrastructure VLAN: [

s e et
External) To Be Associated To - -
Interfaces: | Domain Profile Encapsulation
pd-AD1-6248 ~ @

URlATE CANCEL ‘

34. Click SUBMIT to finish adding AEP.

CREATE ATTACHABLE ACCESS ENTITY PROFILE iJ%

Specify the name, domains and infrastructure encaps
Name: | aep-A01-6248 |

Description: | optional

Enable Infrastructure VLAN: []

External) To Be Associated To .
Interfaces; Domain Profile Encapsulation

CANCEL
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35. Click SUBMIT to finish creating vPC Interface Policy Group.

X

CREATE VPC INTERFACE POLICY GROUP

Specify the Policy Group identity
Name: [pg—A01-6248-1 ‘
Description: | optonzl ‘
Link Level Policy: | default v @
COP Policy: | CDP_Enable v P
LLDP Policy: | LLDP_Enabled Rl
STP Interface Policy: [default I I @
LACP Policy: |LACP_Active > @
Monitoring Policy: ‘default | | @
Overide Focy Gra:
Name LACP Member Policy
Attached Entity Profile:  aep-A01-6248 iz

SUBMIT CANCEL

36. On the Configure Interface, PC, vPC screen, click SAVE.

CONFIGURE INTERFACE, PC, AND VPC i]%

L : @ Qui ®
CONFIGURED SWITCH INTERFACES e ccnpe Iecs L
y Switches: | 101-102 1%
SWITCH INTERFACE POLICY Switch Profile Name: | sp-A01-6248-1
PROFILE SWITCHES SELECTOR INTERFACES TYPE GROUP ! me: | sp-/

Interface Type: © Individual © PC @ VPC
Interfaces: 1/19 coor: [l
Sele nterf.

Interface Selector Name: | ifs-AD1-6348-1 VPC Policy Group: | pg-A01-6248-1 v @

ol ol ol ol ol ol | ol ol ol ol ol ol | ol ol o ol e ol | o ol o o o o | o o o o
TEWETY TEEWYEWEWY VWY P YT
Switch (W Access Port W Fabric Port ). Only the access ports can be selected.

VPC SWITCH PAIRS
VPC DOMAIN ID = SWITCH1 SWITCH2
10 101 102

37. Click SAVE.
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CONFIGURE INTERFACE, PC, AND VPC i]%
CONFIGURED SWITCH INTERFACES e e Iieaces O QK AT
+ Switches: | 101-102 e
2‘:{')':& SWITCHES ;’L;'EFT’;C; INTERFACES  TYPE ggg"f; Switch Profile Name: | sp-A01-6248-1
Interface Type: © Indwidual © PC ® vpC
Interfaces: 1/19 Color: -V
Select interfaces by typing, e.g. 1/17-18 or use the
mouse to click on the switch image below.
Interface Selector Name: |ifs-A01-6348-1 VPC Policy Group: | pg-A01-6248-1 v @

T T

ol ol ol ol ol ol | ol ol ol ol ol ol | ol ol o ol e o | o ol o o | o o o o
TEWWEWY TV FFY TPV W """‘
Switch (W Access Port W Fabric Port ). Only the access ports can be selected.

VPC SWITCH PAIRS

£
VPC DOMAIN ID — SWITCH1 SWITCH2
10 101 102

38. Click SUBMIT to finish the vPC creation using wizard.
39. Under Fabric, select Inventory.
40. From the left menu, expand Pod 1, expand Leaf-1 and expand Interfaces followed by vPC Interfaces.

41. Validate that the vPC domain 10 and the vPC exist.

SYSTEM TENANTS

008 \/PC Domain - 10

M Quick Start
M Topaloay
o
Bess AD1-9396-1 (Node-101) —
EX i chasst PROPERTIES
- Fabric Extenders Domain Id: 10
= B nterfaces
- Physical Interfaces ot
M Aggregated Interfaces Peer Status Reason Code: Success
=; VPC Interfaces Configuration Consistency Status: success
[ BT |
B 684 ‘ Configuration Inconsistency Reason: SUCCESS
|
4] ] Routed{ian Interfaces Type 2 Consistency Status: failed
4 Routed Loopback Interfaces .
£3 o rou . Type 2 Inconsistency Reason: Consistency Check Not Performed
B B Encapsulated Routed Interfaces
BN W Management Interfaces N Role: Primary

‘& Note: Log into the switch using the console and use show port-channel summary command to verify the
port-channel configuration. If Cisco UCS was configured correctly, the port-channel would show UP.
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Cisco ACI - Creating vPC for UCS Fabric Interconnect B
To create the vPC for Cisco UCS Fabric Interconnect B, complete the following steps:

1. From the main menu, click FABRIC and select Access Policies.

2. Right-click Interface Policies and select Configure interface, PC and vPC.

CISCO

et SYSTEM TENANTS FABRIC

RIC POLICIES | ACCESS POLI

Interface Policies

i Quick Start
B i switch Poicies Bl unkieveLpouicies | [ETIRIEES
Module Policies _ O i
- _
id H] Configure Interface, PC, and VPC — NAME T
EX i Policy Groups
EXmm profiles default on

3. In the dialog box, click the + under the CONFIGURED SWITCH INTERFACES.

4. Drop down the menu next to Switches and select both leaves.

Select Switches To Configure Interfaces: @ Quick () Advanced

Switches: | 101-102 e

Switch Profile Name:

E 101 AD1-9396-1 leaf Click "+ to conhgure switch interfaces
v 102 AD1-9396-2 leaf
Ly ey ey L L
. il |l | e ol | ol
l:" = L\ ri W l'1 r]

5. Enter <sp-UCS-FI-2> as Switch Profile Name. UCS-FI-2 is the host name for UCS Fabric Intercon-
nect B.

6. Click the + sign to add interfaces.
7. Select vPC radio button to configure vPC.

8. Enter 1/20 under Interfaces. This is the port on both switches where Fabric Interconnect B is con-
nected.
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9. Enter <ifs- UCS-FI-2> as Interface Selector Name.

Select Switches To Configure Interfaces: @ Quick Advanced

Switches: 101-102 v

Switch Profile Name: sp-A01-6248-2

Interface Type: Individual PC Q) VPC

Interfaces: 1/20

Interface Selector Name: |ifs-A01-6248-2

10. Drop down vPC Policy Group and click Create vPC Interface Policy Group. A new dialog box will ap-
pear.

11. Enter <pg- UCS-FI-2> as the name of the vPC INTERFACE POLICY GROUP in the dialog box.

12. Select various policy values from the drop-down menus.
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CREATE VPC INTERFACE POLICY GROUP (i /%

Specify the Policy Group identity

Narme: | pg-AQ1-6248-2 |

Description: | opbonal
Link Level Policy: | default = P
CDP Policy: | CDP_Enable v P
LLDP Policy: | LLDP_Enabled v @
STP Interface Policy: | default v P
LACP Policy: | LACP_Active ~ P
Monitoring Policy: |defauid _"’| i3

Override Policy Group: BN

Name LACP Member Policy

Attached Entity Profile: | select an option hd

SUBMIT CANCEL

13. Drop down the Attached Entity Profile and select shared AEP created in the last section.

14. Click SUBMIT to finish creating the vPC Interface Policy Group.
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CREATE VPC INTERFACE POLICY GROUP OL:

Specify the Palicy Group identity
Name: | pg-A01-6248-2 |

Description:
Link Level Policy: | default 2 @
CDP Policy: | CDP_Enable v P
LLDP Policy: | LLDP_Enabled v P
STP Interface Policy: | default Y @
LACP Policy: | LACP_Active v i
Monitoring Policy: | default o @
EREREES

Mame LACP Member Policy

Attached Entity Profile: | aep-AD1-6248

e |
SUBMIT CANCEL

15. On the Configure Interface, PC, vPC screen, click SAVE.
16. Click SAVE.
17. Click SUBMIT to finish the vPC creation wizard.

18. (Optional) Log into the individual leaf switches and use show port-channel summary and show vpc
commands to verify the configuration.

Cisco ACI - Creating vPC for NetApp Controller 1

To create the vPC for NetApp Controller 1, complete the following steps:

1. From the main menu, click FABRIC and select Access Policies.

2. Right-click Interface Policies and select Configure interface, PC and vPC.
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CISCO

e SYSTEM TENANTS FABRIC

POLICIES | ACCESS POLI

Interface Policies

R Quick Start
I switch Poiicies Bl unkiever poucies [[ESTRMEES
|- Module Policies Fe) ¥

B i Policy Groups

B3 Profiles default on

3. In the dialog box, click + under the CONFIGURED SWITCH INTERFACES.

4. Drop down the menu next to Switches and select both leaves.

Select Switches To Configure Tnterfaces: @ Quick () Advanced

Switches: | 101-102 =
Switch Profile Name: |3

E 101 AD1-9396-1 Jeaf Click '+ to configure switch interfaces
| 102 AO1-9396-2 leaf
o, S B L
k sl e e Tl

o | | g | e |
5. Enter <sp-NetAPP-1> as Switch Profile Name. NetApp-1 is the host name for NetApp Controller 1.
6. Click the + sign to add interfaces.

7. Select vPC radio button to configure vPC.

8. Enter 1/17 under Interfaces. This is the port on both switches where NetApp Controller 1 is connect-
ed.

9. Enter <ifs- NetApp-1> as Interface Selector Name.
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Select Switches To Configure Interfaces: @) Quick () Advanced

Switches: | 101-102 et
Switch Profile Name: | sp-A02-NAPP-1

Interface Type: () Individual () PC @ VPC
Interfaces: 1/17
Select interfaces by typing, .g. 1/17-18 or use the

mouse to click on the swilch image betow.

Interface Selector Name: | ifs-AD2-NAPP-1

10. Drop down vPC Policy Group and click Create vPC Interface Policy Group. A new dialog box will ap-
pear.

11. Enter <pg- NetApp-1> as the name of the vPC INTERFACE POLICY GROUP in the dialog box.

12. Select various policy values from the drop-down lists.

CREATE VPC INTERFACE POLICY GROUP (i ] %¢

Specify the Policy Group identity
Name: | pg-A2-NAPP-1

Description: | optional
Link Level Policy: | default v 3
CDP Policy: | CDP_Enable v i
LLDP Policy: | LLDP_Disabled v @
STP Interface Policy: | default Y. @
LACP Policy: | LACP_Active v P
Monitoring Policy: | default ¥ i

Override Policy Group:

MName LACP Member Policy

Attached Entity Profile: | select an option \%

SUBMIT CANCEL
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13. Drop down the Attached Entity Profile and click Create Attachable Access Entity Profile. A new dialog
box will appear.

14. The two NetApp Controllers will share the Attachable Entity Profile (AEP). Enter <aep-NetApp-
hostname> as the Name. (Avoid using 1 or 2 at the end).

15. Click + to add Domain.

Domains (VMM, Physical or
External) To Be Associated To
Interfaces; Domain Profile

16. In the added domain, drop-down the menu and select Create Physical Domain.

External) To Be Associated To

Interfaces: [Domain Profile Encapstilation
[
Create Phys@a[ Domain:
Create Layer 2 Domain
Create Layer 3 Domain

17. In the Create Physical Domain dialog box, enter <pd-NetApp-hostname> as Name.

18. Drop down the VLAN Pool menu and select Create VLAN Pool.

CREATE PHYSICAL DOMAIN %

Specify the domain name and the VLAN Pool
Name: | pd-AD2-NAPP |
VLAN Pool: [select an option =)
vp-AD1-6248

Create ’uhAN Pool

SUBMIT CANCEL
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19. In the Create VLAN Pool dialog box, enter <vp-NetApp-hostname > as Name.
20. Select Allocation Mode Static Allocation.

21. Click + next to Encap Block.

CREATE VLAN POOL O

Specify the Pool identity
Name: |up—A01—NAPP
Description: | option:

Allocation Mode: () Dynamic Allocation
@) Static Allocation

Range

SUBMIT CANCEL

22. In the CREATE RANGES dialog box, enter the two iSCSI VLANs and the NFS VLAN.

‘ﬁ Note: In the screenshot below, 911, 912 are iISCSI VLANs and 3170 is the NFS VLAN configured on
NetApp.

CREATE RANGES (i ] %

Specify the Encap Block Range

Type: VLAN
Range: 911 |— 912 | |
From To

T

23. Click “OK.
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24. Click “+ to add NFS VLAN and in the “CREATE RANGES dialog box, enter range 3170-3170 (single

VLAN).
25. Click OK.
26. Click SUBMIT to finish VLAN pool creation.
27. Click SUBMIT to finish Physical Domain creation.
28. Click UPDATE to finish adding Physical domain to AEP.

29. Click SUBMIT to finish adding AEP.

CREATE ATTACHABLE ACCESS ENTITY PROFILE O

Specify the name, domains and infrastructure encaps
Name: |aep—AD2—NAPP

Description: | optiona

Enable Infrastructure VLAN: [£]
External) To Be Associated To
Interfaces: Domain Prafile Encapsulation

Physical Domain - pd-A02-NAPP from:vian-911 tozvian-912
from:vian-2170 toivlan-3170

30. Click SUBMIT to finish creating vPC Interface Policy Group.
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Specify the Policy Group identity
Name: | pg-A02-NAPP-1

Description:
Link Level Policy: | default v P
CDP Policy: | COP_Enable v | 3
LLDP Policy: | LLDP_Disabled v 3
STP Interface Policy: | default X, @
LACP Policy: | LACP_Active ¥ @
Monitoring Policy: | default v i3

Overrice Policy Group: JESSES

Mame LACP Member Policy

Attached Entity Profile: | aep-A02-NAPP N

SUBMIT CANCEL

31. On the Configure Interface, PC, vPC screen, click SAVE.
32. Click SAVE.

33. Click SUBMIT to finish the vPC creation using wizard.

Cisco ACI - Creating vPC for NetApp Controller 2

To create the vPC for NetApp Controller 2, complete the following steps:

1. From the main menu, click FABRIC and select Inventory.

2. Expand Pod 1 and right click on the first leaf and select Configure interface, PC and vPC.
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CISCO

e SYSTEM TENANTS FABRIC

POLICIES | ACCESS POLI

Interface Policies

R Quick Start
E i svitch Polcies Rl unkLeveL pouicies |[ETENETS
I Module Polices O ¥
et
el
- Policy Groups
EXmm profiles default on

3. In the dialog box, click + under the CONFIGURED SWITCH INTERFACES.

4. From the Switches drop-down list, select both leaves.

Select Switches To Configure Tnterfaces: @ Quick () Advanced

Switches: | 101-102 =
Switch Profile Name: |3

E 101 AD1-9396-1 Jeaf Click '+ to configure switch interfaces
| 102 AO1-9396-2 leaf
o, S B L
k sl e e Tl

o | | g | e |
5. Enter <sp-NetAPP-2> as Switch Profile Name. NetApp-2 is the host name for NetApp Controller 2.
6. Click the + sign to add interfaces.

7. Select vPC radio button to configure vPC.

8. Enter 1/18 under Interfaces. This is the port on both switches where NetApp Controller 2 is connect-
ed.

9. Enter <ifs- NetApp-2> as Interface Selector Name.
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Select Switches To Configure Interfaces: @ Quick ) Advanced

Switches:  101-102 e
Switch Profile Name: | sp-A02-NAPP-2

Interface Type: () Individual (0 PC @ VPC

Interfaces: |1/18
Select interfaces by typing, e.g. 1/17-18 or use the
mouse o click on the switch image below.

Interface Selector Name: | ifs-A02-NAPP-2{

10. Drop down vPC Policy Group and click Create vPC Interface Policy Group. A new dialog box will ap-
pear.

11. Enter <pg- NetApp-2> as the name of the vPC INTERFACE POLICY GROUP in the dialog box.

12. Select various policy values from the drop-down lists.

CREATE VPC INTERFACE POLICY GROUP Ok

Specify the Palicy Group identity
Name: | pg-A02-NAPP-2

Description: | @ptional
Link Level Policy: | default v |3
CDP Policy: | CDP_Enable Ml
LLDP Policy: | LLDP_Disabled v 3
STP Interface Policy: | default Nt @
LACP Policy: | LACP_Active ~ i
Monitoring Policy: | default v @
Override Policy Group:
Mame LACP Member Policy
Attached Entity Profile: |select an option I/

SUBMIT CANCEL
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13. Drop down the Attached Entity Profile select shared AEP created in the last section.

14. Click SUBMIT to finish creating vPC Interface Policy Group.

CREATE VPC INTERFACE POLICY GROUP OL:

Specify the Policy Group identity
Name: | pg-A02-NAPP-2

Description: | optonal
Link Level Policy: | default v i3
COP Policy: | CDP_Enable v P
LLDP Policy: | LLDP Disabled v 3
STP Interface Policy: | default XY @
LACP Policy: |LACP_Active v i@
Monitoring Policy: | default A IfJ

Override Policy Group:

Mame LACP Member Policy

Attached Entity Profile: | aep-A02-NAPH| =

[% SUBMIT CANCEL

15. On the Configure Interface, PC, vPC screen, click SAVE.
16. Click SAVE.
17. Click SUBMIT to finish the vPC creation.

18. Expand the Pod 1 followed by the Leaf switch(s) on the left hand menu bar and then expand the In-
terfaces and vPC Interfaces.

19. Expand the vPC domain 10 and validate all the vPCs are configured and up {you will not see the
VLAN being forwarded at this time).
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E=;§ Pod 1
|  Emle=sA01-9396-1 (Node-101)
i Chassis
EX @ Fabric Extenders
=- Interfaces
BN B Physical Interfaces
i Aogregated Interfaces

B i vPC Interfaces
B

(A 684

7 685

Clese

C] (87

20. Optional: Log into the leaf switches using console and validate the port-channels are configured cor-
rectly. The output below assumes the NetApp and UCS port-channel configurations are in place.

Down P - Up in port-channel (members)
Individual H = Hot=-standby (LACP only
Suspended r - Module-removed

Switchec R - Routed

Up (por iannel)

Not in \ Min-links not met

Ethl1/19 (P)
Ethl/20(P)
Ethl/17 (B)
Ethl/1B (B)

Cisco ACI - Deploying Infrastructure (Foundation) Tenant

In this section, a new tenant will be deployed to host the infrastructure connectivity between the compute
(VMware) and Storage (NetApp) environments. To deploy a new tenant, complete the following steps:

1. From the main menu, click TENANTS and from the sub-menu click ADD TENANT.
2. In the CREATE TENANT dialog box, type Foundation as the name of the tenant.

3. Click the checkbox next to all under Security Domains.
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CREATE TENANT

STEP 1 > TENANT 1. TENANT

Tenant Identity

Specify tenant details

Name: | Foundation

Description: | cpbonal
Tags: b
enter tsgs separated by comma
Monitoring Policy: |select or type to pre-provision »
Select Name Description
'@ all N
7 mgmt
4. Click Next.

5. Click + sign to add network.

CREATE TENANT

STEP 2 > NETWORK

Tenant Foundation
Creats A Network

Click '+' to add

A -@ network
' i
i

6. Inthe CREATE NEW NETWORK dialog box, type Foundation as the Name. Leave everything else as
default.

7. Click Next to move onto bridge domain creation.
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8. Use bd-Internal as the Name of the bridge domain.

9. Drop down the menu next to Forwarding and select Custom.

CREATE TENANT

STEP 2 > NETWORK

TENANT FOUNDATION —
CREATE NEW NETWORK %

Specify Bridge Domain for the Network
MName: |bd-[r|tema|

Description: | aptional

Forwarding: |Optimize

I

IGMP Snoap Policy: | OPfimize I
Custgm .
—_

Config BD MAC Address:

10. Check the boxes to enable Flooding and Routing.

11. Select default for IGMP Snoop Policy.

CREATE TENANT

STEP 2 > NETWORK

TENANT FOUNDATION —
CREATE NEW NETWORK ",

Specify Bridge Domain for the Network
L2 Unknown Unicast: @ Flood (©) Hardware Proxy

Unknown Multicast Flooding: @ Flood (©) Optimized Flood
ARP Flooding: [¥] Enabled
Unicast Routing: (¥ Enabled
IGMP Snoop Policy: |defaul v @
Config BD MAC Address: [

12. Click OK.

13. Click + sign next to Bridge Domain to add another Bridge Domain.

14. Add bd-iSCSI-a as the Name.
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15. Select Custom > Forwarding.
16. Enable Flooding and disable Unicast routing.

17. Set IGMP Snoop Policy to default.

STEP 2 > NETWORK

TENANT FOUNDATION
CREATE NEW BRIDGE DOMAIN E

Specify Bridge Domain for the Network

Name: |bd-iscsi-a

Description:
Forwarding: | Custom V)
L2 Unknown Unicast: @ Flood ") Hardware Proxy
Unknown Multicast Flooding: @ Flood _l Optimized Flood

ARP Flooding: [¥] Enabled
Unicast Routing: [_] Enabled
Config BD MAC Address: [
IGMP Snoop Policy: |defauld | (L5

18. Click Next.

19. Click OK.

20. Click + sign next to Bridge Domain to add another Bridge Domain.
21. Add bd-iSCSI-b as the Name.

22. Select Custom Forwarding.

23. Enable Flooding and disable Unicast routing.

24. Set IGMP Snoop Policy to default.
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STEP 2 > NETWORK

TENANT FOUNDATION
CREATE NEW BRIDGE DOMAIN —=]

Specify Bridge Domain for the Network

Name: ‘_bd-iscsi-b

Description:
Forwarding: | Custom D
L2 Unknown Unicast: @ Flood | Hardware Proxy
Unknown Multicast Flooding: @ Flood (_) Optimized Flood

ARP Flooding: [¥! Enabled
Unicast Routing: [ Enabled
Config BD MAC Address: [
IGMP Snoop Policy: | defaulf] v @

25. Click Next.
26. Click OK.

27. Three Bridge Domains and Foundation network should be visible in the CREATE TENANT dialog box.



ACI Infrastructure Configuration

CREATE TENANT O

STEP 2 > NETWORK 1. TENANT 2. NETWORK

Tenant Foundation
Create A Netwark
[7] Take me to this tenant when I click finish

Chck "+ to add Cilick '+ to add
L2 external L3 external
R+ L+
iy g <1 i Click '+ to add
¢ P Ot ' . _n"-uom:lwurk
. . . . »
esmmmmm 4 frssmmmes ¢ |
Foundation ~  laaad
Cl
e M —O br
bd-Intermal bd-iscsi-a bd-iscsi-b

4 | 3

ETE
28. Click Finish.

29. Verify the selected tenant is the newly created Foundation tenant by looking at the items highlighted
in the top menu.

afnafn SYSTEM FABRIC VM NETWORKING

CISCO

[ e E=—

Tenant Foundation

I Cuick Start
BR.A8 Tenant Foundation

Application Profile Creation

In this section, two Application Profiles, iSCSI and NFS will be created.

iISCSI Application Profile Creation

1. Select Tenant and newly created Foundation tenant from the top menu.
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2. Expand Tenant Foundation in the left menu bar.

3. Right-click Application Profile and click Create Application Profiles.

4. In the CREATE APPLICATION PROFILE dialog box, enter iSCSI as the Name.
5. From the drop-down menu, select default for Monitoring Policy.

6. Click + next to EPG to add an EPG.

CREATE APPLICATION PROFILE

Specify Tenant Application Profile

Name: |iSCSI
Description:
Tags: eV
enter tags separated by comma
Monitoring Policy: defauld |v @]
EPGs Contracts

Create EPGs on the lefi table to add contracts
Name Description

7. Inthe CREATE APPLICATION EPG dialog box, enter iscsi-a-lif as the Name.
8. From the drop-down menu, select bd-iscsi-a as the Bridge Domain.
9. From the drop-down menu, select default for Monitoring Policy.

10. Click FINISH.
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CREATE APPLICATION EPG OL

STEP 1 > IDENTITY 1. IDENTITY

Specify the EPG |dentity

MName: | iscsi-a=lif

Description: | optional

Tags: »
enter tags separated by comma

QoS class: | Unspecified Kd
Custom QoS: |select or type to pre-provision |2

Bridge Domain: | bd-iscsi-a v | P

Maonitoring Policy: |default |" | 17

Associated Domain Profiles (VMs or BETESES
bare metals): -
Domain Profile Deployment Immediacy Resolution Immediacy

Statically Link with Leaves/Paths:

<erevious [IEEEN I

11. Click + next to EPG to add another EPG.

EPGs
+: [X]

Name Description
12. In the CREATE APPLICATION EPG dialog box, enter iscsi-b-lif as the Name.
13. From the drop-down menu, select bd-iscsi-b as the Bridge Domain.
14. From the drop-down menu, select default Monitoring Policy.
15. Click FINISH.

16. Click + next to EPG to add another EPG.
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EPGs
+: [X]

Name Descriplion

17. In the CREATE APPLICATION EPG dialog box, enter iscsi-a-vmk as the Name.
18. From the drop-down menu, select bd-iscsi-a as the Bridge Domain.

19. From the drop-down menu, select default Monitoring Policy.

20. Click FINISH.

21. Click + next to EPG to add another EPG.

EPGs
+: [X]

Name Description

22. In the CREATE APPLICATION EPG dialog box, enter iscsi-b-vmk as the Name.
23. From the drop-down menu, select bd-iscsi-b as the Bridge Domain.

24. From the drop-down menu, select default Monitoring Policy.

25. Click FINISH.

26. Click SUBMIT to finish creating the Application Profile.

Setting up EPG iscsi-a-lif

To set up the EPG iscsi-a-lif, complete the following steps:

1. Expand the newly created iSCSI Application profile from the menu bar on the left.
2. Expand iSCSI, expand Application EPGs and expand EPG iscsi-a-lif.

3. Click Static Bindings (Paths).

4. Click Action on the right hand work area.

5. Click Deploy Static EPG on PC, vPC, or Interface.
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e

m Deploy Static EPG on QE VPC. or Interface
ﬂ Delete

6. Inthe DEPLOY STATIC EPG ON PC, vPC OR INTERFACE dialog box, select Virtual Port Channel as
the Path Type.

7. From the drop-down menu Path, select NetApp Controller 1.

DEPLOY STATIC EPG ON PC, VPC, OR| @9R.

Select PC, VPC, or Interface

Path Type: ) Port
(0 Direct Port Channel
Virtual Port Channel

Path: |select an option |"' |@'

Encap: topology/pod-1/protpaths-101-102/pathep-[pg-
AD1-6248-1)
topology/pod-1/protpaths-101-102/pathep-[pg-
AD1-6248-2)

topology/pod-1/protpaths-101-102/pathep-[pg-
Mode: AD2-NAPP-1]

topelogy/pod-1/protpaths-101-102/pathep-[pg-
AD2-NAPP-2)

Deployment Immediacy:

8. Enter vlan-<<var_iscsi_vlan_A_id >> for Encap (VLAN 901 is the iSCSI-A VLAN in the screen capture
below).

9. Change Deployment Immediacy to Immediate.
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DEPLOY STATIC EPG ON PC, VPC, OR |

Select PC, VPC, or Interface

Path Type: () Port
(©) Direct Port Channel
Virtual Port Channel

Path: | topology/pod-1/protpaths-101-102/pathep-[¢| v | (5

Encap: |vian-901 |
For example, vian-1
Deployment Immediacy: Immediate
) On Demand

Mode: Tagged

() Untagged
(0 B02.1P Tag

10. Click Submit.
11. Repeat steps 4-10 for mapping NetApp Controller 2 path.
12. Static bindings should display as shown below:

Figure 4  APIC - Application Profile iSCSI-A - Static Path Bindings

Static Bindings (Paths)

I Quick Start
Bl At Tenant Foundation
= B Aoplication Profiles O
ER @& s
B s — PATH ENCAP
Bl Application EPGs = Mode: Nodes-101-102
B © EPG iscsi-a-lif Node-101-102/pg-A02-NAPP-1 vian-501
I Contracts
[ Static Bindings (Paths) MNode-101-102/pg-A02-NAPP-2 vlan-901
I Static Bindings {Leaves)

Setting up EPG iscsi-b-lif
1. Expand the iSCSI Application profile from the menu bar on the left.

2. Expand iSCSI, expand Application EPGs and expand EPG iscsi-b-lif.

3. Click Static Bindings (Paths).
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4. Repeat Step 4-10 to add two static bindings for both NetApp controllers using vlan-
<<var_iscsi_vlan_B_id>> as Encapsulation.

Static Bindings (Paths]

Il Guick Start
B A& Tenant Foundation

B I Application Profiles
B3 & nrs
@& iscsi
B B Application EPGs
ER S EPG iscsi-a-if
@ EPG iscsi-a-vmk
B ®) EPG iscsi-b-if
M Contracts
M Static Bindings (Paths)

Setting up EPG iscsi-a-vmk

Ol¥

2 Node: Nodes-101-102

Mode-101-102/pg-A02-NAPP-1 vlan-902

Mode-101-102/pg-AD2-NAPP-2 vlan-902

1. Expand the iSCSI Application profile from the menu bar on the left.

2. Expand iSCSI, expand Application EPGs and expand EPG iscsi-a-vmk.

3. Click Static Bindings (Paths).

4. Repeat Step 4 -10 to add two static bindings for both UCS Fabric Interconnects using vian-
<<var_iscsi_vlan_A_vmk>> as Encapsulation.

Static Bindings (Paths)

@ Quick Start
B &t Tenant Foundation

B B Application Profiles
EE & nFs
& iscs
B M Application EPGs
ER (S EPG iscsi-a-lif
=® EPG iscsi-a-vmk
M Contracts
M Static Bindings (Paths)

Setting up EPG iscsi-b-vmk

O ¥

= Mode: Nodes-101-102

Mode-101-102/pg-AD1-6248-1 vlan-911

Mode-101-102/pg-A01-6248-2 vlan-911

1. Expand the iSCSI Application profile from the menu bar on the left.
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2. Expand iSCSI, expand Application EPGs and expand EPG iscsi-b-vmk.

3. Click Static Bindings (Paths).

Repeat Step 4-10 to add two static bindings for both UCS Fabric Interconnects using vlan-

<<var_iscsi_vlan_B_vmk>> as Encapsulation.

Static Bindings (Paths)

I Quick Start
B L& Tenant Foundation
B I Application Profiles
B2 & nFs
B &, iscs
B I Application EPGs
ER (S EPG iscsi-a-lif
@ EPG iscsi-a-vmk
ER (S EPG iscsi-b-lif
B ) EPG iscsi-b-vmk

Il Contracts

M Static Bindings (Paths)

Setting up Provided Contracts

815 4

2 Mode: Nodes-101-102

Mode-101-102/pg-AD1-6248-1 vlan-912

Node-101-102/pg-A01-6248-2 vian-612

To set up the provided contracts, complete the following steps:

1. Click EPG iscsi-a-lif in the left menu.

2. Click Contracts under the EPG.

3. Click ACTIONS on the right and select Add Provided Contract.

Tenant Foundation

Contracts i
I Quick Start
&+ Tenant Foundation
BRI Application Profiles |g";| ’7
g - TENANT  CONTRACT  CONTRACT PROVIDED | [ Add Consumed Contract
=:csﬂ:pllmlmn EPGs (55 HAME TPE consumep Q0SS STATE oo e (] Add Consumed Contract Interface
. & Add Taboa Contract
B ® EpG iscsi-z-lif © Contract Type: Contract
I Contracts

| [ Add Provided Contract

4. From the ADD PROVIDED CONTRACT dialog box, select Create Contract under Contract.
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ADD PROVIDED CONTRACT (i ] %

Select a contract

Contract: l' t ar type to pre-provision |~"i®
Qos: | common/default lC|

8.

9.

Enter Allow_ISCSI as Name in the CREATE CONTRACT dialog box.

Set Scope as Tenant.

Click + next to Subjects to add a new contract subject.

In the CREATE CONTRACT SUBJECT dialog box, enter Allow_ISCSI as the Name.

Click + under Filter Chain to add a new filter.

CREATE CONTRACT SUBIECT

Specify Identity Of Subject

Name: | Allow_ISCSI

Description: | optional

Apply Both Directions:
Reverse Filter Ports:

Filter Chain

+ %] FILTERS

Name

10. Drop down the menu under FILTERS and click +.
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CREATE CONTRACT SUBJECT

Specify Identity Of Subject

Name: |A|Iow_IS(..“;I |

Description: |{thional |

Apply Both Directions:
Reverse Filter Ports:

Filter Chain

'+ X FILTERS

Name

select an option

= Tenant: Foundation

11. In the CREATE FILTER dialog box, enter Allow_ISCSI as the Name. In this example, allow all the traf-
fic for this contract.

12. Click + to add a filter.

CREATE FILTER

Specify the Filter Identity

Name: | Allow_ISCS] |

Description: | optional ‘
Name EtherType ARP Flag IP Protocol

13. Enter tcp3260 as the name of the filter.
14. From drop-down menu, select IP as Ethertype.
15. From drop-down menu, select TCP as IP Protocol.

16. In Destination Port/Range type 3260 as both From and To ports.

CREATE FILTER [i/X%

Specify the Filter Identity

Name: |AHUWJMSI |

Description: |optional |
Allow Source Port / Range Destination Port / Range
Name EtherType ARP Flag 1P Protocol TCP Session Rules
Fragment From To From To
|tep3260 ||e [a| Unspecified o v |Unspedified | v ||Unspecified |v 3260 |+ ||3260 3] Unspecihed i \j

‘ UPDATE CANCEL ‘
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17. Click Update.

18. Click SUBMIT to create the filter.

19. Click UPDATE to add the newly created filter to the filter chain.
20. Click OK to finish creating the Contract Subject.

21. Click SUBMIT.

22. Click SUBMIT again to finish adding a provided contract.

23. Verify the Provided Contract appears under the Contracts as shown below:

Tenant Foundation BHE Contracts
& iscs
B Application EPGs
o S¥
=® EPG iscsi-a-lif ™
Il Contracts
e — TENANT CONTRACT CONTRALCT PROVIDED /
Il Static Bindings (Paths) = CONSUMED QOS CLASS STATE
I Static Bindings (Leaves)
I Static EndPoint @ Contract Type: Contract
I Subnets Foundation Allow_I5CST Contract Provided Unspecified formed
[ WSTR[ Y SIS S .

24. Click EPG iscsi-b-lIif in the left menu.
25. Click Contracts under the EPG.

26. Click ACTIONS on the right and select Add Provided Contract.

27. From the drop-down menu, select the recently created Allow_ISCSI contract.

ADD PROVIDED CONTRACT

Select a contract

Contract: |select or type to pre-provision |V |@
QoS: Foundation/Allow-NFS lv
Foundation/Allow_ISCSI

28. Click SUBMIT to add the Allow_ISCSI contract as the Provided contract for EPG iscsi-b-lif as well.

Setting up Consumes Contracts

To set up the Consumed contract, complete the following steps:

1. Click EPG iscsi-a-vmk in the left menu.

2. Click Contracts under the EPG.
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3. In the ADD CONSUMED CONTRACT dialog box, from the drop-down menu select Founda-
tion/Allow_ISCSI contract {(defined in the previous step).

ADD CONSUMED CONTRACT (i ]%

Select a contract

Contract: |Foundation/Allow_ISCS] O~ @

QoS: | Unspecified [E|>

4. Click SUBMIT.
5. Click EPG iscsi-b-vmk in the left menu.
6. Click Contracts under the EPG.

7. Inthe ADD CONSUMED CONTRACT dialog box, from the drop-down menu select Founda-
tion/Allow_ISCSI contract.

8. To validate the contract definition, click Application EPGs under Application Profile iSCSI in the left
menu bar. The contract should appear as shown below:

Application EPGs

I Quick Start
B L& Tenant Foundation

B Appiication Profiles E
EA & nrs
B &, iscst
= B Application EPGs
BN (S) EPG iscsi-a-lif
@ EPG iscsi-a-vmk
BER () EPG iscsi-b-lif

—
— —
ER(S) EPG iscsi-b-vmk
M L4-L7 Service Parameters [ } k .
ﬁ vMotion N v

EX i Metworking

iscsi-a-lif iscsi-a-wmk
I L4-L7 Service Parameters
R B Security Policies
ER B Troubleshoot Policies « ‘
- Monitoring Policies —
ESm L4-L7 Services f

—
HI Allow_ISCSI
izcei-b-vmk

iscsi-b-lif
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NFS Application Profile Creation

To create the NFS application profile, complete the following steps:

1. Expand Tenant Foundation in the left menu bar.

2. Right-click Application Profile and click Create Application Profile.

3. In the CREATE APPLICATION PROFILE dialog box, enter NFS as the Name.
4. From the drop-down menu, select default for Monitoring Policy.

5. Click + next to EPG to add an EPG.

CREATE APPLICATION PROFILE

Specify Tenant Application Profile

Name: |NFS |
Description: | optional
Tags: »
enter tags separated by comma
Monitoring Palicy: |default ~ |3

Contracts

Create Eﬁ?s on the left table to add contracts

6. Inthe CREATE APPLICATION EPG dialog box, enter lif-nfs as the Name.
7. From the drop-down menu, select bd-internal as the Bridge Domain.

8. From the drop-down menu, select default for Monitoring Policy.
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CREATE APPLICATION EPG (i ] %

STEP 1 > IDENTITY 1. IDENTITY

Specify the EPG I|dentity

Name: llif~nfs
Descn'ption: PLION al
Tags: v
enter tags separated by comma B
QoS class: Unspecified V.
Custom QoS: | select or type to pre-provision v
Bridge Domain: bd-Intemal N @
Monitoring Policy: .defauld v @
bare metals): —
Domain Profile Deployment Immediacy Resolution Immediacy

Statically Link with Leaves/Paths: [

BOGUCIEN ok cance

9. Click OK.

10. Click + next to EPG to another EPG.

MName Description

11. In the CREATE APPLICATION EPG dialog box, enter vmk-nfs as the Name.
12. From the drop-down menu, select bd-internal as the Bridge Domain.

13. From the drop-down menu, select default Monitoring Policy.
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CREATE APPLICATION EPG (i ] %

STEP 1 > IDENTITY 1. IDENTITY

Specify the EPG Identity

Name: vmk-nfs

Description: optional

Tags: v

enter tags separated by comma

QoS class:  Unspecified :
Custom QOS: | select or type to pre-provision |V
Bridge Domain: bd-Intemal v P
Monitoring Policy: | defaulf v P
Associated Domain Profiles (VMs or

bare metals):

Domain Profile Deployment Immediacy Resolution Immediacy

Statically Link with Leaves/Paths: [

< PREVIOUS !! CANCEL

14. Click OK.

15. Click SUBMIT to finish creating the Application Profile.

16. Expand the newly created NFS Application profile from the menu bar on the left.
17. Expand NFS, expand Application EPGs and expand EPG lif-nfs.

18. Click Static Bindings (Paths).
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B A& Tenant Foundation
B B Application Profiles
— S
= B Application EPGs
B ®) EPG lif-nfs

I Contracts

19. Click Action on the right hand work area.

20. Click Deploy Static EPG on PC, vPC, or Interface.

i

Delete

21. In the DEPLOY STATIC EPG ON PC, vPC OR INTERFACE dialog box, select Virtual Port Channel as
the Path Type.

22. From the drop-down menu Path, select NetApp Controller 1.

DEPLOY STATIC EPG ON PC, VPC, OR | @EC

Select PC, VPC, or Interface
Path Type: () Port

() Direct Port Channel

@ Virtual Port Channel

Palh:[~,—-f~ t an option ) l")0
topology/pod-1/protpaths-101-102/pathep-[pg-
A01-6248-1)
s topology/pod-1/protpaths-101-102/pathep-[pg-
Deployment Immediacy: | Ag1 -6318‘)-2] R P p-lpg
topology/pod-1/protpaths-101-102/pathep-[pg-
Mode: A02-NAPP-1]
| topology/pod-1/protpaths-101-102/pathep-[pg-

| AD2-NAPP-2]
I BUZ 1P Tag

Encap: |

SUBMIT CANCEL

23. Enter vlan-<NFS LIF VLAN> for Encap (VLAN 3170 is the NFS VLAN on NetApp Controller in the
screen capture below).
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24. Change Deployment Immediacy to Immediate.

DEPLOY STATIC EPG ON PC, VPC, OR| ©EJ

Select PC, VPC, or Interface
Path Type: ([ Port
() Direct Port Channel
@ Virtual Port Channel

Path: | topoloay/pod-1/protpaths-101-102/pathep-[pg | (3
Encap: | lan-3170 |

For example, vian-1

Deployment Immediacy: @ Immediate
(Z) Gn Demand

Mode: @) Tagged
() Untagged
() 802.1P Tag

25. Click Submit.

26. Validate the path appears in the work area on the right.

SYSTEM TENANTS FABRIC VM NETWORKING L4-LT SERVICES ADMIN

ENANTS | ADDTENANT | Search: S | common | Foundation | infra | mgm!

Tenant Foundation IS) static Bindings (Paths)
Il Quick Start
B & Tenant Foundation

B Application Profiles IO +|
| —F 0 -
I A plication EPGs L ENCAP DEPLOYMENT IMMEDIACY

) PG lifnfs

ract:

(= Node: Nodes-101-102

Node-101-102/pg-AD2-NAPP-1 vian-3170 Immediate

| 5tatic Bindings (Leaves)

27. Repeat these steps for mapping NetApp Controller 2 path.

28. Static bindings should be similar to screenshot below:
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ol SYSTEM TENANTS FABRIC
CisCco

VM NETWORKING L4-L7 SERVICES

| Search: n | Foundation |

Tenant Foundation Static Bindings (Paths)
M Quick Start
BB 22 Tenant Foundation
=. Application Profiles [O" il
B& nrs
— PATH
I Aoplcation Epcs
E® erclifnfs & Node: Nodes-101-102
I Contracts
. e Node-101-102/pg-AD2-NAPP-1 vlan-3170
[ 5tatic Bindings (Leaves) Node-101-102/pg-AD2-NAPP-2 vlan-3170
i Static EndPoint

29. Click Contracts under the EPG lif-nfs.

30. Click Action and select Add Provided Contract.

VM NETWORKING L4-L7 SERVICES

welcome, admin w

alaln SYSTEM FABRIC
Cisco ~

..... n | Foundation | infra | mgmt

Tenant Foundation Contracts i

renant Foundation

= m
[ Application Profiles Ig“;l

E&nrs
= Aoplication EPGs — TENANT NAME CONTRACT NAME CONTRACT TYPE PROVIDED / CONSUMED QOS CLASS STATE S Consumed it
Add Consumed Contract Interface
= No items have been found.
Select Actions to create & new item. Add Taboo Contract

B static Bindings (Paths) [#) Add Provided Contract

1 Static Bindings (Leaves)

Delete

31. From the ADD PROVIDED CONTRACT dialog box, select Create Contract under Contract.

ADD PROVIDED CONTRACT (i ] %

Select a contract

Contract: l:-}l—.-‘_t or type to pre-provision I”io
QoS: |c0mmcn1defau It E|
(Groate Contrpgt

SUBMIT CANCEL

32. Enter Allow-NFS as Name in the CREATE CONTRACT dialog box.

33. Click + next to Subjects to add a new contract subject.
34. In the CREATE CONTRACT SUBJECT dialog box, enter Allow-All as the Name.

35. Click + under Filter Chain to add a new filter.
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CREATE CONTRACT SUBJECT (i %]

Specify ldentity Of Subject

Name: |Ahwﬂl

Description: |-\pt1- nal
Reverse Filter Ports: [¥]
Apply Both Directions:

Filter Chain

FPEEICON o ccovceonen
Name: Service Graph: N
PRIORITY
Qos: M

36. Drop down the menu under FILTERS and click +.

CREATE CONTRACT SUBIECT (i /%

Specify ldentity Of Subject

Name: |Allow- All

Description: | optional
Reverse Filter Ports: [¥]
Apply Both Directions:

Filter Chain ¥
+ [X] FILTERS L4-L7 SERVICE GRAPH
Name Service Graph: | select an option o

PRICRITY
QoS: v

= Tenant: common

T oap common
T 0 default common
™ est common

) imp commaon oK CANCEL

37. In the CREATE FILTER dialog box, enter Allow-All as the Name. In this example, allow all the traffic
for this contract.

38. Click + to add a filter.
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CREATE FILTER

Specify the Filter |dentity

Name: |AIbw—MI |
Description: | opbonal ‘
oo
Name EtherType ARP Flag 1P Protocol

39. Enter Allow-All as the name of the filter.

40. From drop-down menu, select IP as Ethertype.

CREATE FILTER (i ] x|

Specify the Filter Identity

Name: ‘AIIow—AII ‘
Description: |optonal |
B
th Fig . Allow Source Port / Range Destination Port / Range s
Name EtherType ARP Flag IP Py TCP Session Rul
Fragment | prom To From To
Allow-Al ‘IP ] Lnspecif ~ Unspecified v B Inspecif
|

41. Click Update.
42. Click SUBMIT to create the filter.

43. Click UPDATE to add the newly created filter to the filter chain.
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CREATE CONTRACT SUBJECT iJ%

Specify Identity Of Subject

Name: iAIlow-NFS ‘

Description: | optonal
Reverse Filter Ports: [V]
Apply Both Directions: (7]

Filter Chain
+ [X] FILTERS L4-L7 SERVICE GRAPH
Mane Service Graph: | s=l=ct an option v
Foundation/Allow-Al >
PRIORITY
T T = :

Iy

OK CANCEL

44. Click OK to finish creating the Contract Subject.

45. Change the Scope to tenant from the drop-down list.

CREATE CONTRACT (il

Specify Identity Of Contract

Name: |Allow-NFS |
Scope: .tenant ‘ﬂ-:
QoS Class:  Unspecified v

Description: |optional

Name Description

SUBMIT CANCEL
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46. Click SUBMIT.

47. Click SUBMIT again to finish adding a provided contract.

48. Verify the Provided Contract appears under the Contracts.

SYSTEM TENANTS FABRIC VM NETWORKING L4-LT SERVICES

| commen | Foundation | infra | ¢

Contracts

Tenant Foundation

I Quick Start
Te

gl
I Application Profiles

(O] %]
=& s -
= Appiication EPGs = TENANT NAME CONTRACT NAME CONTRACT TYPE PROVIDED / CONSUMED QOSCLASS STATE
E® G ifnfs & Contract Type: Contract
B Stetic Bind (Paths) Foundation Allow-NFS Contract Provided Unspecified formed
IC Bindings ths,
(i 5tatic Bindings (Leaves)

49. Expand the NFS Application profile (again) from the menu bar on the left.

50. Expand NFS, expand Application EPGs and expand EPG vmk-nfs.

51. Click Static Bindings (Paths).

=.I& T'enant Foundation
B @ Application Profiles
— [ NGES
=- Application EPGS

® EPG lif-nfs

=® EPG vmk-nfs
i Contracts
M Static Bindings (Paths)
I Static Bindings (Leaves)

52. Click Action in the right hand work area.

53. Click Deploy Static EPG on PC, vPC, or Interface.

i

m Deploy Static EPG on 55 VPC. or Interface
El Delete

54. In the DEPLOY STATIC EPG ON PC, vPC OR INTERFACE dialog box, select Virtual Port Channel as
the Path Type.
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55. From the drop-down menu Path, select UCS Fabric Interconnect A.

DEPLOY STATIC EPG ON PC, VPC, OR | @EZ

Select PC, VPC, or Interface

Path Type: Port
_ Direct Port Channel
9 Virtual Port Channel

Path: | iv |

topology/pod-1/protpaths-101-102/pathep-[pg-
AD1 -6248@

Deployment Immediacy: f:(‘)) 10 }ggxsi).g(]j1 fpitesle (RARCRaten D

Encap:

topology/pod-1/protpaths-101-102/pathep-[pg-
A02-NAPP-1]

topology/pod-1/protpaths-101-102/pathep-[pg-
AD2-NAPP-2]
BUZ.IP Tag

Mode:

SUBMIT CANCEL

56. Enter vlan-<NFS VMK VLAN> for Encap; VLAN 3270 is the NFS VLAN on UCS Fabric Interconnect in

the screenshot below.

Note: A VLAN on a certain path can only be mapped to a single EPG. Since VLAN 3170 (NFS VLAN on

NetApp) is already mapped to EPG lif-NFS, VLAN 3270 was selected as the VLAN to host ESXi VMKernel
ports. The VMKernel ports and the NetApp LIFs will still be defined in the same IP subnet; ACI Fabric will
enable seamless IP connectivity when contracts are defined between the two EPGs.

57. Change Deployment Immediacy to Immediate.
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DEPLOY STATIC EPG ON PC, VPC, OR| €E3

Select PC, VPC, or Interface

Path Type: () Port
[ Direct Port Channel
@ Virtual Port Channel

Path: impolﬂgyfpod-ifpmmaths-iﬂl—iﬁﬂpamep-[pq M ' [@
Encap: |v|an-32?ﬂ |
For example, vian-1

Deployment Immediacy: @ Immediate
(Z» On Demand
Mode: @ Tagged
(2 Untagged
(> 802.1P Tag

SLEMIT CANCEL

58. Click Submit.

59. Validate the path appears in the work area.

SYSTEM

FABRIC VM NETWORKING L4-L7 SERVICES
Ll ADDTENANT | Search _ | common | Foundation | infra | mgmt
= - - -
static Bindings (Paths)
I Quick Start
[ & Tenant Foundation
= ~pplication Profiles
— QS —
= o plication EPGs < PATH ENCAP DEPLOYMENT IMMEDIACY
EA@® EpG infs = Node: Nodes-101-102
=® EPG vmk-nfs
Node-101-102/pg-A01-6248-1 vlan-3270 Immediate
[ Contracts
I Static Bindings (Paths) &

60. Repeat these steps for mapping UCS Fabric Interconnect B path.

61. Static bindings should be similar to screenshot below.
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il SYSTEM ; FABRIC VM NETWORKING L4-L7 SERVICES
CIsCo
Static Bmdmgs Paths)
um k Start

B &2 Tenant Foundation
BB Aoplication Profiles
& s
B @ Application EPGs

<~ PATH

ENCAP
EA® erclifnfs = Node: Nodes-101-102
EPG vmk-nfs
=® = Node-101-102/pg-A01-6248-1 vian-3270
i Contracts =
i Static Bindings (Paths) Node-101-102/pg-A01-6248-2 vlan-3270

M Static Bindings (Leaves)
M Static EndPoint

62. Click Contracts in the left menu.

63. Click ACTIONS on the right and select Add Consumed Contract.

Tenant Foundation

Lo} Contracts

i
8 Quick Start
& Tenant Foundation
B mm Application Profiles AC -
-3
= Aoplication EPGs = TENANT NAME CONTRACT NAME CONTRACT TYPE PROVIDED/ CONSUMED QoS CLASS [©) mﬁm
X ‘Add Cofsumed Contract Interface
E@ e ifnfs No items have been found. =
B epcvmknfs ‘Select Actions ta reate & new ftem, [#  Add Taboo Contract
i Contracts [@ Add Provided Contract
B Static Bincings (Paths) Delete

64. In the ADD CONSUMED CONTRACT dialog box, from the drop-down menu select Foundation/Allow-
NFS contract (defined previously).

ADD CONSUMED CONTRACT i %

Select a contract

Contract: jFDundaﬁoanllow-NFS v | @
QoS: |Unspecified i

SUBMIE CANCEL

65. Click SUBMIT.

66. To validate the contract definition, click Application EPGs under Application Profile NFS in the left
menu bar. The contract should appear as shown in screenshot below:
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stlarln SYSTEM FABRIC VM NETWORKING L4-L7 SERVICES
CISCO

ALLTENANTS | ADDTENANT | Search: _ | common | Foundation | infra | mgmt

Application EPGs

M Quick Start
BBl 22 Tenant Foundation
Bl Application Profiles E
— G
I B Application EPGs
® EPG lif-nfs
=® EPG vmk-nfs
I Contracts
M Static Bindings (Paths)
I Static Bindings (Leaves)
M Static EndPoint
B Subnets
I Comains (VMs and Bare-Metals) Allow-NFS

Path (vPC) Validation

Previously in this section, both iSCSI and NFS paths and VLANs were mapped to appropriate EPGs. These
VLANSs were also defined in the physical domains associated with the VPCs. At this point the Foundation
tenant is deployed and should provide connectivity between the ESXi hosts and NetApp controllers. To
validate connectivity, VPCs can be checked for appropriate VLAN forwarding.

To validate the path, complete the following steps:

67. To validate the VLAN forwarding on the vPC, select FABRIC from the top menu and select INVENTO-
RY from the sub-menu.

68. Expand Pod 1, Leaf switch, Interfaces and then vPC Interfaces.
69. Expand the vPC domain (10) and click on a vPC.

70. As shown in the screenshot below, the vPC should show both the iSCSI and NFS VLANs being for-
warded.



ACI Infrastructure Configuration

SYSTEM

TENANTS

CISCO

Inventory

I Quick Start
i Topology
g Pod
B 1 AD1-9396-1 (Node-101)
Bl Chassis
EX @ Fabric Extenders
B i [nterfaces
BN B Physical Interfaces
BN @ Aoaregated Interfaces
B @ VPC Interfaces
=
el
A pol
L eth1/19
ER1685
;1686
BEC 687
BN @ Routed Vian Interfaces
BN B Routed Loopback Interfaces

[ § O

INVENTORY |

VPC Interface - 684

Ol %

PROPERTIES

Configured Access VLAN:
Configured Trunk VLANSs:
Configured VLANs:

Up VLANs:

Suspended VLANs:

" Peer Configured VLANs:
Peer Up VLANSs:

Remote Operational State:

71. Repeat these steps to validate all the VPCs.

ID:

Local Operational State:

684

Up

unknown
911-912,3270
911-912,3270
911-912,3270

911-912,3270
911-912,3270
up

72. Optional: Log into the Leaf using CLI and issue a show vpc command.
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rforms




Storage Configuration - SAN Boot

Storage Configuration - SAN Boot
I —————————————————————

Clustered Data ONTAP SAN Boot Storage Setup

Create igroups

1. From the cluster management node SSH connection, enter the following:

igroup create -vserver Infra-SVM -igroup VM-Host-Infra-01 -protocol iscsi -ostype
vmware —initiator <<var vm host infra 01 iqgn>>

igroup create -vserver Infra-SVM -igroup VM-Host-Infra-02 -protocol iscsi -ostype
vmware —initiator <<var_ vm host infra 02 iqgn>>

igroup create -vserver Infra-SVM -igroup MGMT-Hosts —-protocol iscsi -ostype
vmware —initiator <<var vm host infra 01 ign>>, <<var vm host infra 02 ign>>

L Note: Use the values listed in Error! Reference source not found. for the IQN information.

# Note: To view the three igroups just created, type igroup show.

Map Boot LUNs to igroups

1. From the storage cluster management SSH connection, enter the following:

lun map -vserver Infra-SVM -volume esxi boot -lun VM-Host-Infra-01 -igroup VM-
Host-Infra-01 —-lun-id O
lun map -vserver Infra-SVM -volume esxi boot —-lun VM-Host-Infra-02 —-igroup VM-
Host-Infra-02 —-lun-id O
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VMware ESXi 5.5 Update 2

This section provides detailed instructions for installing VMware ESXi 5.5 Update 2 in an environment. After
the procedures are completed, two booted ESXi hosts will be provisioned.

Several methods exist for installing ESXi in a VMware environment. These procedures focus on how to use
the built-in keyboard, video, mouse (KVM) console and virtual media features in Cisco UCS Manager to map
remote installation media to individual servers and connect to their boot logical unit numbers (LUNs).

Download Cisco Custom Image for ESXi 5.5.0 U2

1.

2.

Click the following link vmware login page.

Type your email or customer number and the password and then click Log in.
Click the following link CiscoCustomimage5.5.0U2.
Click Download Now.

Save it to your destination folder.

# Note: This ESXi 5.5.0 U2 Cisco custom image includes updates for the fnic and enic drivers. The versions
that are part of this image are: Enic: 2.1.2.59; Fnic: 1.6.0.12

Log in to Cisco UCS 6200 Fabric Interconnect

Cisco UCS Manager

The IP KVM enables the administrator to begin the installation of the operating system (OS) through remote
media. It is necessary to log in to the Cisco UCS environment to run the IP KVM.

To log in to the Cisco UCS environment, complete the following steps:

1.

Open a web browser and enter the IP address for the Cisco UCS cluster address. This step launches
the Cisco UCS Manager application.

To download the Cisco UCS Manager software, click the Launch UCS Manager link.

If prompted to accept security certificates, accept as necessary.

When prompted, enter admin as the user name and enter the administrative password.
To log in to Cisco UCS Manager, click Login.

From the main menu, click the Servers tab.

Select Servers > Service Profiles > root > vM-Host-Infra-01.


https://my.vmware.com/web/vmware/login
https://my.vmware.com/group/vmware/details?downloadGroup=OEM-ESXI55U2-CISCO&productId=353
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8.

9.

Right-click vM-Host-Infra-01 and select KVM Console.

If prompted to accept an Unencrypted KVM session, accept as necessary.

10. Select Servers > Service Profiles > root > vM-Host-Infra-02.

11. Right-click VM-Host-Infra-02 and select KVM Console.

12. If prompted to accept an Unencrypted KVM session, accept as necessary.

Set Up VMware ESXi Installation

ESXi Hosts VM-Host-Infra-01 and VM-Host-Infra-02

To prepare the server for the OS installation, complete the following steps on each ESXi host:

1.

In the KVM window, click Virtual Media.

2. Click Activate Virtual Devices

3. If prompted to accept an Unencrypted KVM session, accept as necessary.

4. Click Virtual Media and select Map CD/DVD.

5. Browse to the ESXi installer ISO image file and click Open.

6. Click Map Device.

7. Click the KVM tab to monitor the server boot.

8. Boot the server by selecting Boot Server and clicking OK. Click OK again.
Install ESXi

ESXi Hosts VM-Host-Infra-01 and VM-Host-Infra-02
To install VMware ESXi to the SAN-bootable LUN of the hosts, complete the following steps on each host:

1.

On reboot, the machine detects the presence of the ESXi installation media. Select the ESXi installer
from the boot menu that is displayed.

After the installer is finished loading, press Enter to continue with the installation.
Read and accept the end-user license agreement (EULA). Press F11 to accept and continue.

Select the LUN that was previously set up as the installation disk for ESXi and press Enter to continue
with the installation.

Select the appropriate keyboard layout and press Enter.

Enter and confirm the root password and press Enter.
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7. The installer issues a warning that the selected disk will be repartitioned. Press F11 to continue with
the installation.

8. After the installation is complete, click on the Virtual Media tab and clear the v' mark next to the ESXi
installation media. Click Yes.

‘# Note: The ESXi installation image must be unmapped to make sure that the server reboots into ESXi and
not into the installer.

9. From the KVM tab, press Enter to reboot the server.

Set Up Management Networking for ESXi Hosts

Adding a management network for each VMware host is necessary for managing the host. To add a
management network for the VMware hosts, complete the following steps on each ESXi host:

ESXi Host VM-Host-Infra-01

To configure the VM-Host-Infra-01 ESXi host with access to the management network, complete the
following steps:

1. After the server has finished rebooting, press F2 to customize the system.

2. Login as root, enter the corresponding password, and press Enter to log in.

3. Select the Configure the Management Network option and press Enter.

4. Select the VLAN (Optional) option and press Enter.

5. Enterthe <<var ib mgmt vlan_ id>> and press Enter.

6. Select Network Adapters option and select vmnic4 (defined earlier as OOB vNIC) and press Enter.
7. From the Configure Management Network menu, select IP Configuration and press Enter.
8. Select the Set Static IP Address and Network Configuration option by using the space bar.
9. Enter the IP address for managing the first ESXi host: <<var vm host infra 01 ip>>.
10. Enter the subnet mask for the first ESXi host.

11. Enter the default gateway for the first ESXi host.

12. Press Enter to accept the changes to the IP configuration.

13. Select the IPv6 Configuration option and press Enter.

14. Using the spacebar, unselect Enable IPv6 (restart required) and press Enter.

15. Select the DNS Configuration option and press Enter.
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# Note: Because the IP address is assigned manually, the DNS information must also be entered manually.

16. Enter the IP address of the primary DNS server.

17. Optional: Enter the IP address of the secondary DNS server.

18. Enter the fully qualified domain name (FQDN) for the first ESXi host.
19. Press Enter to accept the changes to the DNS configuration.

20. Press Esc to exit the Configure Management Network submenu.

21. Press Y to confirm the changes and return to the main menu.

22. The ESXi host reboots. After reboot, press F2 and log back in as root.

23. Select Test Management Network to verify that the management network is set up correctly and
press Enter.

24. Press Enter to run the test.
25. Press Enter to exit the window.
26. Press Esc to log out of the VMware console.

ESXi Host VM-Host-Infra-02

To configure the VM-Host-Infra-02 ESXi host with access to the management network, complete the
following steps:

1. After the server has finished rebooting, press F2 to customize the system.

2. Login as root and enter the corresponding password.

3. Select the Configure the Management Network option and press Enter.

4. Select the VLAN (Optional) option and press Enter.

5. Enter the <<var ib-mgmt vlan id>> and press Enter.

6. Select Network Adapters option and select vmnic4 (defined earlier as OOB vNIC) and press Enter.
7. From the Configure Management Network menu, select IP Configuration and press Enter.

8. Select the Set Static IP Address and Network Configuration option by using the space bar.

9. Enter the IP address for managing the second ESXi host: <<var vm host infra 02 ip>>.

10. Enter the subnet mask for the second ESXi host.

11. Enter the default gateway for the second ESXi host.
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12.

13.

14.

15.

Press Enter to accept the changes to the IP configuration.
Select the IPv6 Configuration option and press Enter.
Using the spacebar, clear Enable IPv6 (restart required) and press Enter.

Select the DNS Configuration option and press Enter.

# Note: Because the IP address is assigned manually, the DNS information must also be entered manually.

16.

17.

18.

19.

20.

21.

22,

23.

24.

25.

26.

Enter the IP address of the primary DNS server.

Optional: Enter the IP address of the secondary DNS server.

Enter the FQDN for the second ESXi host.

Press Enter to accept the changes to the DNS configuration.

Press Esc to exit the Configure Management Network submenu.
Press Y to confirm the changes and return to the main menu.

The ESXi host reboots. After reboot, press F2 and log back in as root.

Select Test Management Network to verify that the management network is set up correctly and
press Enter.

Press Enter to run the test.
Press Enter to exit the window.

Press Esc to log out of the VMware console.

Download VMware vSphere Client

To download the VMware vSphere Client, complete the following steps:

1.

2.

Open a web browser on the management workstation and navigate to the VvM-Host-Infra-01 man-
agement IP address.

Download and install the vSphere Client.

# Note: This application is downloaded from the VMware website and Internet access is required on the
management workstation.

Download VMware vSphere CLI 5.5

1.

2.

Click the following link VMware vSphere CLI 5.5

Select your OS and click Download.


https://my.vmware.com/group/vmware/details?downloadGroup=VCLI55U2&productId=353
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3. Save it to destination folder.

4. Run the VMware-vSphere-CLI-5.5.0.exe.

5. Click Next.

6. Accept the terms for the license and click Next.
7. Click Next on the Destination Folder screen.

8. Click Install.

9. Click Finish.

# Note: Install VMware vSphere CLI 5.5 on the management workstation.

Log in to VMware ESXi Hosts by Using VMware vSphere Client

ESXi Host VM-Host-Infra-01

To log in to the vM-Host-Infra-01 ESXi host by using the VMware vSphere Client, complete the following
steps:

1. Open the recently downloaded VMware vSphere Client and enter the IP address of vM-Host-
Infra-01 as the host you are trying to connect to: <<var vm host infra 01 ip>>.

2. Enter root for the user name.
3. Enter the root password.
4. Click Login to connect.

ESXi Host VM-Host-Infra-02

To log in to the VM-Host-Infra-02 ESXi host by using the VMware vSphere Client, complete the following
steps:

1. Open the recently downloaded VMware vSphere Client and enter the IP address of vM-Host-
Infra-02 as the host you are trying to connect to: <<var vm host infra 02 ip>>.

2. Enter root for the user name.

3. Enter the root password.

Set Up VMkernel Ports and Virtual Switch

ESXi Host VM-Host-Infra-01

To set up the VMkernel ports and the virtual switches on the VvM-Host-Infra-01. ESXi host, complete the
following steps:

1. From the vSphere Client, select the host in the inventory.
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2. Click the Configuration tab.

3. Inthe Hardware pane, click Networking.

4. On the right side of vSwitchO, click Properties.

5. Select the vSwitch configuration and click Edit.

6. From the General tab, change the MTU to 9000.

7. Click OK.

8. Click Network Adapters tab, click Add.

9. Select vmnic5 and click Next.

10. Click Next and then click Finish.

11. Click the Ports tab.

12. Select the Management Network configuration and click Edit.
13. Change the network label to <vMkernel-MGMT> and select the Management Traffic checkbox.
14. Click OK to finalize the edits for Management Network.

15. Select the VM Network configuration and click Edit.

16. Change the network label to <MGMT Network> and enter <<var ib-mgmt vlan id>> in the VLAN
ID (Optional) field.

17. Click OK to finalize the edits for VM Network.

18. Click Close.

19. On the right side of i ScsiBootvSwitch, click Properties.
20. Select the vSwitch configuration and click Edit

21. Change the MTU to 9000.

22. Click OK.

23. Select iScsiBootPG and click Edit.

24. Change the Network Label to <vMkernel-iSCSI-A>.
25. Change the MTU to 9000.

26. Click OK.

27. Click Close.
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28. In the vSphere Standard Switch view, click Add Networking.

29. Select VMkernel and click Next.

30. Select Create a vSphere standard switch to create a new vSphere standard switch.
31. Select the check boxes for the network adapter vmnic3.

32. Click Next.

33. Change the network label to <VMkernel-iSCSI-B>.

34. Click Next.

35. Enter the IP address and the subnet mask for the iISCSI VLAN B interface for VvM-Host-Infra-01.

# Note: To obtain the iSCSI IP address information; login to the Cisco UCS Manager and in the servers tab
select the corresponding service profiles. In the right pane, click the boot order and select the iISCSI-B-
VvNIC; click set iISCSI boot parameters; the IP address should appear as the initiator IP address.

36. Click Next.

37. Click Finish.

38. On the right side of vSwitchl, click Properties.

39. Select the vSwitch configuration and click Edit.

40. Change the MTU to 9000.

41. Click OK

42. Select VMkernel-iSCSI-B and click Edit.

43. Change the MTU to 9000.

44. Click OK.

45. Click Close.

46. In the vSphere Standard Switch view, click Add Networking.
47. Select VMkernel and click Next.

48. Select Create a vSphere standard switch to create a new vSphere standard switch.
49. Select vmnic6 and vmnic7 and click Next.

50. Change the network label to <VMkernel-NFS> and enter <var nfs vlan_ id> in the VLAN ID (Op-
tional) field.
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51. Click Next.

52. Enter the IP address <<var nfs vlan ip host 01>> and the subnet mask
<<var nfs vlan ip mask host 01>> for the NFS VLAN interface for vM-Host-Infra-01.

53. To continue with the NFS VMkernel creation, click Next.

54. To finalize the creation of the NFS VMkernel interface, click Finish.
55. Select the <vsSwitch> configuration and click Edit.

56. Change the MTU to 9000.

57. Click OK.

58. Select the <vMkernel-NFS> configuration and click Edit.

59. Change the MTU to 9000.

60. Click OK to finalize the edits for the VMkernel-NFS network. The properties vSwitch2 should be simi-
lar to the following example:

-

.
@ vSwitch2 Properties [_lﬂlﬂ_h,l

Ports l MNetwork Adapters

Configuration Summary Port Properties -
it vawitch 120 Ports b A VMkernel-NFS
& vMkernel-NFs vMotion and IP ... VLAN ID: 3270
vMotion: Disabled
Fault Tolerance Logging: Disabled
Management Traffic: Disahled
i5CSI Port Binding: Disabled =
MIC Settings
MAC Address: 00:50:56:6c:89:d8
MTLL: Q000
IP Settings
IP Address: 192.168.239. 105
Subnet Mask: 2553.255.255.0
iew Routing Table...
Effective Policies
Security
Promiscuous Mode: Reject
MAC Address Changes: Accept
Add... Edit... Remove Forged Transmits: Accept i
Close | Help

]

61. To finalize the ESXi host networking setup, close the dialog box. The networking for the ESXi host
should be similar to the following example:
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Metworking
Standard Switch: vSwitch0 Remove... Properties...
Wirtua| Machine Port Group Phiysical Adapters
L1 MGMT-Network @ B vmnics 40000 Full G3
VLAN ID: 163 B vmnicd 40000 Full G2
WMezme! Port
L3 VMkernal-MGMT @
vmk0 : 192.168.3.105 | VLAN ID: 3177

Standard Switch: iScsiBootvSwitch Remove... Properties...
WMrkzms! Port Phiysica| Adapters
3 WMkernel-iSCSI-4 @ Ef vmnic2 40000 Full 3

vmkl : 192.168.235.9

Standard Switch: vSwitch1 Remove... Properties...
WMrkzms! Port Phiysica| Adapters
L3 WMkernel-iSCSI-B @ B vmnic3 40000 Full G3

vmk2 : 192.168.236.9

Standard Switch: vSwitch2 Remove... Properties...
WMrkzms! Port Phiysical Adapters

L3 WMkernel-NFS @ B vmnic7 40000 Full 3

vmk3 : 192.168.239.105 | VLAN ID: 3270 B vmnicé 40000 Full 3

ESXi Host VM-Host-Infra-02

To set up the VMkernel ports and the virtual switches on the VM-Host-Infra-02. ESXi host, complete the
following steps:

1. From the vSphere Client, select the host in the inventory.
2. Click the Configuration tab.
3. In the Hardware pane, click Networking.

4. On the right side of vSwitchO, click Properties.
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5. Select the vSwitch configuration and click Edit.

6. From the General tab, change the MTU to 9000.

7. Click OK.

8. Click Network Adapters tab, click Add.

9. Select vmnic5 and click Next.

10. Click Next and then click Finish.

11. Click the Ports tab.

12. Select the Management Network configuration and click Edit.
13. Change the network label to <vMkernel-MGMT> and select the Management Traffic checkbox.
14. Click OK to finalize the edits for Management Network.

15. Select the VM Network configuration and click Edit.

16. Change the network label to <MGMT Network> and enter <<var ib-mgmt vlan id>> inthe VLAN
ID (Optional) field.

17. Click OK to finalize the edits for VM Network.

18. Click Close.

19. On the right side of iScsiBootvSwitch, click Properties.
20. Select the vSwitch configuration and click Edit.

21. Change the MTU to 9000.

22. Click OK.

23. Select iScsiBootPG and click Edit.

24. Change the Network Label to <VMkernel-iSCSI-A>.
25. Change the MTU to 9000.

26. Click OK.

27. Click Close.

28. In the vSphere Standard Switch view, click Add Networking.
29. Select VMkernel and click Next.

30. Select Create a vSphere standard switch to create a new vSphere standard switch.
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31. Select the check boxes for the network adapter vmnic3.

32. Click Next.

33. Change the network label to <vMkernel-iSCSI-B>.

34. Click Next.

35. Enter the IP address and the subnet mask for the iSCSI VLAN interface for vM-Host-Infra-02.
36. Click Next.

37. Click Finish.

38. On the right side of vSwitchl, click Properties.

39. Select the vSwitch configuration and click Edit.

40. Change the MTU to 9000.

41. Click OK.

42. Select VMkernel-iSCSI-B and click Edit.

43. Change the MTU to 9000.

44. Click OK.

45. Click Close.

46. In the vSphere Standard Switch view, click Add Networking.

47. Select VMkernel and click Next.

48. Select Create a vSphere standard switch to create a new vSphere standard switch.
49. Select vmnic6 and vmnic7 and click Next.

50. Change the network label to <vVMkernel-NFS> and enter <<var nfs vlan_ id>> in the VLAN ID
(Optional) field.

51. Click Next.

52. Enter the IP address <<var nfs vlan ip host 02>> and the subnet mask
<<var_nfs vlan ip mask_host 02>> for the NFS VLAN interface for vM-Host-Infra-02.

53. To continue with the NFS VMkernel creation, click Next.
54. To finalize the creation of the NFS VMkernel interface, click Finish.

55. Select the <<vswitch>> configuration and click Edit.



VMware vSphere 5.5 Setup

56. Change the MTU to 9000.

57. Click OK.

58. Select the <<VMkernel-NFS>> configuration and click Edit.
59. Change the MTU to 9000.

60. Click OK to finalize the edits for the VMkernel-NFS network. The properties vSwitch2 should be simi-
lar to the following example:

' i |
{4 vSwitch2 Properties [ (5] &J
Ports ] Metwork Adapters
i -
i Configuration Summany Port Properties —
. Network Label: WMkernel-NFS
il | 1 vswitch 120 Parts
& VMkernel-NF5 vMotion and P ... VLAN ID: 3270
vMotion: Disabled
Fault Tolerance Logging: Disabled
Management Traffic: Dizahled
iSCSI Port Binding: Disabled -
MNIC Settings
MAC Address: 00:50:56:66:84:b4
MTL: 9000
IP Settings
IP Address: 192,158, 239,106 |5
Subnet Mask: 255,255,255.0
View Routing Table...
Effective Policies
Security
Fromiscuous Mode: Reject
MAC Address Changes: Accept
Add... Edit... Remove Forged Transmits: Accept 1
Close | Help
.

61. To finalize the ESXi host networking setup, close the dialog box. The networking for the ESXi host
should be similar to the following example:
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Networking
Standard Switch: vSwitch0 Remove... Properties...
Virbuzl Machins Port Group Phiysica| Adapters
L3 MGMT Network @ B vmnics 40000 Full 3
WVLAN ID: 163 Bf vmnic4 40000 Full G4
WMkzme! Port
L3 VMkernel-MGMT @
vmk : 192.168.3.106 | VLAN ID: 3177

Standard Switch: iScsiBootwSwitch Remove... Properties...
WMkerne! Port Physical Adapters
1 WMkernel-iSCSI-4 @ BB vmnic2 40000 Full £3

vkl : 192.168.235.10

Standard Switch: vSwitchl Remove... Properties...
WMkerne! Port Phiysical Adapters
1 VMkernel-iSCSI-B @ BB vmnic3 40000 Full E3

vmk2 : 192.168.236.10

Standard Switch: vSwitch2 Remove... Properties...
WMuermel Port Priysical Adapters

3 VMkernel-NF5 @ BB vmnic7 40000 Full §3

vmk3 : 192,168.239.106 | VLAN ID: 3270 E vmnice 40000 Full L3

Setup iISCSI Multipathing

ESXi Hosts VM-Host-Infra-01 and VM-Host-Infra-02
To setup 4 iISCSI paths between storage and the ESXi host, complete the following steps on each ESXi host:

1. From the vSphere Client, click Storage Adapters in the Hardware pane.
2. Select the iSCSI Software Adapter and click Properties.
3. Select the Dynamic Discovery tab and click Add.

4. Enter the IP address of iscsi_lifO1a.
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5. Click OK.

6. Repeat putting in the IP addresses of iscsi_lifO1b, iscsi_lif02a and iscsi_lif02b.

(2 iSCSI Initiator (vmhba32) Properties ~1of x|

General I Metwork Configuration | Dynamic Discovery | Static Discovery |

Send Targets

Discover iSCSI targets dynamically from the following locations (IPv4, host name):

iSCSI Server Location |
192.168.235.253:3260
192,168.235.254:3260
192,168.236.253:3260
192,168.236.254:3260

Add... Remove | §etﬁngs...|

Close | Help

7. Click Close and then click yes to rescan the host bus adapter.
8. You should now see 4 connected paths in the Details pane.

Install VMware Drivers for the Cisco Virtual Interface Card (VIC)

Download and extract the following VMware VIC Drivers to the Management workstation:

fnic Driver version 1.6.0.12b

enic Driver version 2.2.2.62


https://my.vmware.com/group/vmware/details?downloadGroup=DT-ESXI55-CISCO-FNIC-16012B&productId=353
https://my.vmware.com/group/vmware/details?downloadGroup=DT-ESXI55-CISCO-ENIC-21262&productId=353
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# Note: Click this link for driver download instructions:
http://www.cisco.com/c/en/us/td/docs/unified computing/ucs/sw/vic drivers/install/ESX/2-
0/b Cisco VIC Drivers for ESX Installation Guide/Cisco VIC Drivers for ESX Installation Guide chapt
er2.htmil.

ESXi Hosts VM-Host-Infra-01 and VM-Host-Infra-02

To install VMware VIC Drivers on the ESXi host VM-Host-Infra-01 and VM-Host-Infra-02, complete the
following steps:

1. From each vSphere Client, select the host in the inventory.

2. Click the Summary tab to view the environment summary.

3. From Resources > Storage, right-click datastore1 and select Browse Datastore.
4. Click the fourth button and select Upload File.

5. Navigate to the saved location for the downloaded VIC drivers and select fnic_driver_1.6.0.12b-
offline_bundle-2340688.zip.

6. Click Open and Yes to upload the file to datastore1.
7. Click the fourth button and select Upload File.

8. Navigate to the saved location for the downloaded VIC drivers and select enic-2.1.2.62-esx55-
offline_bundle-2340678.zip.

9. Click Open and Yes to upload the file to datastore1.
10. Make sure the files have been uploaded to both ESXi hosts.

11. From the management workstation, open the VMware vSphere Remote CLI that was previously in-
stalled.

12. At the command prompt, run the following commands to account for each host

esxcli —-s <<var_vm host infra 01 ip>> -u root -p <<var password>> software vib
update -d /vmfs/volumes/datastorel/ fnic driver 1.6.0.12b-offline bundle-
2340688.zip

esxcli —-s <<var_vm host infra 02 ip>> -u root -p <<var password>> software vib
update -d /vmfs/volumes/datastorel/ fnic driver 1.6.0.12b-offline bundle-
2340688.zip

esxcli —-s <<var_vm host infra 01 ip>> -u root -p <<var password>> software vib
update -d /vmfs/volumes/datastorel/ enic-2.1.2.62-esx55-offline bundle-
2340678.z1ip

esxcli -s <<var_vm host infra 02 ip>> -u root -p <<var password>> software vib
update -d /vmfs/volumes/datastorel/ enic-2.1.2.62-esx55-0ffline bundle-
2340678.z1ip

13. Back in the vSphere Client for each host, right-click the host and select Reboot.


http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/sw/vic_drivers/install/ESX/2-0/b_Cisco_VIC_Drivers_for_ESX_Installation_Guide/Cisco_VIC_Drivers_for_ESX_Installation_Guide_chapter2.html
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/sw/vic_drivers/install/ESX/2-0/b_Cisco_VIC_Drivers_for_ESX_Installation_Guide/Cisco_VIC_Drivers_for_ESX_Installation_Guide_chapter2.html
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/sw/vic_drivers/install/ESX/2-0/b_Cisco_VIC_Drivers_for_ESX_Installation_Guide/Cisco_VIC_Drivers_for_ESX_Installation_Guide_chapter2.html
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14. Click Yes and OK to reboot the host.

15. Log back into each host with vSphere Client.

Mount Required Datastores

ESXi Hosts VM-Host-Infra-01 and VM-Host-Infra-02

To mount the required datastores, complete the following steps on each ESXi host:

1. From the vSphere Client, select the host in the inventory.
2. To enable configurations, click the Configuration tab.
3. Click Storage in the Hardware pane.

4. From the Datastores area, click Add Storage to open the Add Storage wizard.

1) Add Storage E@

Select Storage Type
Specify if yvou want ko Format a new volume or use a shared Folder over the netwark,

= MAS Storage Type
Metwork, File System

("" o
Ready o Complete Disle/LUN

Create a datastore on a Fibre Channel, 15231, o local SC31 disk, or mount an exisking YMFS volume,

* Network File System
Choose this option if vou wank ko create & Netwark File System,

Help | <« Back | Mext = I Cancel |

5. Select Network File System and click Next.

6. The wizard prompts for the location of the NFS export. Enter
<<var node02 nfs 1if infra datastore 1 ip>> as the IP address for
nfs 1if infra datastore 1.
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7. Enter /infra datastore 1 as the path for the NFS export.

8. Confirm that the Mount NFS read only checkbox is not selected.

9. Enter infra datastore 1 as the datastore name.

-
@ Add Storage

Locate Network File System
| Which shared folder will be used as a vSphere datastore?

[E MAS Froperties

Metwork File System

Ready to Complete Server: |192. 168.239.252

Examples: nas, nas.it.com, 192.168.0.1 or
FEB0:0:0:0: 2AM:FF:FESA:4CAZ

Folder: |ﬂnfra_datasb:ure_1
Example: fvols/vold/datastore-001

[ Mount NFS read only

storage is the same.

Datastore Name

| If a datastore already exists in the datacenter for this MFS share and you intend
to configure the same datastore on new hosts, make sure that you enter the
same input data {Server and Folder) that you used for the original datastore.
Different input data would mean different datastores even if the underlying MF5

infra_datastore_1

Help | « Back | MNext = I

Cancel

A

10. To continue with the NFS datastore creation, click Next.

11. To finalize the creation of the NFS datastore, click Finish.
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12.16 06 - re Cl
File Edit View Inventory Administration Plug-ins Help
BB B3 |@& vome b g8 mventory bRl Inventory
+

=)

[3 [152.168.3.106] AD1-ESXI-106 VMware ESXi 2068190 | Evaluation (59 days rem

ng)
Getting Started ' Summary  Virtual Machines Resource Allocation ' Performance

| Local Users & Groups | Events | Permissions
Hardware View: |Datastores Devices
Health Status Datastores Refresh  Delete  Add Storage... Rescan All,...
Processors Identification .~ | Device Drive Type Capacity Free | Type Last Update Hardware Accele
Memory a datastorel NETAPP iSCSI Disk.. Non-5D 250 GB 1.92GE WMFSS 3/12/2015 7:3%:10 AM Supported
» Storage a infra_datastore 1 192.168.239.252:... Unknown 750.00GB 32459 GB NFS 3/12/2015 7:38:40 AM Not supported
Netwarking
Storage Adapters
Metwark Adapters
Advanced Settings 3
Power Management < = I o
Software Datastore Details Properties...
Licensed Features infra_datastore_1 750.00GE  Capacity Gl
Time Configuration Server: 192.168.239.252 '
B8 and Routing Folder:  jinfra_datastore_1 ‘;;i:gl gg E ;Irs:: 3
Authentication Services '
Virtual Machine Startup/Shutdown bl
virtual Machine Swapfile Location
Security Profile
Host Cache Configuration =)~
< i, | v
Recent Tasks Name, Targetor Status contains: + [ Clear X
Name Target Status Details Initiated by Requested Start Ti...— | Start Time Completed Time
4 Create NAS datastore B 5 @ Completed oot 3/12/2015 7:38:40 AM  3/12/2015 7:38:40 AM  3/12/2015 7:38:40 AM
Y Updatevirtual svith ] @ Completed root

3/12/2015 7:38:03 AM 3/12/2015 7:38:03 AM 3/12{2015 7:38:03 AM

7 Tasks

Evaluation Mode: 59 days remaining |root

12. From the Datastores area, click Add Storage to open the Add Storage wizard.

@ Add Storage

= E5R ===
Select Storage Type

Specify if wou wank to Format a new volume or use a shared Folder over the network,

=] NAS Storage Type
Metwork, File System
(’_" o
Ready to Complete bl

Create a datastore on a Fibre Channel, 5231, or local 5231 disk, or mounk an existing YMF3 volume,

* Metwork File System

Choose this option if you wank ko create a Metwark File System,

Help |

= Back | Mext = I Cancel |
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13. Select Network File System and click Next.

14. The wizard prompts for the location of the NFS export. Enter
<<var node0Ol nfs 1if infra swap ip>> as the IP address for nfs 1if infra swap.

15. Enter /infra swap as the path for the NFS export.
16. Confirm that the Mount NFS read only checkbox is not selected.

17. Enter infra_ swap as the datastore name.

la l
(&) Add Storage = | B e
Locate Network File System
| Which shared folder will be used as a vSphere datastore?
|
B NAS Properties
MNetwork File System
Server: |19 2.168.239.251

Ready to Complete
Examples: nas, nas.it.com, 192.168.0.1 ar
FEB0:0:0:0: 2AA:FF:FE9A:4CAZ

Folder: |ﬁnfra_swa|:
Example: fvolsfvold/datastore-001

[ Mount MF5 read only

I If a datastore already exists in the datacenter for this NFS share and you intend
" to configure the same datastore on new hosts, make sure that you enter the
same input data (Server and Folder) that you used for the original datastore,
Different input data would mean different datastores even if the underlying NFS
storage is the same.

Datastore Name

infra_swap

Help | « Back Mext =

18. To continue with the NFS datastore creation, click Next.

19. To finalize the creation of the NFS datastore, click Finish.

Configure NTP on ESXi Hosts

ESXi Hosts VM-Host-Infra-01 and VM-Host-Infra-02

To configure Network Time Protocol (NTP) on the ESXi hosts, complete the following steps on each host:

1. From the vSphere Client, select the host in the inventory.
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To enable configurations, click the Configuration tab.

Click Time Configuration in the Software pane.

Click Properties at the upper-right side of the window.

At the bottom of the Time Configuration dialog box, click Options.

In the NTP Daemon (ntpd) Options dialog box, complete the following steps:

a. Click General in the left pane and select Start and stop with host.
b. Click NTP Settings in the left pane and click Add.

In the Add NTP Server dialog box, enter <<var global ntp server ip>> as the IP address of the
NTP server and click OK.

In the NTP Daemon Options dialog box, select the Restart NTP service to apply changes checkbox
and click OK.

In the Time Configuration dialog box, complete the following steps:

a. Select the NTP Client Enabled checkbox and click OK.

b. Verify that the clock is now set to approximately the correct time.

‘# Note: The NTP server time may vary slightly from the host time.

Move VM Swap File Location

ESXi VM-Host-Infra-01 and VM-Host-Infra-02

To move the VM swap file location, complete the following steps on each ESXi host:

1.

From the vSphere Client, select the host in the inventory.

To enable configurations, click the Configuration tab.

Click Virtual Machine Swapfile Location in the Software pane.
Click Edit at the upper-right side of the window.

Select Store the swapfile in a swapfile datastore selected below.

Select the <datastore name> datastore in which to house the swap files.
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£ irtual Machine Swapfile Location @
Swapfile Location
Store the swapfile in the same directory as the virtual machine.
This is & recommended option,
{* Store the swapfile in a swapfile datastore selected below,

i, This option could degrade vMation performance For the affected virtual machines.
MName Capacity | Provisioned Free | Type Thin Provis
[datastorel] 250GE  599.00 MB 1.92GB WMFS Supported
[infra_dataskor... 500,00 GE 5,90 ME 499,99 GE NF3 Supported
[infra_swap] 100,00 GE 156,00 KE 100,00 GE  NFS Supported
4 T I

(] 4 Cancel Help

7. Click OK to finalize moving the swap file location.

VMware vCenter 5.5 Update 2

The procedures in the following subsections provide detailed instructions for installing VMware vCenter 5.5
Update 1 in an environment. After the procedures are completed, a VMware vCenter Server will be
configured.

Build Microsoft SQL Server VM
To build a SQL Server Virtual Machine (VM) for the vM-Host-Infra-01, complete the following steps:

1. Log in to the host by using the VMware vSphere Client.

2. In the vSphere Client, choose the host in the inventory pane.
3. Right-click the host and choose New Virtual Machine.

4. Choose Custom and click Next.

5. Enter a name for the VM. Click Next.

6. Choose <<datastore name>>. Click Next.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

Choose Virtual Machine Version: 8. Click Next.

Verify that the Windows option and the Microsoft Windows Server 2012 (64 Bit) version are selected.
Click Next.

Choose two virtual sockets and one core per virtual socket. Click Next.
Choose 8GB of memory. Click Next.

Choose one network interface card (NIC).

For NIC 1, choose the <<Network>> Network option and the VMXNET 3 adapter. Click Next.
Keep the LSI Logic SAS option for the SCSI controller Selected. Click Next.
Keep the Create a New Virtual Disk Option selected. Click Next.

Make the disk size at least 80GB. Click Next.

Click Next.

Check the edit the virtual machine setting before completion. Click Continue.
Click the Options tab.

Choose Boot Options.

Check the Force Bios Setup check box.

Click Finish.

From the left pane, expand the host filed by click the plus sign (+).
Right-click the newly created SQL Server VM and click Open Console.

Click the third button (green right arrow) to power on the VM.

Click the ninth button (CD with a wrench) to map the Windows Server 2012 R2 ISO, and then choose
Connect to ISO Image on Local Disk.

Navigate to Windows Server 2012 R2 ISO, select it, and click Open.

In the BIOS Setup Utility window and use the right arrow key to navigate to the Boot menu. Use the
down arrow key to choose CD-ROM Drive. Press the plus (+) key twice to move CD-ROM Drive to
the top of the list. Press F10 and Enter to save the selection and exit the BIOS Setup Utility.

The Windows Installer boots. Choose the appropriate language, time and currency format and key-
board. Click Next.

Click Install Now.

Make sure that Windows 2012 R2 Standard {Server with a GUI) option is selected. Click Next.
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31

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

. Read and accept the license terms and click Next.

Choose Custom (Advanced). Make sure that DiskO Unallocated Space is selected. Click Next to allow
the Windows installation to complete

After the Windows installation is complete and the VM has rebooted, Click OK to set the Administra-
tor password.

Enter and confirm the Administrator password and click Finish.

After logging into the VM desktop, from the VM console window, choose the VM menu. Under Guest,
choose Install/Upgrade VMware Tools. Click OK.

Click OK Installing the VMware tools package will greatly enhance graphics and mouse performance
in your virtual machine.

If prompted to eject the Windows installation media before running the setup for the VMware tools,
Click OK, then click OK.

Navigate on the CD-ROM drive, choose Run setup64.exe.
In the VMware Tools installer window, click Next.

Make sure that Typical is selected and click Next.

Click Install.

Click Finish.

Click Yes to restart the VM.

After the reboot is complete, choose the VM menu. Under Guest, choose Ctrl+Alt+Del and then enter
the password to log into the VM.

Set the time zone for the VM, IP address, gateway, and host name. Add the VM to the Windows AD
domain.

If necessary, activate Windows.

Log back into the VM and download and install all required Windows updates.

Install Microsoft SQL Server 2012 SP1

To install SQL Server on the vCenter SQL Server VM, complete the following steps:

1.

Connect to an AD Domain Controller in the Windows Domain and add an admin user in Active Direc-
tory Users and Computer tool. This user should be member of the Domain Administrator Security
Group.

Log into the vCenter SQL Server VM as the admin user.

Navigate to the c: drive and create a new folder called database.
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4. Open Server Manager.

5. Click Manage and then select Add Roles and Features to start the Add roles and Features Wizard.
6. Click Next.

7. On the Select installation screen, select Role-based or feature-based installation.

8. Select target Server and click Next.

9. Click Next on Server Roles.

10. On the Select Features screen, check the box .Net Framework 3.5 Features and click Next.

11. On the Confirm installation selections screen, a warning will be displayed asking Do you need to
specify an alternate source path? If the target computer does not have access to Windows Update,
click the Specify an alternate source path link to specify the path to the \sources\sxs folder on the
installation media and then click OK. After you have specified the alternate source, or if the target
has access to Windows update, click the X next to the warning, and then click Install.

12. Click Close.

13. Open Server Manager click Tools and then select Windows Firewall with Advanced Security.
14. Choose Inbound Rules and click New Rule.

15. Choose Port and click Next.

16. Choose TCP and enter specific local port 1433. Click Next.

17. Choose Allow the Connection. Click Next, and the click Next again.

18. Name the rule SQL Server and click Finish.

19. Close the Windows Firewall with Advanced Security.

20. In the vCenter SQL Server VMware console, click the ninth button (CD with a wrench) to map the Mi-
crosoft SQL Server 2012 SP1 ISO. Choose Connect to ISO Image on Local Disk.

21. Navigate to the SQL Server 2012 SP1, select it, and click Open.

22. In the dialog box, click Run Setup.exe.

23. In the SQL Server Installation Center window, click Installation on the left.

24. Click New SQL Server stand-alone installation or add features to an existing installation.
25. On Setup Support Rules screen, click OK.

26. Choose Enter the Product Key. Enter a product key and click Next.

27. Read and accept the license terms and choose whether to check the second check box. Click Next.
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28.

29.

On the Product Updates screen, Click Next.

Click Show details>> Address any warning except for the Windows Firewall Warning. Click Next on
Setup Support Rules screen.

Note: The Windows Firewall issue was addressed in Step 14.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40

41.

42.

43.

44,

45.

46.

47.

48.

Choose SQL Server Feature Installation and click Next on the Setup Role screen.
Under Instance Features, Choose Only Database Engine Services.

Under Shared Features, choose Management Tools - Basic and Management Tools - Complete and
click Next.

On the Installation Rules screen click Show details>> Address any warning and click Next.
Keep the Default instance selected. Click Next.
Click Next on the Disk Space Requirements screen.

For the SQL Server Agent Service and SQL Server Database Engine choose the first cell in the ac-
count Name column and then click <<Browse...>>.

Enter the local Machine Administrator name (for example, systemname\Administrator), click Check
names, and click OK.

In the password field enter your password.

Change the startup type for SQL Server Agent to Automatic, and click Next.

. Choose Mixed Mode (SQL Server and Windows Authentication. Enter and confirm the password for

the SQL Server System Administrator (sa) account, click Add Current User, and click Next.
Choose whether to send error reports to Microsoft and click Next.

On the Installation Configuration Rules screen, click Show details>> Address any warning. Click
Next.

Click Install.

After the installation is complete, click Close.

Close the SQL Server Installation Center.

Install all available Microsoft updates by going to Control Panel and select Windows Updates.
Open SQL Server Management Studio.

Under Server Name, choose the local machine name. Under Authentication, choose SQL Server Au-
thentication. Enter sa in the Login field and enter the sa password. Click Connect.
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49. Click New Query on the toolbar.

50. Run the following script, substituting the vpxuser password for <Password>.

use [master]

go

CREATE DATABASE [VCDB] ON PRIMARY

(NAME = 'vcdb', FILENAME = 'C:\database\VCDB.mdf', SIZE = 4000KB, FILEGROWTH =
10% )

LOG ON

(NAME = 'vcdb log', FILENAME = 'C:\database\VCDB.ldf', SIZE = 1000KB, FILEGROWTH
= 10%)

COLLATE SQL Latinl General CP1 CI AS

go

ALTER DATABASE [VCDB] SET RECOVERY SIMPLE
use VCDB

go

sp_addlogin @loginame=[vpxuser], (@passwd='<password>', @defdb='VCDB',
@deflanguage='us_english'

go
ALTER LOGIN [vpxuser] WITH CHECK POLICY = OFF

go

CREATE USER [vpxuser] for LOGIN [vpxuser]

go

use MSDB

go

CREATE USER [vpxuser] for LOGIN [vpxuser]

go

sp_addrolemember @rolename = 'db owner',6 (@membername = 'vpxuser'
go

use VCDB

go

sp_addrolemember (@rolename = 'db owner', (@membername = 'vpxuser'

go

& Note: This example illustrates the script.
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e . =
Connect~ 3 8] m °F @Q use [master] :
- go
E (B NEGI0LIMEOL Sl 218 ) ~|CREATE DATABASE [VCDB] ON PRIMARY
=l [ Databases (NAME = 'vedb', FILENAME = 'C:\database\MCDB.mdf', SIZE = 48@@KE, FILEGROWTH = 18%)
+ 3 Security ]
# [ Server Objects (NAME = 'vedb_log', FILENAME = 'C:\database\V(DB.ldf', SIZE = 1@80KB, FILEGROWTH = 10%)
+ 3 Replication TE SQL_Latinl_General CP1_CI_AS
+ [ AlwaysOn High Availability go
5 C3 Management SIALTER DATABASE [VCDB] SET RECOVERY SIMPLE
+ [ Integration Services Catalogs uie peas
7 [ SOL Server Agent Ep_addlogin @loginame=[vpxuser], [@passwd="Hlghvelt', @defdb="vCDB",@deflanguage="us_englizh’
go
ALTER LOGIN [vpxuser] WITH CHECK POLICY = OFF
go
CREATE USER [vpxuser] for LOGIN [vpxuser]
go
use MSDB
go
CREATE USER [vpxuser] for LOGIN [vpxuser]
go
sp_addrolemember @rolename = 'db_owner', {@membername = 'vpxuser’'
go
use VCDB
go
sp_addrolemember @rolename = 'db_owner’, (@membername = ‘vpxuser’
go

51. Click Execute and verify that the query executes successfully.
52. Close Microsoft SQL Server Management Studio.

53. Disconnect the Microsoft SQL Server 2012 ISO from the SQL Server VM.

Build and Set Up VMware vCenter Virtual Machine

Build VMware vCenter Virtual Machine

To build the VMware vCenter VM, follow these steps

1. Using the instructions for building a SQL Server VM provided in the section Build Microsoft SQL
Server VM, build a VMware vCenter VM with the following configuration in the <<var ib-
mgmt vlan id>> VLAN:

— 12GB RAM
— Two CPUs
— One virtual network interface

2. Start the VM, install VMware Tools, and assign an IP address and host name to it in the Active Direc-
tory domain.

Set UP VMware vCenter Virtual Machine

To setup the newly built VMware vCenter VM, follow these steps:

1. Log into the vCenter VM as the admin user and open Server Manager.

2. Click Manage and then select Add Roles and Features to start the Add roles and Features Wizard.
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3. Click Next.

4. On the Select installation screen, select Role-based or feature-based installation.

5. Select target Server and click Next.

6. Click Next on Server Roles.

7. On the Select Features screen, check the box .Net Framework 3.5 Features and click Next.

8. On the Confirm installation selections screen, a warning will be displayed asking Do you need to
specify an alternate source path? If the target computer does not have access to Windows Update,
click the Specify an alternate source path link to specify the path to the \sources\sxs folder on the
installation media and then click OK. After you have specified the alternate source, or if the target
has access to Windows update, Click the X next to the warning, and then click Install.

9. Click Close.

10. Click the following link Windows SQL Server 2012 SP1 Feature Pack.

11. Click Download.

12. Select the file name ENU\x64\sqglncli.msi and click Next.

13. Save it to a destination folder and run it.

14. On the Microsoft SQL Server 2012 Native Client Setup click Next.
15. Accept the license terms and click Next.

16. Click Next.

17. Click Install.

18. Click Finish.

19. Create the vCenter database data source name (DSN). Open Data Source (ODBC) by selecting Serv-
er Manager > Tools > ODBC Data Sources (64-bit).

20. Click the System DSN tab.

21. Click Add.

22. Choose SQL Server Native Client 11.0 and click Finish.

23. Name the data source VCDB. In the server , enter the IP address of the vCenter SQL server and

24. Click Next.


http://www.microsoft.com/en-us/download/details.aspx?id=35580
http://www.microsoft.com/en-us/download/details.aspx?id=35580
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This wizard will help you create an ODBC data source that you can use to connect to
SQL Server.

What name do you want to use to refer to the data source?

Name: I

How do you want to describe the data source?
Description: I

Which SQL Server do you want to connect to?
Server: |172.26.163.131

25. Choose With SQL Server authentication using a login ID and password entered by user. Enter vpxus-
er as the login ID and vpxuser password. Click Next.

How should SQL Server verfy the authenticity of the login (D7
e () With Integrated Windows authentication.
SOL Server a1z

5PN [Oiptianal]:|

©Wn‘h SOL Server authentication using a login 10 and password entered by the
user.

LogmlD:|vpmser

Fasmrd:|---...o.|

26. Choose Change the Default Database to and choose VCDB from the list. Click Next.
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[/] Change the default database to:
|vCDB

[ | Attach database filename:
[] Use ANS| quoted idertifiers.

[] Use ANSI nulls, paddings and wamings.

] Ise the failover SQL Server if the primary SGL Server is not
available.

27. Click Finish.

28. Click Test Data Source. Verify that the test completes successfully.

Test Results
Microsoft SQL Server Native Client Version 11.00.3000

Running connectivity tests...

TESTS COMPLETED SUCCESSFULLY!
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29. Click OK and then click OK again.
30. Click OK to close the ODBC Data Source Administrator (64-bit) window.

31. Install all available Microsoft Windows updates by right-clicking Start > Control Panel > Windows
Update.

Install VMware vCenter Server

vCenter Server Virtual Machine

To install vCenter on the vCenter Server VM, complete the following steps:

1. In the vCenter Server VMware console, click the ninth button {(CD with a wrench) to map the VMware
vCenter ISO and choose Connect to ISO Image on Local Disk.

2. Navigate to the VMware vCenter 5.5 (VIMSetup) I1SO, select it, and click Open.
3. In the dialog box, click Run autorun.exe

4. In the VMware vCenter installer window, make sure that VMware vCenter Simple Install is selected
and click Install.

& VMware vCenter Installer I;Ii-

Simple Install

Simple Install installs vCenter Single Sign-0n, vSphere Web Client, vCenter Inventory
Service, and vCenter Server on the same host or virtual machine.

Custom Install

vCenter Single Sign-On Alternatively, to customize the location and set up of each component, use the Custom

Install method to install the components separately. Install components in this order:
v3phere Web Client

vCenter Inventory Service vCenter Single Sign-On
vSphere Web Client
vCenter Inventory Service

vCenter Server

vCenter Server

b

VMware vCenter Desktop Client

YMware vSphere Client . . i . . i .
For a list of information you need to install these components, see the installation checklist:

VMware vCenter Support Tools hitp:fwww vmware.comfinfo?id=1266

v3phere Update Manager _
P ’ g Prerequisites:

v3phere ESXi Dump Collector Requires Microsoft NET 3.5. This will be installed automatically but requires an active
internet connection.

vSphere Syslog Collector
vSphere Auto Deploy
vSphere Authentication Proxy
Host Agent Pre-Upgrade Checker

vCenter Certificate Automation Tool

Explore Media Exit
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5. Click Next on the Welcome to the vCenter Single Sign-On Setup screen.

6. Accept the terms of the license agreement and click Next.

7. Click Next on Simple Install Prerequisites check screen.

8. Enter and confirm <<var_password>> for administrator@vsphere.local . Click Next.
9. Click Next on Simple Install Configure Site window.

10. Click Next on Simple Install Port Setting window.

11. Click Next on Change destination folder.

12. Review the installation option and click Install.

13. Enter the vCenter 5.5 license key and click Next.

14. Choose Use an Existing Supported Database. Choose VCDB from the Data Source Name list and
click Next.

i VMware vCenter Server -

Database Options
Select an ODBC data source for vCenter Server,

vCenter Server reguires a database.

— Install a Microsoft SQL Server 2008 Express instance
= This option only suports deployments with up to 5 hosts or 50 virtual machines

(®) Uise an existing supported database

Data Source Mame (D5M): | /CDB (M5 S0L)| W

InstallShield

15. Enter the vpxuser password and click Next.
16. Click Next in the vCenter Server Service Window.

17. Click Next on Configure Ports screen
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18.

19.

20.

21.

22.

23.

24.

Choose the vCenter Server Configuration that best describes your setup. Click Next.
Choose the inventory size that that best describes your setup. Click Next.

Click Install.

Click Yes to accept and continue with SSL SHA1 SSO lookup Service Leaf certificate.
Click Install certificates.

Click Finish.

Click OK.

ESXI Dump Collector Setup

1.

10.

11.

12.

13.

In the VMware vCenter Installer window, under vCenter Support Tools, select vSphere ESXi Dump
Collector.

Click Install.

Select the appropriate language and click OK.

In the vSphere ESXi Dump Collector Installation Wizard, click Next.
Accept the terms in the License Agreement and click Next.

Click Next to accept the default Destination Folders.

Click Next to accept a Standalone installation

Click Next to accept the default ESXi Dump Collector Server Port (6500).
Select the VMware vCenter Server IP address from the drop-down menu. Click Next.
Click Install to complete the installation.

Click Finish.

Click Exit in the VMware vCenter Installer window.

Disconnect the VMware vCenter ISO from the vCenter VM.

Note: A restart might be required.

14.

15.

Back on the Management Workstation, search for Command Prompt and do a right-click the Com-
mand Prompt entry and then click Run as administrator option to open elevated Command Prompt.

For 64 bit OS go to C:\Program Files (x86)\VMware\Vmware vSphere CLI\bin directory and for 32 bit
OS is C:\ProgramFiles\VMware\Vmware vSphere CLI\bin.
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16. Set each ESXi Host to coredump to ESXi Dump Collector by running the following commands:

esxcli —-s <<var_vm host infra 01 ip>> -u root -p <<var password>> system coredump
network set —--interface-name vmkO --server-ipvé4 <<var vcenter server ip>> --
server-port 6500

esxcli —-s <<var_vm host infra 02 ip>> -u root -p <<var password>> system coredump
network set —--interface-name vmk0O --server-ipvé4 <<var vcenter server ip>> --
server-port 6500

esxcli -s <<var_vm host infra 01 ip>> -u root -p <<var password>> system coredump
network set —--enable true

esxcli —-s <<var_vm host infra 02 ip>> -u root -p <<var password>> system coredump
network set --enable true

esxcli —-s <<var_vm host infra 01 ip>> -u root -p <<var password>> system coredump
network check

esxcli —-s <<var_vm host infra 02 ip>> -u root -p <<var password>> system coredump
network check

B Administrator: CAWindows\system32\cmd.exe I;li-

»Program Files C(x862>“UMuware-UMware vSphere CLIbhinleswxcli —=s 192.168.3.2 —u ro
t —p HighUBlt system coredump network set ——interface—name vmkB ——server—ipuvd
22.168.3.12 ——server-port 6588

s»Program Files (xB6>“UMuare“UMuware vSphere CLI%binl}esxcli —s 192.168.3.3 —u ro
t —p HighU8lt system coredump network set ——interface—name vmkB ——server—ipuvd
22.168.3.12 ——server—port 6588

»Program Fileszs {xB6>“UMware“UMware vSphere CLI%hinl}esxcli —s 192.168.3.2
t —p HighUBlt system coredump network set —enabhle true

wProgram Filesz <(xB&6>“-UMware“UMware vSphere CLI%hinl}esxcli 192_168.3.3
t —p HighUBlt system coredump network set —enabhle true

wProgram Filesz (xB&6>“-UMware“UMware vSphere CLI%hinl}esxcli 192_168.3.2
t —p HighUBlt system coredump network check
erified the configured netdump server is running

»Program Files C(x86>“UMware-UMware vSphere CLIsbhin>esxcli —= 192.168.3.3
t —p HighUBlt system coredump network check
erified the configured netdump server is running

s»Program Files (xB&6>“UMuare“UMware vSphere CLI-binX_

Log in to vSphere Web Client

1. Using a web browser, navigate to https:// <<var_vcenter_server_ip>>:9443 /vsphere-client/#

2. Click Download the Client Integration Plug-in.
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username: ([ VMware vSphere Web Client

3. Click Run.

4. Closed the indicate browser and click Retry.

WMware Client Integration Plug-in 5.5.0 -

. Close the following browsers to proceed:
_J; - Microsoft Internet Explorer

Retry Cancel

5. Click Next

6. Accept the license terms and click Next.

7. Click Next on Destination Folder window.

8. Click Install.

9. Click Finish.

10. Using a web browser, navigate to https:// <<var_vcenter_server_ip>>:9443 /vsphere-client/#

11. In the user name type in administrator@vsphere.local and the administrator Password.



VMware vSphere 5.5 Setup

User name: VMware vSphere Web Client

12. Click Login.

Adding the AD Account to Administrator Group
1. Log in to the vSphere Web Client as Administrator@vsphere.local.

2. From the home Location, navigate to >>Administration>>Single Sign-ON>>User and Groups>>.
3. In the right pane, select Groups.

4. Click Administrators on Group Name.


mailto:Administrator@vsphere.local

VMware vSphere 5.5 Setup

There are vCenter Server systems with expiring license keys in your inventory. Details [ %]

vmware: vSphere Web Client #& & U | Administrator@vSPHERELOCAL = | Heip - | (YR

4 Home 5 wCenter Users and Groups.

Administration Users  Application Users | Groups | Recent Tasks a]
- Access Control

% | # X | Gracons (i Fitter V[ an | Running  Faieo

Group Name Domain Description

Roles

single Sign-On

Users vspherelocal

Users and Groups
SolutionUsers vsphere local Well-known solution users’ group, which contains all

Configuration

Licensing

DCAdmins wsphere.local

ExternallDPUsers wsphere.local Well-known external IDP users’ group, which register.
Licenses
Reports
Solutions

Administrators wsphere local

Client Plug-ins My Tasks = More Tasks | ¥

vCenter Server Extensions —_———
~ | # Work In Progress [m]

[y Sitems [o~
Group Members

“a (@ Firter
User/Group Desariptien/Full name Domain Member Type

Administrator Administrator vsphere local vsphere local User - 3 Alarms.

|’ All (4) | Mew (4)  Acknowl.
© 17226.163.62

Network connectivity lost
© sharepoint

Datastore usage on disk
A AD1-VC1 ridgeflexlocal

Health status monitoring

1items [o+ 7

5. Click the + on Group Members.
6. Change the Domain to <<domain>>.

7. Highlight the Administrator and click Add.
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Add Principals 2]

Selectusers from the list or type names in the Users text box. Click Check names to
validate your entries against the directory.

Domain: | ridgeflexlocal | - |

| Show Users First | - | Q

[
"l
m
o
5]
[ =

n

2 a Desoiption/Full name

AD1-ESXI-2% .
AD1-VCE =
AD1-VCI1E

Administrator

Guest

krbtgt

Arcess Control Assistance Onerato Memhers of this aroun can remaotely on

Add

B BB BB BB

Users: |ridgeﬂex.localﬁ.&dministrator |

Groups: | |

Separate multiple names with semicolons Check names

OK || cancel

8. Click OK.

9. Navigate to >>Home>>vCenterServers and click your <<vcenter_server>>.
10. In the right pane, click the Manage tab.

11. Click Permissions tab.

12. Click the + sign.

13. Click Add.

14. Select your domain.

15. Highlight Administrator and double-clickit.

16. Click OK.

17. Change the Assigned Role to Administrator and click OK.
18. Log out from vSphere Web Client.

19. Login to the vSphere Web Client as Administrator@<<domain>>.
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Set Up vCenter Center with a Datacenter, Cluster, DRS and HA

1.

2.

In the vSphere Web Client, navigate to the >>vCenter>>vCenter Servers>>vCenter name.
Right-click the vCenter server and Select Actions > New Datacenter.

Rename the datacenter and click OK.

Browse to a datacenter in the vSphere Web Client navigator.

Right-click the datacenter and select New Cluster.

Select DRS and vSphere HA cluster features.

Select the DRS Turn ON check box.

Select the vSphere HA Turn ON check box.

Click OK.

Add Host to vCenter

1.

2.

In the vSphere Web Client, navigate to a datacenter, cluster, or folder within a datacenter.
Right-click the datacenter, cluster, or folder and select Add Host.

Type the IP address or the name of the host and click Next.

Type root credentials and click Next.

Click Yes to accept the certificate.

Review the host summary and click Next.

Assign a license key to the host Click Next.

(Optional) Select Enable Lockdown Mode to disable remote access for the administrator account af-
ter vCenter Server takes control of this host and click Next.

(Optional) If you add the host to a datacenter or a folder, select a location for the virtual machines
that reside on the host and click Next.

10. Review the summary and click Finish.

ESXi Dump Collector Setup for iSCSI-Booted Hosts

ESXi hosts booted with iISCSI using the VMware iSCSI software initiator need to be configured to do core
dumps to the ESXi Dump Collector that is part of vCenter. The Dump Collector is enabled by default on the
vCenter Appliance.

1.

On the Management Workstation, open the VMware vSphere CLI command prompt.
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2. Set each iSCSI-booted ESXi Host to coredump to the ESXi Dump Collector by running the following

commands:

esxcli —-s <<var_vm host infra 01 ip>> -u root -p <<var password>> system
network set —--interface-name vmk0 --server-ipvé4 <<var vcenter server ip>

server-port 6500

esxcli —-s <<var_vm host infra 02 ip>> -u root -p <<var password>> system
network set —--interface-name vmk0 --server-ipv4 <<var vcenter server ip>

server-port 6500

esxcli —-s <<var_vm host infra 01 ip>>
network set —--enable true

esxcli —-s <<var_vm host infra 02 ip>>
network set —--enable true

esxcli —-s <<var_vm host infra 01 ip>>
network check

esxcli —-s <<var_vm host infra 02 ip>>
network check

root

root

root

root

<<var_ password>>

<<var_ password>>

<<var_ password>>

<<var_ password>>

system

system

system

system

coredump

coredump

coredump

coredump

coredump

coredump
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Cisco ACI - Virtual Machine Manager
I ————————————

This section provides a detailed procedure for configuring the Cisco APIC to communicate and control
VMware Distributed Switch (VDS). In this section, VMware vCenter attachment to ACI will be covered.

Defining VMware Distributed Switch policies

In the Cisco UCS environment, VDS uplink configuration requires following three parameters to be explicitly
set:

e No Port-Channel for uplink ports
e CDP used as the discovery protocol
e LLDP disabled as the discovery protocol

This configuration requires modifying the Access Entity Profiles (AEP) defined for Cisco UCS Fabric
Interconnects.

1. From the top menu, select FABRIC.
2. Select ACCESS POLICIES from the sub menu.
3. From the left menu bar, expand Global Policies and Attachable Access Entity Profiles.

4. Select aep-<UCS_FI> where UCS_FI is the name used for UCS Fabric Interconnect profile in the
previous sections.

5. On the right hand side, click Action and select Config vSwitch Policies.

SYSTEM BRIC VM NETWORKING

L4-L7 SERVICES

INVENTC | ACCESS POLICIES

Attachable Access Entity Profile - aep-A01-6248 i

=R Faurs || ristory
e |
[E config vswitch Policies|
PROPERTIES B oeee

Name: aep-A01-6248
Description: | opbonal

Enable Infrastructure VLAN: []

Domains (VMM, Physical or Exten:
Associated to Interface

STATE

pd-AD1-6248 formed

6. Inthe ‘CONFIG VSWITCH POLICIES dialog box, select CDP_Enable as the CDP Policy.
7. Select LACP_MAC_Pinning as the LACP Policy.

8. Select LLDP_Disabled as the LLDP Policy.
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CONFIG VSWITCH POLICIES Ok

Config vSwitch Policies

CDP Policy: | CDP_Enable v @
LACP Policy: :LACP_MAC_F'inning v @
LLDP Policy: | LLDP_Disabled v @

9. Click SUBMIT.

10. Verify the resulting AEP configuration.

SYSTEM TENANTS VM NETWORKING L4-L7 SERVICES welcome, admin w

iTOl | ACCESS POLICIES

Attachable Access Entity Profile - aep-A01-6248

i

FAULTS |[ HisTORY

PROPERTIES
[l Attechable Access Entity Profiles
Name: aep-A01-6248
| E sep-Anr-6248
{2 aep-noz-narp Description: | opliona
defaut

B i 05 Ciass Palices Enable Infrastructure VLAN: [C]

[ DHCP Relay Policies Domains (VMM, P_h:»;al or Ewrlfemal) [3]
I3 Monitoring Polices Peaimiimies) ™,
B3 mm Troubleshoot Policies
i Pools

[E=Mm Physical and External Domains

VSWITCH POLICIES

LACP Policy: |LACP_MAC_Pinning v P
LLDP Policy: |LLDP_Disabled hald
CDP Policy: |CDP_Enable > @

aesr

11. Click SUBMIT.

12. From the top menu, select VM NETWORKING.

13. Select POLICIES from the sub-menu.

14. From the left menu bar, click VM Provider VMware.

15. On the right side (under PROPERTIES) click + to add vCenter Domains.
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sthian]e SYSTEM TENANTS FABRIC VM NETWORKING

CISCO

Provider Profile - VM Provider VMware

I Quick Start
BR[| vm Provider Microsoft —
[ v Provider vMware |Ol i

PROPERTIES

Vendor: VMware

vCenter Domains: [_‘hﬂ [*]

=~ NAME

16. In the CREATE VCENTER DOMAIN dialog box, provide a Name to identify the vCenter.
17. Make sure VMWare vSphere Distributed Switch is selected as Virtual Switch.

18. From the drop-down menu for Associated Attachable Entity, select the AEP previously defined for
UCS Fabric Interconnect.

19. From the drop-down menu next to VLAN Pool, select Create VLAN Pool.

CREATE VCENTER DOMAIN

Specify vCenter domain users and controllers

Name: A01-VC |

Virtual Switch: @) VMWare vSphere Distributed Switch

() Cisco AVS
Associated Attachable Entity |___ an1. '
Profile- aep-AD1-6248 w @
VLAN Pool: |select ghmoption |""i
vCenter Credentials:
Create VLAN Pool -
Profile Name  Ussrmame

20. In the CREATE VLAN POOL dialog box, provide a name (e.g. vp-<NAME_of_vCenter> of the VLAN
pool to be used for dynamically allocating VLANSs to the EPGs.

21. Select Dynamic Allocation as the Allocation Mode.



Cisco ACI - Virtual Machine Manager

22. Click + next to the Encap Blocks.

CREATE VLAN POOL

Specify the Pool identity
Name: | vp-A01-VC |

Description:

Allocation Mode: @ Dynamic Allocation
() Static Allocation

Encap Blocks:

VLAN Range

23. In the CREATE RANGES dialogue box add the VLAN range 1101 to 1200. (This range can be differ-
ent depending on customer requirements).

CREATE RANGES (i ] %

Specify the Encap Block Range
Type: VLAN
Range: |1101 |- 1200

From

BT I

24. Click OK.

25. Click SUBMIT.

26. Click the + sign next to vCenter Credentials.

27. In the CREATE VCENTER CREDENTIALS dialog box, add vCenter Name.
28. Add admin username for vCenter in the following format: user@DOMAIN.

29. Add the password for the admin user and confirm the password.
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CREATE VCENTER CREDENTIAL (i ]%¢]

30.

31.

32.

33.

34.

35.

36.

37.

Specify account profile

Name: | A01-VC ‘

Description:

Usemame:  administrator@ridgeflex ‘
Password: [esesases ‘

Confirm Password: [eesesase ‘

Ry
ok
Click OK.
Click + next to vCenter/vShield.

In the CREATE VCENTER/VSHIELD CONTROLLER dialog box, select vCenter as the Type.
Add Name of the vCenter Controller.

Add DNS name or IP address in Hostname (or IP Address).

Select the DVS Version from the drop-down menu.

Select Enabled for the Stats Collection.

Type the name of the vCenter Datacenter - verify the name in the vCenter.

2l AD1-¥C 1.ridgeflex.local - vSphere

File Edit ‘View Inventory Administr

E E fy Home b 5 Inw

38.

=] ﬂ AD1-VC 1, ridgeflex.local
A B ac1_bC

From the dropdown menu next to Associated Credentials, select the vCenter credentials defined in
the previous steps.
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CREATE VCENTER/VSHIELD CONTROLLER

Specify controller profile
Type: @ vCenter
(" vCenter + vShield

VCENTER CONTROLLER

Name:  A01-VCenter ‘

Host Name (or IP Address): 172.26.163.50 ‘
DVS Version: DVS Version 5.5 v

Stats Collection: @ Enabled

(") Disabled

Datacenter: ACI_DC l

Management EPG: | s=lect an optio =
Associated Credential: A01-VC t RS
39. Click OK.

40. vCenter domain is now defined.
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Specify vCenter domain users and controllers
Name: | A01-VC |

Virtual Switch: @ VMWare vSphere Distributed Switch

(7} Cisco AVS
Associated Attan:habl-eprirﬁg aep-A01-6248 = @
VLAN Pool: | vp-A01-VC(dynamic) v @
Profile Name Username Description
ADLI-VC administrator@nidgefiex

Name iz Type Stats Collection
AD1-VCenter 172.26.163.50 vCenter Enabled

sSuBMIT CANCEL

41. Click SUBMIT.

VMware Distributed Switch - Deployment Validation

Based on the communication defined in last section, Cisco APIC would define a new VDS in the vCenter.
This can be verified using both Cisco APIC as well as VMware vCenter.

1. Log in to APIC, select VM NETWORKING from the top menu and INVENTORY from the submenu.

2. Expand VMware, vCenter and then DVS.
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lllll‘l'l
CISCO

SYSTEM

TENANTS FABRIC

L4-L7 SERVICES

VM NETWORKING

INVENTORY | POLICIES

Distributed Virtual Switch - DVS - A01-VC

I Quick Start
@ Microsoft
= [&] vMware
@& ao1-vc
Bl == Ao1-vcenter
Il Hypervisors
B Elovs-anpve
ERlm Portgiiips

(O]l ¥]

PROPERTIES

Name:

Type:

Discovery Protocol Type:
Discovery Protocol Operation:
LACP Enabled:

MTU:

A01-VC
logical
cdp

no

9000

3. Validate the MTU size, LACP value (should be disabled) and Discovery Protocol (should be CDP).

4. Log in to the vCenter using the vSphere Client.

5. Browse to Networking. A new folder and VDS is available.

vmware: vSphere Web Client

ft @

N 4 vCenter 3 @ p & .. 5 A01-VC-DVUplinks-382  Actions ~
| ﬁ @ = | E_ L Getling Started ’Surnmaly ] Monitor  Manage Related Objecis
- [ AD1-VC ridgefleslocal A Uninke 582
v];:;‘glﬁCI_DC H-VC-DV Uplink s
- EAIVE 1 Port binding Static binding
L WLAMN trunk range:  0.4094
i - AN NG f '\‘
01-YCPVUpInks)3 ‘ I
Q_1?2_NET
€3 192_NET
| £ Met192.162.2.0
€3 i Metwork
= Distributed Port Group Details O = Policies
Distributed switch = Al-ve v Security Custom
Hosis 1] » Ingress traffic shaping Dizahled
Wirtual machines 1] » Egress Iraffic shaping Dizabled
» Teaming and faillaver -
- Tags m]
Azzigned Tag Categerny Desciiplion

This listis empty.




Cisco ACI - Virtual Machine Manager

Al Running Falled

" Reconfigure vSphare Distribu
&= A01-YC

+ Reconfigure Distributed Port |
e A01-YC-DVUplinks-382
+ Reconfigure vSphere Distribu

[ ®

& AD1ve
v Create a vSphere Distributed

£3 an1-ve -
Wy Tasks = More Task;

il

6. Right Click the Uplink PortGroup and click Edit Settings.

7. Click LACP.

8. Validate the Status is Disabled.

St Status: Disabled |~ |
Acncexd Mode: Passive -
VLAN

O 1o properly enable LACP, all port groups back

_ load balancing, network failure detaction polic

Traffic filtering and marking

Miscellaneous

Adding Hosts to VMware Distributed Switch

While Cisco APIC defines and configured the VDS automatically based on the user configuration, The ESXi
hosts need to be added to the VDS and Uplinks need to be defined manually. For this configuration, VMware
provided wizard would be utilized

1. From the networking tab in vSphere web client, right click on the VDS and click Add and Manage
Hosts...
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vimware® vSphere Web Client f @

|4 \Center » D K| aanive  Acton
@ &8 B | & | ocetingStared su
- (21 A01-VC1 ridgeflex local

- [l3ACI_DC m Virtual Mach

- EA01-VC

Bl . 2ctions - A01-4C

I!I:J B Mew Distributed Part Group...

F—

€172
£ 192 | |
£3 Net19:

£ M Ned

oy Manage Distriouted Port Groups...

Upagrade Distiibuted Switch

&3 EditSetlings...

Move To...

Rename...
gy Assign Tag...
£y Remove Tag

i

Alarms v

AllwCenter Actions k |

2. In the Add and Manage Hosts wizard, select Add hosts and click Next.
3. Click + to add New hosts.
4. Select all the hosts that need to be part of the VDS.

5. Click OK.
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) Incompaiibie Hosts I:Q Filter

[#] Host Host State Cluster

B s01-esd-101 ridgefiexlocal Connected ] infra_Cluster

1 [ a01-esui-10Zridgeflexlacal Connected [P Intra_Cluster

[+ ﬁ al01-esx-103.ridgefex local Connected £ Infra_Cluster

(el ﬁ aD1-em¢I-104_rlﬂgenex.ln£§I Connected ] Infra_Cluster

[+ ﬁ al1-esx-51 ridgeflex local Connected & AppCluster1

 [{] a0i-esx-52.ridgeflexlocal Connected [ AppCluster

# [ a0i-esd-53.ridgefexlocal Connected B appcCluster

(el ﬁ al1-esd-54 ridgeflex local Connacted Ef appcluster

# [ a01-esx-55.ndgeflexiocal Connected i appcluster

@ a0i-esw-56.ridgeflexiocal Connected i AppcCluster-1

M (a Fing - 10 items
| 0K | | Cancel

6. Click Next.

7. In the Select network adapter tasks, make sure only Manage Physical adapter tasks is selected.

)

[E Add and Manage Hosts

« 1 Selecttask Select network adapter tasks
Selectthe natwork adapter tasks to perform_

+* 2 Select hosts
- Select network adapter

3 iasks [¥] Manage physical adapters
Manage physical network Ad.d !Jhgrslcal network adapters to the distibuted switch, assign them to uplinks, or rermove
4 adapters existing onas,

5 Analyze impact D Manage VMkernel adapters
Add or migrate Vikernel network adapters to this distibuted switch, assign them to distributed

SRRy D Compa port groups, configure Vidkernel adapter settings, or remove existing ones.

[] Migrate virtual machine networking
Migrate Vi network adapters by assigning therm to distributed port groups on the distributed
switch.

[] manage advanced host settings
Set the number of ports per legacy host proxy switch.

Sample distributed switch

¥ Uplink
B vrnnic

Manage physical
adapters

_ VMkernel portgroup |
¥ Wiikernal ports
[ vk

- M port group
v Virual Machines
{1 v

Back || [t | roc Cancel



Cisco ACI - Virtual Machine Manager

8. Click Next.

9. On the Manage physical network adapters screen, for all the hosts select vmnic 0 and vmnic 1 to the
uplink ports.

10. Click Next.
11. Analyze the impact (number of adapters being added) and click Finish.

Ef} Add and Manage Hosts

Ready to complete
Revew your seftings selections before finishing the wizard

+ 1 Selecttask
+ 2 Selecthosis
v 3 Select network adapter

tasks Mumber of managed hosts
v 4 Manage physical network Hasts to add: 10
adapters

Mumber of network adapters for update

~' 5 Analyze impact .
Fhysical network adapters: 20

¥4 6 Readyto complete

Finish Cancel

Back
S

12. When the update is completed, click the Uplink port-group and validate the correct number of hosts
were added to VDS.
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vmware" vSphere Web Client L

4 vCenter 'E) X EM‘I-VC-DW]II'IIIE-SEZ Actions =
@ @ B | & || oefingsated Sunpany | Monitor  Manage  Related ¢
w [ AD1-YCA ridgeflexlocal
— AM-VC-DVUplink s-382
v [gac_DC = o e e i
- EJADIVC - } r binding Static binding
WLAM trunk range: D0-4024
- E@ANVC A=
= A0 -Ye-DVU plinksa [
£ 172_NET
€3 192_NET

£3 Met182.168.3.0
£3 v hletwork
= Distributed Port Group Details =

Distributed switch = A0 -YE
Hosts 10
Virtual machines i]

Application Profile vMotion

In this section, an Application Profiles for vMotion traffic will be created. All ESXi hosts will be configured
with a VMkernel Port to act as vMotion interface.

vMotion - Application Profile Creation
1. Go to Tenant menu and select Foundation tenant from the top menu.
2. Expand Tenant Foundation in the left menu bar.
3. Right-click Application Profile and click Create Application Profiles.
4. In the CREATE APPLICATION PROFILE dialog box, enter vMotion as the Name.
5. From the drop-down menu, select default for Monitoring Policy.
6. Click + next to EPG to add an EPG.
7. Enter vmk-vmotion as the EPG Name.
8. Select bd_Internal as the Bridge Domain.
9. Select default as the Monitoring Policy.
10. Click + next to Associated Domain Profile (VMs or bare metals):
11. From the drop-down menu, select A01-VC (recently created VMM domain).

12. Set Deployment Immediacy and Resolution Immediacy to Immediate.
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CREATE APPLICATION EPG i/X

STEP 1 > IDENTITY 1. IDENTITY

Specify the EPG Identity

Name: |vn1k-wnc-tion

Description: | optional

Tags: ¥
enter tags separated by comma

QoS class: | Unspecified =

Custom QoS: | select or type to pre-provision |35

Bridge Domain: | bd-Internal w7 @
Monitoring Policy: | default v |
bare metals):
Domain Profile Deployment Immediacy Resolution Immediacy
ADL-NVC . @ Immediate b |Immediabe |V|

Statically Link with Leaves/Paths:

< PREVIOUS oK
13. Click Update.
14. Click OK.
15. Click SUBMIT.

16. On vCenter Client, under Home -> Inventory -> Networking, make sure a port group Founda-
tion|vMotion|vmk-vmotion is added.

17. On all the ESXi servers, add a VMKernel port, attach it to the above port-group, set the MTU to 9000
and enable vMotion traffic.



Cisco ACI - Deploying a Tenant

Cisco ACI - Deploying a Tenant

This section provides a detailed procedure for configuring a tenant (Business Unit or Application) using ACI
as follows:

e An SVM will be deployed for tenant (named App-A)

e An Application tenant will be created on APIC (named App-A)

¢ NFS access will be established

¢ NFS Datastore will be mounted onto the Application ESXi servers for VM deployment

The procedures above will showcase interworking of Cisco APIC and VMware VDS. Communication between
this tenant and an existing infrastructure (outside ACI fabric) will be enabled using OSPF routing.

Application Specific SVM Creation

VLAN in Clustered Data ONTAP
1. Create NFS VLANSs.

network port vlan create —-node <<var node0l>> -vlan-name alOa-<<var nfs vlan id>>
network port vlan create —node <<var node02>> -vlan-name ala-<<var nfs vlan id>>

2. Create iSCSI VLANSs.

network port vlan create —node <<var node0l>> -vlan-name ala-
<<var_ iscsi vlan A id>>
network port vlan create —node <<var node(0l>> -vlan-name ala-
<<var_iscsi vlan B id>>
network port vlan create —node <<var node02>> -vlan-name ala-
<<var iscsi vlan A id>>
network port vlan create -node <<var node02>> -vlan-name a0a-
<<var_iscsi vlan B id>>

3. Create SVM Management VLANS.

network port vlan create —node <<var node(0l>> -vlan-name aOa-
<<var_ svm mgmt vlan id>>
network port vlan create -node <<var node02>> -vlan-name a0a-
<<var_ svm mgmt vlan id>>

Broadcast Domains in Clustered Data ONTAP

1. Create NFS Broadcast Domain.

broadcast-domain create -broadcast-domain App-A-NFS -mtu 9000 -ports
<<var node0l>>:ala-<<var nfs vlan id>>,<<var node02>>:ala-<<var nfs vlan id>>

2. Create iSCSI| Broadcast Domains.

broadcast-domain create -broadcast-domain App-A-iSCSI-A -mtu 9000 -ports
<<var_node0l>>:ala-<<var_ iscsi _vlan A id>>,<<var node02>>:a0a-
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<<var_ iscsi vlan A id>>

broadcast-domain create -broadcast-domain App-A-iSCSI-B -mtu 9000 -ports
<<var node0l>>:ala-<<var_ iscsi vlan B id>>,<<var node(02>>:ala-

<<var_ iscsi vlan B id>>

3. Create SVM Management Broadcast Domain.
broadcast-domain create -broadcast-domain App-A-MGMT -mtu 1500 -ports

<<var node0l>>:ala-<<var_svm mgmt vlan id>>,<<var node02>>:ala-
<<var_svm mgmt vlan id>>

Storage Virtual Machine (Vserver)

# Note: The storage virtual machine (SVM) is referred to as Vserver (or vserver) in the GUl and CLI.

1. Run the vserver create command

vserver create —-vserver App-A-SVM -rootvolume rootvol -aggregate aggrl node(Ol -
rootvolume-security-style unix

2. Select the SVM data protocols to configure, keeping nfs and iscsi.
vserver remove-protocols -vserver App-A-SVM -protocols fcp,cifs,ndmp

3. Add the two data aggregates to the Infra-SVM aggregate list for NetApp Virtual Storage Console
(VSC).

vserver modify -vserver APP—-A-SVM -aggr-list aggrl node0l,aggrl node02
4. Enable and run the NFS protocol in the Infra-SVM.

nfs create -vserver APpP—A-SVM -udp disabled

5. Turn on the SVM vstorage parameter for the NetApp NFS VAAI plugin.

vserver nfs modify -vserver App—-A-SVM -vstorage enabled

vserver nfs show

Create Load Sharing Mirror of Vserver Root Volume in Clustered Data ONTAP

To create a load-sharing mirror of an SVM root volume, complete the following steps:

# Note: The storage virtual machine (SVM) is referred to as Vserver (or vserver) in the GUl and CLI.

1. Create a volume to be the load-sharing mirror of the infrastructure SVM root volume on each node.

volume create -vserver App-A-SVM -volume rootvol mOl -aggregate aggrl nodeOl -
size 1GB —-type DP
volume create -vserver App-A-SVM -volume rootvol m02 -aggregate aggrl node02 -
size 1GB -type DP

2. Create the mirroring relationships.
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snapmirror create —-source-path //App-A-SVM/rootvol -destination-path //App-A-
SVM/rootvol m0l -type LS -schedule 15min

snapmirror create —-source-path //App-A-SVM /rootvol —-destination-path //App-A-
SVM/rootvol m02 -type LS -schedule 15min

3. Initialize the mirroring relationship.

snapmirror initialize-ls-set -source-path //App-A-SVM/rootvol
snapmirror show

iISCSI Service in Clustered Data ONTAP

1. Create the iSCSI service on each Vserver. This command also starts the iSCSI service and sets the
iSCSI alias to the name of the Vserver.

iscsi create -vserver App-A-SVM
iscsi show

HTTPS Access in Clustered Data ONTAP

Secure access to the storage controller must be configured. To configure secure access, complete the
following steps:

1. Increase the privilege level to access the certificate commands.
set -privilege diag
Do you want to continue? {yln}: y

2. Generally, a self-signed certificate is already in place. Check it by using the following command:

security certificate show

3. For the App-A Vserver, the certificate common name should match the DNS FQDN of the Vserver.
The four default certificates should be deleted and replaced by either self-signed certificates or cer-
tificates from a Certificate Authority {CA) To delete the default certificates, run the following com-
mands:

# Note: Deleting expired certificates before creating new certificates is best practice. Run the security
certificate delete command to delete expired certificates. In the command below, use TAB com-
pletion to select and delete each default certificate.

security certificate delete [TAB]
Example: security certificate delete -vserver App-A-SVM -common-name
3.cert.1414163766 -ca 3.cert.1414163766 -type server -serial 544A6D36

4. To generate and install a self-signed certificate, run the following command as a one-time com-
mand. Generate a server certificate for the App-A Vserver. Again, use TAB completion to aid in
completing these commands.

security certificate create [TAR]
Example: security certificate create -common-name app-a-svm.ridgeflex.local -type
server -size 2048 -country US -state "North Carolina" -locality "RTP" -
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organization "Cisco" -unit "SAVBU" -email-addr "abc@cisco.com" -expire-days 365 -
protocol SSL -hash-function SHA256 -vserver App-A-SVM

5. To obtain the values for the parameters that would be required in the following step, run the secu-
rity certificate show command.

6. Enable each certificate that was just created using the -server-enabled true and -client-enabled
false parameters. Again use TAB completion.

security ssl modify [TAR]

Example: security ssl modify -vserver App-A-SVM -server-enabled true -client-
enabled false -ca app-a-svm.ridgeflex.local -serial 544A71D7 -common-name app-
a.ridgeflex.local

7. Change back to normal admin privilege level and set up to allow Vserver logs to be available by web.
set -privilege admin

vserver services web modify —-name spil|ontapi|compat -vserver * -enabled true

NFSv3 in Clustered Data ONTAP

To configure NFS on the Vserver, run all commands.

1. Modify the initial default rule for the SVM NFS subnet in the default export policy.

vserver export-policy rule create -vserver App-A-SVM -policyname default -
ruleindex 1 -protocol nfs -clientmatch <<var nfs subnet address>> -rorule sys -
rwrule sys -superuser sys —-allow-suid false

vserver export-policy rule show

2. Assign the FlexPod export policy to the App-A Vserver root volume.

volume modify -vserver App-A-SVM -volume rootvol —-policy default

FlexVol in Clustered Data ONTAP

1. The following information is required to create a FlexVol® volume: the volume’s name and size, and
the aggregate on which it will exist. Create two NFS VMware datastore volumes and an iSCSI LUN
volume. Also, update the Vserver root volume load sharing mirrors to make the NFS mounts accessi-
ble.

volume create -vserver App-A-SVM -volume app a datastore 1 -aggregate aggrl nodeZ
-size 500GB -state online -policy default -junction-path /app a datastore 1 -
space-guarantee none -percent-snapshot-space 0

volume create -vserver App-A-SVM -volume 1SCSI LUN -aggregate aggrl nodel -size
100GB -state online -policy default -space-guarantee none -percent-snapshot-space
0

snapmirror update-ls-set -source-path //App-A-SVM/rootvol
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Deduplication in Clustered Data ONTAP

1. Enable deduplication on appropriate volumes.

volume efficiency on —-vserver App-A-SVM -volume app a datastore 1
volume efficiency on -vserver App-A-SVM -volume iSCSI LUN

NFS LIF in Clustered Data ONTAP

1. Create an NFS logical interface (LIF).

network interface create -vserver App-A-SVM -1if nfs app a datastore 1 -role data
-data-protocol nfs -home-node <<var node02>> -home-port ala-<<var nfs vlan id>> -
address <<var node02 nfs 1if app a datastore 1 ip>> -netmask

<<var node02 nfs 1if app a datastore 1 mask>> -status-admin up —-failover-policy
broadcast-domain-wide -firewall-policy data —-auto-revert true -failover-group
App-A-NFS

i

Note: It is recommended to create a new lif for each datastore.

iSCSI LIF in Clustered Data ONTAP (Optional)

1. Create iSCSI logical interfaces (LIFs).

network interface create -vserver App-A-SVM -1if iscsi 1if0Ola -role data -data-
protocol iscsi -home-node <<var node0Ol1>> -home-port ala-<<var iscsi vlan A id>> -
address <<var node0l iscsi 1ifOla ip>> -netmask <<var node0Ol iscsi 1if0la mask>>
-status-admin up -failover-policy disabled -firewall-policy data -auto-revert
false

network interface create -vserver App-A-SVM -1if iscsi 1ifOlb -role data -data-
protocol iscsi -home-node <<var node0Ol1>> -home-port ala-<<var iscsi vlan B id>> -
address <<var_node0Ol iscsi 1if0lb ip>> -netmask <<var node0l iscsi 1if0lb mask>>
-status-admin up -failover-policy disabled -firewall-policy data -auto-revert
false

network interface create -vserver App-A-SVM -1if iscsi 1if02a -role data -data-
protocol iscsi -home-node <<var node02>> -home-port ala-<<var iscsi vlan A id>> -
address <<var node02 iscsi 1if02a ip>> -netmask <<var node02 iscsi 1if02a mask>>
-status-admin up -failover-policy disabled -firewall-policy data -auto-revert
false

network interface create -vserver App-A-SVM -1if iscsi 1if02b -role data -data-
protocol iscsi -home-node <<var node02>> -home-port ala-<<var iscsi vlan B id>> -
address <<var node02 iscsi 1if02b_ ip>> -netmask <<var node02 iscsi 1if02b mask>>
-status-admin up -failover-policy disabled -firewall-policy data -auto-revert
false

network interface show -vserver App-A-SVM
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Add App-A Vserver Administrator

1. Add the App-A Vserver administrator and Vserver administration logical interface in the SVM man-
agement network with the following commands:

network interface create -vserver App-A-SVM —-1if vsmgmt -role data —-data-protocol
none -home-node <<var node02>> -home-port ala-<<var svm mgmt vlan id>> -address
<<var vserver mgmt ip>> -netmask <<var vserver mgmt mask>> -status-admin up -
failover-policy broadcast-domain-wide -firewall-policy mgmt —-auto-revert true -
failover-group App-A-MGMT

network route create -vserver App-A-SVM -destination 0.0.0.0/0 —-gateway
<<var vserver mgmt gateway>>
network route show

security login password -username vsadmin -vserver App-A-SVM
Enter a new password: <<var vsadmin password>>
Enter it again: <<var vsadmin password>>

security login unlock -username vsadmin -vserver App-A-VSM

Application Tenant Creation on APIC
1. From the main menu, click TENANTS and from the sub-menu click ADD TENANT.

2. In the CREATE TENANT dialog box, type <Name of Application> as the name of the tenant. This ex-
ample used App-A as the name of the tenant.

3. Click the checkbox next to all under Security Domains.

CREATE TENANT

STEP 1 > TENANT 1. TENANT

Tenant Identity

Specify tenant details

Name: |App-A
Description:
Tags: 2
anter Egs separ ated i.}‘.' Comma
Monitoring Policy:  default v P

Security Domains: EgSeTs
Select Name Description

mamt
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4. Click Next.

5. Click the + sign to add network.

CREATE TENANT

STEP 2 > NETWORK

Tenant Foundation

Create A Network

Click "+' to add

jpmm==sr @ network
h

1 +

’ H

6. Inthe CREATE NEW NETWORK dialog box, type App-A as the Name. Leave everything else as de-
fault.

7. Click Next to move onto bridge domain creation.
8. Use bd-Internal as the Name of the bridge domain.

9. Select default for IGMP Snoop Policy.
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TENANT APP-A NETWORK > BRIDGE DOMAIN
CREATE NEW NETWORK

Specify Bridge Domain for the Network

Name: | bd-Intemal

Description: | optional
Forwarding: | Optimize i
IGMP Snoop Paolicy: |defau|d |:i (1]

Config BD MAC Address: [

Gateway Address Scope Subnet Control

PHCP Lo

Name Scope DHCP Option Palicy
ok

10. Click OK.

11. The Bridge Domains and App-A network should be visible in the CREATE TENANT dialog box.



Cisco ACI - Deploying a Tenant

CREATE TENANT

i ] %

STEP 2 > NETWORK 1. TENANT 2. NETWORK

Tenant App-A
Greate A Network
[¥] Take me to this tenant when 1 click finish

Click "+ to add Click '+ to add
L2 external 13 external
i # T
. * . * Click "+ 10 =
P S " Click ) to add
T v 1 . esaca: network
.‘ -------- ¥ ‘. -------- ; 1
- ! :
App-A LA

Click *+' to add
_c bridge domain

bd-Internal

< PREVIOUS FIh!'ﬁH

12. Click Finish.

13. Verify the selected tenant is the newly created App-A tenant by looking at the items highlighted in

the top menu.

el rer]n, SYSTEM i FABRIC

CANCEL

I App-A | ffommeon | Foundation

3-Tier App - Application Profile Creation and Adding EPG for Web Tier

To create an Application Profile to host the application, complete the following steps:

1. Select Tenant and newly created App-A tenant from the top menu.
2. Expand Tenant App-A in the left menu bar.

3. Right-click Application Profile and click Create Application Profile.
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4. In the CREATE APPLICATION PROFILE dialog box, enter 3-Tier-App as the Name.
5. From the drop-down menu, select default for Monitoring Policy.

6. Click + next to EPG to add an EPG.

CREATE APPLICATION PROFILE

Specify Tenant Application Profile
Name: -3—Tier'-App ‘

Description:
Tags: v
enter tags ',-'-q—i':f-} P f'.",- camma
Monitoring Policy: |select or type to pre-provision v
EPGs Contracts

Create EPGs on the left table to add contracts
MNamz Description

7. Inthe CREATE APPLICATION EPG dialog box, enter Web as the Name.

8. From the drop-down menu, select bd-Internal as the Bridge Domain.

9. From the drop-down menu, select default for Monitoring Policy.

10. Click OK.

11. Click + next to Associated Domain Profiles (VMs or Bare metals).

12. From the drop-down menu, select the VMM domain previously defined.
13. Select Immediate for Deployment Immediacy.

14. Select Immediate for Resolution Immediacy.
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CREATE APPLICATION EPG

STEP 1> IDENTITY

1. IDENTITY

Specify the EPG Identity

Name:

Tags:

QoS class:
Custom QoS:
Bridge Domain:
Monitoring Policy:

Associated Domain Profiles (VMs or
bare metals):

Web

Description:  0pho

Unspecified

bd-Intemal

default

Domain Profile

enter tags separated by comma

Ml
i i

Deployment Immediacy

Resolution Immediacy

VMM Domain - AD1-VC

Statically Link with Leaves/Paths: ||

Immediate

Immediate

15. Click UPDATE.

16. Click OK.

<meous] ok | owce

17. Click SUBMIT to finish creating Application Profile.

18. Expand the newly created EPG Web and click Subnets.
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Tenant App-A 8
I Quick Start
B &k Tenant App-A
BB ~pplication Profiles
=& 3-Tier-App
B B Aoplication EPGs
B ® EPG Web
i Contracts
M Static Bindings (Paths)
i Static Bindings (Leaves)
I Static EndPoint
I Subnats

19. Click the Action menu on the right and select Create EPG Subnet.

Subnets i
~IP SCOPE SUBNET CONTROL [#] CeateEPGSubnet
Delete

No items have been found.
Select Actions to create a new item.

20. Enter 10.10.1.254/24 for the Default Gateway IP. This IP address is the gateway that all the Web
VMs will use.

21. Change scope to only Shared Subnet.
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CREATE EPG SUBNET oL

Specify the Subnet Identity

Default Gateway IP: 10.10.1.254/24 | |255.255.255.0
Address Mask
Scope: [¥] Shared Subnet
[ Public Subnet

[T private Subnet

optional

Description:

Subnet Control: [7] Querier TP
L3 Out for Route Profile: | ==|=c|

type Lo pre-provision 2

Route Profile: | select value g

22. Click SUBMIT.

Port-Group Deployment Validation

When an EPG is tied to a VMM domain (previous section), a port-group gets created on the VDS so that
application admin can deploy his virtual machine and make it part of the application tier just defined. A

dynamic VLAN is associated with this newly created EPG/port-group. To validate the configuration,
complete the following steps:

1. Browse to the VM NETWORKING and on the left menu bar, drill down to VDS to list the port-groups.

As seen from the figure, VLAN 1135 from the pre-defined range 1101-1200 was assigned to the
newly create port-group.

‘::llls.(l."c;. SYSTEM TENANTS FABRIC VM NETWORKING L4-L7 SERVICES

INVENTORY | POLICIES

Portgroup - App-Al3-Tier-App|Web

I Quick Start
ER[&] Microsoft
=] vMware

E® mo1-vc ==

B == A01-VCenter PROPERTIES
E El‘i'ﬁf“m—i’?{r Name: App-A|3-Tier-App| Web
=] DVS - AD1-VC
B Portgroups Encap: vlan-1135

& ro1-ve-ovuplinks-382
EBIE] App-Al3-Tier-App|Web
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2. Browse to FABRIC and in the left menu bar, expand the Leaf, Interface, vPC Interfaces and domain
10. Click the vPC associated with UCS Fabric Interconnect.

3. VLAN 1135 should have been added to the vPC VLANSs.

ST
Cisco

SYSTEM TENANTS

VPC Interface - 684

B Quick Start
[ Topology S
B2 rod Ol ¥
B == AD1-9396-1 (Node-101)
BN s PROPERTIES
B2 @ Fabric Extenders ID: 684
B nterfaces
BN B Physical Interfaces St Uperatinat Sate= Up
. Agaregated Interfaces Configured Access VLAN: unknown
=;"$" SHEThak Confiqured Trunk VLANs: 911-912,1135,3270
10
684 Configured VLANs: 911-912,1135,3270
585 Up VLANs: 911-912,1135,3270
686
g Suspended VLANS:
687
EH @ Routed Vian Interfaces | Peer Configured VLANs: 911-912,1135,3270
ER Bl Routed Loopback Interfaces Peer Up VLANs: 911-912,1135,3270
Encapsulated Routed Interfaces
. s scstosles Remote Operational State: Up

4. Log into the vCenter and browse to the VDS. Right-click the newly added port-group and click
Teaming and Failover.

5. Validate Load balancing method is Route based on originating virtual port (VMware default).

5 [ ADI-VC1ridgeflex local
B [ AcL e
= [ ani-vc
B = ADL-VC
B A01-YC-DVUplinks-382
2, [App-Al3-Tier-App|Web |

App-A|3-Tier-App | Web

ports | ¥irtual Machines | Hosts | Tasks & Everts | Alarms

| Summary

Perrmizsions

8 172 NET

® 192 NET Generel Palicies

g ::'n::t;:&zj'a Palicies Teaming and Failover

o Securik - e
Is;-lf:; ;hapng Load Balancing: IR.OLte based on originating virtual port ¥ |
SLAn Network Failover Detection; [Link status anly =l
Matify Switches: A -
Monitaring v ves ]
Miscellaneows Faiback: I‘(es ;I
A znrad

6. Validate the VLAN assigned is 1135.
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[+t AD1-VC 1. ridgeflex.local - vSphere Client
File Edit View Inventory Administration PFlug-ins Help

B D &y tome b s Inventory b @ Wetworking

= [ ADI-VC1.ridgeflex.local App-A| 3-Tier-App| Web
B [ Ac1bC . . T T, . .
= EJ ADTVC | Summary | Ports | ¥irtual Machines | Hosts [ Tasks & Events [ Alarms | Permissions
B & A0L-VE

B AD1-VC-DVUplinks-382
App-A|3-Tier-App|Web
§ 172 NET

=5 App-A | 3-Tier-App | Web Settings

% 192 NET | Palicies
B Ner192,168.3.0 g;".":'a
= ins VLAN
B VM Network Securiky
VLAN Eype: [\I'LAN j
Traffic Shaj
Teamirg and Failover BN
Rescuned Allocation 1135 5

Menitoring

Miscellaneous
Adieoo -

Modifying the Storage (NetApp) Physical Domain VLANSs

Physical domain associated with NetApp storage was initially configured for infrastructure iSCSI and NFS
VLANS. In this step, NFS and iSCSI VLANs associated with App-A SVM will be added to the physical
domain. To add to the physical domain, complete the following steps:

1. Select Fabric and Access Policies from the top menu.

2. Expand Pools and then VLAN.

3. Click the pool name associated with NetApp controllers (vp-A01-NetApp in this example) and click
+ to add another Encap Block.
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ol l el ' I C ' M
Cisco SOIEN - NETWORKI

1 IR AT £5 | ACCESS POLICIES

VLAN Pool - vp-A01-NAPP (:

il Quick Start
BN switch Palicies
ER i Module Palicies {} *
BN 1nteface Policies —
B Global Palicies PROPERTIES

ER M Monitoring Palicies

- Troubleshoot Policies Name: vp-AD1-NAPP

— [ hIE Description:
—[
12 vp-AD1-6248 (Static Allocation) Allocation Mode: Static Allocation
{El vp-a01-NaPP (Static Allocation)

Encap Blocks: |_T| [5¢]
E vp-AD1NC (Dynamic Allocation) R

{& vr-00B-Mgmt (Static Allocation)

B an [3170]
EX B Multicast Address

Hh Phy=ical and Extemnal Domains

VLAN RANGE

[911-912]

4. Enter <<var_nfs_vlan_tenant>> (3180 to 3180 in this example) as the range of VLANSs for Tenant
NFS.

5. (Optional) Add the range of VLANS for iSCSI-a and iSCSI-b. If configuring the tenant for iSCSI ac-
cess.

6. Click SUBMIT.

NFS - Application Profile Creation

In this section, you will create an Application Profile to setup NFS connectivity between the ESXi servers and
the Application specific SVM. An NFS datastore will then be mounted to host application specific VMs. To
create the application profile, complete the following steps:

1. Select Tenant and App-A tenant from the top menu.

2. Expand Tenant App-A in the left menu bar.

3. Right-click Application Profile and click Create Application Profile.

4. In the CREATE APPLICATION PROFILE dialog box, enter NFS as the Name.
5. From the drop-down menu, select default for Monitoring Policy.

6. Click + next to EPG to add an EPG.
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CREATE APPLICATION PROFILE

Specify Tenant Application Profile

Mame: .NFS |
Description:
Tags: M
enter tegs s=parated by comme
Monitoring Policy:  default o4 @
EPGs Contracts

E R ) | ... coc: on the et tabe o a0 contacs
MName

Descripton

10.

11.

12.

13.

14.

In the CREATE APPLICATION EPG dialog box, enter vmk-nfs as the Name.
From the drop-down menu, select bd-Internal as the Bridge Domain.
From the drop-down menu, select default for Monitoring Policy.

Click OK.

Click + next to Associated Domain Profiles (VMs or Bare metals).

From the drop-down menu, select the VMM domain previously defined.
Select Immediate for Deployment Immediacy.

Select Immediate for Resolution Immediacy.
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CREATE APPLICATION EPG Ok

STEP 1> IDENTITY 1. IDENTITY

Specify the EPG |dentity

Name: [vmk-nfs

Description:
Tags: v
enter tags separsted by comma
QoS class: | Unspecified N
Custom QoS: ‘ [ v
Bridge Domain: | bd-Internal ¥ @
Monitoring Policy: | default e @
bare metals):
Domazin Profile Deployment Immediacy Resolution Immediacy
VMM Domain - A01-VC Immedizts Immediate

Statically Link with Leaves/Paths: [_|

< PREVIC)USk OK CANCEL

15. Click UPDATE.

16. Click OK.

17. Click + next to EPG to add another EPG.

18. In the CREATE APPLICATION EPG dialog box, enter lif-nfs as the Name.
19. From the drop-down menu, select bd-internal as the Bridge Domain.

20. From the drop-down menu, select default for Monitoring Policy.
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CREATE APPLICATION EPG (i %

STEP 1 > IDENTITY 1. IDENTITY

Specify the EPG I|dentity

Name: lif-nfs

Description: | optional

Taags: v

enter tags separated by comma

QoS class: Unspecified v
Custom QoS: | select or type to pre-provision %
Bridge Domain: bd-Intemal v P
Monitoring Policy: | default v @

Associated Domain Profiles (VMs or BEU E3

bare metals): B
Domain Profile Deployment Immediacy Resolution Immediacy

Statically Link with Leaves/Paths: [_]

< PREVIOUS CANCEL

21. Click OK.

22. Click SUBMIT to finish creating Application Profile.

23. Expand the newly created NFS Application profile from the menu bar on the left.
24. Expand NFS, expand Application EPGs and expand EPG lif-nfs.

25. Click Static Bindings (Paths).
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Tenant App-A H
il Quick Start
B &% Tenant App-A
B B Aoplication Profiles
— [ Rt
=- Application EPGs
ER® EpPG web
Bl L4-L7 Savice Parameters
&
B Bl ~ppiication EPGs
B © EPG lif-nfs
B Conbracts
Il 5550c Bindings (Paths)

26. Click Action.

27. Click Deploy Static EPG on PC, vPC, or Interface.

i

m Deploy Static EPG on B w;ﬂ ;g.l..Ir:l;mﬁ. e

Delete

28. In the DEPLQY STATIC EPG ON PC, vPC OR INTERFACE dialog box, select Virtual Port Channel as
the Path Type.

29. From the drop-down menu Path, select NetApp Controller 1.
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DEPLOY STATIC EPG ON PC, VPC, OR | @G

Select PC, VPC, or Interface

Path Type: () Port
() Direct Port Channel
@) Virtual Port Channel

Palh:lv-‘« L an option 'V)a
topology/pod-1/protpaths-101-102/pathep-[pg-
A01-6248-1)

s topology/pod-1/protpaths-101-102/pathep-[pg-
Deployment Immediacy: | Ag1 -6318‘)-2] PIO P p-lpg
topology/pod-1/protpaths-101-102/pathep-[pg-
AD2-NAPP-1]
topology/pod-1/protpaths-101-102/pathep-[pg-

A02-NAPP-2]
T BUZ: 1P Tag

Encap: |

Mode:

SUBMIT CANCEL

30. Enter vlan-<App-A-NFS LIF VLAN> for Encap (VLAN 3180 is the NFS VLAN on NetApp Controller in
the screen capture below).

31. Change Deployment Immediacy to Immediate.
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DEPLOY STATIC EPG ON PC, VPC, OR1 €)ES

Select PC, VPC, or Interface
Path Type: () Port
) Direct Port Channel
@ Virtual Port Channel

Path: topclogy/ pod-1/protpaths-101-102/pathep-[ pc v _ &
Encap: |vlan-3180

For example, vlan-1
Deployment Immediacy: @ Immediate
) On Demand

Mode: @ Tagged
) Untagged
€ 802.1P Tag

32. Click Submit.

33. Repeat these steps for mapping NetApp Controller 2 path.

34. Static bindings should be similar to screenshot below.

sifrat]n. VM Y
S : FABRIC NETWORKING  L4L7 SERVICES ADMIN

LB} Static Bindings (Paths)

I Quick Start
B &% Tenant App-A
=-;\,||r|IEE?|f.I|i Profiles @
ER @& 3 Tier-App PATH .
=&N,:S - DEPLOYMEN
B Bl Aoplication EPGs = Node: Nodes-101-102
lif-nfs
= @E-PG if-n Node-101-102/pg-A02-NAPP-1 vian-3180 Lol
Contracts
[ Static Bindings (Paths) Node-101-102/pg-AD2-NAPP-2 vian-3180 Immediate

35. Click Contracts under the EPG lif-nfs.
36. Click Action and select Add Provided Contract.

37. From the ADD PROVIDED CONTRACT dialog box, select Create Contract under Contract.
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ADD PROVIDED CONTRACT (i ] %

Select a contract
Contract: l' ct or type to pre-provision |~"i0
Qos: | common/default l:|

Create cm@ﬂ

38. Enter Allow-NFS as Name in the CREATE CONTRACT dialog box.

39. Click + next to Subjects to add a new contract subject.
40. In the CREATE CONTRACT SUBJECT dialog box, enter Allow-All as the Name.

41. Click + under Filter Chain to add a new filter.

CREATE CONTRACT SUBJECT (i %]

Specify ldentity Of Subject

Name: |AIIOw-All

Description: |-\; tional
Reverse Filter Ports: [V]
Apply Both Directions:

Filter Chain
FEEEC . ccovcecuen
Name Service Graph:
PRIORITY -
‘ L5 ]

42. Drop down the menu under FILTERS and click +.
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CREATE CONTRACT SUBJECT (i [ %

Specify ldentity Of Subject

Name: |Al|owANF5

Description: |-\| stional
Reverse Filter Ports: ]
Apply Both Directions:

Filter Chain ¥

+. [X] FILTERS

L4-L7 SERVICE GRAPH
Senvice Graph: | select an option

]

PRIORITY

<

Qos:

TENANT

& ap COMmmon

L] I
(0 default common |
& est common

€ kmp N — ‘ oK CANCEL

43. In the CREATE FILTER dialog box, enter Allow-All as the Name. In this example, we will allow all the
traffic for this contract.

44, Click + to add a filter.

CREATE FILTER

Specify the Filter |dentity
Name: |AIbw—AI| |
Description:

optional ‘

Entries:

Name EtherType ARP Flag 1P Protocol

45. Enter Allow-All as the name of the filter.
46. From drop-down menu, select IP as Ethertype.

CREATE FILTER (i ] x|

Specify the Filter Identity
Name: ‘AIIow—AII ‘
Description:

optional |

th Flag okl Allow Source Port / Range Destination Port / Range >
Name EtherType ARP IP Py TCP Session Rul

: Fragment | prom To From To
Allow-All p 5] unspecr  Unspecified v (] nspecii

UPDATE CANCEL |
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47. Click Update.
48. Click SUBMIT to create the filter.
49. Click UPDATE to add the newly created filter to the filter chain.

CREATE CONTRACT SUBIECT

Specify Identity Of Subject

Name: gAllow~NFS

Description:
Reverse Filter Ports: [V]
Apply Both Directions: [¥]

Filter Chain

+ [X] FILTERS

L4-L7 SERVICE GRAPH
Name

Service Graph:

Foundation/Allow-All v

UPDATE CANCEL

PRIORITY
QoS:

50. Click OK to finish creating the Contract Subject.

51. Click SUBMIT.

52. Click SUBMIT again to finish adding a provided contract.

53. Verify the Provided Contract appears under the Contracts.

Tenant App-A [ Contracts
I Quick Start ]
B & Tenant App-A ;
B Il 2oplication Profiles
B2 & 3 ieron TENANT NAME
=& NES - ' CONTRACT NAME CONTRACT TYPE
= I Application EPGs 1=l Contract Type: Contract
RO epciar: . App-A Allow-NF3 Contract
I Contracts

54. Expand EPG vmk-nfs.

55. Click Contracts in the left menu.

56. Click ACTIONS on the right and select Add Consumed Contract.

OK CANCEL

PROVIDED / CONSUMED

Provided
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57. In the ADD CONSUMED CONTRACT dialog box, from the drop-down menu select App-A/Allow-NFS
contract.

ADD CONSUMED CONTRACT (i

Select a contract
Contract: | App-A/Allow-NFS v @

QoS:  Unspecified »

suguT CANCEL

58. Click SUBMIT.

iISCSI Application Profile Creation (Optional)

If an application requires access to block based storage using iSCSI, steps from previous sections can be repeated to:

e Define two Bridge Domains - bd-iSCSI-a and bd-iSCSI-b

¢ Define an Application Profile called iSCSI

e Define four EPGs called lif-iSCSI-a, lif-iSCSI-b, vmk-iSCSI-a and vmk-iSCSI-b

e Use separate bridge domains for iSCSI-a and iSCSI-b EPGs

e Attach the vmk specific EPGs to the VMM domain

e Attach the lif specific EPGs to static VLAN path mappings

e Define the contracts to enable communication between iSCSI-a and iSCSI-b vmk and lif EPGs
¢ Define VMkernel ports on the VMware vDS for iSCSI-a and iSCSI-b.

e Add the storage SVM targets in the VMware iSCSI software initiator.

Defining NFS VMKernel Port and Mounting the Datastore

In the previous section, NFS communication between the Application SVM and ESXi servers was set up. In
this section, a VMkernel port will be defined on ESXi servers and NFS datastore will be mounted to host
application specific VMs.

1. Select ESXi server in the vSphere Client. Click Configuration and then Networking.
2. Click vSphere Distributed Switch.

3. Click Manage Virtual Adapters.
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4. Click Add to add VMkernel Port.
5. Select New virtual adapter. Click Next.

6. Click Next.

7. Select App-A|NFS|vnk-nfs from drop-down menu for Select port group.

%) Add ¥irtual Adapter

Connection Settings
Specify YMkernel connection settings.

Creation Type — MNetwork Connection

Virtual Adapter Type _ .
B Connection Settings wSphere Distributed Switch: ADL-YC

IP Settings

Ready to Complete

() Salect port Select a port group

Fu:uundatiu:unlvMu:uti |vvrnk-vMokion

% Select port group Select a port group j Port: Mi&

I Use this virtual adapter For Faulk Tolerance logging

[T Use this virtual adapter For management traffic

8. Click Next.

9. Enter the NFS VMkernel Port IP address in the same subnet as the NetApp LIF defined earlier.

[=F Add Yirtual Adapter

¥Mkernel - IP Connection Settings
Specifiy YMkernel IP settings

Creation Tyvpe

" Obtain IP settings automatically

Yirtwal Adapter Tvpe ) )
O Connedtion Setbinas * |se the following IP settings:
IP Settings IF Address: | 192 . 168 . 180 . 51
Ready o Complste
Subnet Mask: ] 255 , 255 , 255 , 0
Mikernel Default Gateway: | 192 168 , 3 |, 254 Edit... |
10. Click Next.
11. Click Finish.

12. Click newly created vmk port and click Edit.
13. Set the MTU to 9000.

14. Click OK.

15. Click Close to finish setting up the VMkernel port.
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16. Click Storage under settings.

17. Click Add Storage.

} Hardware ‘ View: [Datastores Devices
Processors Datastores Refresh  Delete Add Eﬁ"u"
Memory Identification + | Status Device | Drive Type | Capacty Free | Type | Last Update Alarm Actic
» Storage & datastore1(®) & Noma NETAPP iSCSIDisk.. Non-S5D 250GB 1.92GB VMFSS 11/25/2014 4:36:28 PM  Enabled

Networking
18. Select Network File System.
19. Click Next.

20. Provide the SVM LIF address, path and datastore name for the predefined NFS datastore.

=) add Storage [_[O

Locate Network File System
Which shared Folder will be used as a waphere datastore?

= MaS — Propetties
Network File System
Ready to Complete

Server: |192.168.18I:I.152

Exarnples: nas, nas.it.com, 192.168.0.1 ar
FEE0:0:0:0: 2840 FF-FEQA4CAZ

Folder! |,|'app_a_datastare_1
Example: volsfvol0fdatastore-001

™ Mounk NFS read only

1 If adatastore already exists in the datacenter For this NES share and you intend
“  toconfigure the same datastore on new hosts, make sure that you enter the
same inpuk data (Server and Folder) that you used For the original datastore.
Differant input data would mean different datastores even if the underlying INFS
storage is the same.

— Datastare Mame

App-&-MF3-D3|

21. Click Next.

22. Verify information and click Finish.

Defining EPGs for additional Application Tiers (Optional)

In the previous section, an application profile 3-Tier-App was defined and an EPG Web was deployed. To
define EPGs for additional tiers of the application, complete the following steps:

1. Expand Application Profiles for Tenant App-A.
2. Right-click 3-Tier-App and select Create Application EPG.

3. Provide the name of the Application Tier EPG (App in this example).
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4. From the drop-down menu, select bd-Internal as the Bridge Domain.

5. Select Monitoring Policy as default.

6. Click + to add Associated Domain Profiles (VMs or bare metals) and select vCenter domain.
7. Change Deployment Immediacy and Resolution Immediacy to Immediate.

8. Click UPDATE.

CREATE APPLICATION EPG %

STEP 1> IDENTITY 1. IDENTITY

Specify the EPG Identity

Name: |App
Description:
Tags: v
QoS class:  Unspecified 7
Custom QoS: ( g
Bridge Domain: ' bd-Internal 27 @
Monitoring Policy:  default fd @
pic Gl s (e Y
bare metals):
Domain Profile Deployment Immediacy Resolution Immediacy
VMM Domain - AD1-VC Immediate Immediate

Statically Link with Leaves/Paths: [_|

[<prevous | s |
9. Click FINISH.
10. Expand the newly created EPG App and click Subnets.

11. Click the Action menu on the right and select Create EPG Subnet.
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Subnets

=P

SCOPE SUBNET CONTROL Cisate EPG Subnet

Delete

12. Enter 10.10.2.254/24 for the Default Gateway IP. This IP address is the gateway that all the App VMs

will use. (Please adjust this subnet according to your implementation).

13. Change scope to only Shared Subnet.

14. Click FINISH.

15. Repeat these steps for additional EPG (application tier) definitions.

Enabling Communication Between Application Tiers

If an application tier needs to communicate to another application tier, a contract needs to be provided by
one EPG and consumed by the other. In this example, previously defined App EPG will provide a contract
and Web EPG will consume the contract. The ports on which the two application tiers can be limited in the
contract subject but for this example, all communication will be allowed between the two tiers.

To enable communication between application tiers, complete the following steps:

1.
2.
3.

4.

ADD PROVIDED CONTRACT O

5.

6.

7.

Expand the Application Profile 3-Tier-App, Application EPGs and EPG App.
Click Contracts under the EPG App.
Click Action and select Add Provided Contract.

From the ADD PROVIDED CONTRACT dialog box, select Create Contract under Contract.

Select a contract

CDrItraCL -\'A:\'A'M'AVA J‘L\:'A:M'A'j‘-:\'M'A';h\':L\M'AVA'M'A\M'AVJ i -!-b
Qos: App-Alallow-NFES | 55
common/Common-kgmt
common/default

Create Cﬁtract =
SuBMIT
Enter Allow-App-Web as Name in the CREATE CONTRACT dialog box.

Click + next to Subjects to add a new contract subject.

In the CREATE CONTRACT SUBJECT dialog box, enter Allow-All as the Name.
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8. Click + under Filter Chain to add a new filter.

CREATE CONTRACT SUBJECT (i %]

Specify Identity Of Subject

Name: |AIIOw-AlI

Description: |optionsl
Reverse Filter Ports: [V]
Apply Both Directions:

Filter Chain

Name

L4-L7 SERVICE GRAPH

Service Graph:

PRIORITY

QoS: | ]

9. Drop down the menu under FILTERS and click +.

CREATE CONTRACT SUBJECT (i [ %

Specify ldentity Of Subject

Name: |Allow-NFS

Description: |optional
Reverse Filter Ports: [¥]
Apply Both Directions:

Filter Chain ¥

4. [X] FILTERS L4-L7 SERVICE GRAPH
Name Senvice Graph: | select an option i" |
PRICRITY -
QuS: | M
TENANT

= Tenant: common

© arp COMmMmon

L] |
(0 default common |
@ est common

| & Ly CEIET ‘ oK CANCEL

10. In the CREATE FILTER dialog box, enter Allow-All as the Name. In this example, we will allow all the
traffic for this contract.

11. Click + to add a filter.
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CREATE FILTER

Specify the Filter |dentity

Name: |AIbw—MI |
Description: |optional
s _
IP Protocol
12. Enter Allow-All as the name of the filter.
13. From drop-down menu, select IP as Ethertype.
CREATE FILTER
Specify the Filter Identity
Name: ‘AIIow—AII ‘
Description: |optonal |
e
Name EtherType ARP Flag IP Protocol ‘l:r‘:‘gvmmt — S Purt-:'DRanue menaﬁm Pc-::i S TCP Session Rules
Allow-All i3 gl unspecin ~ Unspecfied |~ [0 nspecif

UPDATE CANCEL |

14. Click Update.
15. Click SUBMIT to create the filter.

16. Click UPDATE to add the newly created filter to the filter chain.

CREATE CONTRACT SUBJIECT

Specify Identity Of Subject

Name: | Allow-Al |

Description: | aption
Reverse Filter Ports:
Apply Both Directions: [¥]

Filter Chain

4 [X] FILTERS L4-L7 SERVICE GRAPH
Mame

Service Graph: | select an option v

ke

[ App-a/Allow-l P
PRICRITY

LIPDATE CANCEL Gos: =

17. Click OK to finish creating the Contract Subject.

18. Click SUBMIT.
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19. Click SUBMIT again to finish adding a provided contract.
20. Expand EPG Web.
21. Click Contracts in the left menu.

22. Click ACTIONS on the right and select Add Consumed Contract.

23. In the ADD CONSUMED CONTRACT dialog box, from the drop-down menu select App-A/Allow-
App-Web contract.

ADD CONSUMED CONTRACT iJ%

Select a contract

Contract: | App-a/allow-App-Web |V @
QoS: Unspecified »

Ssug | owea

24. Click SUBMIT.

Deploying Virtual Machines

After going through several configuration steps above, application related VMs could be deployed using
vSphere client. VMware distributed switched managed using APIC will show port-groups for the Application
EPGs defined in previous steps. The Web-tier VMs will be deployed and connected to the port-group
labeled App-a|3-Tier-App-Web. VM related to other application tiers will be deployed in their respective
port-groups. The resulting VDS configuration for an ESXi host will look like Figure 5. As the name suggests,
App-A-Web is the web-VM while App-A-App is the application VM.
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Figure 5

§ App-A|3-Tier-Applipp

i)

VLAN ID: 1137
= Virtual Machines (1)

App-A-App

b O

® App-A|3-Tier-App|Extemal

VLAN ID: 1102
[ Virtual Machines (1)

§ App-A|3-Tier-Appjweb

VLANM ID: 1135
E1Wirtual Machines (1)
App-A-Wieb

O

|
| [

&][ [ & |

&

]
]

ESXi - VDS Deployment Example for Application VMs

= AD1-VC-DVUplinks382

[+ &4 uplink1 (1 NIC Adapter)
ﬂ uplink2 (1 NIC Adapter)
ﬁ uplink3 (ONIC Adapters)
ﬁ uplink4 (0NIC Adapters)
ﬁ uplinks (ONIC Adapters)
ﬁ uplinké (0NIC Adapters)
ﬁ uplink7 (ONIC Adapters)
ﬁ uplinkd (ONIC Adapters)
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Cisco ACI - Accessing Common Services

|
This section provides a detailed procedure for configuring access to common services such as AD, DNS and
in some cases vCenter etc. The leaf switches in the ACI fabric connect to an existing management switch
where common service servers or VMs are connected using a dedicated LAN segment (VLAN 3177 in this
case). This management segment is then mapped to an EPG in the common tenant using static VLAN
mappings. In ACI, any contracts defined and provided in the common tenant can be consumed in any all
other tenants and this makes common tenant an ideal candidate to host the common services management
EPGs.

Configuring ACI for Management Switch

To configure vPC for management switch, complete the following steps:

1. From the main menu, click FABRIC and select Access Policies.

2. Right-click Interface Policies and select Configure interface, PC and vPC.

e SYSTEM TENANTS FABRIC
CISCO

POLICIES | ACCESS POLI

Interface Policies

il Quick Start
I v Poices Rl unkeveL poucies [RSTTRSINEES
o

+| - Module Pdlcles

Configure Interface, PC, and VPC — NAME AUTO NE
Ex Il Policy Groups

E- Profiles default on

3. Inthe dialog box, click + under the CONFIGURED SWITCH INTERFACES.

4. Drop down the menu next to Switches and select both leaves.

CONFIGURED SWITCH INTERFACES Select Switches To Configure Interfaces: @ Quick () Advanced
% Switches: 1u1 102

SWITCH INTERFACE Switch Profile Name:
PROFILE SWITCHES SELECTOR INTERFACES TYPE = NAME

v 101 AD1-9396-1

v 102 A01-9396-2  leaf ‘

=
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5.

10.

11.

12.

13.

14.

15.

Enter <sp-OOB-Mgmt> as Switch Profile Name. OOB-Mgmt is the host name for management
switch.

Click the + sign to add interfaces.
Select vPC radio button to configure vPC.

Enter 1/21 under Interfaces. This is the port on both switches where existing management switch is
connected.

Enter <ifs- OOB-Mgmt> as Interface Selector Name.

Drop down vPC Policy Group and click Create vPC Interface Policy Group. A new dialog box will ap-
pear.

Enter <pg- OOB-Mgmt> as the name of the vPC INTERFACE POLICY GROUP in the dialog box.
From the drop-down menu Link Level Policy, select Create Link Level Policy.

In the CREATE LINK LEVEL POLICY, enter 1_GE as the Name.

Select 1 Gbps as the Speed.

Click SUBMIT.

CREATE LINK LEVEL POLICY [ ] %]

Specify the Physical Interface Policy Identity

Link debounce interval (msec): 100

Name: | 1GE
Description: al [k
Auto Negotiation: =) off @ on
Speed: () 40 Gbps
@ 1 Gbps
() 10 Gbps
() 100 Mbps

<>

SUBMIT CANCEL
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16. Select CDP_Enabled as CDP Policy.
17. Select LLDP_Disabled as LLDP Policy.
18. Select default as STP Interface Policy.
19. Select LACP_ACTIVE as LACP Policy.
20. Select default as Monitoring Policy.

21. Drop down Attached Entity Profile and click Create Attachable Access Entity Profile. A new dialog
box will appear.

22. Enter <aep-O0OB-Mgmt> as the Name.

23. Click + to add Domain.

Domains (VMM, Physical or
External) To Be Associated To
Interfaces; Domain Profile

24. In the added domain, drop-down the menu and select Create Layer 2 Domain.

External) To Be Associated To ==

Interfaces: Domain Profile e
I r type to pre-provisio |v|
pd-A01-6248 —
pd-A02-NAPP

phys

Create Physical Domain ‘

Create Layer@umaln

Create Layer 3 Domain

25. In the Create Layer 2 Domain dialog box, enter <L2-O0OB-Mgmt> as Name.

26. Drop down VLAN Pool menu and select Create VLAN Pool.
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CREATE LAYER 2 DOMAIN (i ] %]

Specify the Layer 2 Domain

Name: | L2-00B-Mgmt ‘

VLAN Pool: |select an optio ‘3\
vp-AD1-6248 ’
vp-AD1-NAPP
Vvp-AD1-VC

Create VLA{bbPool

SUBMIT CANCEL

27. In the Create VLAN Pool dialog box, enter <vp-OOB-Mgmt> as Name.
28. Select Allocation Mode Static Allocation.
29. Click + next to Encap Block.

30. In the CREATE RANGES dialog box, enter the two iSCSI VLANs and the NFS VLAN.

& Note: In the screenshot below, 3177 is the management VLAN utilized for common services segment.

CREATE RANGES x'

Specify the Encap Block Range

Type: VLAN
Range: |3177 |- [3177
From To

cance
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31. Click OK.

CREATE VLAN POOL O3

Specify the Pool identity
Name: ‘vp-OOB—Mgmt |

Description: | optional

Allocation Mode: (©) Dynamic Allocation
@ Static Allocation

-
| VLAN Range

32. Click SUBMIT to finish VLAN pool creation.

33. Click SUBMIT to finish Layer 2 Domain creation.
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CREATE LAYER 2 DOMAIN (i %

Specify the Layer 2 Domain
Name: !AQOOB-Mgmt ‘

VLAN Pool: vp-OOB-Mgmt v @

SUBMIT CANCEL

34. Click UPDATE to finish adding Layer 2 domain to AEP.

CREATE ATTACHABLE ACCESS ENTITY PROFILE (i ] x|

Specify the name, domains and infrastructure encaps
Name: |aep-OOB-Mgmt ‘

Description: | optional
T

Enable Infrastructure VLAN:

Domains (VMM, Physical or BEE
External) To Be Associated To
Interfaces: Domain Profile

35. Click SUBMIT to finish adding AEP.

36. Click SUBMIT to finish creating vPC Interface Policy Group.
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Specify the Policy Group identity

Name: |pg-OOB-M_qmt |
Description: [optional ‘

Link Level Policy: |1_GE v @

CDP Policy: | CDP_Enable il

LLDP Policy: | LLDP_Disabled | P

STP Interface Policy: | default |+ | ]

LACP Policy: | LACP Active v 3

Monitoring Policy: _default i% v | @

Name LACP Member Policy

Attached Entity Profike: | aep-00B-Mgmt bl

SUBMIT CANCEL

37. On the Configure Interface, PC, vPC screen, click SAVE.

Select Switches To Configure Interfaces: @ Quick () Advanced

Switches: | 101-102 I

Switch Profile Name: |bOB-Mgmt |

Interface Type: () Individual () PC @ VPC

Interfaces: | 1/21 | color: [l

Select interfaces by typing, e.g. 1/17-18 or use the
mouse 1o click on the switch image below.

Interface Selector Name: | ifs-O0B-Mgmt | VPC Policy Group: | pg-O0B-Mgrnt v @

.,H‘-JAVE CANCEL

ol ol ol ol ol ol | ol ol ol ol ol ol | ol ol ol ol ol ol | ol ol ol ol ol ol o ol ol ol ol
L & b L 4L AL b 4 4 & B AL 4 1L 3 L a4 L B b L L AL L 310 3 B
Switch ( ™ Access Port W Fabric Port ). Only the access ports can be selected.

38. Click SAVE.

39. Click SUBMIT to finish the vPC creation.
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Configuring the Management Switch

The management switch configuration is covered below. Management switch connects to both Leaf
switches using port Gig0/37 and Gig 0/38. These ports form a LACP port-channel Po1.

interface Port-channell
description *** To ACI Fabric for Common Segment Connectivity ***
switchport trunk encapsulation dotlqg
switchport trunk allowed vlan 3177
switchport mode trunk
end
!
interface GigabitEthernet0/37
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 3177
switchport mode trunk
channel-group 1 mode active
end
!
interface GigabitEthernet0/38
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 3177
switchport mode trunk
channel-group 1 mode active
end
!
MGMTSW# show etherchannel summary
Flags: D - down P - in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator
u - unsuitable for bundling

w - waiting to be aggregated
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d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— e i e e
1 Pol (SU) LACP Gi0/37 (P) Gi0/38 (P)

Configuring Common Tenant

An EPG and a contract is configured in the common tenant. This Contract will be consumed in the all the
application tenants, which require access to common services.

Common Management - Application Profile Creation
1. Select Tenant and common tenant from the top menu.
2. Expand Tenant common in the left menu bar.
3. Right-click Application Profile and click Create Application Profile.
4. In the CREATE APPLICATION PROFILE dialog box, enter Management for the Name.
5. From the drop-down menu, select default for Monitoring Policy.

6. Click + next to EPG to add an EPG.
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CREATE APPLICATION PROFILE

Specify Tenant Application Profile

Name: Management |

Description: [optional

Tags: w
enter tags separated by comma '

Monitoring Policy: | defaul] |:r | &

EPGs Contracts

Create EPGs on the left table to add contracts
Mame Description

7. Inthe CREATE APPLICATION EPG dialog box, enter Mgmt_Access for the Name.
8. From the drop-down menu, select Create Bridge Domain as the Bridge Domain.
9. In the CREATE BRIDGE DOMAIN dialog box, use bd-Internal as the Name of the bridge domain.

10. From the drop-down menu next to Network, select Create Private Network.

CREATE BRIDGE DOMAIN

Specify Bridge Domain for the Network

Name: _bd-IntemaI
Description:

Network: ] ] : ”! v

Forwarding: default

Config BD MAC Address: ' Create Private lmtwork
IGMP Snoop Policy: € ‘ v

11. In the CREATE PRIVATE NETWORK dialog box, enter Common-Mgmt for the Name.
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CREATE PRIVATE NETWORK O3

Specify Tenant Network

Name: | Common-Mgmt

Policy enforcement: @ Enforced

() Unenforced
Description: | opliona
BGP Timers: | select or type to pre-provision v
OSPF Timers: | select or type to pre WSIon e
Monitoring Policy: | select or type to p ovision v

12. Click SUBMIT.
13. Drop down the menu next to Forwarding and select Custom.
14. Check the boxes to enable Flooding and Unicast Routing.

15. Select default for IGMP Snoop Policy.
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|CREATE BRIDGE DOMAIN

Specify Bridge Domain for the Network

Network: Common-Mamt v @

Farwarding: | Custom v
L2 Unknown Unicast: @ Flood (") Hardware Proxy
Unknown Multicast Flooding: @ Flood () Optimized Flood

ARP Flooding: [¥] Enabled
Unicast Routing: [¥] Enabled
Config BD MAC Address: [
IGMP Snoop Policy: |defaulf @
Associated L3 Outs: [&]

16. Click SUBMIT to finish bridge domain creation.

17. Back in the CREATE APPLICATION EPG dialog box, select the newly created bridge domain.

STEP 1 > IDENTITY

Specify the EPG Identity

Name:  Mgmt_Access

Description:
Tags: v
nter tags separated by comy
QoS class: Unspecified v
Custom QoS: - ‘ N
Bridge Domain: | bd-Intemal P (15
Monitoring Policy: bd-lnlen@

default
Ascnriated Namain Prafiles (WM< ar I

18. From the drop-down menu, select default for Monitoring Policy.

19. Click OK to finish EPG creation.
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20. Click SUBMIT to finish creating Application Profile.
21. Expand the newly created Management Application profile from the menu bar on the left.
22. Expand Management, expand Application EPGs and expand EPG Mgmt_Access.

23. Click Static Bindings (Paths).

Tenant common E

I Quick Start
=.‘Ii. Tenant comman
B B ~pplication Profiles
=.ﬁ. Management
B Application EPGs
=® EPG Maomt_Access

Il Contracts
I Static Eiﬂ]qr!ngs {Paths)

24. Click Action on the right hand work area.

25. Click Deploy Static EPG on PC, vPC, or Interface.

i

m Deploy Static EPG on 55 VPC. or Interface
ﬂ Delete

26. In the DEPLOY STATIC EPG ON PC, vPC OR INTERFACE dialog box, select Virtual Port Channel as
the Path Type.

27. From the drop-down menu Path, select OUT OF BAND management switch VPC.
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DEPLOY STATIC EPG ON PC, VPC, OR | @E]3.

Select PC, VPC, or Interface
Path Type: ') Port
() Direct Port Channel
@) Virtual Port Channel

ENCaD:| £01-6248-1]

Déployment Immediacy: }:gﬁlggzlggtlﬂ /protpaths-101-102/pathep-[pg-
topology/pod-1/protpaths-101-102/pathep-[pg-
A02-NAPP-1]
topology/pod-1/protpaths-101-102/pathep-[pg-
A02-NAPP-2]

topology/pod-1i/protpaths-101-102/pathep-[pg-
QOB-Mgmt]

Mode:

sSUBMIT CANCEL

28. Enter vlan-< common_mgmt_segment> for Encap (VLAN 3177 is the common management seg-
ment VLAN in the screen capture below).

29. Change Deployment Immediacy to Immediate.
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DEPLOY STATIC EPG ON PC, VPC, OR | @S

Select PC, VPC, or Interface
Path Type: () Port
(") Direct Port Channel
@) Virtual Port Channel

Path: | topoloay/pod-1/protpaths-101-102/pathep-[pg | (3
Encap: |v|an—31??

For esampée, vian-1
Deployment Immediacy: @ Immediate
() On Demand

Mode: @ Tagged
(2 Untagged
0 802.1P Tag

SUEEAIT CANCEL

30. Click SUBMIT.
31. On the left hand menu bar, click on Subnet.

32. From the right ACTIONS menu, select Create EPG Subnet.

FABRIC VM NETWORKING  L4-L7 SERVICES ADMIN

IO Subnets

Tl SCOPE T — Create EPG Subnet
Dekete

M Static Bind
[ Static EndPoint
W Subnets

33. In the CREATE EPG SUBNET dialog box, enter 192.168.3.253/24 for the Default Gateway IP. The
Mask filed should be auto populated with 255.255.255.0.

34. From the scope, select only Shared Subnet.
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CREATE EPG SUBNET

Specify the Subnet Identity

Default Gateway 1IP: 192.168.3.253/24 ‘ 255.255.255.0
Address Mask
Scope: [V] Shared Subnet
I Public Subnet

[] Private Subnet

Description: , 0O

Subnet Control: [] Querier IP
L3 Out for Route Profile: /pe Lo | y v

Route Profile: v

35. Click SUBMIT.
36. Click Contracts under the EPG Mgmt_Access.

37. Click Action and select Add Provided Contract.

FABRIC VM NETWORKING  L4-L7 SERVICES ADMIN

LS Contracts i

|
= TENANT NAME CONTRACT NAME CONTRACT TYPE PROVIDED /CONSUMED  QOS CLASS STATE Add Conslimed Cootrect
Add Consumed Contract Interface
Add Taboo Contract
15) Add Praﬂ@ Contract
B Static Bindings (Leaves) ﬂ Delete

38. From the ADD PROVIDED CONTRACT dialog box, select Create Contract under Contract.

ADD PROVIDED CONTRACT (i ]%

Select a contract

Contract: |_-_--:I—.~.t ar type to pre-provision I#iﬁ

. common/default =

Qs | il
‘Create Contypet

SUBMIT CANCEL

39. Enter Common-Mgmt as Name in the CREATE CONTRACT dialog box.

40. Change the Scope to global from the drop-down menu.
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41. Click + next to Subjects to add a new contract subject.
42. In the CREATE CONTRACT SUBJECT dialog box, enter Allow-All as the Name.

43, Click + under Filter Chain to add a new filter.

CREATE CONTRACT SUBJECT OE3

Specify ldentity Of Subject

Name: |AIIOw-All

Description: |option|
Reverse Filter Ports: [V]
Apply Both Directions:

Filter Chain
FEELECE oo
Name: ‘ Service Graph:
PRIORITY -
5 ]
o]

44. Drop down the menu under FILTERS and click +.

45. In the CREATE FILTER dialog box, enter Allow-All as the Name. In this example, we will allow all the
traffic for this contract.

46. Click + to add a filter.

CREATE FILTER

Specify the Filter |dentity
Name: |AIbw—All |

optional

Description:

Entries:

Name EtherType ARP Flag 1P Protocal

47. Enter Allow-All as the name of the filter.

48. From drop-down menu, select IP as Ethertype.
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CREATE FILTER (i ] %]

Specify the Filter Identity

Name: ‘Allow—AlI ‘
Description: |optional |
oo
Nam EtherTy ARP Flag IP Protocol Al Soue Port/Rarde Inati ot Range TCP Session Rules
e ion Rul
b - Fragment From To From To
Allow-All 1P i) umspeii - Unspecified v B jnspecified v ||Unspecified +.| Unspeciied |+ Unspedfied v | uUnspecified v
UPDATE CANCEL |

49. Click Update.
50. Click SUBMIT to create the filter.

51. Click UPDATE to add the newly created filter to the filter chain.

@
3

CREATE CONTRACT SUBJECT

Specify |dentity Of Subject

Name: | Allow-All

Description: | optional
Reverse Filter Parts:
Apply Both Directions:

Filter Chain
+ [X| FILTERS L4-LT SERVICE GRAPH
Name Service Graph: | select an optio v
comman/Allow-All
PRIORITY
Qo5: o
R

e

52. Click OK to finish creating the Contract Subject.
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CREATE CONTRACT OL:

Specify ldentity Of Contract

Mame: | Common-Mgmt

Scope: | global v
QoS Class: | Unspecified v
Description: | opti

Mame Description
Allow-All

sy |
53. Click SUBMIT.
54. Click SUBMIT again to finish adding a provided contract.

55. To validate access to the EPG gateway just added, ping 192.168.3.253 from a common services VM.
The VM should be able to ping the address.

Consuming the Common Contract in Application EPGs

1. Select Tenant and App-A tenant from the top menu.

2. Expand Tenant App-A in the left menu bar.

3. Expand the Application Profiles, 3-Tier-App, Application EPGs and EPG Web.
4. Click Contracts.

5. Click ACTIONS and select Add Consumed Contract.

r—— Contracts i
[ Quick Start
23 Tenant App-A
[ i Application Profiles

& 3-Teapp =
I Application EPGs

E® erc web No tems have been found.
'-m Select Actions to create a new item

I
< TENANT NAME CONTRACT NAME CONTRACT TYPE PROVIDED / CONSUMED ~ QOSCLASS STATE Add Consumed Contract

Add Consumed Contract Interface
Add Taboo Contract

1 Static Bindings (Paths) Add Provided Contract
[ Static Bindings {Leaves)

BEEE

Delete
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6. Inthe ADD CONSUMED CONTRACT dialog box, from the drop-down menu select Com-
mon/Common-Mgmt contract.

ADD CONSUMED CONTRACT OL:

Select a contract

Contract: [ =-{INON
QoS: common/Common-Mgmt =
common/defauit

Create Contract

7. Click SUBMIT.

8. To validate the contract definition, click on Application EPGs under Application Profile NFS in the left

menu bar.
Application EPGs

n
I Quick Start
= Ak Tenant App-A

= ~pplication Profiles E

=& s -Tieapp
o M ~pplication EPGs
B ® ercweb .
I Contracts —
I static Bindings (Paths) ﬁl : < —
I Static Bindings (Leaves)
I Static EndPoint
B Subnets el

I Domains (VMs and Bare-Metals)

Gomman-hamt
Il Management IP Address Pools

9. Repeat above steps for all the application tiers that need access to the common services.

10. For a Web VM with shown Network Parameters, communication to the 192.168.3.0 subnet should be
established and ping should work from 10.1.1.1 to 192.168.3.11.



Cisco ACI - Accessing Common Services

Internet Protocol Version 4 (TCP/IPv4) Properties 21x|
]
You can get IP settings assigned automatically if your network supports
this capablity, Otherwse, you nead to ask your network adminstrator
for the appropriate IP settngs.
" Obtain an IP address automatically
(% Use the folowing IP address: -
1P address: 0,10 .1 .1
Subnet mask: | 255 .255.255. 0
Default gateway: 10 .10 . 1 .254
€ Orkain 05 server address ausarnosvally
—1% Lse the folowing DINS server address=s:
Preferred DNS server: 192.168. 3 . 11
Alternate DNS server: | 5 . -
™ Valdate settings upon exit TR IR

‘ﬁ Note: Make sure the common services VMs either use 192.168.3.253 as their default gateway or have a
persistent route added for the 10.10.1.0/24 subnet with the gateway set as 192.168.3.253.
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Cisco ACI - Accessing SVM Management Interface from Application
Virtual Machines (Optional)

When configuring NetApp SnapManager and SnapDrive, access to SVM management LIF is required. This
configuration can be enabled on a per tenant (per application) basis. A new application profile called SVM-
Access is defined under the application tenant (App-A) and an EPG (svm-mgmt) is statically mapped to SVM
management LIF VLAN. Access to the sym-mgmt from various application tiers (EPGs) is then enabled using
contracts. The contracts are provided by the EPG svm-mgmt and consumed but the application EPGs such
as Web and App as defined in the previous sections.

SVM-Access - Application Profile Creation

In this section, a bridge domain will be created and an Application Profile to setup SVM management
interface connectivity between the application VMs the SVM management LIF. Since all the LIFs sharing the
same uplink port-channel share the same MAC address, a unique bridge domain is required for SVM access.

To create a bridge domain, complete the following steps:

1.

2.

Select Tenant and App-A tenant from the top menu.

Expand Tenant App-A in the left menu bar.

Expand Networking, right click Bridge Domains and select Create Bridge Domain.

Use bd-svm-mgmt as Name of the bridge domain.

Select App-A from the drop-down menu as the Network.

Select Custom from the drop-down menu for Forwarding and enable Flood and ARP Flooding.

Select default as the IGMP Snoop Policy.
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CREATE BRIDGE DOMAIN

Specify Bridge Domain for the Network

Name: | bd-svm-mgmt B]

Description: | optional

MNetwork: | select or type to pre-provision [E]|>

Forwarding: | Custom 2|+
L2 Unknown Unicast: Flood i©) Hardware Proxy
Unknown Multicast Flooding: Flood () Optimized Flood

ARP Flooding: [¥] Enabled
Unicast Routing: Enabled
Config BD MAC Address: [

IGMP Snoop Policy: | default @~
Associated L3 Outs: SEH
L3 Out
L3 Qut for Route Profile: | select or type to pre-provision [E]|>
Route Profile: | select value [2] |
Monitoring Policy: | select or type to pre-provision [E]|>

subnets: [N R ——
8. Click SUBMIT.

9. In the menu on the left, right click Application Profile and click Create Application Profile.
10. In the CREATE APPLICATION PROFILE dialog box, enter SVM-Access as the Name.
11. From the drop-down menu, select default for Monitoring Policy.

12. Click + next to EPG to add an EPG.
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CREATE APPLICATION PROFILE

Specify Tenant Application Profile

Name: | SVM-Access |

Description: | 0pliona
Tags: ~
enter tags separaled by comma -
Monitoring Policy: |default bf @
EPGs Contracts

Create EPGs on the left table to add contracts

Mame Description

13. In the CREATE APPLICATION EPG dialog box, enter sym-mgmt as the Name.
14. From the drop-down menu, select bd-svm-mgmt as the Bridge Domain.

15. From the drop-down menu, select default for Monitoring Policy.
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CREATE APPLICATION EPG i/%

STEP 1 > IDENTITY 1. IDENTITY
Specify the EPG Identity
Name: svm-mgmt
Description:
Tags: v
r eparated by r
QoS class: Unspecified ¥
Custom QoS: t | j v
Bridge Domain: bd~5vm‘mgmt N @
Monitoring Policy: | default ;: &
bare metals): —
Domain Profile Deployment Immediacy Resolution Immediacy
Statically Link with Leaves/Paths: [

ENGUEN ok cance

16. Click OK.

17. Click SUBMIT to finish creating Application Profile.

Modifying Physical Domain

A Physical domain associated with NetApp storage needs to be modified and the SVM Management LIF
VLAN associated with App-A SVM needs to be added to the physical domain. To modify the physical
domain, complete the following steps:

1. Select Fabric and Access Policies from the top menu.
2. Expand Pools and then VLAN.

3. Click the pool name associated with NetApp controllers (vp-A01-NetApp in this example) and click +
to add another Encap Block.
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4. Enter <<var_svm_mgmt_vlan_tenant>> {a range of 3181 to 3181 in this document) for SVM Man-
agement LIF VLAN.
5. Click SUBMIT.

EPG and Contract Configuration

To configure EPG and the contract, complete the following steps:

1. Select Tenant and then App-A from the top menu.
2. Expand the newly created SVM-Access Application profile from the menu bar on the left.
3. Expand SVM-Access, expand Application EPGs and expand EPG svm-mgmt.

4. Click Static Bindings (Paths).

- Static Bindings (Paths)
[ Static Bindings (Leaves)
i Ststic EndPoint

Bl Management 1P Address Pools
B L4-L7 Service Parameters
Bl L$-L7 Service Parametsrs
— NS
E& W 2oplication EPGs
B L4-L7 Service Parameters
=& SVM-Access
B I Aoplication EPGs
=® EPG svim-mgmt
Bl Contracts
B sshic B;qm]nqs (Paths)

5. Click Action on the right hand work area.

6. Click Deploy Static EPG on PC, vPC, or Interface.



Cisco ACI - Accessing SVM Management Interface from Application Virtual Machines (Optional)

e

m Deploy Static EPG on 55 VPC. or Interface
m Delete

7. Inthe DEPLOY STATIC EPG ON PC, vPC OR INTERFACE dialog box, select Virtual Port Channel as
the Path Type.

8. From the drop-down menu Path, select NetApp Controller 1.

DEPLOY STATIC EPG ON PC, VPC, OR | @EG

Select PC, VPC, or Interface
Path Type: () Port
() Direct Port Channel

@) Virtual Port Channel
Path:l slect an option. S . ] _}‘Vf‘w
Encap: topology/pod-1/protpaths-101-102/pathep-[pg-
" AD1-6248-1]

Deployment Immediacy: g‘)g:)ggzg)'Z?J/protpaths-101-102/palhep-[Dg.

topology/pod-1/protpaths-101-102/pathep-[pg-
Mode: A02-NAPP-1]

topology/pod-1/protpaths-101-102/pathep-[pg-
A02-NAPP-2]
O BUZ. 1P Tag

SUBMIT CANCEL

9. Enter vlan-< var_svm_mgmt_vlan_tenant > for Encap (VLAN 3181 is the Mgmt VLAN on NetApp
Controller in the screen capture below).

10. Change Deployment Immediacy to Immediate.
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DEPLOY STATIC EPG ON PC, VPC, OR 1 @JL

Select PC, VPC, or Interface
Path Type: () Port
() Direct Port Channel

@ virtual Port Channel

Path: | topology/pod-1/protpaths-101-102/pathep-{pc ¥ | (P
Encap: | vian-3181 |

For example, vian-1

Deployment Immediacy: @ Immediate
7y On Demand
Mode: @ Tagged

(0 Untagged
(@ 802.1P Tag

EIIBM]T CANCEL

11. Click Submit.
12. Repeat these steps for mapping NetApp Controller 2 path.
13. Click Subnet under the EPG svm-mgmt.

14. Click Contracts under the EPG svm-mgmt.

B & svaccess
B B Application EPGs
=® EPG svm-mgmt
B Contracts
@l Static Bindings (Paths)
i Static Bindings (Leaves)
B Stetic EndPaint
W Subnets
Bl Domazins (VMs and Sare-Metals)
B Management 1P Address Pools

il L4-L7 Service Parameters

15. Click the Action menu on the right and select Create EPG Subnet.
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[

Subnets

Create EPG Subnet
Delete

=1 SCOPE SUBNET CONTROL

No items have been found.
Select Actions to create a new item.

16. Enter 192.168.181.254/24 for the Default Gateway IP. This IP address is the gateway that SVM man-
agement LIF will use.

17. Change scope to only Private Subnet.

CREATE EPG SUBNET (i)

Specify the Subnet Identity
Default Gateway IP; | 192.168.181.254/24 | |255.255.255.0

Address Mask

Scope: [ Shared Subnet
[[] Public Subret
Private Subnet

Description: | opbiona

Subnet Control: [7] Querier 1P
L3 Qut for Route Profile: | s=|= type 1o pre-provisi 0%

Route Profile: | sslect valu b

SL\'HMIT CANCEL

18. Click SUBMIT.
19. Click Action and select Add Provided Contract.

20. From the ADD PROVIDED CONTRACT dialog box, select Create Contract under Contract.

ADD PROVIDED CONTRACT O

Select a contract

Contract: by

Qos: Flpp-NAllow App “Web
App-Afallow-NFS
common/Common-hMgmit
common/default

~Create Gon%l -

21. Enter Allow-SVM-Access as Name in the CREATE CONTRACT dialog box.
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22. Click + next to Subjects to add a new contract subject.

23. In the CREATE CONTRACT SUBJECT dialog box, enter Allow-All as the Name.

24. Click + under Filter Chain to add a new filter.

CREATE CONTRACT SUBJECT

Specify ldentity Of Subject

Name: |AIIOw-All

Description: |-\; tional
Reverse Filter Ports: [V]
Apply Both Directions:

OL3

Filter Chain
FEELECE oo
Name: ‘ Service Graph:
PRIORITY -
5 ]

25. Drop down the menu under FILTERS and select Allow-All filter under Tenant App-A.

NAME TEMANT

= Tenant: App-A

(0 Allow-all App-A

= Tenant: common

i Allow-all comman
i amp Comman
() default common
) est COmmon
0 icmp comman

26. Click UPDATE to add the newly created filter to the filter chain.

27. Click OK to finish creating the Contract Subject.

28. Click SUBMIT.
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29. Click SUBMIT to finish adding a provided contract.
Consuming the SVM Management Contract in an Application Tier (Web)
1. Expand Application Profile 3-Tier-App.
2. Expand Application EPGs.
3. Expand EPG Web.
4. Click Contracts in the left menu.
5. Click ACTIONS on the right and select Add Consumed Contract.

6. Inthe ADD CONSUMED CONTRACT dialog box, from the drop-down menu select App-A/Allow-
SVM-Access contract {(defined previously).

7. Click SUBMIT.
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Cisco ACI - Connecting to Existing Infrastructure

This section provides a detailed procedure for a tenant (App-A) to existing Nexus 7000 core routers using
sub-interfaces and VRF aware OSPF. Following are some of the highlights of this connectivity:

A new bridge domain and associated private network is configured in ACI for external connectivity

The Web VM is configured with two interfaces - one to connect to an EPG attached to inside bridge
domain (bd-internal) and another to connect to an EPG on the external bridge domain (bd-external)*

e Each of the two Nexus 7000s is connected to each of Nexus 9000 leaf

e Sub-interfaces are configured and used for external connectivity

¢ Nexus 9000 is configured to run per-VRF OSPF - Nexus 7000 does not use VRFs

e Nexus 7000 is configured to originate and send a default route to Nexus 9000 leaves

Figure 6 shows the VLANs and networks used for this connectivity.

# Note: When using service graphs (load balancer), the Web-VM does not need two separate interfaces.

Figure 6 ACI - Layer-3 Connectivity Details

App-A Public Network (VRF App-A-Ext)

192.168.253.101/30  192.168.253.109/30 192.168.253.105/30  192.168.253.113/30

Nexus 7000 - 1
Nexus 7000 - 2
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Configuring the Nexus 7000 for ACI Connectivity (Sample)

Nexus 7000-1

feature ospf
|
router ospf 10
router-id 192.168.254.3

area 0.0.0.10 nssa no-summary default-information-originate no-redistribution

interface V1anl00
no shutdown
mtu 9216
no ip redirects
ip address 192.168.253.253/30
no ipvé redirects
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0
!
interface Ethernet4/21.201
encapsulation dotlg 201
ip address 192.168.253.102/30
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.10
no shutdown
!
interface Ethernet4/22.202
encapsulation dotlqg 202
ip address 192.168.253.106/30
ip ospf cost 5
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.10

no shutdown
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Nexus 7000-2
feature ospf
|
router ospf 10
router-id 192.168.254.4

area 0.0.0.10 nssa no-summary default-information-originate no-redistribution

interface V1anl00
no shutdown
mtu 9216
no ip redirects
ip address 192.168.253.254/30
no ipvé redirects
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0
|
interface Ethernet4/21.203
encapsulation dotlg 203
ip address 192.168.253.110/30
ip ospf cost 20
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.10
no shutdown
!
interface Ethernet4/22.204
encapsulation dotlqg 204
ip address 192.168.253.114/30
ip ospf cost 30
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.10

no shutdown
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Configuring ACI for External Routed Domain

1. Select Tenant and App-A tenant from the top menu.

2. Expand Tenant App-A in the left menu bar.

3. Expand Networking, right click Bridge Domains and select Create Bridge Domain.
4. Use bd-external as Name of the bridge domain.

5. From the drop-down menu next to Network, select Create Private Network.

6. Inthe CREATE PRIVATE NETWORK dialog box, enter App-A-Ext for the Name.

CREATE PRIVATE NETWORK O3

Specify Tenant Network
Mame: | App-A-Ext

Policy enforcement: (@) Enforced

) Unenforced
Description:
BGP Timers: |sa ~
OSPF Timers: et ! ! ' W
Menitoring Pelicy: | select or type Lo avis w

suemIT CANCEL

7. Click SUBMIT.

8. Select default as the IGMP Snoop Policy.

9. Click + next to Subnets to add a subnet.

10. Provide the gateway address of the subnet which will communicate to the external world.

11. Set Scope as Public.
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CREATE SUBNET iJx

Specify the Subnet Identity
Gateway IP: |10.10.10.254/24 | |255.255.255.0

Address Mask

Scope: [] Shared Subnet
[¥] Public Subnet
[T Private Subnet

Description:

Subnet Control: [Z] Querier TP

L3 Out for Route Profile: |select or lype In pre-provision e
Route Profile: |select value b
OK CANCEL
12. Click OK.

13. Click SUBMIT.

14. Expand the Application Profile 3-Tier-App on the left and right click on Application EPGs and click
Create Application EPG.

Tenant App-A B
Bl Quick Start -
=..Iln Tenant App-&

B W 2oplication Profiles
=& 3-Tier-App
= Ao I:
@ £p Ereat%}ﬁ]uplltahnn EPG
ER(® EPG web

B L3-L7 Service Parameters

15. In the CREATE APPLICATION EPG dialog box, enter External as the Name.
16. From the drop-down menu, select bd-External as the Bridge Domain.

17. From the drop-down menu, select default for Monitoring Policy.

18. Click OK.

19. Click + next to Associated Domain Profiles (VMs or Bare metals).
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20. From the drop-down menu, select the VMM domain previously defined.
21. Select Immediate for Deployment Immediacy.

22. Select Immediate for Resolution Immediacy.

CREATE APPLICATION EPG Ok

STEP 1 > IDENTITY 1. IDENTITY

Specify the EPG Identity

Name: [ External

Description:
Tags: v
enter Lags separated by comma
QoS class: Unspecified N
Custom QoS: | select or type ! WOV et
Bridge Domain: | bd-External N/ @
Monitoring Policy: ! y 5 N
Associated Domain Profiles (VMs or IETIFT
bare metals):
Domain Profile Deploymeant Immediacy = Resolution Immediacy
VMM Domain - Al1-VC Immediate Immadiate

Statically Link with Leaves/Paths: [

< PREVIOUS FINISH

23. Click FINISH.

24. On the left menu, expand the EPG External and click Contracts.
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Contracts

B Quick Start -
=.I'|‘- Tenant App-A :
B B ~pplication Profiles {} i
=.ﬁ 3-Tier-App
I opication E9Gs
() EPG App

= @ EPG Extemna

= Cun'ux%

25. Click Action and select Add Provided Contract.

26. From the ADD PROVIDED CONTRACT dialog box, select Create Contract under Contract.

ADD PROVIDED CONTRACT OL:

Select a contract

Contract: ~ iy

Qos: ﬁpp—NAllow App Wel:l
App-AlAllow-NFS
common/Common-hMgmt
common/default

~Create Conl@:l F

27. Enter Allow-External as Name in the CREATE CONTRACT dialog box.

28. Change the Scope to Tenant.
29. Click + next to Subjects to add a new contract subject.
30. In the CREATE CONTRACT SUBJECT dialog box, enter Allow-All as the Name.

31. Click + under Filter Chain to add a new filter.
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CREATE CONTRACT SUBJECT (i %]

Specify ldentity Of Subject

Name: |AIIOw-All

Description: |optional
Reverse Filter Ports: [V]
Apply Both Directions:

Filter Chain
FEEEC oo
. Senvice Graph:
PRIORITY e
QoS: | |v|

[ o |
32. Drop down the menu under FILTERS and select Allow-All filter under Tenant App-A.
NAME TEMANT

= Tenant: App-A

(0 Allow-all App-A

= Tenant: common

i Allow-all comman
) amp commaon
() default common
) est CommEon
0 icmp comman

33. Click UPDATE to add the newly created filter to the filter chain.
34. Click OK to finish creating the Contract Subject.

35. Click SUBMIT.

36. Click SUBMIT again to finish adding a provided contract.

Adding External Routed Domain

1. Select Tenants and App-A from the top menu.
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2. Expand Tenant App-A in the left menu.

3. Expand Networking and External Routed Networks.

4. Right-clickExternal Routed Networks and select Create Routed Outside.

I Quick Start
=4|& Tenant App-A

- Application Profiles

= B Networking
BH B Bidge Domains
B B Private Networks
- External Bridged Networks
B B Extamal R

Tenant App-A B

!
B Action ,} Creat@outed Outside |

5. Inthe CREATE ROUTED OUTSIDE dialog box, enter App-A-L3-0Out as the Name.

6. Click the check mark next to OSPF.

7. Enter 0.0.0.10 as the OSPF Area ID.

8. Select App-A-Ext from the drop-down menu as the Private Network.

9. Click + next to NODES AND INTERFACES PROTOCOL PROFILES.

CREATE ROUTED OUTSIDE

(i %

Tags:
enter tags separated by comma

Private Network: | App-A-Ext

v @

External Routed Domain:  select an option

Name Description

x|

NODES AND INTERFACES PROTOCOL PROFILES

DSCP

STEP 1 > IDENTITY 1. IDENTITY 2. EXTERNAL EPG NETWORKS
Define the Routed Outside
Name: | App-A-L3-Out | [eep OSPF
Description: | optional OSPF Area ID: |0.0.0.10

Nodes

10. In the CREATE NODE PROFILE dialog box, enter Node_101 as the Name.

11. Click + to add Nodes.
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CREATE NODE PROFILE

Specify the Node Profile
Name: |Node_101| |

Description: |optional

DSCP: | B

NRe ID ~ Router ID Static Routes

12. In the SELECT NODE dialog box, select first Nexus 9000 switch {(Node-101).

SELECT NODE

Select Node and Configure Static Routes

Node ID: |select a node

;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;

Router ID:
Static Routes “Am-%%%{r«odemn

B8 A01-9396-x{Node-102)

IP Address

13. Provide a loopback address to be used for the tenant private network.
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SELECT NODE OL:

Select Node and Configure Static Routes
Node ID: ‘topology/pod—l/node—lﬂl |"|
Router ID: |192.168.254.101] |
Static Routes
IP Address Next Hop IP
[ ok
14. Click OK.

15. Click + to add OSPF INTERFACE PROFILE.

CREATE NODE PROFILE

Specify the Node Profile
Name: |Node_101 |

Description: |optional

DSCP: |

Nodes: + E
Node ID Router ID Static Routes
topology/pod-1/node-101 192.168.254.101

‘I

OSPF INTERFACE PROFILES

Eme Description Interfaces




Cisco ACI - Connecting to Existing Infrastructure
16. In the CREATE INTERFACE PROFILE dialog box, use a descriptive name {Node101_Int_Profile in this
example provides information about interface policy for Node 101).
17. Drop down the OSPF Policy menu and select Create OSPF Interface Policy.
18. In the CREATE OSPF INTERFACE POLICY dialog box, provide a descriptive name.

19. Check MTU ignore and Advertise Subnet.

CREATE OSPF INTERFACE POLICY i]X

Define OSPF Interface Policy

Name: ;To-7K

Descripbon:

Network Type: () Broadcast
Q@) Unspecified
i Point-to-point
Priority: |1

Cost of Interface:

<> <>

Interface Controls: [V] MTU ignore
[C] Passive Participation
V] Advertise Subnet

Hello Interval (s=c): 10
Dead Interval (sec): 40
Retransmit Interval (sec): 5

Transmit Delay (sec): 1

<> 4> K> <D

SUBMIT CANCEL

20. Click SUBMIT.

21. Under INTERFACES, select ROUTED SUB-INTERFACE and click + to add a new sub-interface.

INTERFACES

rouTeD INTERFACES || svi | RS e

4 [*/ ROUTED SUB-INTERFACES
Path Encap

1P Address MAC Address MTU {bytes) Target OSCP
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22. In the SELECT ROUTED SUB-INTERFACE dialog box, select the Nexus 9000-1 interface connected
to Nexus 7000-1 (Eth 1/47).
23. In the Encap enter vlan-201.

24. Provide the IP address 192.168.253.101/30.

25. Set MTU to 1500.

SELECT ROUTED SUB-INTERFACE [ ]%¢]

Specify the Interface
Path: | topology/pod-1/paths-101/pathep-[eth1/47] v

Encap: |v|an—201 |
For example, vian-1

IP Address: |192.168.253.101/30 | 255.255.255.252
Address Mask

MAC Address: |00:22:BD:F8:19:FF

MTU (bytes): | 1500

<b

Target DSCP:

o o |

26. Click OK.

27. Repeat steps 21-26 to add a second interface profile with appropriate sub-interfaces. The OSPF
Policy created in steps 18-20 can be re-used (select from the drop-down list) for the interface pro-

files.
ROUTED INTERFACES ROUTED SUB-INTERFACE
4 [X] ROUTED SUB-INTERFACES
Path Encap IP Address MAC Address MTU (bytes) Target DSCP
Node-101/eth1/47 vian-201 192.168.253.101/30 00:22:BD:F8:19:FF 1500 Unspecified
Node-101/eth1/48 vian-203 192.168.253.109/30 00:22:BD:F8:19:FF 1500 Unspecified
28. Click OK.

29. Click + next to NODES AND INTERFACES PROTOCOL PROFILES.
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CREATE ROUTED OUTSIDE (i /%

STEP 1 > IDENTITY 1. IDENTITY 2. EXTERNAL EPG NETWORKS

Define the Routed Outside

Name: |App—A—L3—0ut | [ sGpP OSPF
Description: | optional ‘ OSPF Area ID: |0.0.0.10
Tags: :|
enter tags separated by comma
Private Network: | App-A-Ext ||
External Routed Domain:  select an option 2 |

NODES AND INTERFACES PROTOCOL PROFILES
[

Name Description DSCP Nodes

30. In the CREATE NODE PROFILE dialog box, enter Node_102 as the Name.

31. Click + to add Nodes.

CREATE NODE PROFILE

Specify the Node Profile
Name: |Node_102 |

Description: | optional

DSCP: | 2

Node ID Router ID Static Routes

32. In the SELECT NODE dialog box, select second Nexus 9000 switch (Node-102).

SELECT NODE

Select Node and Configure Static Routes
Node ID: |select a node

Router ID:
Static Routes | ##A01:839:1 (Node-101)

B A01-93s§7-2 (Node-102)

IP Address
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33. Provide a loopback address to be used for the tenant private network.

SELECT NODE Ok

Select Node and Configure Static Routes
Node ID: | topology/pod-1/node-102 v |

Router ID: [192.168.254.102] |

Static Routes

IP Address Next Hop IP

34. Click OK.
35. Click + to add OSPF INTERFACE PROFILE.

36. In the CREATE INTERFACE PROFILE dialog box, use a descriptive name (Node102_Int_Profile in this
example provides information about interface policy for Node 101).

37. Drop down the OSPF Policy menu and select previously created OSPF policy.
38. Click SUBMIT.

39. Under INTERFACES, select ROUTED SUB-INTERFACE and click + to add a new sub-interface.

INTERFACES

rouTeD INTERFACES || svi | RS e

1P Address MAC Address MTU {bytes) Target DSCP

W >/ ROUTED SUB-INTERFACES
Path Encap

40. In the SELECT ROUTED SUB-INTERFACE dialog box, select the Nexus 9000-2 interface connected
to Nexus 7000-1 (Eth 1/47).

41. In the Encap enter vlan-202.

42. Provide the IP address.

43. Set MTU to 1500.

44. Click OK.

45. Repeat these steps to add second interface profiles with appropriate sub-interfaces.

46. Click OK.
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CREATE ROUTED OUTSIDE (i [ %

STEP 1 > IDENTITY 1. IDENTITY 2. EXTERNAL EPG NETWORKS

Define the Routed Outside

Name: | App-A-L3-Out \ BGP OSPF
Description: | optional ‘ OSPF Area ID: |0.0.0.10
Tags: %
enter tags separated by comma
Private Network: | App-A-Ext v P
External Routed Domain: | select an option kA

NODES AND INTERFACES PROTOCOL PROFILES

Name Description DSCP Nodes
Node_102 Unspecified topology/pod-1/node-102
Node_101 Unspecified topology/pod-1/node-101

< PREVIOUS CANCEL

47. Click Next.

48. Click + to add EXTERNAL EPG NETWORKS.

STEP 2 > EXTERNAL EPG NETWORKS 1. IDENTITY 2. EXTERNAL EPG NETWORKS

Configure External EPG Networks
Create Route Profiles: [T

EXTERNAL EPG NETWORKS

! Qo5 Cass Description Subnet

49. In the CREATE EXTERNAL NETWORK dialog box, enter Ext-Default as the Name.

50. Click + next to SUBNET to add remote subnet that will be accessed from the ACI fabric.
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CREATE EXTERNAL NETWORK

Define an External Network
Name: |Ext—DefauId |

Tags: i |v

enter tags separated by comma

QoS class: |Unspeciﬁed "‘

Description: | optional

SUBNET

Addie

Mask

51. In the CREATE SUBNET dialog box, enter 0.0.0.0/0 as the remote subnet to be accessed.

52. Click OK.
53. Click OK.
54. Click FINISH.

55. Expand the App-A-L3-0ut routed network and click on the newly created network Ext-Default.

[ Quick Start
=.Il- Tenant App-A
I Application Profiles
B Bl Networking
- Bridge Domains
- Private Networks
[ External Bridged Networks
B M External Routed Networks
[l Action Rule Profiles
B & App-A-L3-Out
- Logical Node Profiles
= Bl Networks
12 Ext-Degfautt
B2 Route Prr%ﬂzs

56. On the right hand side, click + next to Consumed Contracts.
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57. From the drop-down menu, select App-A/Allow-External contract.

Consumed Contracts: lz‘
NAME TENANT TYPE QOS CLASS STATE

App-AfAllow-Extenal ' 2% ~ | unformed

Unspacified

58. Click UPDATE.

59. Click SUBMIT.

60. Expand Bridge Domains in the menu on the left.

61. Click bd-External and click + next to Associated L3 Outs.

62. From the drop-down menu, select the newly created routed domain App-A/App-A-L3-Out.

FABRIC VM NETWORKING L4-L7 SERVICES ADMIN

common | App-A | Foundation | infra | mgmt

IO} Bridge Domain - bd-External

Tenant App-A

63. Click UPDATE.

64. Click SUBMIT.

M Quick Start
A Tenant App-A
=
EX W Application Profiles m
B B Networking
B M Bridge Domains PROPERTIES
=ﬂ bd-App-A-Internal LT sammmamer
IEH mm DHCP Relay Labels Network: | App-A-Ext v @
M L4-L7 Service Parameters Custom MAC Address: | 00:22:BD:F8:19:FF
sl Subnets =
=- e L2 Unknown Unicast: ©) Flood
ER = bd-iscsi-a © Hardware Proxy
ER = bd-iscsi-b Unknown Multicast Flooding: @ Flood
ER=> bd-svm-mgmt © Optimized Flood
: Private Networks ARP Flooding: [
External Bridged Networks -
Unicast Routing:
B M External Routed Networks « ) g: @ :
8 Action Rule Profiles IGMP Snoop Policy: | default 3% @
B @ App-A-L3-Out End Point Retention Policy: ' default v P
EX MW Logical Node Profiles Associated L3 Outs: X
= B Networks
@ Ext-Default = L3ouT
ESMm Route Profiles |5c~:!cct or type to pre-provision
EX @ Protocol Policies - App-A/App-A-L3-Out &
5 B Security Policies common/default

At this time, the network, 10.10.10.0/24, marked public under bridge domain bd-External should be visible
in the Nexus 7000 routing table and Nexus 9000 should learn the OSPF routes including default route from
Nexus 7000. The provider and consumed contracts should enable communication from a VM connected to
External EPG (port-group) and any subnet on the external network.
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Configuring Multi-Protocol BGP on Spines

Within the ACI fabric, Multiprotocol BGP (MP-BGP) is implemented between leaf and spine switches to
propagate external routes within the ACI fabric. The BGP route reflector technology is deployed in order to
support a large number of leaf switches within a single fabric. All of the leaf and spine switches are in one
single BGP autonomous system (AS). When the border leaf learns the external routes, it can then redistribute
the external routes of a given VRF to an MP-BGP address family VPN version 4 (or VPN version 6 when IPv6
routing is supported in ACI). With address family VPN version 4, MP-BGP maintains a separate BGP routing
table for each VRF. Within MP-BGP, the border leaf advertises routes to a spine switch, which is a BGP route
reflector.

MP-BGP is not enabled by default in the ACI fabric. For the deployment scenario where ACI fabric is used as
L2 fabric or there is no need for L3 outside connection, MP-BGP is not required. To enable MP-BGP please
configure BGP policy on the APIC to specify the BGP ASN and specify spine nodes as BGP route reflectors.

1. Select Fabric and Fabric Policies from the top menu.

2. Expand Pod Policies and Policies in the left menu bar.

3. Click BGP Route Reflector default.

el SYSTEM TENANTS VM NETWORKING
cisco

INVENTORY | FABRIC POLICIES | ACCESS POLICIES

Policies ] QUiCk Start

8 Quick Start
EX M switch Policies
EX @ Module Policies
Bx B Interface Policies
Bl i Pod Policies HELP
Bl M Policies
E ISIS Policy default Fabr!c_policies govern the opt_aration.of internal fapr
) Administrators who have fabric administrator privile
5 M Date and Time leaf switches, and interfaces to which they will app!
{El coor Group Policy default
Fabric policies configure interfaces that connect spi
[El BGP Route Reflector W troubleshooting (on-demand diagnostics and SPAN
Ex B snvp

4. Enter an Autonomous System Number (100 in this example).

5. Click + to select spines (one after the other) as Route Reflector Nodes.



Cisco ACI - Connecting to Existing Infrastructure

Illllllll SYSTEM

TENANTS FABRIC VM NETWORKING L4
Cisco

INVENTORY | FABRIC POLICIES | ACCESS POLICIES

BGP Route Reflector Policy - BGP Rot

I Quick Start
EX B switch Policies
5 @l Module Policies O
- Interface Policies
I Pod Policies PROPERTIES
= i Policies Name: default
1El 1515 Policy default -
iption: | optiona
- Date and Time RestTECRS O
{Zl coor Group Policy default —
Autonomous S m Number:
12l BGP Route Reflector default yste 1100 <
EX i sNMP Route Reflector Nodes: W
E= 8w communication NODE ID
EX M Policy Groups

&l defautt

CREATE ROUTE REFLECTOR NODE POLICY EP OL:

Specify route reflector node EP id
Spine Node: |1

Description: 201
N

SUBMIT CANCEL

6. Click SUBMIT.

7. Right-click Policy Groups in left menu bar and select Create POD Policy Group.
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e, SYSTEM TENANTS
CISCO

Pod Policies - Po

M Quick Start

B M Switch Policies
E= Bl Module Policies 8 i
- Interface Policies
B M Policies
1El 1515 Policy default
B MM Date and Time
@ COOP Group Policy default
E BGP Route Reflector default
B B SNMP
E=@l Communication
M Policy Grpu
‘@, default Create POD Policy Group
B M Global Policies N
B Ml Monitoring Policies J
B @ Troubleshoot Policies
B Ml Geolocation Policies
BN Tags

8. Enter a descriptive name for Pod1 policy.

9. From the drop-down menu BGP Route Reflector Policy, select default.

'

Note: The policy group allows users to combine multiple policies, such as BGP policy, Integrated System to
Integrated System (IS-1S) routing protocol policy, co-operative (COOP) policy, and others, to a policy
group and apply it to the POD. In this example, the policy is being utilized to only make changes to BGP.
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CREATE POD POLICY GROUP i/®

Specify the Policy Group Properties

Name: |pod1_po|icygrp |
Description: | Enable BGP Route Reflector

Date Time Policy: | select or type to pre-provision |" ‘
ISIS Policy: |select or type to pre-provision |V ‘
COOP Group Policy: |se|ect or type to pre-provision |V ‘

BGP Route Reflector Policy: |defau|t |"| @
Communication Policy: |se|ect or type to pre-provision |V ‘
SNMP Policy: |select or type to pre-provision |V ‘

10. Click SUBMIT.
11. Click default from Policy in the left menu bar.

12. From the drop-down menu Fabric Policy Group, select the recently created Pod policy
(pod1_policygrp in this example).

aliafn SYSTEM VM NETWORKING 7 SERVICES ADMIN

CISCO
FABRIC POLICIES | A

Policies 08 Pod Selector - default

M Quick Start
X M Switch Policies
X @l Module Policies
BN M Interface Policies
== Pod Policies PROPERTIES

= B Policies Name: default
{E 1515 Policy default

3 B pate and Time

{Zl coor Group Policy defautt
{Zl BGP Route Reflector default

E5mm snvp Fabric Policy Group: | select an option =
ER @ Communication pod1_policygrp {3 i
== Policy Groups e = |
E pod1_policygrp Create POD Policy Group )
~ Bdefaut
EX M Global Policies e

Description: ' optional

Type: ALL
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13. Click SUBMIT.
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NetApp Virtual Storage Console (VSC) 6.0 Deployment Procedure

This section describes the deployment procedures for the NetApp Virtual Storage Console (VSC).

VSC 6.0 Pre-installation Considerations

The following licenses are required for VSC on storage systems that run clustered Data ONTAP 8.3:
e Protocol licenses (NFS and FCP)

e FlexClone (for provisioning and cloning only)

¢ SnapRestore (for backup and recovery)

e SnapManager suite

Install VSC 6.0

To install the VSC 6.0 software, complete the following steps:

1. Build a VSC virtual machine with Windows Server 2012 R2, 4GB RAM, two CPUs, and one virtual
network interface in the <<var ib mgmt vlan id>> VLAN. The virtual network interface should be
a VMXNET 3 adapter.

2. Bring up the VM, install VMware Tools, assign IP addresses, and join the machine to the Active Di-
rectory domain.

3. Activate Adobe Flash Player in Windows Server 2012 R2 by installing Desktop Experience under the
User Interfaces and Infrastructure Feature on the VM.

4. |Install all Windows updates on the VM.
5. Login to the VSC VM as FlexPod admin user.

6. Download the x64 version of the Virtual Storage Console 6.0 from the NetApp Support site.

7. From the VMware Console, right-click the VSC-6.0-win64.exe file downloaded in step 3 and select
Run as administrator.

8. Select the appropriate language and click OK.
9. On the Installation wizard Welcome page, click Next.
10. Select the checkbox to accept the message, click Next.

11. Select the Backup and Recovery capability. Click Next.

# Note: The Backup and Recovery capability requires an additional license.



http://mysupport.netapp.com/NOW/download/software/vsc_win/6.0/download.shtml
https://support.netapp.com/

FlexPod Management Tools Setup

1% NetApp® Virtual Storage Console 6.0 for VMware vSphere - Insta... -

capabilities that you want to install,

Backup and Recovery

Mote: Use of the Backup and Recovery capability requires the
purchase of a Software License,

i
8l
L
i
=1

= Back || Mext > | | Cancel

12. Click Next to accept the default installation location.

1% NetApp® Virtual Storage Console 6.0 for VMware vSphere - Insta.. -

Destination Folder

Click Mext to install to this folder, or dick Change to install to a different folder.

Install NetApp® Virtual Storage Console 6.0 for YMware wSphere to:

,.--f C:'\Program Files\MNetApp\Wirtual Storage Console’,

[
8l
[
m
[

< Back || Mext > | | Cancel

13. Click Install.
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15! NetApp® Virtual Storage Console 6.0 for VMware vSphere - Insta... -

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.
If you want to review or change any of your installation settings, didk Back. Click Cancel to

exit the wizard,

Virtual Storage Console for YMware vSphere must be registered with vCenter for the plugin
to function. You may register once installation jupgrade completes or you can register at
any time by wvisiting the following URL:

https:/ /localhost:8143/ Register.html

= Back || Install | | Cancel

14. Click Finish.

Register VSC with vCenter Server

To register the VSC with the vCenter Server, complete the following steps:

1. A browser window with the registration URL opens automatically when the installation phase is com-

plete. If the URL does not open automatically, open https://localhost:8143/Redgister.html in Internet
Explorer.

2. Click Continue to this website (not recommended).

3. In the Plug-in Service Information section, select the local IP address that the vCenter Server uses to
access the VSC server from the drop-down list.

4. In the vCenter Server Information section, enter the host name or IP address, user name (FlexPod
admin user or root), and user password for the vCenter Server. Click Register to complete the regis-
tration.


https://localhost:8143/Register.html
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| -= | O -
e@l@ https://local... O ~ § Ce.. d‘” {2 vSphere Plugin Registration | | f X {E’}
vophere Plugin Registration ~
To register the Virtual Storage Console, select the IP Address you would like to use for the
plugin and provide the vCenter Server's IP address and port along with a valid user name
and password.
Plugin service information
Host name or IP Address: 172.26.163.61 7
vCenter Server information
Host name or IP Address: 172.76.163.50
Port: 443
User name: Administrator@ridaeflex.local
User password: sessnsns -
Register |
b

5. Upon successful registration, the storage controllers are discovered automatically.

# Note: Storage discovery process will take some time.

Discover and Add Storage Resources

To discover storage resources for the Monitoring and Host Configuration and the Provisioning and Cloning
capabilities, complete the following steps:

1. Using the vSphere web client, log in to the vCenter Server as FlexPod admin user or root. If the
vSphere web client was previously opened, close it and then reopen it.

2. In the Home screen, click the Home tab and click Virtual Storage Console.
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vmware* vSphere Web Client #f @ U | Administrato HERE.LOCAL = | Help =
4 wCenter X (i} Home
(7 wCenter 3 || Inventories
@Rules and Profiles >
x P
(J vCenter Orchestratar > J ﬂ;ﬁ uq % 2 v , "
Wirtual St i |
] WD s @ ? wCenter Hosts and Whis and Storage Metworking wCenter Virual Storage
" Clusters Templates COrchestrator Console
Administration >
[z] Tasks Monitoring
[T Events
2 Log Browser v | = m

B Log 7] ! 3 £ L]
7 Tags Task Console Event Console Huost Profiles WM Storage Cugtomization wentar

Policies Specification Operations
&4, Mew Search > Manager Manager
[ saved searches | ndministration

Roles Licensing wCenter

Solutions
Manager

3. Select Storage Systems. Under the Objects tab, click Actions > Modify.

4. Inthe IP Address/Hostname field, enter the storage cluster management IP. Enter admin for the user

name, and the admin password for password. Confirm that Use SSL to connect to this storage sys-
tem is selected. Click OK.

5. Click OK to accept the controller privileges.

Optimal Storage Settings for ESXi Hosts

VSC allows for the automated configuration of storage-related settings for all ESXi hosts that are connected
to NetApp storage controllers. To use these settings, complete the following steps:

1. From the Home screen, click on vCenter > Hosts and Clusters. For each ESXi host, right-click and
select NetApp VSC > Set Recommended Values for these hosts.

M NetApp Recommended Settings ()

[v/] HBAICMA Adapter Settings
Sets the recommended HBA timeout settings for Metdpp storage systems.

[+] MPIO Settings

Configures preferred paths for Met4pp storage systems. Determines which of the available paths are
optimized paths (as opposed to non-optimized paths that traverse the interconnect cable), and sets the
preferred path to one of those paths.

[v/] NFS Settings
Sets the recommended NFS Heartbeat settings for MetApp storage systems.

Ok ][ Cancel
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2. Check the settings that are to be applied to the selected vSphere hosts. Click OK to apply the set-
tings.

# Note: This functionality sets values for HBAs and CNAs, sets appropriate paths, and path-selection plug-
ins, and verifies appropriate settings for software-based 1/O (NFS and iSCSI).

3. Click OK.

Set Recommended Settings X

&  HBACHAAdapter Sefings© Surcess
& P10 Settings Success
& MFS Settings Success

Ok

For each host were settings were adjusted in the previous step, place the host in Maintenance Mode, reboot
the host, and exit Maintenance Mode.

VSC 6.0 Backup and Recovery

Prerequisites to Use Backup and Recovery Capability

Before you begin using the Backup and Recovery capability to schedule backups and restore your
datastores, virtual machines, or virtual disk files, you must confirm that the storage systems that contain the
datastores and virtual machines for which you are creating backups have valid storage credentials.

If you plan to leverage the SnapMirror update option, add all the destination storage systems with valid
storage credentials.

Backup and Recovery Configuration

The following steps detail the procedure to configure a backup job for a datastore.

1. From Home screen, select the Home tab and click Storage.
2. On the left, expand the Datacenter and select Datastores.

3. Right-click the datastore which you need to backup. Select NetApp VSC > Backup > Schedule Back-
up Job.

# Note: If you prefer a onetime backup, then choose Backup Now instead of Schedule Backup.

4. Type a backup job nhame and description.

# Note: If you want to create a VMware snapshot for each backup, select Perform VMware consistency
snapshot in the options pane.
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I Schedule Backup (2w
g 1 octais
2 Spanned Entities
3 Scripts Marne: * WSC_backup
4 Schedule and Retention Description: Wi backup|
5 Credentials and Alerts
6 Summary Options
[ Initiate Snapvault update
|:| Initiate SnapMirrar update
|:| Perform Yhtware consistency snapshot
|:| Include datastores with independent disks
\l,) Snap¥Vaultintegration in WSC is supported for Clustered Data OMTAP 8.2 ar higher.
Next Cancel

5. C
lick Next.

6. C
lick Next.

7. S

elect one

or more

backup

scripts if
available

and click

Next.

I Schedule Backup

+ 1 Details

" 2 Spanned Entities

5 soims
4 Schedule and Retentiol
5 Credentials and Alerts

6 Summary

8. Select the hourly, daily, weekly, or monthly schedule that you want for this backup job and click Next.
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I Schedule Backup ?) W
v 1 Details Configure the schedule and retention settings for this job.
" 2 Spanned Entities
« 3 Scripts ”Schedule Hourly schedule details
(=) Hourly [C]
% 41 Schedule and Retention _
() Daily iz) Every. 1 hour ~
5 Credentials and Alerts . .
() Wieekly &) . . -
6 Summary N AL 11221 PM -
() anthly i
) onetime only (5% Starting: (032502014 H
Retention
(o) A Maximum Of Days: 1 %
() A Maximurm Of Backups:
() Mever Expires
Back Next Cancel

9. Use the default vCenter credentials or type the user name and password for the vCenter Server and
click Next.

10. Specify backup retention details as per requirements. Enter an e-mail address for receiving e-mail
alerts. You can add multiple e-mail addresses by using semicolons to separate e-mail addresses.

Click Next.
I Schedule Backup 2 MW
+ 1 Details Credentials
v 2 Spanned Entities (=) Use default vCenter credentials
+ 3 Scripts () Use the following user name and password
+/ 4 Schedule and Retention Usemarme:
i 5 Credentials and Alerts
G SR Pasgsword:
Email Alerts
Naotify On: (Abways [~
Source Email Address: ¥sC_batkup@example.com
Destination Email Address(s): adming@example.com
SMTE Host: smitp.example.com
| Send TestEmail |
Back Next Cancel
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11. Review the summary page and click Finish. If you want to run the job immediately, select the Run Job
Now option and then click Finish.

I Schedule Backup 2 M
v 1 Details The Backup Job will be created with the fallowing options:
" 2 Spanned Entities
. Mame: WEC_hackup
& SEEE Description: Wi backup
v 4 Schedule and Retention Perform this backup: Every 1 hour at 23:21 starting 3/25/2014
+/ 5§ Credentials and Alerts Backup retention: Maximurm of 1 day
V» Email notification will be sent on: Always

Email notification will be sent from:  wsc_backupi@example.com

admin@example.com
Email notification will be sent to:

Ermnail notification SMTP haost: smitp.example.com

I Run Jab Mow

Back Finish Cancel

12. Click OK.

Success Messange

- Successiully created a new backup job far the
\r) selected ohject

13. On the storage cluster interface, automatic Snapshot copies of the volume can be disabled by enter-
ing the following command:

volume modify -volume infra datastore 1 —-snapshot-policy none

14. Also, to delete any existing automatic Snapshot copies that have been created on the volume, enter
the following command:

volume snapshot show -volume infra datastore 1

volume snapshot delete -volume infra datastore 1 -vserver Infra-SVM -snapshot
<snapshot name>

# Note: The wildcard character, *, can be used in snapshot names in the previous command.
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NetApp VASA Provider for Clustered Data ONTAP Deployment Procedure

VASA Provider for clustered Data ONTAP uses VMware VASA (vSphere APIs for Storage Awareness) to
provide better storage management. By providing information about storage used by Virtual Storage Console
for VMware vSphere to the vCenter Server, VASA Provider enables you to make more intelligent virtual
machine provisioning decisions and allows the vCenter Server to warn you when certain storage conditions
may affect your VMware