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Introduction

This document describes how to set up multiple brands with use of the new features AsyncOS 7.0
and Cisco Registered Envelope Service (CRES).

How do | set up multiple company logos on ESA and CRES?

ESA Configuration
1. Create a new CRES encryption profile on the ESA.
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2. In this case, there is already a profile called EncryptO1 so the new profile is called Encrypt02.
Medium Security is set for this brand. Also, a different notification text is used. For this, add a

new Text Resource.
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3. Add this to the encr‘ition Erofile.
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4. Provision the new profile.

IronPort Email Encryption Settings

Info  — Cisco Registered Envelops Sarvice 'Eﬁwptti:z” was successhully promsioned,

Email Encryption Glelial Seitings

Eranfort Emal Encryghion: Erssbled
Proxy Server (epbonsll | Mot Cosfigurad

Emidil Evvi r| |,|I.I-|||| Profiles

Profile Koy Devvice Erovidion Slatus | Dralatn

Encrypiil Cisoo Registered Envelope Service Frovisioned m -
Encrpptld Cises Registersd Envaloge Sarvics Pravitianed [Nl -]

Trpe mw Ltmm
FEE Engins E:I. Jen II:II.-D Il l! 1'EH-1-'} #.7.1-003
Domaen Mappings Fle Hﬂur n.u:d-uhud 1.0.0

5. Add an outgoing content filter to use the new encryption profile.



Quaranting
. Encrypt and Deliver Now (Final Action) Help

Encrypt an Dalvary
Encrypts the message, then delivers without Further
St ALtschment by Content processing.

Strp Attachment by Fila Info
Encrypbion Rule: | Alwaye wee messsge ancrypbon, [=]
add Diasclamer Taxt {See TLE sefbngs af May Polosas >

Bypass Outtweak Filter Sca Destanation Controls)
Send Copy (Bee:) Encrypbon Prafile: [ Encrypt s 1)

Nokify Subjeck: [t mt

Changs Recipient to

Send to Altemnate Desbnabon
Host

Dby from [P Interfacs
Stnp Headar
Add Header

Encrypt and Dekver Mow (Final
actian)

Bounce [Funal Action)

Skip Remaining Content Filtars
{Einad Action)

Drop (Final Action)

Cancei | oK

6. Submit and commit changes.

CRES Configuration

1. Use the CRES administrator ID in order to add an image associated with the new ESA
encryption profile. The Envelope Profile name here must be the same as the encryption

profile on the
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ESA.
2. When you send a message through the new content filter the recipient receives the new



notification text and an envelope with the new logo (shown here as A in the left top corner).
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Not
e that the envelope shows that no password is required as the message security is set to
Medium and you had already entered your password and set the remember me cookie
previously. The new logo also appears in the opened envelope, but not in the secure reply,
reply all, or forward
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3. The registration process remains Cisco branded. Remember that CRES users register with
Cisco, not with the company who sent them their first CRES secure email. It is an important
distinction to remember.
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