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| ntr oduction

This document describes the Advanced Threat Solutions (ATS) documentation links for products like Cisco
Secure Endpoint, Cisco Secure Maware Analytics, Cisco Threat Response (CTR), and Cisco SecureX.

Prerequisites
Requirements
There are no specific requirements for this document.

Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nfor mation

The following article is areference guide for the configuration/troubleshooting of Advanced Threat
Solutions products. This article can be referred to before engaging Cisco TAC.

Cisco Secure Endpoint Documentation links

Product Portals Related Articles Tags
General Documentation ( Documentation )
Install, Configure and Uninstall Secure (Configuration )

Endpoint Connector for Windows

Required Server Addresses for Proper Secure
Endpoint & Secure Malware Analytics ( Configuration )

Operations

Public Cloud Secure Endpoint Connector Support Policy ~ |((Documentation )

US Cloud Secure Endpoint Deployment Methodol ogy .
EU Cloud and Best Practices (Configuration )
APJC Cloud

Entitlement for Secure Endpoint ( Configuration )

Secure Endpoint Notification Emails ( Configuration )

Configure

and Manage
Exclusions |Video (_Configuration )

in Secure
Endpoint



https://console.amp.cisco.com/docs
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215704-installation-and-configuration-of-amp-co.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215704-installation-and-configuration-of-amp-co.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215377-amp-for-endpoints-connector-support-poli.html
https://www.cisco.com/c/en/us/products/collateral/security/fireamp-endpoints/secure-endpoint-og.html
https://www.cisco.com/c/en/us/products/collateral/security/fireamp-endpoints/secure-endpoint-og.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215433-entitlement-for-amp-for-endpoints.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215474-amp-for-endpoints-notification-emails.html
https://console.amp.cisco.com
https://console.eu.amp.cisco.com
https://console.apjc.amp.cisco.com
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://video.cisco.com/detail/video/6038252112001?autoStart=true&q=exclusions
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https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214809-cisco-maintained-exclusion-list-changes.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214809-cisco-maintained-exclusion-list-changes.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/213681-best-practices-for-amp-for-endpoint-excl.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215176-configure-a-simple-custom-detection-list.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215176-configure-a-simple-custom-detection-list.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214893-amp-for-endpoints-console-and-the-last-s.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214893-amp-for-endpoints-console-and-the-last-s.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215175-export-an-application-blocklists-from-th.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215175-export-an-application-blocklists-from-th.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215212-how-to-create-an-event-stream-with-amp-a.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215212-how-to-create-an-event-stream-with-amp-a.html
https://www.cisco.com/c/en/us/support/docs/security/threat-grid/215177-how-to-submit-a-file-in-threat-grid-from.html
https://www.cisco.com/c/en/us/support/docs/security/threat-grid/215177-how-to-submit-a-file-in-threat-grid-from.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215280-opt-in-and-enable-orbital-advanced-searc.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215280-opt-in-and-enable-orbital-advanced-searc.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214787-troubleshooting-tetra-definitions-update.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214787-troubleshooting-tetra-definitions-update.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215973-amp-for-endpoints-integration-with-splun.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215995-configure-pop-up-notification-in-amp-for.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215995-configure-pop-up-notification-in-amp-for.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215993-troubleshoot-false-positive-file-analysi.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215993-troubleshoot-false-positive-file-analysi.html
https://www.cisco.com/c/en/us/support/docs/troubleshooting/221198-cisco-secure-endpoint-orbital-logs-fil.html
https://www.cisco.com/c/en/us/support/docs/troubleshooting/221198-cisco-secure-endpoint-orbital-logs-fil.html
https://www.cisco.com/c/en/us/support/docs/instructions-guides/221033-secure-endpoint-on-aws-workspaces-star.html
https://www.cisco.com/c/en/us/support/docs/instructions-guides/221033-secure-endpoint-on-aws-workspaces-star.html
https://www.cisco.com/c/en/us/support/docs/security/security-connector/218165-cisco-secure-endpoint-forensic-snapshot.html
https://www.cisco.com/c/en/us/support/docs/security/security-connector/218165-cisco-secure-endpoint-forensic-snapshot.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/220362-review-secure-endpoint-cse-windows-sca.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/220362-review-secure-endpoint-cse-windows-sca.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/220184-identify-conditions-to-trigger-automated.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/220184-identify-conditions-to-trigger-automated.html
https://www.cisco.com/c/en/us/support/docs/security/advanced-malware-protection-endpoints/118713-technote-fireamp-00.html
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https://www.cisco.com/c/en/us/support/docs/security/advanced-malware-protection-endpoints/118713-technote-fireamp-00.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/221763-secure-endpoint-android-connector-os-com.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/221763-secure-endpoint-android-connector-os-com.html
https://www.cisco.com/c/en/us/support/docs/security/security-connector/215337-cisco-security-connector-apple-ios-compa.html
https://www.cisco.com/c/en/us/support/docs/security/security-connector/215337-cisco-security-connector-apple-ios-compa.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215553-collection-of-diagnostic-data-from-amp-f.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215553-collection-of-diagnostic-data-from-amp-f.html
https://www.cisco.com/c/en/us/support/docs/security/security-connector/214748-how-to-supervise-an-ios-device-for-use-w.html
https://www.cisco.com/c/en/us/support/docs/security/security-connector/214748-how-to-supervise-an-ios-device-for-use-w.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/216035-collect-debug-logs-file-in-amp-for-endpo.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/216035-collect-debug-logs-file-in-amp-for-endpo.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214847-amp-for-endpoints-windows-connector-os-c.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214847-amp-for-endpoints-windows-connector-os-c.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214848-amp-for-endpoints-windows-connector-upda.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214848-amp-for-endpoints-windows-connector-upda.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215376-end-of-support-announcement-for-amp-for.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215376-end-of-support-announcement-for-amp-for.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/211531-End-of-Support-Announcement-for-Windows.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/211531-End-of-Support-Announcement-for-Windows.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/211531-End-of-Support-Announcement-for-Windows.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215120-faq-for-existing-customers-regarding-new.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215120-faq-for-existing-customers-regarding-new.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215120-faq-for-existing-customers-regarding-new.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://video.cisco.com/detail/video/6147796312001?autoStart=true&q=Windows%20Policy
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-fireamp-endpoints/118587-technote-fireamp-00.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-fireamp-endpoints/118587-technote-fireamp-00.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/213690-amp-for-endpoint-command-line-switches.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215115-force-manually-the-tetra-definitions-upd.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215115-force-manually-the-tetra-definitions-upd.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215115-force-manually-the-tetra-definitions-upd.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215115-force-manually-the-tetra-definitions-upd.html
https://video.cisco.com/detail/video/6147528494001?q=TETRA
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https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215115-force-manually-the-tetra-definitions-upd.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215115-force-manually-the-tetra-definitions-upd.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215115-force-manually-the-tetra-definitions-upd.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/213237-amp-tetra-on-prem-server-configuration-s.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/213237-amp-tetra-on-prem-server-configuration-s.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215226-how-to-collect-procmon-logs-to-troublesh.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215226-how-to-collect-procmon-logs-to-troublesh.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/217688-create-an-advanced-custom-detection-list.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/217688-create-an-advanced-custom-detection-list.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215261-analyze-amp-diagnostic-bundle-for-high-c.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215261-analyze-amp-diagnostic-bundle-for-high-c.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215358-how-to-uninstall-amp-for-endpoints-windo.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215358-how-to-uninstall-amp-for-endpoints-windo.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215440-procedure-to-uninstall-the-amp-connector.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215440-procedure-to-uninstall-the-amp-connector.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215122-windows-process-starts-before-amp-connec.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215122-windows-process-starts-before-amp-connec.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215122-windows-process-starts-before-amp-connec.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/213969-amp-for-endpoints-exploit-prevention-eng.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/213969-amp-for-endpoints-exploit-prevention-eng.html
https://www.cisco.com/c/dam/en/us/products/collateral/security/amp-for-endpoints/c11-742008-00-cisco-amp-for-endpoints-wp-v2a.pdf
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/217557-cisco-secure-endpoint-guide-to-identity.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/217557-cisco-secure-endpoint-guide-to-identity.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/216943-list-of-root-certificates-required-for-a.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/216943-list-of-root-certificates-required-for-a.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215575-amp-for-endpoints-windows-connector-inst.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215575-amp-for-endpoints-windows-connector-inst.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/217058-troubleshoot-script-protection-in-amp-fo.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/217058-troubleshoot-script-protection-in-amp-fo.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/221743-device-control-limitations-in-vmware-env.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/221743-device-control-limitations-in-vmware-env.html
https://www.cisco.com/c/en/us/support/docs/troubleshooting/218150-cisco-secure-endpoint-tetra-definition.html
https://www.cisco.com/c/en/us/support/docs/troubleshooting/218150-cisco-secure-endpoint-tetra-definition.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint-private-cloud/220574-configure-custom-detections-advanced-w.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint-private-cloud/220574-configure-custom-detections-advanced-w.html
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https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/217997-troubleshoot-secure-client-full-network.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/217997-troubleshoot-secure-client-full-network.html
https://www.cisco.com/c/en/us/support/docs/security/amp-networks/220159-configure-a-custom-time-for-tetra-downlo.html
https://www.cisco.com/c/en/us/support/docs/security/amp-networks/220159-configure-a-custom-time-for-tetra-downlo.html
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https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/200877-Collection-of-Diagnostic-Data-from-a-Fir.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/200877-Collection-of-Diagnostic-Data-from-a-Fir.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215163-amp-for-endpoints-linux-connector-os-com.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215163-amp-for-endpoints-linux-connector-os-com.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214850-amp-for-endpoints-linux-connector-update.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214850-amp-for-endpoints-linux-connector-update.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215378-installation-of-the-amp-for-endpoints-li.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215378-installation-of-the-amp-for-endpoints-li.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215378-installation-of-the-amp-for-endpoints-li.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215378-installation-of-the-amp-for-endpoints-li.html
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https://www.cisco.com/c/en/us/support/docs/security/amp-virtual-private-cloud-appliance/217209-integration-of-amp-virtual-private-cloud.html
https://www.cisco.com/c/en/us/support/docs/security/amp-virtual-private-cloud-appliance/217209-integration-of-amp-virtual-private-cloud.html
https://console.amp.cisco.com
https://console.eu.amp.cisco.com
https://console.apjc.amp.cisco.com
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215562-integrate-amp-for-endpoints-and-threat-g.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215562-integrate-amp-for-endpoints-and-threat-g.html

Umbrella and Secure Malware Analytics {_Eﬂnﬁgumﬂm_}

Cisco Secure Malwar e [ntegration
Analytics
File Analysis Client ID on Content Security
—ES gllgtfj Appliances (ESA, SMA, WSA) and DC/FMC (TMUHEEhmﬂng -)

Cognitive Threat Analytics [CTA-Demo with Secure Endpoint {_Eﬂﬁﬁgl.lfatlﬂﬂ_}

/

Global Threat Alerts

Secure Endpoint Global Threat Alerts (GTA) .
CTA End of Service FAQ (_Documentation )



https://support.umbrella.com/hc/en-us/articles/231248768-Cisco-Umbrella-Cisco-AMP-Threat-Grid-Cloud-Integration-Setup-Guide
https://support.umbrella.com/hc/en-us/articles/231248768-Cisco-Umbrella-Cisco-AMP-Threat-Grid-Cloud-Integration-Setup-Guide
https://panacea.threatgrid.com
https://panacea.threatgrid.eu
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/213667-file-analysis-client-id-on-content-secur.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/213667-file-analysis-client-id-on-content-secur.html
https://docs.amp.cisco.com/CTA%20Demo.pdf
https://cta.eu.amp.cisco.com/CWSP/ctaLogin
https://www.cisco.com/c/en/us/support/docs/alerts-news/221599-cisco-secure-endpoint-global-threat-aler.html
https://www.cisco.com/c/en/us/support/docs/alerts-news/221599-cisco-secure-endpoint-global-threat-aler.html

