CSR1000v HA Redundancy Deployment
Guide on Microsoft Azure with AzureCLI 2.0
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Introduction

This document provides a step by step configuration guide on how to deploy CSR1000v routers
for High Availability in the Microsoft Azure cloud with AzureCLI 2.0. It is aimed to give users
practical knowledge of HA and the ability to deploy a fully functional testbed.

There are various methods to deploy images on Azure and the most familiar method for most
users is through the web portal. However, AzureCLlI is a quick and powerful tool once you are
familiar with it.

For more in-depth background about Azure, how to deploy a CSR1000v through the web
portal, and HA, refer to the Cisco CSR 1000v Deployment Guide for Microsoft Azure and Related
Information section.



https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure.html

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- A Microsoft Azure account
. 2 CSR1000v and 1 Windows/Linux Virtual Machine
. AzureCLI 2.0

Components Used

The information in this document is based on Cisco |IOS-XE® Denali 16.7.1

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Goal

Deploy 2 CSR1000v routers and 1 VM (windows/linux). Simulate continuous traffic from the
private datacenter (VM) to the internet (8.8.8.8). Simulate an HA failover and observe that HA has
succeeded by confirming that the Azure routing table has switched traffic from CSR-A to CSR-B's
private interface.

Topology

In order to fully understand the topology and design is important before the start of configuration.
This helps to troubleshoot any potential issues later on.

There can be various scenarios of HA deployments based on the user's requirements. For this
example, configure HA redundancy with these settings:

- 1x - Region (South Central US)
- 1x - Resource Group (CorporateDatacenterResourceGroup)
- 1x - Vnet (CorporateDatacenterVnet)
- 6x - Network Interfaces (3x Inside Facing and 3x Outside Facing)
- 2x - Route Tables (InsideRoutetable and OutsideRoutetable)
- 2x - CSR1000v routers (Cisco IOS-XE® Denali 16.7.1)
- 1x - VM (Linux/Windows)
For now, internet access through the public interface is left enabled on the VM so that you can

access and configure it. Generally, all normal traffic should flow through the private route table.
The public interface on the VM can be later disabled so that no traffic is accidentally leaked.

Traffic simulation is performed by pinging from the VM's private interface inside route table CSRA
8.8.8.8. In a failover scenario, observe the private route table has switched the route to point to
CSRB's private interface.
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Terminology

- Resource Group - This is a way for Azure to keep track of all of your resources like virtual



machines and vnets. This is usually used to manage all the items and to keep track of
charges.

- Vnet - A virtual network.(similar to VPC in aws terminology)

- Route Table - This contains the rules for a subnet and can forward specific traffic to an ip
address or act like a VPN endpoint.

Restrictions

- Azure itself may introduce roughly a 40-50 second delay in an HA failover.

Configuration

There are a few methods to deploy VM's on Azure:

1. Web Portal - HA documentation on cisco.com

2. Powershell - Command line based model for managing Azure resources.

3. AzureCLI 2.0 - Also command line based. It is open source and written in python and needs
to be installed on your local system. In order to write this document, AzureCLI 2.0 is the
latest version.

4. Azure Cloud Shell - Choose the Bash shell option instead of the Powershell option to use
AzureCLI through the shell. No installation is necessary for this method.

cure  Btips:'shell azune, com
/& Azure Cloud Shell

Bash v~ & T @ [ 1 {}

Bequesting a Cloud Shell.Succeaded.
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI 2.0
Type "help®™ to learn about Cloud Shell

s

david@hzure:~$% az interactive

Do you agree to sending telemetry (yes/no)? Default answer is yes: yes

Powershell and AzureCLI are similar but the commands for AzureCLI are more straightforward.
Both can run on Windows, MacOS, Linux. Refer to Choosing the right tooling for Azure and side
by side Azure CLI and PowerShell commands for a comparison.

For this example, deploy all resources with either AzureCLI or Cloud Shell. AzureCLI can be
installed on MacOS, Windows or Linux with slightly different steps. There is no difference in
configuration through the rest of the procedure between AzureCLI and Azure Cloud Shell.

r edundancy


https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_0110.html
https://docs.microsoft.com/en-us/cli/azure/?view=azure-cli-latest
https://shell.azure.com/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/

cl oud provider azure 100
bfd peer

route-tabl e

defaul t-gateway ip

cidr ip

app- key

subscription-id

app-id

tenant-id
resour ce- group

Note: This template is helpful to keep track of all the IDs and config which is later used to
configure HA on the CSRs.

Overview

Step 1. Install AzureCLI 2.0.

1. Follow the installation steps for Windows, MacOS, or Linux in the AzureCLI
2.0 documentation.
2. For MacOS:

$ brew update && brew install azure-cl

3. Login to Azure and follow the instructions to authenticate your session.
$ az login

4. Once the browser authentication is completed, your Azure subscription information is

returned in JSON format:

[

{
"cl oudNane": "Azured oud",

"id": "09el13f d4-def 2-46aa- XXXX- XXXXXXXXXXXX"
"isDefault": true
"name": "M crosoft Azure Enterprise"
"state": "Enabl ed"
"tenant 1 d": "ae49849c-2622- XXXX- XXXX- XXXXXXXXXXXX"
"user": {
"nane": "cisco@isco.cont,
"type": "user"
}
}
]

5. Before you get started with the rest of the configuration steps, here are some useful
commands and tips on AzureCLI.

- For help with available sub-commands and what they do, use the -h option.

$ az account -h
- All outputs are returned in JISON format by default. For easier readability, you can use the --
output table option to display in a table.

$ az account list-locations --output table
- Get a list of all available vm's or replace the --all option with one of the other options below to
filter the table.


https://docs.microsoft.com/en-us/cli/azure/install-azure-cli?view=azure-cli-latest
https://docs.microsoft.com/en-us/cli/azure/install-azure-cli?view=azure-cli-latest

$ az vmimage list --all --output table
You are retrieving all the images from server which could take more than a minute. To shorten

the wait, provide '--publisher', '--offer’ or '--sku'. Partial nane search is supported.
- Refer to Microsoft's Azure CLI 2.0 documentation for detailed information on all configuration
commands.

Step 2. Create a Resource Group.
- A Resource Group is a container that holds related resources for an Azure solution. Give a

name to your Resource Group and pick a location to deploy the container. This example uses
South Central US.

$ az account list-locations --output table

Di spl ayNane Latitude Longi tude Nanme

East Asia 22. 267 114.188 east asi a

Sout heast Asi a 1.283 103. 833 sout heast asi a
Central US 41. 5908 -93.6208 centralus

East US 37.3719 -79.8164 eastus

East US 2 36. 6681 -78.3889 eastus?

West US 37.783 -122. 417 west us

North Central US 41. 8819 -87.6278 northcentral us
South Central US 29. 4167 -98.5 sout hcentral us
$ az group create --nanme CorporateDatacenterResourceGoup --location "South Central US"
{

"id": "/subscriptions/09el3fd4- def 2- 46aa- xxXxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup”,

"l ocation": "southcentral us",
"managedBy": nul |,
"nane": "Corporat eDat acent er Resour ceG oup",
"properties": {
"provisioningState": "Succeeded"
I8
"tags": nul

}

- Template (Adding resource-group)

r edundancy
cl oud provider azure 100
bfd peer
route-table
defaul t-gateway ip
cidr ip
app- key
subscription-id
app-id
tenant-id
resour ce- group Cor por at eDat acent er Resour ceG oup

Step 3. Create a Vnet.

- A Vnet is a space of ip addresses where our network is deployed. This range is then split into
smaller subnets and assigned to interfaces. Give a hame to your vnet, assign it into the


https://docs.microsoft.com/en-us/cli/azure/?view=azure-cli-latest

resource group created in step 2 and allocate a prefix range. If you do not specify a prefix,
Azure generally assigns you 10.0.0.0/16.

$ az network vnet create --nanme CorporateDatacenterVnet --resource-group
Cor por at eDat acent er Resour ceG oup --address-prefix 192.168.0.0/ 16
{
"newvNet ": {
"addressSpace": {
"addressPrefixes": [
"192.168. 0. 0/ 16"

]
b

"ddosProt ecti onPlan": null,
"dhcpOptions": {
"dnsServers": []

8

"enabl eDdosProt ection": false,

"enabl eVnProtection": false,

"etag": "W\ "7c39a7a9-46e5- 4082- a016- XXXXXXXXXXXX\ """,

"id": "/subscriptions/09el3fd4- def 2- 46aa- xxxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Net wor k/ vi rt ual
Net wor ks/ Cor por at eDat acent er Vnet ",

"l ocation": "southcentral us",

"nanme": " Cor por at eDat acent er Vnet",

"provisioningState": "Succeeded",

"resourceG oup": "CorporateDatacenter ResourceG oup”,

"resourceCui d": "3d95d732- e46a- 4f ae- a34b- XXXXXXXXXXXX",

"subnets": [],

"tags": {},

"type": "M crosoft. Network/virtual Net works",

"virtual Net wor kPeerings": []

Step 4. Create Route Tables.

1. Create a Route Table for the Inside facing interfaces.
$ az network route-table create --nanme |nsideRoutetable --resource-group
Cor por at eDat acent er Resour ceG oup
{
"di sabl eBgpRout ePropagati on": fal se,
"etag": "W\ "45088005- ch6f - 4356- bb18- XXXXXXXXXXXX\"",
"id": "/subscriptions/09el3fd4- def 2- 46aa- XxXxXx-
XXXXXXXXXXXX/ resour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Network/ro
ut eTabl es/ | nsi deRout et abl e",
"l ocation": "southcentral us",
"nane": "Il nsi deRout et abl e",
"provi sioni ngState": "Succeeded",
"resourceG oup": "CorporateDatacent er Resour ceG oup”,
"routes": [],
"subnets": null,
"tags": null,
"type": "M crosoft. Network/routeTabl es"

}
Template (Adding route-table)

r edundancy
cl oud provider azure 100
bfd peer



route-tabl e InsideRoutetable

defaul t-gateway ip

cidr ip

app- key

subscription-id

app-id

tenant-id

resour ce-group Cor por at eDat acent er Resour ceG oup

2. Create a Route Table for the Outside facing interfaces.
$ az network route-table create --name QutsideRoutetable --resource-group
Cor por at eDat acent er Resour ceG oup
{
"di sabl eBgpRout ePropagati on": fal se,
"etag": "W\ "a89b6230-9542-468c- bh4b2- X XXXXXXXXXXX\ """,
"id": "/subscriptions/09el3fd4- def 2- 46aa- xxxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Network/ro
ut eTabl es/ Qut si deRout et abl e",
"l ocation": "southcentral us",
"nane": " QutsideRoutetable",
"provisioningState": "Succeeded",
"resourceG oup": "CorporateDatacenter ResourceG oup”,
"routes": [],
"subnets": null,
"tags": null,
"type": "M crosoft. Network/routeTabl es"

Step 5. Create Subnets.

1. Create a /24 subnet from the space you assigned for the vnet in step 3, then assign it to the

Inside Route Table.
$ az network vnet subnet create --address-prefix 192.168.1.0/24 --nane |nsideSubnet --
resour ce-group Cor por at eDat acent er ResourceG oup --vnet-nane Cor por at eDat acent er Vnet - -
route-tabl e InsideRoutetable
{
"addressPrefix": "192.168. 1.0/ 24",
"etag": "W\ "a0dbd178- 3a45- 48f b- XXXX- XXXXXXXXXXXX\ " ",
"id": "/subscriptions/09el3fd4- def 2- 46aa- xxXxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosof t. Net wor k/ vi
rt ual Net wor ks/ Cor por at eDat acent er Vnet / subnet s/ | nsi deSubnet ",
"ipConfigurations": null,
"nane": "Ilnsi deSubnet",
"networ kSecurityG oup": null,
"provi si oni ngState": "Succeeded",
"resourceG oup": "CorporateDatacent er Resour ceG oup”,
"resourceNavi gati onLi nks": null,
"routeTabl e": {
"di sabl eBgpRout ePropagation”: null,
"etag": null,
"id": "/subscriptions/09el3fd4- def 2- 46aa- xxXxx-
XXXXXXXXXXXX/ resour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Network/ro
ut eTabl es/ | nsi deRout et abl e",
"l ocation": null,

nane": null,
"provisioningState": null,
"resourceG oup": "CorporateDatacent er Resour ceG oup”,

"routes": null,
"subnets": null,
"tags": null,



"type": null
I
"servi ceEndpoi nts": null

}

2. Create another /24 subnet from the space you assigned for the vnet and assign it to
the Outside Route Table.

$ az network vnet subnet create --address-prefix 192.168.2.0/24 --nanme QutsideSubnet --
resour ce-group Cor por at eDat acent er ResourceG oup --vnet-nane Cor por at eDat acent er Vnet - -
route-tabl e CutsideRoutetable
{
"addressPrefix": "192.168. 2.0/ 24",
"etag": "W\"874d1019- 90a0- 44f d- a09c- Oaed8f 2ede5b\ " ",
"id": "/subscriptions/09el3fd4- def 2- 46aa- xxXxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosof t. Net wor k/ vi
rt ual Net wor ks/ Cor por at eDat acent er Vnet / subnet s/ Qut si deSubnet ",
"ipConfigurations": null,
"nane": "CQutsideSubnet",
"networ kSecurityG oup": null,
"provi si oni ngState": "Succeeded",
"resourceG oup": "CorporateDatacent er Resour ceG oup”,
"resour ceNavi gati onLi nks": nul |,
"routeTabl e": {
"di sabl eBgpRout ePropagation": null,
"etag": null,
"id": "/subscriptions/09el3fd4- def 2- 46aa- xxXxx-
XXXXXXXXXXXX/ resour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Network/ro
ut eTabl es/ Qut si deRout et abl e",
"l ocation": null,

"nane": null,
"provisioningState": null,
"resourceG oup": "CorporateDatacent er Resour ceG oup”,

"routes": null,
"subnets": null,
"tags": null,
"type": null

H

"servi ceEndpoi nts": null

}

Step 6. Create a CSR1000v router.

Each VM needs to have 2 interfaces (inside and outside) which mean 2 NICs per VM. Create the
2 NICs and associate a public IP to the outside NIC.

1. Create the Public IP address.
$ az network public-ip create --name CSRAPubliclP --resource-group
Cor por at eDat acent er ResourceG oup --idle-tinmeout 30 --allocation-nmethod Static
{
"publiclp": {

"dnsSettings": null,

"etag": "W\ "38306703-153b- 456b- b2e4- X XXXXXXXXXXX\ """,

"id": "/subscriptions/09el3fd4-def 2- 46aa- XxXxx-
XXXXXXXXXXXX/ resour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M cr osof t. Net wor k/ pu
bl i cl PAddr esses/ CSRA",

"idl eTi meout | nM nutes": 30,

"i pAddress": "40.124.43.82",

"ipConfiguration": null,

"ipTags": [1],



"l ocation": "southcentral us",
"nane": "CSRAPubliclP",

"provi si oni ngState": "Succeeded",
"publicl pAddressVersion": "I Pv4",
“publicl pAllocationMethod": "Static",
"resourceG oup": "CorporateDatacent er Resour ceG oup”,
"resourceCui d': "610e1631-331a-4971-8502- XXXXXXXXXXXX",
"sku": {
"nane": "Basic",
“"tier": "Regional"
I8
"tags": null,

"type": "M crosoft. Network/publicl PAddresses”,
"zones": null

2. Create the Outside NIC and associate the public IP address to it.
$ az network nic create --nanme CSRAQutsi del nterface --resource-group
Cor por at eDat acent er Resour ceG oup --subnet QutsideSubnet --vnet CorporateDatacenterVnet --
public-i p-address CSRAPublicl P
{
"NewNl C': {
"dnsSettings": {
"appl i edDnsServers": [],
"dnsServers": [],
"i nternal DnsNaneLabel ": nul I,
"i nt ernal Domai nNameSuf fi x": "pl k2sxeb5i 0l 1ccksytfab.j x.internal.cl oudapp. net",
"internal Fgdn": nul |
H
"enabl eAccel er at edNet wor ki ng": fal se,
"enabl el pForwar di ng": fal se,
"etag": "W\ "06fd60de-6547-4992-bh506- XXXXXXXXXXXX\ """,
"id": "/subscriptions/09el3fd4-def 2-46aa- XxXxx-
XXXXXXXXXXXX/ resour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Net wor k/ ne
t wor kI nt er f aces/ CSRAQut si del nterface",
"ipConfigurations": [
{
"appl i cati onGat ewayBackendAddr essPool s": nul |,
"applicationSecurityG oups": null,
"etag": "W\ "06fd60de-6547-4992- XXXX- XXXXXXXXXXXX\ """,
"id": "/subscriptions/09el3fd4-def 2- 46aa- XxXxx-
XXXXXXXXXXXX/ resour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Net wor k/ ne
t wor kI nt er f aces/ CSRAQut si del nterface/i pConfigurations/ipconfigl",
"| oadBal ancer BackendAddr essPool s": nul |,
"1 oadBal ancer | nboundNat Rul es": nul |,
"name": "ipconfigl",
"primary": true,
"privatel pAddress": "192.168.2.4",

"privatel pAddressVersion": "|Pv4",
"privatel pAlocati onMet hod": "Dynanic",
"provi sioni ngState": "Succeeded",

"publicl pAddress": {

"dnsSettings": null,

"etag": null,

"id": "/subscriptions/09el3fd4-def 2- 46aa- XxXxXx-
XXXXXXXXXXXX/ resour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M cr osof t. Net wor k/ pu
bl i cl PAddr esses/ CSRAPubl i cl P",

"idl eTi meout | nM nutes": null,

"i pAddress": null,

"ipConfiguration": null,

"ipTags": null,

"l ocation": null,



"nane": null,

"provisioningState": null,

"publicl pAddressVersion": null,

"publicl pAllocationMethod": null,

"resourceG oup": "CorporateDatacent er Resour ceG oup”,

"resourceGuid': null,

"sku": null,

"tags": null,

"type": null,

"zones": null

I8
"resourceG oup": "CorporateDatacent er Resour ceG oup”,
"subnet": {

"addressPrefix": null,

"etag": null,

"id": "/subscriptions/09el3fd4- def 2- 46aa- xxXxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosof t. Net wor k/ vi
rt ual Net wor ks/ Cor por at eDat acent er Vnet / subnet s/ Qut si deSubnet ",

"ipConfigurations": null,

"nane": null,

"networ kSecurityG oup": null,

"provisioningState": null,

"resourceG oup": "CorporateDatacent er Resour ceG oup”,

"resour ceNavi gati onLi nks": null,

"routeTable": null,

"servi ceEndpoi nts": null

}
}
I

"l ocation": "southcentral us",

"macAddress": null,

"nane": " CSRACut si del nterface",

"networ kSecurityG oup": null,

"primary": null,

"provi si oni ngState": "Succeeded",

"resourceG oup": "CorporateDatacent er Resour ceG oup”,
"resourceCui d': "93413822-e819-4644- ac0d- XXXXXXXXXXXX",
"tags": null,

"type": "M crosoft. Network/networklnterfaces"”,
"virtual Machi ne": null

3. Create the Inside NIC.
$ az network nic create --nanme CSRAI nsidelnterface --resource-group
Cor por at eDat acent er Resour ceG oup --subnet |nsideSubnet --vnet CorporateDatacenterVnet
{
"NewNl C': {
"dnsSettings": {
"appl i edDnsServers": [],
"dnsServers": [],
"i nternal DnsNaneLabel ": nul I,
"i nt ernal Domai nNanmeSuf fi x": "gl | zkpl k2sxe5i 0l 1ccksytfab. j x.internal.cl oudapp. net",
“internal Fqdn": nul |
H
"enabl eAccel er at edNet wor ki ng": fal se,
"enabl el pForwar di ng": fal se,
"etag": "W\ "bebeb539f-b5ff-40fa-al22-5c27951af eb1\"",
"id": "/subscriptions/09el3fd4-def 2- 46aa- XxXxx-
XXXXXXXXXXXX/ resour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Net wor k/ ne
t wor kil nt er f aces/ CSRAI nsi del nt erface",
"ipConfigurations": [
{



"appl i cati onGat ewayBackendAddr essPool s": nul |,

"applicationSecurityG oups": null,

"etag": "W\ "bebe539f-b5ff-40fa-al22-5c27951af eb1\ " ",

"id": "/subscriptions/09el3fd4- def 2- 46aa- xxXxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Net wor k/ ne
t wor ki nt er f aces/ CSRAI nsi del nt erface/ i pConfi gurations/ipconfigl",

"| oadBal ancer BackendAddr essPool s": nul |,

"| oadBal ancer | nboundNat Rul es": nul |,

"name": "ipconfigl",

“primry": true,

“privat el pAddress": "192.168.1.4",

"privat el pAddressVersi on": "I Pv4",

"privatel pAllocationMet hod": "Dynam c",

"provi si oni ngState": "Succeeded",

“publicl pAddress”: null,

"resourceG oup": "CorporateDatacent er Resour ceG oup”,

"subnet": {

"addressPrefix": null,

"etag": null,

"id": "/subscriptions/09el3fd4- def 2- 46aa- xxXxx-
XXXXXXXXXXXX/ resour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosof t. Net wor k/ vi
rt ual Net wor ks/ Cor por at eDat acent er Vnet / subnet s/ | nsi deSubnet ",

"ipConfigurations": null,

"nane": null,

"networ kSecurityG oup": null,

"provisioningState": null,

"resourceG oup": "CorporateDatacent er Resour ceG oup”,

"resour ceNavi gati onLi nks": null,

"routeTable": null,

"servi ceEndpoi nts": null

}
}
I,
"l ocation": "southcentral us",
"macAddress": null,
"nanme": "CSRAI nsi del nterface",

"networ kSecurityG oup": null,
"primary": null,
"provi si oni ngState": "Succeeded",
"resourceG oup": "CorporateDatacent er ResourceG oup”,
"resourceCui d': "Of 7ae52a-47c3-4563-9f e0- b1484e88296e",
"tags": null,
"type": "M crosoft. Network/networklnterfaces"”,
"virtual Machine": null
}
}

4. List the available CSR1000v images on Azure. This example uses the urn name of
cisco:cisco-csr-1000v:16_7:16.7.120171201.

az vmimage list --all --publisher Cisco --offer cisco-csr-1000v
[
{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "16_5",

"urn": "cisco:cisco-csr-1000v: 16_5:16.5.120170418",
"version": "16.5.120170418"

}s

{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "16_5",

"urn": "cisco:cisco-csr-1000v: 16_5: 16.5.220171128",
"version": "16.5.220171128"



{
"offer": "cisco-csr-1000v"
"publisher": "cisco"
"sku": "16_6",
"urn": "cisco:cisco-csr-1000v: 16_6: 16. 6. 120170804",
"version": "16.6.120170804"

}

{
"offer": "cisco-csr-1000v"
"publisher": "cisco"
"sku": "16_6",
"urn": "cisco:cisco-csr-1000v: 16_6: 16. 6. 220171219",
"version": "16.6.220171219"

}

{
"offer": "cisco-csr-1000v"
"publisher": "cisco"
"sku": "16_7",
"urn": "cisco:cisco-csr-1000v: 16_7:16.7.120171201",
"version": "16.7.120171201"

}

{
"offer": "cisco-csr-1000v"
"publisher": "cisco"
"sku": "3_16",
"urn": "cisco:cisco-csr-1000v: 3_16: 3. 16. 420170208",
"version": "3.16.420170208"

}

{
"offer": "cisco-csr-1000v"
"publisher": "cisco"
"sku": "3_16",
"urn": "cisco:cisco-csr-1000v: 3_16: 3. 16. 520170215"
"version": "3.16.520170215"

}

{
"offer": "cisco-csr-1000v"
"publisher": "cisco"
"sku": "csr-azure-byol",
"urn": "cisco:cisco-csr-1000v: csr-azure-byol: 16.40.120170206",
"version": "16.40.120170206"

}

{
"offer": "cisco-csr-1000v"
"publisher": "cisco"
"sku": "csr-azure-byol",
"urn": "cisco:cisco-csr-1000v: csr-azure-byol: 3.16. 0",
"version": "3.16.0"

}

{
"offer": "cisco-csr-1000v"
"publisher": "cisco"
"sku": "csr-azure-byol",
"urn": "cisco:cisco-csr-1000v: csr-azure-byol: 3.16. 2",
"version": "3.16.2"

}

]
5. Deploy the CSR1000v with the urn name of the image.
$ az vmcreate --resource-group CorporateDatacent er ResourceG oup --nane CSRA --|ocation

sout hcentral us --image cisco: cisco-csr-1000v: 16_7:16. 7. 120171201 --nics
CSRACut si del nt erface CSRAI nsi del nterface --adm n-usernane ci sco --adm n- password
"Ci scol234567" --authentication-type password



Runni ng ..
{
"fgqdns": "",
"id": "/subscriptions/09el3fd4- def 2- 46aa- xxXxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M cr osof t. Conput e/ vi
rt ual Machi nes/ CSRA",

"l ocation": "southcentral us",
"macAddress": "00-0D- 3A-5D 83-58, 00- OD- 3A-5D- 89- 27",
"power State": "VM runni ng",

"privatel pAddress": "192.168. 2.4,192. 168. 1. 4",
"publicl pAddress”: "40.124.43. 82",

"resourceG oup": "CorporateDatacent er Resour ceG oup”,
"zones":

After a few minutes, the new CSR1000v boots up.
$ az vmlist --resource-group CorporateDatacenterResourceGoup --showdetails --output

tabl e
Narre Resour ceGr oup Power St at e Publ i cl ps Fgdns Location Zones
CSRA Cor por at eDat acent er Resour ceG oup VM runni ng 40. 124. 43. 82

sout hcentral us

6. Login to the CSR1000v and verify functionality.
$ ssh cisco@0. 124. 43. 82
The authenticity of host '40.124.43.82 (40.124.43.82)' can't be established.
RSA key fingerprint is SHA256: q33FHW7RI kDn
Are you sure you want to conti nue connecting (yes/no)? yes
War ni ng: Permanently added ' 40.124.43.82' (RSA) to the list of known hosts.
Passwor d:

CSRA#

CSRA#show i p interface brief

Interface | P-Address OK? Method Status Protocol
G gabitEthernet1 192.168.2.4 YES DHCP up up

G gabitEthernet2 192.168.1.4 YES DHCP up up

Step 7. Create the second CSR1000v router.

1. Create the Public IP address.
$ az network public-ip create --name CSRBPubliclP --resource-group
Cor por at eDat acent er ResourceG oup --idle-tinmout 30 --allocation-nmethod Static
{
"publiclp": {
"dnsSettings": null,
"etag": "W\ "fOf 98dac- ea56- 4ef e- 8da6- 8la221lac3474\"",
"id": "/subscriptions/09el3fd4-def 2- 46aa- XxXxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M cr osof t. Net wor k/ pu
bl i cl PAddr esses/ CSRB",
"idl eTi meout | nM nutes": 30,
"i pAddress": "23.100.122.102",
"ipConfiguration": null,
"ipTags": [1],
"l ocation": "southcentral us",
"name": "CSRBPublicl P",
"provisioni ngState": "Succeeded",
"publicl pAddressVersion": "I Pv4",



“publicl pAllocationMethod": "Static",
"resourceG oup": "CorporateDatacent er Resour ceG oup”,
"resourceCui d': "aa03bc26-22df-4696-bd77-ca29df 029d7d",
"sku": {
"nane": "Basic",
“"tier": "Regional"
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"tags": null,
"type": "M crosoft. Network/publicl PAddresses”,
"zones": null
}
}

2. Create the Outside NIC and associate the public IP address to it.
$ az network nic create --name CSRBQutsi del nterface --resource-group
Cor por at eDat acent er Resour ceG oup --subnet CQutsi deSubnet --vnet CorporateDatacenterVnet --
publ i c-i p-address CSRBPubliclP
{
"NewNl C': {
"dnsSettings": {
"appl i edDnsServers": [],
"dnsServers": [],
"i nternal DnsNaneLabel ": nul I,
"i nt er nal Domai nNameSuf fi x": "gl | zkpl k2sxe5i 0l 1ccksytfab. j x. i nternal . cl oudapp. net",
"internal Fqdn": nul |
b
"enabl eAccel er at edNet wor ki ng": fal se,
"enabl el pForwardi ng": fal se,
"etag": "W\ "ee0a0b4l-42f 6-4ac2- 91c2- XXXXXXXXXXXX\ """,
"id": "/subscriptions/09el3fd4- def 2- 46aa- xxxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Net wor k/ ne
t wor kI nt er f aces/ CSRBQut si del nt er f ace",
"ipConfigurations": [
{
"appl i cati onGat ewayBackendAddr essPool s": nul I,
"applicationSecurityG oups": null,
"etag": "W\ "ee0a0b4l-42f 6-4ac2- 91c2- XXXXXXXXXXXX\ """,
"id": "/subscriptions/09el3fd4- def 2- 46aa- xxxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Net wor k/ ne
twor kl nt er f aces/ CSRBQut si del nt er face/ i pConfi gurati ons/ipconfigl",
"| oadBal ancer BackendAddr essPool s": nul |,
"| oadBal ancer | nboundNat Rul es": nul |,
"name": "ipconfigl",
"primary": true,
"privatel pAddress”: "192.168.2.5",

"privatel pAddressVersion": "I Pv4",
"privatel pAlocati onMet hod": "Dynam c",
"provisioningState": "Succeeded",

"publicl pAddress": {

"dnsSettings": null,

"etag": null,

"id": "/subscriptions/09el3fd4- def 2- 46aa- xxxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Net wor k/ pu
bl i cl PAddr esses/ CSRBPubl i cl P",

"idl eTi meout| nM nutes": null,

"i pAddress”": null,

"ipConfiguration": null,

"ipTags": null,
"l ocation": null,
"nane": null,

"provisioningState": null,

"publicl pAddressVersion": null,

"publicl pAll ocati onMet hod": null,

"resourceG oup": "CorporateDatacent er ResourceG oup”,



"resourceGuid': null,

"sku": null,

"tags": null,

"type": null,

"zones": null
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"resourceG oup": "CorporateDatacent er Resour ceG oup”,
"subnet": {

"addressPrefix": null,

"etag": null,

"id": "/subscriptions/09el3fd4- def 2- 46aa- xxXxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosof t. Net wor k/ vi
rt ual Net wor ks/ Cor por at eDat acent er Vnet / subnet s/ Qut si deSubnet ",

"ipConfigurations": null,

"nane": null,

"networ kSecurityG oup": null,

"provisioningState": null,

"resourceG oup": "CorporateDatacent er Resour ceG oup”,

"resour ceNavi gati onLi nks": null,

"routeTable": null,

"servi ceEndpoi nts": null

}

}
1.
"l ocation": "southcentral us",
"macAddress": null,
"nane": " CSRBCutsi del nterface",
"networ kSecurityG oup": null,
"primary": null,
"provi si oni ngState": "Succeeded",
"resourceG oup": "CorporateDatacent er Resour ceG oup”,
"resourceCui d': "c3f05156-ad07-4abd- a006- XXXXXXXXXXXX",
"tags": null,
"type": "M crosoft. Network/networklnterfaces"”,
"virtual Machi ne": null

}
}

3. Create the Inside NIC.
$ az network nic create --name CSRBInsidelnterface --resource-group
Cor por at eDat acent er Resour ceG oup --subnet |nsi deSubnet --vnet CorporateDatacenter Vnet
{
"NewNl C': {
"dnsSettings": {
"appl i edDnsServers": [],
"dnsServers": [],
"i nternal DnsNaneLabel ": nul I,
"i nt er nal Donai nNameSuf fi x": "zkpl k2sxe5i Ol 1ccksytfab.j x.internal . cl oudapp. net",
"internal Fqdn": nul |
b
"enabl eAccel er at edNet wor ki ng": fal se,
"enabl el pForwardi ng": fal se,
"etag": "W\ "15edf 738-fc77-431c- 80f 3- XXXXXXXXXXXX\ """,
"id": "/subscriptions/09el3fd4- def 2- 46aa- xxxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Net wor k/ ne
t wor kI nt er f aces/ CSRBI nsi del nt er f ace",
"ipConfigurations": [
{
"appl i cati onGat ewayBackendAddr essPool s": nul |,
"applicationSecurityG oups": null,
"etag": "W\ "15edf 738-fc77-431c- 80f 3- XXXXXXXXXXXX\ """,
"id": "/subscriptions/09el3fd4- def 2- 46aa- xxxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M cr osoft. Net wor k/ ne
twor kl nt er f aces/ CSRBI nsi del nt erface/ i pConfi gurations/ipconfigl",



"| oadBal ancer BackendAddr essPool s": nul |,
"| oadBal ancer | nboundNat Rul es": nul |,
"name": "ipconfigl",

“primry": true,

“privat el pAddress": "192.168.1.5",
"privat el pAddressVersi on": "I Pv4",
“privatel pAll ocationMet hod": "Dynam c",
"provi si oni ngState": "Succeeded",
"publicl pAddress”: null,

"resourceG oup": "CorporateDatacent er Resour ceG oup”,
"subnet": {

"addressPrefix": null,

"etag": null,

"id": "/subscriptions/09el3fd4- def 2- 46aa- xxXxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosof t. Net wor k/ vi
rt ual Net wor ks/ Cor por at eDat acent er Vnet / subnet s/ | nsi deSubnet ",

"ipConfigurations": null,

"nane": null,

"networ kSecurityG oup": null,

"provisioningState": null,

"resourceG oup": "CorporateDatacent er Resour ceG oup”,

"resour ceNavi gati onLi nks": null,

"routeTable": null,

"servi ceEndpoi nts": null

}
}
I,
"l ocation": "southcentral us",
"macAddress": null,
"nane": "CSRBI nsi del nterface",

"networ kSecurityG oup": null,

"primary": null,

"provi si oni ngState": "Succeeded",

"resourceG oup": "CorporateDatacent er Resour ceG oup”,
"resourceCui d': "085c88f c-9e78-49be- aba7- XXXXXXXXXXXX",
"tags": null,

"type": "M crosoft. Network/networklnterfaces"”,

"virtual Machine": null

}
}

4. Deploy the second CSR1000v with the same image cisco:cisco-csr-
1000v:16 7:16.7.120171201.

$ az vmcreate --resource-group CorporateDat acent er ResourceG oup --nane CSRB --1|ocation
sout hcentral us --inmage cisco: cisco-csr-1000v: 16_7:16. 7. 120171201 --nics
CSRBQut si del nt erface CSRBI nsi del nterface --adm n-usernane cisco --adm n-password
"Ci sco0l234567" --authentication-type password
{
"fqdns": "",
"id": "/subscriptions/09el3fd4-def 2- 46aa- xXxx-
XXXXXXXXXXXX/ resour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Conput e/ vi
rtual Machi nes/ CSRB",

"l ocation": "southcentral us",
"macAddr ess": "00-0D- 3A-5D 8C-51, 00- 0D- 3A-5D- 85- 2A",
"power State": "VM runni ng",

"privatel pAddress": "192.168.2.5,192.168.1.5",
"publicl pAddress": "23.100.122.102",

"resourceG oup": "CorporateDatacent er ResourceG oup”,
"zones": ""

Step 8. Create a host VM with the same procedure in step 6. This example
uses UbuntulLTS.



1. Create the Public IP address.
$ az network public-ip create --name VMHostPubliclP --resource-group
Cor por at eDat acent er ResourceG oup --idle-tineout 30 --allocation-nethod Static
{
"publiclp": {
"dnsSettings": null,
"etag": "W\ "5943a230- 1eeb- 4cf 0- b856- X XXXXXXXXXXX\ "",
"id": "/subscriptions/09el3fd4- def 2- 46aa- xxxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Net wor k/ pu
bl i cl PAddr esses/ VMHost Publ i cl P",
"idl eTi neout | nM nut es": 30,
"i pAddress": "104.215.77.207",
"ipConfiguration": null,

"ipTags": [],
"l ocation": "southcentral us",
"name": "VMHost Publicl P",
"provisioningState": "Succeeded",
"publicl pAddressVersion": "I Pv4",
"publiclpAllocationMethod": "Static",
"resourceG oup": "CorporateDatacenter ResourceG oup”,
"resourceCui d": "eal9clOa- 2f d3-498f - b984- XXXXXXXXXXXX" ,
"sku": {
"nane": "Basic",
"tier": "Regional"
H
"tags": null,

"type": "M crosoft. Network/publiclPAddresses",
"zones": null
}
}

2. Create the Outside NIC and associate the OutsideSubnet and the public IP address to it.
When subnets are associated with NICs, an IP address is automatically assigned to the NIC.
In this example, the OutsideSubnet is 192.168.2.0/24 and the IP address automatically
assigned to the NIC is 192.168.2.6.

$ az network nic create --nanme VMHost Qutsi del nterface --resource-group
Cor por at eDat acent er Resour ceG oup --subnet QutsideSubnet --vnet CorporateDatacenterVnet --
public-i p-address VMHost Publicl P
{
"NewNl C': {
"dnsSettings": {
"appl i edDnsServers": [],
"dnsServers": [],
"i nternal DnsNaneLabel ": nul I,
"i nt ernal Domai nNaneSuf fi x": "gzkpl k2sxe5i Ol 1ccksytfab.j x.internal . cl oudapp. net",
“internal Fqdn": nul |
H
"enabl eAccel er at edNet wor ki ng": fal se,
"enabl el pForwar di ng": fal se,
"etag": "W\"2c70c97b-6470-42¢c8- h481- XXXXXXXXXXXX\ """,
"id": "/subscriptions/09el3fd4-def 2- 46aa- XxXxx-
XXXXXXXXXXXX/ resour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Net wor k/ ne
t wor kl nt er f aces/ VMHost Qut si del nt erface",
"ipConfigurations": [
{
"appl i cati onGat ewayBackendAddr essPool s": nul |,
"applicationSecurityG oups": null,
"etag": "W\"2c70c97b-6470-42¢c8- h481- XXXXXXXXXXXX\ """,
"id": "/subscriptions/09el3fd4-def 2- 46aa- XxXxx-
XXXXXXXXXXXX/ resour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Net wor k/ ne
t wor kil nt er f aces/ VMHost Qut si del nt erface/ i pConfi gurations/ipconfigl",
"| oadBal ancer BackendAddr essPool s": nul |,
"1 oadBal ancer | nboundNat Rul es": nul |,



nane": "ipconfigl",
“primary": true,
“privat el pAddress": "192.168. 2. 6",

"privat el pAddressVersi on": "I Pv4",
“privatel pAll ocationMet hod": "Dynam c",
"provi si oni ngState": "Succeeded",

"publicl pAddress": {

"dnsSettings": null,

"etag": null,

"id": "/subscriptions/09el3fd4- def 2- 46aa- xxXxx-
XXXXXXXXXXXX/ resour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M cr osof t. Net wor k/ pu
bl i cl PAddr esses/ VMHost Publ i cl P*,

"idl eTi neout | nM nutes": null,

"i pAddress": null,

"ipConfiguration": null,

"ipTags": null,
"l ocation": null,
"nane": null,

"provisioningState": null,

"publicl pAddressVersion": null,

"publicl pAllocationMethod": null,

"resourceG oup": "CorporateDatacent er Resour ceG oup”,

"resourceGuid': null,

"sku": null,

"tags": null,

"type": null,

"zones": null
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"resourceG oup": "CorporateDatacent er Resour ceG oup”,
"subnet": {

"addressPrefix": null,

"etag": null,

"id": "/subscriptions/09el3fd4- def 2- 46aa- xxXxx-
XXXXXXXXXXXX/ resour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosof t. Net wor k/ vi
rt ual Net wor ks/ Cor por at eDat acent er Vnet / subnet s/ Qut si deSubnet ",

"ipConfigurations": null,

"nane": null,

"networ kSecurityG oup": null,

"provisioningState": null,

"resourceG oup": "CorporateDatacent er Resour ceG oup”,

"resour ceNavi gati onLi nks": null,

"routeTable": null,

"servi ceEndpoi nts": null

}

}
1
"l ocation": "southcentral us",
"macAddress": null,
"nane": "VMHost Qut si del nterface",
"networ kSecurityG oup": null,
"primary": null,
"provi si oni ngState": "Succeeded",
"resourceG oup": "CorporateDatacent er Resour ceG oup”,
"resourceCui d': "89588a04- 6bab-467d- a86f - XXXXXXXXXXXX",
"tags": null,
"type": "M crosoft. Network/networklnterfaces"”,
"virtual Machine": null

3. Create the Inside NIC.
$ az network nic create --nanme VMHost | nsidel nterface --resource-group
Cor por at eDat acent er Resour ceG oup --subnet |nsideSubnet --vnet CorporateDatacenterVnet



"NewNl C': {
"dnsSettings": {
"appl i edDnsServers": [],
"dnsServers": [],
"i nt er nal DnsNaneLabel ": nul |,
"i nt er nal Domai nNameSuf fi x": "zkpl k2sxe5i 0l 1ccksytfab. jx.internal.cl oudapp. net"”,
"internal Fqgdn": nul |
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"enabl eAccel er at edNet wor ki ng": fal se,
"enabl el pForwar di ng": fal se,
"etag": "W\ "dda7eacf-4670-40c2- 999C- XXXXXXXXXXXX\ " ",
"id": "/subscriptions/09el3fd4- def 2- 46aa- xxXxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosof t. Net wor k/ ne
t wor kl nt er f aces/ VVHost | nsi del nter f ace",
"ipConfigurations": [
{

"appl i cati onGat ewayBackendAddr essPool s": nul |,

"applicationSecurityG oups": null,

"etag": "W\ "dda7eacf-4670-40c2- 999C- XXXXXXXXXXXX\ " ",

"id": "/subscriptions/09el3fd4- def 2- 46aa- xxXxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosof t. Net wor k/ ne
t wor kil nt er f aces/ VMHost | nsi del nt er f ace/ i pConfi gurations/ipconfigl",

"| oadBal ancer BackendAddr essPool s": nul |,

"| oadBal ancer | nboundNat Rul es": nul |,

"name": "ipconfigl",

“primry": true,

“privat el pAddress": "192.168.1. 6",

“privat el pAddressVersi on": "I Pv4",

“privatel pAllocationMet hod": "Dynam c",

"provi si oni ngState": "Succeeded",

"publicl pAddress”: null,

"resourceG oup": "CorporateDatacent er Resour ceG oup”,

"subnet": {

"addressPrefix": null,

"etag": null,

"id": "/subscriptions/09el3fd4- def 2- 46aa- xxXxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosof t. Net wor k/ vi
rt ual Net wor ks/ Cor por at eDat acent er Vnet / subnet s/ | nsi deSubnet ",

"ipConfigurations": null,

"nane": null,

"networ kSecurityG oup": null,

"provisioningState": null,

"resourceG oup": "CorporateDatacent er Resour ceG oup”,

"resour ceNavi gati onLi nks": null,

"routeTable": null,

"servi ceEndpoi nts": null

}
}
I,
"l ocation": "southcentral us",
"macAddress": null,
"nane": "VMHost | nsi del nterface",

"networ kSecurityG oup": null,

"primary": null,

"provi si oni ngState": "Succeeded",

"resourceG oup": "CorporateDatacent er Resour ceG oup”,
"resourceCui d': "8efl1l2cdd-cc31-432e-99cf - XXXXXXXXXXXX",
"tags": null,

"type": "M crosoft. Network/networklnterfaces"”,

"virtual Machine": null



4. Deploy the Ubuntu VM. This example uses UbuntuLTS.

az vmimage list --output table
You are viewing an offline list of images, use --all to retrieve an up-to-date |ist

Ofer Publ i sher Sku Urn

U nAlias Ver si on

Cent OS OpenLogi ¢ 7.3 OpenLogi c: Cent OS: 7. 3: | at est
Cent CS | at est

Cor eCS Cor eOS Stabl e Cor eCS: Cor eCS: St abl e: | at est
Cor eCS | at est

Debi an credativ 8 credativ: Debi an: 8: 1 at est

Debi an | at est

openSUSE- Leap SUSE 42.3 SUSE: openSUSE- Leap: 42. 3: | at est
openSUSE- Leap | at est

RHEL RedHat 7.3 RedHat : RHEL: 7. 3: | at est

RHEL | at est

SLES SUSE 12- SP2 SUSE: SLES: 12- SP2: | at est

SLES | at est

Ubunt uSer ver Canoni cal 16. 04- LTS Canoni cal : Ubunt uSer ver: 16. 04-
LTS: | at est Ubunt uLTS | at est

W ndowsServer M crosoftW ndowsServer 2016-Dat acenter

M cr osof t WndowsSer ver : W ndowsSer ver : 2016- Dat acent er: | at est W n2016Dat acent er | at est

W ndowsServer M crosoftW ndowsServer 2012-R2-Datacenter

M crosof t WndowsSer ver : W ndowsSer ver : 2012- R2- Dat acenter: | atest Wn2012R2Dat acenter | at est

W ndowsServer M crosoftW ndowsServer 2012-Dat acenter

M cr osof t W ndowsSer ver : W ndowsSer ver : 2012- Dat acent er : | at est W n2012Dat acent er | at est
W ndowsServer M crosoftW ndowsServer 2008- R2- SP1

M cr osof t W ndows Ser ver : W ndowsSer ver : 2008- R2- SP1: | at est W n2008R2SP1 | at est
$ az vmcreate --resource-group CorporateDatacenterResourceG oup --nanme VimHost --1ocation
sout hcentral us --image Ubunt uLTS --adm n-user cisco --adm n-password G scol234567 --nics
VIVHost Qut si del nt erface VMHost I nsi del nterface --authentication-type password

{

"fqdns": "",

"id": "/subscriptions/09el3fd4- def 2- 46aa- xxXxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosof t. Conput e/ vi
r t ual Machi nes/ VnHost ",

"l ocation": "southcentral us",
"macAddress": "00-0D- 3A-5D B7- CB, 00- OD- 3A- 5D- B8- 9B",
"power State": "VM runni ng",

"privatel pAddress": "192.168. 2.6, 192. 168. 1. 6",
"publicl pAddress”: "104.215.77.207",

"resourceG oup": "CorporateDatacent er Resour ceG oup”,
"zones":

Step 9. Add routes to routing tables and VMs.

1. Add a default route for the inside subnet to route traffic through CSR A by setting the next

hop IP address as 192.168.1.4. This is done on the InsideRouteTable.
$ az network route-table route create --address-prefix 8.8.8.8/32 --name default_route --
next - hop-type Virtual Appliance --resource-group CorporateDat acent er ResourceG oup --route-
t abl e- name | nsi deRout eTabl e --next-hop-i p-address 192.168.1.4
{

"addressPrefix": "8.8.8.8/32",

"etag": "W\ "ef9e650a-5d70- 455d- h958- 5a0ef cO7e7ad\ " ",

"id": "/subscriptions/09el3fd4- def 2- 46aa- xxxx-



XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Network/ro
ut eTabl es/ | nsi deRout eTabl e/ r out es/ def aul t _rout e",

"name": "default_route",

"next Hopl pAddress": "192.168.1. 4",

"next HopType": "Virtual Appliance",

"provi si oni ngState": "Succeeded",

"resourceG oup": "CorporateDatacent er Resour ceG oup”

2. Add a route for traffic in the network to reach the internet on the OutsideRouteTable.

$ az network route-table route create --address-prefix 8.8.8.8/32 --name internet --next-
hop-type Internet --resource-group CorporateDatacent er ResourceG oup --route-tabl e-nane
Qut si deRout eTabl e
{

"addressPrefix": "8.8.8.8/32",

"etag": "W\"d2c7e32e-8d32-4856- a3ab- XXXXXXXXXXXX\ """,

"id": "/subscriptions/09el3fd4-def 2-46aa- XxXxx-
XXXXXXXXXXXX/ resour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Network/ro
ut eTabl es/ Qut si deRout eTabl e/ rout es/i nternet",

"nanme": "internet",

"next Hopl pAddress": nul |,

"next HopType": "lInternet",

"provisioni ngState": "Succeeded",

"resourceG oup": "CorporateDatacent er Resour ceG oup”

}
3. Login to the Ubuntu VM and add a route to force traffic through the inside interface to

8.8.8.8. Azure route table automatically uses the first IP in a subnet as its gateway. The
Inside interface's (ethl) subnet is 192.168.1.0/24 which means that 192.168.1.1 is the default

gw address for the host VM.

$ ifconfig

et hO Link encap: Et hernet HwAddr 00: 0d: 3a: 5d: b7: cb

i net addr:192.168.2.6 Bcast:192. 168. 2. 255 Mask: 255. 255. 255. 0
inet6 addr: fe80::20d: 3aff:febd: b7cb/ 64 Scope: Li nk

UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1

RX packets: 3986 errors: 0 dropped: 0 overruns:0 frame: 0

TX packets: 2881 errors: 0 dropped: 0 overruns: 0 carrier:0
collisions: 0 txqueuel en: 1000

RX bytes: 3475393 (3.4 MB) TX bytes: 592740 (592.7 KB)

ethl Link encap: Et hernet HwAddr 00: 0d: 3a: 5d: b8: 9b

i net addr:192.168.1.6 Bcast:192.168. 1. 255 Mask: 255. 255. 255. 0
inet6 addr: fe80::20d: 3af f:febd: b89b/ 64 Scope: Li nk

UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1

RX packets:2 errors: 0 dropped: 0 overruns: 0 frane: 0

TX packets: 14 errors: 0 dropped: 0 overruns:0 carrier:0

col l'isions: 0 txqueuel en: 1000

RX bytes: 762 (762.0 B) TX bytes: 1620 (1.6 KB)

$ sudo route add -host 8.8.8.8 gw 192.168.1.1 dev ethl
$ route -n
Kernel 1P routing table

Desti nation Gat eway Genmask Fl ags Metric Ref Use | face
0.0.0.0 192.168.2.1 0.0.0.0 uG 0 0 0 ethO
8.8.8.8 192.168.1.1 255.255.255.255 UGH O 0 0 ethl
168. 63. 129. 16 192.168.2.1 255. 255. 255, 255 UGH 0 0 0 ethO
169. 254. 169. 254 192.168.2.1 255. 255. 255, 255 UGH 0 0 0 ethO
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
192.168.2.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO

Template (Adding cidr ip)



r edundancy
cl oud provider azure 100
bfd peer
route-tabl e InsideRoutetable
defaul t-gateway ip
cidr ip 8.8.8.8/32
app- key
subscription-id
app-id
tenant-id
resour ce-group Cor por at eDat acent er Resour ceG oup

Note: NAT must be configured on the CSR1000v routers in Step 10 in order to ping the
internet (8.8.8.8).Note: Steps 10-14 covers the configuration of the CSR1000v routers for
HA. Abbreviated steps from the Cisco CSR 1000v Deployment Guide for Microsoft
Azure are provided beginning from Configure a Trustpool. Visit the guide for complete
details.

Step 10. Configure the CSR1000v routers.

1. Configure a Trustpool on both CSR1000v routers
Rout er #confi g t
Enter configuration conmands, one per line. End with CNTL/Z

Rout er (confi g) #crypto pki trustpool inport url

http://ww. ci sco. com security/pki/trs/ios.p7b

Reading file fromhttp://ww.cisco.conlsecurity/pki/trs/ios.p7b
Loadi ng http://ww. ci sco. com security/pki/trs/ios.p7b !!

% PEM files inport succeeded.

2. Configure an ipsec tunnel between Cisco CSR 1000v routers and enable Bi-directional
Forwarding Detection (BFD) and a routing protocol (EIGRP or BGP) on the tunnel between
the routers for peer failure detection. Note: The tunnel destination address in the

configuration is the Public IP address of the peer CSR.CSRA Configuration
crypto isaknmp policy 1

encr aes 256

aut hentication pre-share
crypto i saknp key cisco address 0.0.0.0

1
crypto i psec transformset uni-perf esp-aes 256 esp-sha-hmac
node tunne

1

crypto ipsec profile vti-1

set security-association lifetime kil obytes disable

set security-association lifetinme seconds 86400

set transformset uni-perf

set pfs group2

1

interface Tunnel 1

i p address 192.168.101.1 255. 255. 255. 252

bfd interval 500 min_rx 500 nultiplier 3

tunnel source G gabitEthernetl

tunnel node ipsec ipv4d

tunnel destination 23.100.122.102 /* Public IP of the peer CSR */
tunnel protection ipsec profile vti-1

1

router eigrp 1

bfd all-interfaces

network 192.168.101.0


https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_01001.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_01001.html

CSRB Configuration
crypto isakmp policy 1

encr aes 256

aut hentication pre-share
crypto i saknp key cisco address 0.0.0.0

|
crypto i psec transformset uni-perf esp-aes 256 esp-sha-hnac
node tunnel

|
crypto ipsec profile vti-1

set security-association lifetime kil obytes disable
set security-association lifetine seconds 86400

set transformset uni-perf

set pfs group2

|

interface Tunnel 1

i p address 192.168. 101. 2 255. 255. 255, 252

bfd interval 500 min_rx 500 nultiplier 3

tunnel source G gabitEthernetl

tunnel node ipsec ipvéd

tunnel destination 40.124.43.82 /* Public |IP of the peer CSR */
tunnel protection ipsec profile vti-1

|

router eigrp 1

bfd all-interfaces

network 192.168.101.0

. The same configuration for NAT and Routing are used on both CSR1000v routers. This is for

VM internet reachability through the inside interface.
interface G gabitEthernetl
i p nat outside
!
interface G gabitEthernet?2
ip nat inside
!
ip nat inside source list 10 interface G gabitEthernetl overl oad
access-list 10 permt 192.168.1.0 0.0.0.255 /* Translating the inside subnet of the VM*/
!
iproute 0.0.0.0 0.0.0.0 192.168.2.1
ip route 192.168.1.0 255.255.255.0 G gabitEthernet2 192.168.1.1

. Add Access Controls (IAM) for a Route Table. In AzureCLlI, allow the application (CSRA and
CSRB) to modify the InsideRouteTable in Azure during a failover. Note the id of the

InsideRouteTable to be used as the --scopes option in the next section.
$ az network route-tabl e show --resource-group CorporateDatacenterResourceG oup --nane
I nsi deRout et abl e
{

"di sabl eBgpRout ePropagati on": fal se

"etag": "W\ "f0c85464- bba0- 465a- 992a- XXXXXXXXXXXX\ ""

"id": "/subscriptions/09el3fd4- def 2- 46aa- xxXxx-
XXXXXXXXXXXX/ r esour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Network/ro
ut eTabl es/ | nsi deRout et abl e",

"l ocation": "southcentral us"

"nane": "Ilnsi deRout et abl e",

Template (Adding subscription-id)
r edundancy
cl oud provider azure 100
bfd peer
route-tabl e I nsideRoutetable
defaul t-gateway ip
cidr ip 8.8.8.8/32



app- key

subscription-id 09el3f d4- XXXX- XXXX= XXXX= XXXXXXXXXXXX
app-id

tenant-id

resour ce-group Cor por at eDat acent er Resour ceG oup

5. Create the 1AM role for the InsideRouteTable. The --scopes option is taken from the id field

from the previous output. Note the app-id, password (which is the app-key), and tenant id.
$ az ad sp create-for-rbac -n "lInsideRouteTabl el AM --role "network contributor" --scopes
/ subscri ptions/ 09el3f d4- def 2- 46aa- xxxx-

XXXXXXXXXXXX/ resour ceG oups/ Cor por at eDat acent er Resour ceG oup/ provi ders/ M crosoft. Network/ro
ut eTabl es/ | nsi deRout et abl e --years 2099

{

"appl d': "576dd4f 1- c08d- XXXX- XXXX- XXXXXXXXXXXXX"

"di spl ayNane": "I nsi deRout eTabl el AM'

"name": "http://InsideRout eTabl el AM'

"password": "aaaf c573-e84e-42ac- b4e3- XXXXXXXXXXXXX",

"tenant": "ae49849c-2622- XXXX- XXXX- XXXXXXXXXXXXX"

}
Template (Adding app-key, app-id, and tenant-id)
r edundancy
cl oud provider azure 100
bfd peer
route-tabl e InsideRoutetable
defaul t-gateway ip
cidr ip 8.8.8.8/32
app- key aaaf c573- e84e- 42ac- b4e3- XXXXXXXXXXXXX
subscription-id 09el3f d4- XXXX- XXXX= XXXX= XXXXXXXXXXXX
app-id 576dd4f 1- c08d- 46b9- cCCC- XXXXXXXXXXXXX
tenant-id ae49849c-2622- XXXX- XXXX- XXXXXXXXXXXXX
resour ce-group Cor por at eDat acent er Resour ceG oup

6. Configure cloud redundancy on both routers. The only difference between the configuration

on both routers are the bfd peers and default-gateway. CSRA Configuration
redundancy
cl oud provider azure 100
bfd peer 192.168.101.2
route-tabl e InsideRoutetable
default-gateway ip 192.168.1.4
cidr ip 8.8.8.8/32
app- key aaaf c573- e84e-42ac- b4e3- XXXXXXXXXXXXX
subscription-id 09el3f d4- XXXX- XXXX= XXXX= XXXXXXXXXXXX
app-id 576dd4f 1- c08d- 46b9- cCCC- XXXXXXXXXXXXX
tenant-id ae49849c- 2622- XXXX- XXXX- XXXXXXXXXXXXX
resour ce- group Cor por at eDat acent er Resour ceG oup

CSRB Configuration

r edundancy

cl oud provider azure 100
bfd peer 192.168.101.1
route-tabl e InsideRoutetable
default-gateway ip 192.168.1.5
cidr ip 8.8.8.8/32
app- key aaaf c573- e84e- 42ac- b4e3- XXXXXXXXXXXXX
subscription-id 09el3f d4- XXXX- XXXX= XXXX= XXXXXXXXXXXX
app-id 576dd4f 1- c08d- 46b9- cCCC- XXXXXXXXXXXXX
tenant-id ae49849c-2622- XXXX- XXXX= XXXXXXXXXXXXX
resour ce-group Cor por at eDat acent er Resour ceG oup

Verify High Availability

1. Check BFD and cloud configurations.
CSRA#show i p interface brief



I nterface | P- Addr ess OK? Met hod St atus Pr ot ocol

G gabit Et hernet 1 192.168.2. 4 YES DHCP  up up
G gabi t Et her net 2 192.168.1. 4 YES DHCP  up up
Tunnel 1 192.168.101.1 YES manual up up

CSRB#show i p interface brief

Interface | P- Addr ess OK? Met hod Status Prot oco
G gabit Ethernet1 192.168.2.5 YES DHCP  up up
G gabi t Et hernet 2 192.168.1.5 YES DHCP  up up
Tunnel 1 192.168.101.2 YES NVRAM up up

CSRA#show bf d nei ghbors

| Pv4 Sessi ons
Nei ghAddr LD RD RH RS State I nt
192. 168. 101. 2 4097/ 4097 Up Up Tul

CSRA#show r edundancy cl oud provider azure 100
Cl oud HA: work_in_progress=FALSE
Provi der : AZURE node 100

State : idle

BFD peer = 192.168.101. 2
BFD i nt f = Tunnel 1
resource group = CorporateDatacent er ResourceG oup

subscription id = 09e13f d4- def 2- 46aa- XXXX- XXXXXXXXXXXX
tenant id = ae49849c-2622- 4d45- b95e- XXXXXXXXXXXX
application id = 1e0f 69c3- b6aa- 46cf - b5f 9- XXXXXXXXXXXX
application key = aaaf c573- e84e-42ac- b4e3- XXXXXXXXXXXXX
route-table = InsideRoutetable

ci dr = 8.8.8.8/32

Default Gateway IP = 192.168.1.4

. Run a ping and traceroute from the VM to the destination. Ensure the ping is through

the inside ethl interface.

$ ping -1 ethl 8.8.8.8

PING 8.8.8.8 (8.8.8.8) from 192.168.1.6 ethl: 56(84) bytes of data.
64 bytes from8.8.8.8: icnp_seq=1 ttl=54 tinme=10.5 ns

64 bytes from8.8.8.8: icnp_seq=2 ttl=54 tinme=10.6 ns

$ traceroute 8.8.8.8
traceroute to 8.8.8.8 (8.8.8.8), 30 hops nax, 60 byte packets
1 192.168.1.4 (192.168.1.4) 1.516 ns 1.503 ns 1.479 ns

ci sco@/nmHost: ~$ ping -1 ethl 8.8.8.8

PING 8.8.8.8 (8.8.8. 8) from 192.168.1.6 ethl: 56(84) bytes of data.
64 bytes from 8. 8. icnp_seq=1 ttl=117 tine=10.3 ns

64 bytes from8.8 icnp_seq=2 ttl=117 tine=10.3 ns

64 bytes from 8. 8. : icnp_seq=3 ttl=117 tine=10.3 ns

64 bytes fron18.8.8 8 icnp_seq=4 ttl=117 tine=10.2 ns

. Traceroute shows that the path from the VM to 8.8.8.8 is through CSRA's inside interface.
ci sco@/mHost : ~$ sudo traceroute -1 8.8.8.8
traceroute to 8.8.8.8 (8.8.8.8), 30 hops nax, 60 byte packets

1 192.168.1.4 (192.168.1.4) 34.003 ns 34.000 ns 33.998 ns

. Shut down CSRA's tunnel 1 interface to simulate a failover.
CSRA#config t

Enter configuration comrands, one per line. End with CNTL/Z
CSRA(confi g) #i nt tunnel 1

CSRA(config-if)#sh

® 0 0
oooooo

. Observe that traffic now flows through CSRB's private interface.
ci sco@/mHost : ~$ sudo traceroute -1 8.8.8.8



traceroute to 8.8.8.8 (8.8.8.8), 30 hops nax, 60 byte packets
1 192.168.1.5 (192.168.1.5) 1.294 ns 1.291 ns 1.290 n®

Note: Azure cloud may introduce a delay when failing over. Delay should be no longer than 1
minute.

Troubleshoot

- Enable debugs to observe messages during HA failover.

CSRA#debug redundancy cl oud all
CSRA#debug ip http al

- Authentication and credential errors are due to invalid Access Controls which allows the
CSR1000v to make API calls to the Azure route table. Double check that the proper id's are
configured in step 10.

*Jul 13 23:29:53.365: CLOUD-HA : res content iov_|len=449
iov_base={"error":"invalid_client","error_description":"AADSTS70002

Error validating credentials. AADSTS50012: Invalid client secret is provided.\r\nTrace |D:
56873e4b- 3781- 4ee6- 8bd9- XX XXXXXXXXXXX\ r\ n

Correlation ID:. cce94817-29eb- 4ebd-833a-\r\ nTi mest anp: 2018-07- 13

23:29: 547" ,"error _codes":[ 70002, 50012],"ti nestanp":"2018-07-13

23:29: 547", "trace_i d":"56873e4b- 3781- 4eeb- 8bd9- xXXXXXXXXXXXX","correl ation_i d":"cce94817- 29eb-
4ebd- 833a"}

Related Information

- Azure CLI1 2.0

. Cisco CSR 1000v Deployment Guide for Microsoft Azure

. Choosing the right tooling for Azure and side by side Azure CLI and PowerShell
commands



https://docs.microsoft.com/en-us/cli/azure/?view=azure-cli-latest
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_0110.html
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
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