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Introducing MURAL

Mobility Unified Reporting and Analytics (MURAL) provides network operators
with near-real-time insight into traffic patterns on their networks. Traffic dis-
tribution is analyzed across multiple dimensions, including data centers, radio
access types, mobile devices, subscribers, and content types. Each primary

dimension has its own screen (referred to as a tab) in the user interface, with

charts and tables you can use to further analyze the traffic cross-dimensionally.

For details about the traffic dimension featured on each tab, see the

indicated topics:

« Network—Analysis of traffic distribution across the gateways in your net-

work. See "Analyzing Traffic Distribution Across Network Sites" on page 5.

« Radio Access—Analysis of traffic distribution across radio access types
(RATSs) used by your subscribers. See "Analyzing Traffic Distribution Across

Radio Access Types" on page 11.

« Device—Analysis of traffic distribution across the mobile devices (such as
smart phones and tablet computers) that subscribers used to access the net-
work. See "Analyzing Traffic Distribution Across Mobile Devices" on

page 17.

« Subscriber—Analysis of traffic distribution across subscriber segments. See

"Analyzing Traffic Distribution Across Subscriber Segments" on page 23.

« Content—Analysis of traffic distribution across types of content, classed by
subject matter (such as sports or news), function (filesharing, VOIP), or
application (browser, social networking). See "Analyzing Traffic Dis-

tribution Across Types of Content" on page 29.

« Bulkstats—Summaries of performance statistics for the Cisco ASR.

See"Interpreting Performance Statistics for the ASR" on page 147.

« KPI—Summaries of key performance indicators (KPIs) for the Cisco ASR.

See"Interpreting Key Performance Indicators from the ASR" on page 165.

Copyright © 2016, Cisco Systems, Inc. 1



MURAL User Guide

« Reports—Summaries of traffic analysis for different periods of time (days,
weeks, months). See "Scheduling and Interpreting Statistical Reports" on
page 187.

For a discussion of cross-dimensional analysis, see "Performing In-Depth Data

Analysis" on page 131.

Navigating the Opening Page

After you provide your username and password on the login page, the opening
page you see depends on whether your system administrator has installed asso-

ciated applications in addition to MURAL:

« IfMURAL is configured as the only application (thestand-alone con-
figuration), the opening page displays the launcher with Content Ana-
lytics and System Monitoring Interface. You can click the Launch

Application button to launch the corresponding application instance.

Note: System Monitoring Interface (SMI) tab is available for administrator

System Monitoring Interface A

only. If you notice a warning sign on the SMI

tab, it indicates that the HDFS is down or/and CoreJob is lagging by two

hours or more. Launch the application to get further details.

« If associated applications are installed along with MURAL (the /anding-page

configuration), a landing page is displayed as the opening page.
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= _ P ——— Welcome admin | Change Password | AboutMural | Help | SignOut
dlaln = ~_
Cisco T Mural
Home Configure — e

Content Analytics Show details

Content Analytics

System Monitoring Interface

.
i

The landing page features two tabs:

o The Home tab (open by default) lists the available applications in a
navigation panel on the left side of the screen. Perform the following

to launch an application:

« To open MURAL Content Analytics, click Content Analytics in the
left-hand navigation pane and then click the Launch Application
icon in the main pane. The Network tab is displayed; see "Ana-
lyzing Traffic Distribution Across Network Sites" on page 5.

« To open System Monitoring Interface, click System Mon-
itoring Interface and then click Launch Applicationiconin

the main page. The interface provides various tabs to check the

system monitoring.

o The Configure tab provides the interface for administering user

accounts.

The figures in this document depict the stand-alone configuration of MURAL.

Copyright © 2016, Cisco Systems, Inc. 3
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Analyzing Traffic Distribution Across Network Sites

The Network tab in Mobility Unified Reporting and Analytics (MURAL) reports the
distribution of network traffic across the sites where your network equipment is
physically located (also referred to as gateways). By tracking traffic patterns at a
gateway over time, you can anticipate demand and provision efficiently to meet

customer requirements at minimal cost.

Use the Network tab to answer questions like the following:
« What is the distribution of traffic across the geographical network?
o What particular usage trends are developing at a gateway?
« Which web content are most popular at a gateway?

« Which mobile applications are generating the most traffic at a gateway?
Which mobile devices?

« How does network usage compare between gateways?

Copyright © 2016, Cisco Systems, Inc. 5
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Navigating the Network Tab

The Network tab is divided functionally into several panes, numbered 1 through 7

in the following figure.

Welcome admin | Change Password | About Mural | Help | Sign Out 23 June 2013 1635 hrs UTE
il Mural
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— —
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a=h R Total 395M 33380 37357 2246
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Al Categaries [] (Lzimeseries ) showing (_AggUptinkBitrate | v ] inbps Agg UpLink Bitrate
{inbps]
%G %6
606 Al A A 06 L ALY
[\ I\ 7 \ \ R 33.866
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w06 1/ o \ / N 4 \ / w6
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v
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Applied time range: 22 Jun. 2013, 00:00hrs > 23 Jun. 2013, 00:00hrs UTC Al Catagories

The panes in the numbered boxes provide the following functionality:

1. MURAL title bar—On the left side, provides access to the specialized inform-
ation on each tab (click Network to access the Network tab). On the right
side, reports status information about the current MURAL session and
provides access to interfaces for changing your password, displaying help
topics, and closing the session. See "Accessing the Main Tabs and Con-

trolling the Session" on page 35.

2. Time range selector—Use this panel to set the period of time for which data
is reported on the tab. By default, previous day's data is displayed. See"Set-
ting the Time Range for Displayed Data" on page 39.

3. Palette icon—Opens the palette, which is a pop-up window where you can

store and compare multiple images during the MURAL session. See
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"Comparing Images on the Palette" on page 141.

4. Filter panel—Use this panel to define and apply filters that limit the data
inboxes 5 and 6 (and by implication on the subtabs in box 7) to include
only the devices that match the filter criteriaservices or devices that match
the filter criteriasubscribers who generate the most traffic. When no filter is
applied, the data includes all devices.See "Using Filters to Fine-Tune the

Reported Data" on page 51.

5. Traffic distribution—Indicates the proportion of total network traffic that
was generated by each site. When you first access the Network tab, the data
is presented in a doughnut chart, but you can also view it in table format.

For more information, see "Analyzing Traffic Distribution" on page 71.

6. Content categories table—Categorizes traffic according to various protocols

corresponding the icon selected above the table:

« TRAFFIC TYPE—Traffic is categorized by transport protocol, such as
VOIP (voice over IP) or Web, referring to Hypertext Transfer Protocol
(HTTP)

« WEB—Traffic is categorized by various service providers, such as

google.com or apple.com

« APP—Traffic is categorized by type of application used to request and

deliver the content, such as Browser or Social Networking

« SECURED WEB—Traffic is categorized by security protocols, that is
HTTP and HTTPS, HTTPS is added to show the encrypted data. By
default, the doughnut chart displays the list of all the service pro-
viders. You can click HTTP or HTTPS from the table to view the list of

corresponding service providers.

See "Analyzing Traffic by Category" on page 83.
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7. Subtabs—Provide detailed information about individual content categories,
gateways, or network sectors. The format and type of information depend
on the subtab:

« On the Traffic Trend subtab, traffic patterns over time are tracked in a
time-series line chart for up to three of the categories in box 6. See
"Analyzing Traffic Trend Data" on page 93.

« On the Device, Subscriber, and Content subtabs, traffic distribution is
reported across the same kind of entity as on the top-level tab with
the same name, along with summary statistics in a table. The inform-
ation is reported for the selected row in box 6, which represents
either a single content category, or all categories in the case of the
Total row. See "Analyzing Traffic Distribution" on page 71 and "Inter-
preting Usage Statistics" on page 117.

« On the Comparison subtab, traffic patterns over time are tracked in a
time-series line chart for three of the sites in box 5. See "Comparing

Network Entities" on page 109.

« On the Sectors subtab, statistics for network sectors are presented in
a table. See "Analyzing Traffic in Mobile Network Sectors" on

page 127.

For further information about the relationship between the parts of the main

pane, see "Performing In-Depth Data Analysis" on page 131.

Use Case: Explaining a Traffic Spike

You notice a sudden traffic spike in traffic at one gateway, but nowhere else. As
detailed in the following figures, the content categorization information on the
Network tab suggests that a video relating to a controversial local sales tax
increase in the town served by the gateway has gone viral, and that it is being
shared primarily among mobile phone users. Armed with this information, you

decide that the spike is likely temporary, requiring no provisioning changes.

The doughnut chart in the following figure represents the DC 1 gateway, which

started to experience the current unexpectedly high traffic volume during the

8 Copyright © 2016, Cisco Systems, Inc.
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selected time range. The categories table in the upper right quadrant indicates
heavy traffic of type WEB at DC 1 for several service providers including google.-
com, which accounted for the largest amount of download traffic. To learn more
about the service provider, google you click its row in the service providers table
to select it, which is indicated by the gold background color. You then click the
Device subtab in the lower half of the tab to open it. The doughnut chart in the

Device subtab shows that the distribution of devices for google.com.

~ Mur:
= . < Welcome admin | AboutMural | Help
U inin =
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You switch to the Subscriber subtab to examine subscriber distribution for google.-
com as the service provider, where you notice that the subscribers in the Heavy
segment accounted for the majority of the traffic, and that the average duration

is far higher than normal. This indicates that the spike in network traffic at DC 1

is the result of a viral video, which is most likely temporary and so does not war-

rant provisioning additional permanent capacity.

— e Welamesdnin | AbetHural | Hb s st
alvaln
Mural

cisco Network Radio Access Device Subscriber Content Bulkstats KPI Reports | Content Analytics
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Analyzing Traffic Distribution Across Radio Access
Types

The Radio Access tab in Mobility Unified Reporting and Analytics (MURAL) reports
the distribution of network traffic across the radio access types that subscribers

use to connect to your network.

Navigating the Radio Access Tab

The Radio Access tab is divided functionally into several panes, numbered
1 through 7 in the following figure.

.
\7,_ — Welcome admin | Change Password | About Mural | Help | Sign Out 23 June 2013 16:38 hes UTC
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. ura
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The panes in the numbered boxes provide the following functionality:

1. MURAL title bar—On the left side, provides access to the specialized inform-
ation on each tab (click Radio Access to access the Radio Access tab). On
the right side, reports status information about the current MURAL session
and provides access to interfaces for changing your password, displaying
help topics, and closing the session. See "Accessing the Main Tabs and Con-
trolling the Session" on page 35.
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2. Time range selector—Use this panel to set the period of time for which data
is reported on the tab. By default, previous day's data is displayed. See"Set-
ting the Time Range for Displayed Data" on page 39.

3. Palette icon—Opens the palette, which is a pop-up window where you can
store and compare multiple images during the MURAL session. See "Com-

paring Images on the Palette" on page 141.

4. Filter panel—Use this panel to define and apply filters that limit the data
inboxes 5 and 6 (and by implication on the subtabs in box 7) to include
only the devices that match the filter criteriaservices or devices that match
the filter criteriasubscribers who generate the most traffic. When no filter
is applied, the data includes all devices.See "Using Filters to Fine-Tune the

Reported Data" on page 51.

5. Traffic distribution—Indicates the proportion of total network traffic that
used each radio access type. When you first access the Radio Access tab,
the data is presented in a doughnut chart, but you can also view it in table
format. For more information, see "Analyzing Traffic Distribution" on

page 71.

6. Content categories table—Categorizes traffic according to various protocols

corresponding the icon selected above the table:

« TRAFFIC TYPE—Traffic is categorized by transport protocol, such as
VOIP (voice over IP) or Web, referring to Hypertext Transfer Protocol
(HTTP)

« WEB—Traffic is categorized by various service providers, such as

google.com or apple.com

« APP—Traffic is categorized by type of application used to request

and deliver the content, such as Browser or Social Networking

« SECURED WEB—Traffic is categorized by security protocols, that is
HTTP and HTTPS, HTTPS is added to show the encrypted data. By

default, the doughnut chart displays the list of all the service

12 Copyright © 2016, Cisco Systems, Inc.
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providers. You can click HTTP or HTTPS from the table to view the list

of corresponding service providers.
See "Analyzing Traffic by Category" on page 83.

7. Subtabs—Provide detailed information about individual content categories
or radio access types. The format and type of information depend on
the subtab:

« On the Traffic Trend subtab, traffic patterns over time are tracked in a
time-series chart for one or more of the radio access types in box 5.

See "Analyzing Traffic Trend Data" on page 93.

« On the Network, Device, Subscriber, and Content subtabs, traffic dis-
tribution is reported across the same kind of entity as on the top-level
tab with the same name, along with summary statistics in a table.
The information is reported for the selected row in box 6, which rep-
resents either a single content category, or all categories in the case
of the Total row. See "Analyzing Traffic Distribution" on page 71 and

"Interpreting Usage Statistics" on page 117.

« On the Comparison subtab, traffic patterns over time are tracked in a
time-series chart for three of the radio access types in box 5. See

"Comparing Network Entities" on page 109.

For further information about the relationship between the parts of the main

pane, see "Performing In-Depth Data Analysis" on page 131.

Analyzing Traffic Distribution on Subtabs of the
Radio Access Tab

On the Radio Access tab, the Network, Device, Subscriber, and Content subtabs
present additional information compared to those subtabs on other top-level tabs.
Instead of a doughnut chart with traffic distribution data, a horizontal bar chart
further breaks down the traffic distribution for each gateway, device, subscriber
class, or content type across the radio access types represented in the doughnut

chart in the upper part of the main pane.
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The following figure depicts the Device subtab on the Radio Access tab. For each
of the device models that appear in the doughnut chart on the top-level Device
tab (see "Navigating the Device Tab" on page 18), the horizontal bar chart
reports the proportion of traffic accounted for by the three radio access types in
the doughnut chart on this tab (WIMAX, GSM, and CDMA).
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To display the exact value for a combination of entity and radio access type

(here, the Apple iPhone and WIMAX type) , mouse over the bar.
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By default, the Usage Statistics table reports values for the first (top) horizontal

bar on the subtab. To display values for another entity, click anywhere on its hori-

zontal bar.
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For discussion of the Traffic Trend and Comparison subtabs on the Radio Access
tab, see "Analyzing Traffic Trend Data" on page 93 and "Comparing Network Entit-

ies" on page 109.
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Analyzing Traffic Distribution Across Mobile Devices

The Device tab in Mobility Unified Reporting and Analytics (MURAL) reports the dis-
tribution of network traffic across the mobile devices (such as phones and tablet
computers) used by your network subscribers. By tracking traffic patterns, you

can determine how best to optimize content delivery for different devices.
Use the Device tab to answer questions like the following:

« Which devices do subscribers use most?

« Is one type of device generating the most traffic?

« Are the most popular categories of web content different on particular

device models or types?
« What mobile apps are the most popular on a device?

« Where in my network are specific device models generating the

most traffic?

« Is there a correlation between the amount of traffic that subscribers gen-

erate and the type of device they use?
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Navigating the Device Tab

The Device tab is divided functionally into several panes, numbered 1 through 7

in the following figure.
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The panes in the numbered boxes provide the following functionality:

1.

MURAL title bar—On the left side, provides access to the specialized inform-
ation on each tab (click Device to access the Device tab). On the right side,
reports status information about the current MURAL session and provides
access to interfaces for changing your password, displaying help topics,

and closing the session. See "Accessing the Main Tabs and Controlling the
Session" on page 35.

Time range selector—Use this panel to set the period of time for which data
is reported on the tab. By default, previous day's data is displayed. See"Set-
ting the Time Range for Displayed Data" on page 39.

Palette icon—Opens the palette, which is a pop-up window where you can

store and compare multiple images during the MURAL session. See

18
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"Comparing Images on the Palette" on page 141.

4. Filter panel—Use this panel to define and apply filters that limit the data
inboxes 5 and 6 (and by implication on the subtabs in box 7) to include
only the devices that match the filter criteriaservices or devices that match
the filter criteriasubscribers who generate the most traffic. When no filter is
applied, the data includes all devices.See "Using Filters to Fine-Tune the

Reported Data" on page 51.

5. Traffic distribution—Indicates the proportion of total network traffic that
was generated by mobile devices. Click the appropriate radio button to
aggregate devices of the same specific model (the default, as shown in the
figure), by operating system (0OS), or by manufacturer (brand). When you
first access the Device tab, the data is presented in a doughnut chart, but
you can also view it in table format. For more information, see "Analyzing

Traffic Distribution” on page 71.

6. Content categories table—Categorizes traffic according to various protocols

corresponding the icon selected above the table:

« TRAFFIC TYPE—Traffic is categorized by transport protocol, such as
VOIP (voice over IP) or Web, referring to Hypertext Transfer Protocol
(HTTP)

« WEB—Traffic is categorized by various service providers, such as

google.com or apple.com

« APP—Traffic is categorized by type of application used to request and

deliver the content, such as Browser or Social Networking

« SECURED WEB—Traffic is categorized by security protocols, that is
HTTP and HTTPS, HTTPS is added to show the encrypted data. By
default, the doughnut chart displays the list of all the service pro-
viders. You can click HTTP or HTTPS from the table to view the list of

corresponding service providers.

See "Analyzing Traffic by Category" on page 83.
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7. Subtabs—Provide detailed information about individual content categories
or mobile devices. The format and type of information depend on
the subtab:

« On the Traffic Trend subtab, traffic patterns over time are tracked in a
time-series line chart for up to three of the categories in box 6. See
"Analyzing Traffic Trend Data" on page 93.

« On the Network, Subscriber, and Content subtabs, traffic distribution is
reported across the same kind of entity as on the top-level tab with
the same name, along with summary statistics in a table. The inform-
ation is reported for the selected row in box 6, which represents
either a single content category, or all categories in the case of the
Total row. See "Analyzing Traffic Distribution" on page 71 and "Inter-

preting Usage Statistics" on page 117.

« On the Comparison subtab, traffic patterns over time are tracked in a
time-series line chart for three of the devices in box 5. See "Com-

paring Network Entities" on page 109.

For further information about the relationship between the parts of the main

pane, see "Performing In-Depth Data Analysis" on page 131.

Use Case: Preparing for the Launch of a New Device

Apple has announced the launch date for its newest iPhone and you need to pre-
dict the effect on traffic on your network. Using MURAL, you can determine what
percentage of your subscribers are using an iPhone currently, which types of web
sites and applications are most popular with those users, and how your network
usage was impacted by past iPhone introductions, all of which helps you make

better decisions about how best to allocate your resources prior to the launch.

In the following figure, the doughnut chart in the upper left quadrant of the Device
tab reports traffic distribution across the most popular mobile device models.
The table to its right lists the most popular categories of content. Because the
Total row is currently selected, the Subscriber subtab in the lower half of the tab

reports the distribution of subscribers for all content categories.
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When you click on the wedge for the iPhone 4S in the doughnut chart, popping it
outward from the doughnut as shown in the following figure, the data in the cat-
egories table and Subscriber subtab change to represent iPhone 4S users only. At
a glance you can see the most popular content categories for iPhone users, how
active iPhone users tend to be, the total number of iPhone subscribers, and how
(and for how long) they typically use network resources. Armed with these facts,

you can make better provisioning plans prior to the launch of the newest iPhone.
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Analyzing Traffic Distribution Across Subscriber Seg-
ments

The Subscriber tab in Mobility Unified Reporting and Analytics (MURAL) reports
the distribution of network traffic across subscribers, who are grouped into seg-
ments by level of usage. By tracking traffic patterns, you can determine how best
to optimize content delivery to different groups of subscribers.

Use the Subscriber tab to answer questions like the following:
« Which subscriber segment is generating the most traffic?

« Are different types of devices more popular with different

subscriber segments?
« Which content are most popular with each subscriber segment?
« Where in my network are certain subscribers generating the most traffic?

« Which segment generates the most traffic to a particular domain?
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Navigating the Subscriber Tab

The Subscriber tab is divided functionally into several panes, humbered 1 through

7 in the following figure.
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The panes in the numbered boxes provide the following functionality:

1. MURAL title bar—On the left side, provides access to the specialized inform-
ation on each tab (click Subscriber to access the Subscriber tab). On the
right side, reports status information about the current MURAL session and
provides access to interfaces for changing your password, displaying help
topics, and closing the session. See "Accessing the Main Tabs and Con-
trolling the Session" on page 35.

2. Time range selector—Use this panel to set the period of time for which data
is reported on the tab. By default, previous day's data is displayed. See"Set-
ting the Time Range for Displayed Data" on page 39.

3. Palette icon—Opens the palette, which is a pop-up window where you can
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store and compare multiple images during the MURAL session. See "Com-

paring Images on the Palette" on page 141.

4. Filter panel—Use this panel to define and apply filters that limit the data
inboxes 5 and 6 (and by implication on the subtabs in box 7) to include
only the devices that match the filter criteriaservices or devices that match
the filter criteriasubscribers who generate the most traffic. When no filter is
applied, the data includes all devices.See "Using Filters to Fine-Tune the
Reported Data" on page 51.

5. Traffic distribution—Indicates the proportion of total network traffic that
was generated by different subscriber segments. The segments are made
up of individual users of mobile devices who generated an average daily
volume of traffic in the previous month that fell in the range of values that
your system administrator defined for the High, Regular and Low classes

during initial configuration of MURAL.

The segments are made up of individual users of mobile devices who gen-
erated the indicated average daily volume of traffic in the previous month.
Following are default values for each segment; consult your system admin-
istrator to determine if they were changed during configuration of MURAL at

your site.
« Extreme—More than 600 megabytes (MB)
« High—300 to 600 MB
« Active—150 to 300 MB
« Regular—60 to 150 MB
« Mild—30 to 60 MB
o Low—Less than 30 MB

The Under analysis segment represents currently active subscribers that
were not active during the entire previous month and so have not been

assigned to one of the six classes.
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When you first access the Subscriber tab, the data is presented in a dough-
nut chart, but you can also view it in table format. For more information,

see "Analyzing Traffic Distribution" on page 71.

Content categories table—Categorizes traffic according to various protocols

corresponding the icon selected above the table:

« TRAFFIC TYPE—Traffic is categorized by transport protocol, such as
VOIP (voice over IP) or Web, referring to Hypertext Transfer Protocol
(HTTP)

« WEB—Traffic is categorized by various service providers, such as

google.com or apple.com

« APP—Traffic is categorized by type of application used to request

and deliver the content, such as Browser or Social Networking

« SECURED WEB—Traffic is categorized by security protocols, that is
HTTP and HTTPS, HTTPS is added to show the encrypted data. By
default, the doughnut chart displays the list of all the service pro-
viders. You can click HTTP or HTTPS from the table to view the list of

corresponding service providers.
See "Analyzing Traffic by Category" on page 83.

Subtabs—Provide detailed information about individual content categories
or subscriber segments. The format and type of information depend on
the subtab:

« On the Traffic Trend subtab, traffic patterns over time are tracked in a
time-series line chart for up to three of the categories in box 6. See
"Analyzing Traffic Trend Data" on page 93.

« On the Network, Device, and Content subtabs, traffic distribution is
reported across the same kind of entity as on the top-level tab with
the same name, along with summary statistics in a table. The inform-
ation is reported for the selected row in box 6, which represents

either a single content category, or all categories in the case of the

26
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Total row. See "Analyzing Traffic Distribution" on page 71 and "Inter-
preting Usage Statistics" on page 117.

« On the Comparison subtab, traffic patterns over time are tracked in a
time-series line chart for three of the segments in box 5. See "Com-

paring Network Entities" on page 109.

For further information about the relationship between the parts of the main

pane, see "Performing In-Depth Data Analysis" on page 131.

Use Case: Offering a New Video Service

Your company is considering offering a new sports video download service for
mobile users, and you've been tasked with determining whether current network
capacity is sufficient to handle the increased traffic from video downloads. Using
MURAL, you can quickly determine which subscriber segments are currently driv-
ing usage, what types of devices they are using, and the types of content they are
accessing. Thus you can make intelligent projections about the additional capacity
needed to accommodate the new service without decreasing network per-

formance for users of other applications.

In the following figure, the doughnut chart in the upper left quadrant of the Sub-
scriber tab reports traffic distribution across all subscriber segments. The table to
its right highlights the current demand for badoo.com as the service provide
because the badoo.com row is selected, the Device subtab in the lower half of the
tab reports the most popular devices accessing data through service provider,

badoo.com
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Analyzing Traffic Distribution Across Types of Content

The Content tab in Mobility Unified Reporting and Analytics (MURAL) reports the
distribution of network traffic across the types of content being accessed by your
subscribers. By tracking traffic patterns for types of content over time, you can
identify which web applications, web domains, and non-web content are most pop-
ular. This enables you to make informed decisions about new product and service
introductions, marketing campaigns, resource allocation, and network pro-

visioning across multiple geographies.

Use the Content tab to answer questions like the following:
o Which service providers are contributing the most in traffic?
« Which mobile applications are the most popular?
« Which domains are the most popular within a given category?

« How are traffic patterns changing for a particular service provider of
mobile application?

« Where in my network is a particular type of content generating the

most usage?
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Navigating the Content Tab

The Content tab is divided functionally into several panes, numbered 1 through 7

in the following figure.
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The panes in the numbered boxes provide the following functionality:

1. MURAL title bar—On the left side, provides access to the specialized inform-
ation on each tab (click Content to access the Content tab). On the right
side, reports status information about the current MURAL session and
provides access to interfaces for changing your password, displaying help
topics, and closing the session. See "Accessing the Main Tabs and Con-

trolling the Session" on page 35.

2. Time range selector—Use this panel to set the period of time for which data
is reported on the tab. By default, previous day's data is displayed. See"Set-
ting the Time Range for Displayed Data" on page 39.

3. Palette icon—Opens the palette, which is a pop-up window where you can
store and compare multiple images during the MURAL session. See "Com-

paring Images on the Palette" on page 141.

4. Filter panel—Use this panel to define and apply filters that limit the data
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inboxes 5 and 6 (and by implication on the subtabs in box 7) to include
only the devices that match the filter criteriaservices or devices that match
the filter criteriasubscribers who generate the most traffic. When no filter is
applied, the data includes all devices.See "Using Filters to Fine-Tune the
Reported Data" on page 51.

5. Content categories table—Categorizes traffic according to various protocols

corresponding the icon selected above the table:

« TRAFFIC TYPE—Traffic is categorized by transport protocol, such as
VOIP (voice over IP) or Web, referring to Hypertext Transfer Protocol
(HTTP)

« WEB—Traffic is categorized by various service providers, such as

google.com or apple.com

« APP—Traffic is categorized by type of application used to request and

deliver the content, such as Browser or Social Networking

« SECURED WEB—Traffic is categorized by security protocols, that is
HTTP and HTTPS, HTTPS is added to show the encrypted data. By
default, the doughnut chart displays the list of all the service pro-
viders. You can click HTTP or HTTPS from the table to view the list of

corresponding service providers.
See "Analyzing Traffic by Category" on page 83.

6. Traffic distribution— When you first access the Content tab, the data is
presented in a doughnut chart, but you can also view it in table format. For

more information, see "Analyzing Traffic Distribution" on page 71.

7. Subtabs—Provide detailed information about either traffic types, content
providers, or applications. The format and type of information depend on
the subtab:

« On the Traffic Trend subtab, traffic patterns over time are tracked in a
time-series line chart for up to three of the entities in box 6. See "Ana-

lyzing Traffic Trend Data" on page 93.
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« On the Network, Device, and Subscriber subtabs, traffic distribution is
reported across the same kind of entity as on the top-level tab with
the same name, along with summary statistics in a table. The inform-
ation is reported for all entities in box 6, or for a single selected
entity. See "Analyzing Traffic Distribution" on page 71 and "Inter-
preting Usage Statistics" on page 117.

« On the Comparison subtab, traffic patterns over time are tracked in a
time-series line chart for three of the categories in box 5. See "Com-

paring Network Entities" on page 109.

For further information about the relationship between the parts of the main

pane, see "Performing In-Depth Data Analysis" on page 131.

Use Case: Predicting Demand for Content

Your company is launching a new real-time news video service as part of an
advertising campaign. Marketing wants to know where the campaign is making
the biggest impact and which devices consumers are using to access it. The chief
information officer (CIO) wants to know how the ad is affecting network volume,
to ensure that all gateways can handle the increased traffic. The information tech-
nology (IT) director wants usage data by gateway to plan provisioning for the
next promotional campaign. Using MURAL, you can answer all of these questions

with near-real-time data.

In the following figure, the table in the upper left quadrant of the Content tab high-
lights the protocol distribution for facebook.com. The doughnut chart to its right
reports the proportion of news content provided by various websites. The wedge
for facebook.com is selected (popped outward from the doughnut), so the Network
subtab reports the distribution of traffic for facebook.com across the gateways in
the network. The Usage Statistics table reports values for all gateways distrbution

for all protocols.
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Accessing the Main Tabs and Controlling the Session

The title bar on tabs in Mobility Unified Reporting and Analytics (MURAL) is

divided functionally into two panes, as depicted in the following sample Device
HTTP Errors tab.

Note: The figures in this topic depict the stand-alone configuration of MURAL.

Some elements might be different in the landing-page configuration, as detailed

in the following sections.
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The elements in the numbered panes provide the following functionality:

1.

Interface for accessing the specialized information on each tab. See

"Accessing the MURAL Tabs" on the next page.

Fields that report status information about the current MURAL session and
provide the interface for displaying help topics. In the stand-alone con-
figuration of MURAL, there are also interfaces for changing your password
and closing the session. In the landing-page configuration, these interfaces
might be on the landing page instead. See "Controlling the MURAL Session"
on page 37.

Copyright © 2016, Cisco Systems, Inc. 35



MURAL User Guide

Accessing the MURAL Tabs

The pane enclosed in box 2 in the following figure displays the specialized inform-

ation available on each tab in MURAL(in the figure, traffic distribution for mobile

devices on the Device tab). To access a

tab, click its name in the left-hand portion

of the title bar (enclosed in box 1 in the figure).
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For details about the information featured on each tab, see the indicated topics:

Network—Analysis of traffic distribution across the gateways in your net-

work. See "Analyzing Traffic Distribution Across Network Sites" on page 5.

Radio Access—Analysis of traffic
(RATSs) used by your subscribers
Radio Access Types" on page 11.

distribution across radio access types

. See "Analyzing Traffic Distribution Across

Device—Analysis of traffic distribution across the mobile devices (such as

smart phones and tablet computers) that subscribers used to access the

network. See "Analyzing Traffic Distribution Across Mobile Devices" on

page 17.

Subscriber—Analysis of traffic distribution across subscriber segments. See

36
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"Analyzing Traffic Distribution Across Subscriber Segments" on page 23.

« Content—Analysis of traffic distribution across types of content, classed by
subject matter (such as sports or news), function (filesharing, VOIP), or
application (browser, social networking). See "Analyzing Traffic Dis-

tribution Across Types of Content" on page 29.

o Bulkstats—Summaries of performance statistics for the Cisco ASR.

See"Interpreting Performance Statistics for the ASR" on page 147.

« KPI—Summaries of key performance indicators (KPIs) for the Cisco ASR.

See"Interpreting Key Performance Indicators from the ASR" on page 165.

« Reports—Summaries of traffic analysis for different periods of time (days,
weeks, months). See "Scheduling and Interpreting Statistical Reports" on
page 187.

Controlling the MURAL Session

The right-hand portion of the title bar (box 2 in the figure in the introduction)

reports status information for the current MURAL session.

Welcome admin Change Password About Mural Help Sign Out 23 June 2013 16:35 hrs UTC

\ Mural

« Welcome username—Names the user logged in to this MURAL session. In the

figure, it is admin.

« Change Password—Opens the pop-up window for changing the password of
the current user. See "Changing Your Password" in "Administering User

Accounts" on page 1.

The Change Password field appears in this pane in the stand-alone con-
figuration of MURAL. In the landing-page configuration, it might appear on

the landing page instead.

o AboutMural—Opens a pop-up window with information about this version of
the MURAL application.

Copyright © 2016, Cisco Systems, Inc.

37



MURAL User Guide

o Help—Opens a new tab in the browser to display help topics for MURAL.
o Sign Out—Ends the current MURAL session.

The Sign Out field appears in this pane in the stand-alone configuration of
MURAL. In the landing-page configuration, it might appear on the landing

page instead.

« TIME ZONE—Reports the time zone for the dates and times displayed and
set on all tabs. Your system administrator sets the time zone during initial
configuration of the MURAL application. In the figure, Greenwich Mean
Time (GMT).

The right-most field reports the current date and time. The three-letter code spe-
cifies the time zone for the dates and times displayed and set on all tabs. Your
system administrator sets the time zone during initial configuration of the MURAL

application. In the figure, it is Coordinated Universal Time (UTC).
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Setting the Time Range for Displayed Data

The information displayed on the Network, Radio Access, Device, Subscriber, Con-
tent, Bulkstats, and KPI tabs in Mobility Unified Reporting and Analytics (MURAL)
always corresponds to a specific time range. Determining whether the range is
set properly, and resetting it as necessary, are the first steps any time you

explore data on those tabs.

The time range is reported and set in the time range selector, which appears in

box 1 in the following figure depicting the Device tab.
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MURAL uses the 24-hour clock to represent times; for example, 00:00 hours is
midnight and 18:00 hours is 6 PM.
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The following figure depicts the time range selector from the Network,

Radio Access, Device, Subscriber, and Content tabs with the left side stacked
above the right to make the text larger and easier to read. The left side of the
pane reports the current time range setting (in the figure, the 24 hours from mid-
night on 22 June to midnight on 23 June), and the right side provides the interface

for setting the time range. By default, data for the previous day is displayed.

@ 22 Jun. 2013, 00:00hrs = 22 Jun. 2013, 24:00hrs

D1 Dec-31 May 24 May-22 Jun 17 Jun-23 Jun 22 Jun 23 Jun : ®

The quick time ranges on the Bulkstats and KPI tabs are different (as detailed in
the following sections), but the operation of the time range selector is otherwise

the same.
The following sections describe the two ways to set the time range:
« "Setting the Time Range to a Standard Duration" below
« "Setting the Time Range to a Custom Duration" on the facing page

Note: The time range is independent on each tab, which provides maximum flex-
ibility. When you switch between tabs, it is important to verify that the time

range setting is the one you want.

Setting the Time Range to a Standard Duration

To set the time range quickly to a standard duration, click a date or date range in
the right portion of the time range selector. The term in green is the currently

selected time range (22 Jun in the following example).

01 Dec-31 May 24 May-22 Jun 17 Jun-23 Jun 22 Jun 23 Jun : ]
If none of the quick time range terms is green, the current time range was set
using the custom interface discussed in "Setting the Time Range to a Custom Dur-

ation" on the facing page.
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All quick time ranges start at 00:00 hours on the first (or only) day in the range.
The following table summarizes the start day and end day and time, relative to
the current day (which for the examples is 23 June).

Range Example Start End
Previous 01 Dec - 31 May [First day of month 7|00:00 hours on first day of
6 months months prior to cur- [current month

rent month
Past 30 days|24 May - 22 Jun |30 days ago 00:00 hours on current day
Past week |17 Jun -23 Jun |6 days ago Latest interval on current

day for which analyzed data

is available
Yesterday (22 Jun Previous day 00:00 hours on current day
Today 23 Jun Current day Latest interval on current

day for which analyzed data
is available

On the Bulkstats and KPI tabs, the ranges are the previous 30 days, 7 days,

24 hours, 12 hours, and 6 hours.

30 days 7 days 24 hrs 12 hrs & hrs i ]
If you select a quick time range that begins before the time when data was first
collected, MURAL displays all available data (that is, data from the entire period
between the first collection time and the last hourly interval for which data is
available on the current day). The Selected Time Range field specifies the start

and end times.

Setting the Time Range to a Custom Duration

Quick time ranges are convenient, but are limited to standard start times, end
times, and durations. Using the custom time range selector, you can customize

the start and end times.

The following sections explain how to interpret and use the custom time

range selector:
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"Accessing and Interpreting the Custom Time Range Selector" below
« "Setting a Custom Time Range" on page 45
Accessing and Interpreting the Custom Time Range Selector

To access the custom time range interface, click the triangle icon (@) at the right

end of the time range selector.

01 Dec-31 May 24 May-22 Jun 17 Jun-23 Jun 22 Jun 23 Jun i 1['%
i 01 Dec-31 May 24 May-22 Jun 17 Jun-23 Jun 22 Jun 23 Jun i ()
Month | | Wesk || Day || Howly |
Jun 2013

Mon | Tus | Wed Thu Fri Sat Sun

10 11 12 13 14 15 16
17 18 19 20 21 22 23

Start Date And Time End Date And Time

sathn22203 [0 | ¢ [0 | Saton222013 |24 | ¢ [0 |

@ Time Range: 22 Jun 2013, W:00hrs — 22 Jun 2013, 24:00hrs

L Cancel J L Apply J

The custom time range interface opens with a calendar that depicts the time

range currently selected for the tab. In the figure, it is the previous day.

There are four modes for depicting and setting a span of time, which are selected
and indicated by the icons above the calendar: Month, Week, Day, and Hourly.
The selected mode is in green type. In Month mode, there are twelve cells for

42 Copyright © 2016, Cisco Systems, Inc.



Application Launcher User Guide

the months in the current year. In Week, Day, and Hourly mode, there is a cell

for each day in the current month.

The time range in effect when the calendar opens determines which of the four
modes is selected by default. If a custom time range is in effect, the mode is the
one used to set that range. If a quick time range is in effect, the mode depends on

which one.

As illustrated in the following figures, selected months or days are shaded gold.
Gray shading indicates that data is available for the shaded part of the month or
day. In Week, Day, and Hourly modes the days in the current month are in
black print, and days in adjacent months are in gray print. The Time Range field

below the calendar also reports the time range.

If the quick time range corresponding to the previous six months is selected when

the calendar interface opens, Month mode is selected as in the following figure.

LEY 24 May-22 Jun 17 Jun-23 Jun 22 Jun 23 Jun (&)

]
3!
[n]

[ Menth | Wesk Day Hourly
2013
Jan Feb Mfar
Apt hiay Tun
Jul Aug Sep
Oct Now Dec

l Cancel Jl Apply J
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If the quick time range corresponding to the past 30 days is selected when the cal-

endar interface opens, Day mode is selected.

! D1Dec-31May 24May-2Z2Jun  17Jun-23Jun 22Jun 23Jun | @

| Month | | Wesk | Diay | Howly |

[« Jun 2013

Mon | Tuz | Wed  Thn Fn Sat Sun

N ~ 0 0
] 28 20 30

3
(=

3 4 3 6 7 8

10 11 12 13 14 15 16
17 18 19 20 21 22 23
24 23 26 27 28 29 30

-]
(=)

k] 4

@' Time Range: 24 May 2013, (:00hrs — 22 Jun 2013, 24:00hr=

[ Cancel J L Apply J
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If the quick time range corresponding to the past 7 days, the previous day, or the
current day is selected when the calendar interface opens, Hourly mode is selec-
ted. The following example is for the past 7 days. The diagonal gold lines in the

cell for 23 June cover the part of the current day for which data is not yet avail-

able.
{  D1Dec-31May 24 May-22 Jun 17Jun-23Jun  22Jun  23Jun | @
Aenth Wask Day [ Houwty
Jun 2013
Mon | Tue  Wed  Thn Fn Sat Sun
1
3 4 3 L] 7 3
10 11 12 13 14 13 16
17 18 19 20 21 22 23
24 25 26 27 28 29 30
Start Diate And Time End Date And Time

MonJun17203 |0 | : [0 | snfon 232003 | 6 | : [0 |

@ Time Range: 17 Jun 2013, 00:00hrs — 23 Jun 2013, 06:00hrs

L Cancel J L Apply J

There is no quick time range for which Week mode is the default. For information
about setting a range in Week mode, see "Setting a Custom Time Range" below.
Setting a Custom Time Range

To set the time range to a custom value, perform the following steps:

1. If the time range calendar interface is not expanded, click the triangle icon
(™) at the right end of the time range selector.
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01 Dec-31 May 24 May-22 Jun 17 Jun-23 Jun 22 Jun 23 Jun E %
i D1 Dec-31 May 24 May-22 Jun 17 Jun-23 Jun 22 Jun 23 Jun i ()
Month Task Day [ Housty
Jun 2013
Mon | Tue | Wed Thu Fri Sat Sun
1
3 4 3 6 7 ]
10 11 12 13 14 15 16
17 18 19 20 21 22 23
24 25 26 2 28 29 30

Start Date And Time

Sat Jun 22 2013

(o]

o]

End Date And Time

SatJon 222013 [24] ¢ [0 |

@ Time Range: 22 Jun 2013, W:00hrs — 22 Jun 2013, 24:00hrs

L Cancel J L Apply J

2. Click the Month, Week, Day, or Hourly icon above the calendar to select

the mode appropriate for the time range you want to set. The mode selec-

ted by default depends on the time range in effect when the calendar inter-

face opens, as detailed in "Accessing and Interpreting the Custom Time

Range Selector" on page 42.

« Month for one or more complete calendar months.

« Week for one or more complete weeks (Monday through Sunday).

. Day for one or more complete days, with a day defined as the 24-

hour period starting at midnight (00:00 hours).

« Hourly to include less than the full 24 hours of the starting day,

46
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ending day, or both. MURAL stores hourly data for a defined period
that immediately precedes the current day. The length of the period
depends on several factors including the amount of storage space
available, but it is commonly one to two weeks. For days further in

the past than the defined period, daily data is available.

3. Navigate to the single cell you want to select, or the cell that corresponds to
the start of a multicell time range. To navigate to a past or future year (in
Month mode) or month (in Week, Day, or Hourly mode), click the icons

above the calendar ( ). A light gray background for the icon indicates

that it is nonoperational because data is not available for the previous or

subsequent period.
4. Select the single or starting month, week, or day:

« In Month, Day, and Hourly mode, click the cell for the desired
month or day, which must be fully-shaded gray. When you mouse

over a cell that cannot be selected, its outline turns red.

« In Week mode, click any day in the week or the number to the left of
the row, which indicates the week’s count in the 52 weeks of the
year. Only weeks with all seven days shaded can be selected—when
you mouse over any of the days in an ineligible week, all days and
the counter are outlined in red, as in the following figure. (Note that
the reported time range in the figure remains the same as when the

calendar interface opened in Step 1, because a valid week has not
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actually been selected at this point.)

i 01 Dec-31 May 24 May-22 Jun 17 Jun-23 Jun 22 Jun 23 Jun

®

Month | Wesk | Dsy | | Houly

[« Jun 2013

Mon | Tue  Wed  Thn Fn Sat Sun

2 27 | 28 | 20 | 30 | 3 1

23 3 4 3 6 7 8

pl} 0 | 11| 12 | 13 | 14 | 15 | 16

@ [ s [w]2]oa]xn]os]

26 ube 25 26 2w 29 | %0

27 2 3 4 5 6 7
Start Date And Time End Date And Time

satfn222003 |0 | ¢+ |0 | satfn22203 |24 |+ [0 |

@ Time Range: 22 Jun 2013, 00:00hrs — 22 Jun 2013, 24:00hrs

[ Cancel J L Apply J

5. If setting a time range that includes multiple cells, press the Shift key and

click the final month, week, or day in the range.

The shading of all cells in the range becomes gold and the newly set time
range appears in the Time Range field in the lower part of the window. In

the following figure, 16 June is being selected.
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Month Wesk Day |  Houy

Jun 2013

Mon | Tus | Wed | Thn Fri Sat Sun

10 11 12 13 14 15 16
17 18 19 20 21 22 23 I},

Start Date And Time End Date And Time

Ssndon16203 |0 | ¢ |0 | Swndun16203 |0 | ¢ [0 |

@ Time Range: 16 Jun 2013, W:00hrs — 16 Jun 2013, 24:00hrs

L Cancel J L Apply J

6. If setting a time range in Hourly mode, you can set the start time, end

time, or both to a value other than 00:00 hours.

a. Click the hours (left-hand) box under the Start Date and Time

header, remove the zero (0) and type in the desired hours.

b. Repeat the previous step in the hours box under the

End Date and Time header.

The value in the Time Range field is updated, the selected hours are
shaded solid gold and slanting gold lines cover the unselected hours. In the
following figure, the selected time range is 14:00 hours to 20:00 hours on

16 June.
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Month | | Wek || Dsy || Howly

Jun 2013

Mon | Tus | Wed | Thn Fri Sat Sun

10 11 12 13 14 15 16
17 18 19 20 21 22 23

Start Date And Time End Date And Time

Ssndon16203 |14 | ¢+ |0 | Swndun16203 |20 | ¢ [0 |

@ Time Range: 16 Jun 2013, 14:00hrs — 16 Jun 2013, 20:00hr=s

L Cancel J L Apply J

7. To refresh the tab to display data for the new time range, click the Apply
icon in the lower right corner of the window. The time range selector inter-
face closes.

To close the time range selector interface without applying your changes,
click the Cancel icon in the lower right corner or the triangle icon (&) in the

upper right corner of the window.
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Using Filters to Fine-Tune the Reported Data

By default, the data on the Network, Radio Access, Device, Subscriber, and Content

tabs in Mobility Unified Reporting and Analytics (MURAL) represents all traffic dur-

ing the selected time range. By applying a filter, you can restrict the source of

data to only entities that match criteria you choose. In the following figure for the

Device tab, the interface for creating and applying filters is in box 1 and the traffic

distribution data on which it operates is in box 2.

Welcome admin | Change Password | AboutMural | Help | Sign 0ut 28.une 2013 wahes TG

=S =
il ———~_ 7\ Mural
cisco | Network Radio Access | | Device Subscriber Content | | Bulkstats KPl | | Reports | Eantent Analytics
@ 22 Jun. 2013, 00:00hrs - 22 Jun. 2013, 24:00hrs 01Dec-A1May  24May-22 Jun  17Jun-23Jun  22Jun  23Jun | @ ‘_.,_"
( 3 All Traffic ) AllDevices ((TRaFic.. [ wes  [[ &P |
(&) Model () 05 () Manufacturer S —
Doun bytes - 0)(u)( usp
Aot . (oo [v) P @)
iPad e W (25586 T] 2pple Phone Categories  Unique Subs Rate (bps)  Tonnage (Bytesl v Flows
iPhane o W (3806 T pple iPad Filesharing 816.14 K 10816 | 11482 T MENNNNNN  40208M A
(27.3 7] Samsung Galax.. N
" All_Samsung % [T e Streaming §79.02K 858G 92057 NN 39222M
(22.017] Metorola Draid.
5% m
. 1693 11 T Senistion Email TI5.08 K 664G TINT - 40678 M
3% (207 71 RIM BlackBerry... Standard 509.9K 4156 | 43457 38618 M
o [118 7] Motarola RAZR Video 371.33K 1826 14T W 209.44 M
0055 ) .
P (21441 6] Samsung Gaiay web 227.641K | 92663M |  989T %zIM
W [178.75 6] RIM BlackBerry 93
01%% Gaming 20866K  44T29M &79T 5443M
§ 35.74 6] Samsung 1400 Gar .
L s W (500.29 6] Others Tatal 395M 33386 3IIST 2246
\ J J
| TrafficTrend | | Network | | Subscriver | | Content | | Comparison |
All Categories |+ (imaseries v shoving (sguptincsiiaie | v ] inbps Agg UpLink Bitrate ®
lin bps)
6 E6
@o N Lrd R
33866
rT w50
06 w6
156 156
- o
0000 0100 0200 0300 0400 0500 D&00 0700 080 0S:00 1000 1100 12:00 1300 1400 1500 1600 17:00 18:00 19:00 2000 2100 2200 2300
Jon22 WnZ2 Jn2Z JnZ2 Jn22 22 wn22 k22 22 JnZ jnze hn22 bn22 Jin22 n22 Jn22 22 22 hin22 22 Jn22 in22 Jn72 2z
Applied time range: 22 Jun. 2013, 00:00hrs > 23.Jun. 2013, 00:00hrs UTC Al Categories
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The filters interface consists of the elements shown in the following figure and

described in the table.

All Data
filter_name [
e 7/
Element Function
a W Scrolls the list, exposing the previous filter at the top of the list or

the next filter at the bottom of the list.

fiter_name | | |Indicates the currently selected filter.

55 Clones the selected filter. See "Cloning or Editing an Existing Filter"
on page 66.

- Creates a new filter. See "Creating a New Filter" on page 64.

# Edits the selected filter. See "Cloning or Editing an Existing Filter"
on page 66.

% Removes the selected filter. See "Applying and Removing Filters"

on the facing page.

For instructions on adding, editing, and removing filters, see the

following sections:
« "Applying and Removing Filters" on the facing page
« "Selecting Criteria for a Filter" on page 54

« "Selecting Filter Criteria from a Drop-Down Menu" on page 63
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« "Creating a New Filter" on page 64
« "Cloning or Editing an Existing Filter" on page 66
« "Displaying Filter Terms" on page 67

« "Using the Filters on Subtabs" on page 68

Applying and Removing Filters

In the following example from the Device tab, there are three filters defined

(iPad, iPhone, and All_Samsung). The currently selected "filter" is the default All
Data, which MURAL provides to indicate that no filter is applied. (The default is
called All Data on the Network, Radio Access, and Content tabs also; on the Sub-
scriber tab it is All Usage Segments.) Because there is no filter, the doughnut chart
includes a wedge for each of the ten devices that account for the most traffic, plus

an eleventh wedge that aggregates the remaining devices.

Al Traffic All Devices QLT | T ——)
(&) Model (1) 05 () Manufacturer -
Down bytes |» B = (o)(u)( usp
All Data SO
iPad T188% 0455 W (26686 T) Agple iPhone Categories  Unique Subs Rate(bps]  Tomnage (Bytes] v  Flows
W (3808 T) dppleiPad
iPhone 7665 Filesharing Blelak | 10816 Tes2T MmN 40208M 4
[27.3 7] Samsung Galax
All_Samsung Al 22,0171 Motorola Draid. Streaming 679.02K 8586 92057 NN | 39222M
2.6%
058% [6.93 TI HTE Sensation Email 715.08K 6646 TINT m— 40678 M
E?N [2.07 ) RIM BlackBerry.. Standard £09.9 K 4156 4345T AW 3B61BM
g
EE?:‘% [118 T] Motorola RAZR Video 733K IRT 98T W e
Crem [21441 6] Samsung Balaxy
Wweb 2761K | 92663M  989T %29
m 07e ] RIM BlackBerry 93...
W [£6.55G] Samsung 400 Gar... Gaming 208.66 K 44729 M 479T 5443M
B # W (500.23 6] Others Total 395M 33388 35735T 2246

To apply a filter, click its name in the filter list. The background color for its row
changes from gray to white and an arrow appears at the right end of the row. In
the following figure, the iPhone filter is applied. As a consequence, the entire
doughnut chart corresponds to the one device model. The title of the categories
table changes to Apple iPhone and the table now lists the categories accessed by

iPhone users.

All Traffic Apple iPhone [ TRaFFic [ wes [[__ aep_ |
(&) Model () 05 () Manufacturer —
(fonbes  |v) BB @®)
iPad W (256.86 T] Apple iPhone Categories Unique Subs Rate(bps) ~ Tonnage [Bytes] ¥  Flows
iPhone ) Filesharing 1.05M 1354 6 142.87T IS B928M
All_Samsung Streaming 182.81K 1926 2037 W 127.35 M
Email 173.22 K 1866 19.64T Wl 123.08 M
100% Standard 156K 1696 | 17837 W M5IM
Video 1016 K 1496 15747 W 98.75M
web 15692 K 1076 1.33T W 7099 M
Gaming 8304 K B49.63M B95T N 5607 M
Hee 73 Total 203M 26036 25686T 1416
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To clear a filter and display all data again, click All Data in the filter list.

To remove a filter from the list, click its name and then the remove icon ().

All Data

filter_name

Selecting Criteria for a Filter

The procedures for creating, editing, or cloning a filter are described in "Creating
a New Filter" on page 64 and "Cloning or Editing an Existing Filter" on page 66.
The following sections describe the categories of criteria you can include in

a filter on the various tabs.
« "Selecting Filter Criteria on the Network Tab" on the facing page
« "Selecting Filter Criteria on the Radio Access Tab" on page 57
« "Selecting Filter Criteria on the Device Tab" on page 59
« "Selecting Filter Criteria on the Subscriber Tab" on page 61

« "Selecting Filter Criteria on the Content Tab" on page 62
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Selecting Filter Criteria on the Network Tab

On the Network tab, you can select criteria from the categories shown in the

following figure.

MName: |

Filter by:

Metwork
[ | Area:

[ | Region:

[ | Gateway:

[ ] APN OR RadioType

Save & Apply Discard
L J | J

« Name—Type in the box a name that, ideally, indicates the kind of entities
that match the filter. The nhame can include uppercase and lowercase let-

ters, numerals, spaces, periods, and underscores ( _ ).

« Network—Click the check box for one, two, or all categories (Area, Region,
and Gateway). Your system administrator defined the criteria in them during
initial MURAL configuration. In the usual configuration, they correspond to
geographic areas where network equipment is located. For a network in the
United States, for example, the choices in the Area category might be
regions like Northeast and South, the choices for Region the states in which
network equipment is located, and the choices for Gateway cities or points

of presence (PoPs).

Copyright © 2016, Cisco Systems, Inc. 55



MURAL User Guide

The criteria you select in either or both of the Area and Region categories
determine which criteria are available in the categories below it. For
example, if you select the single criterion California in the Region category,
then the available criteria in the Gateway category are limited to locations
that your system administrator has defined as belonging to the

California region.

o APN or RadioType—Click the APN or Radio Type radio button to select cri-
teria from that category. The lists of criteria are configured by your system

administrator during initial MURAL configuration:
o APN—Access point names

o Radio Type—Mobile technologies such as GSM (Global System for

Mobile Communications) and CDMA (Code Division Multiple Access)

For instructions on selecting criteria from a category, see "Selecting Filter Cri-

teria from a Drop-Down Menu" on page 63.
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Selecting Filter Criteria on the Radio Access Tab

On the Radio Access tab, you can select criteria from the categories shown in the

following figure.

MName: |

Filter by:

Metwork
[ | Area:

[ | Region:

[ | Gateway:

[ ] RadioType

Radio Type:

Save & Apply Discard
L J | J

« Name—Type in the box a name that, ideally, indicates the kind of entities
that match the filter. The nhame can include uppercase and lowercase let-

ters, numerals, spaces, periods, and underscores ( _ ).

« Network—Click the check box for one, two, or all categories (Area, Region,
and Gateway). Your system administrator defined the criteria in them during
initial MURAL configuration. In the usual configuration, they correspond to
geographic areas where network equipment is located. For a network in the
United States, for example, the choices in the Area category might be
regions like Northeast and South, the choices for Region the states in which
network equipment is located, and the choices for Gateway cities or points

of presence (PoPs).
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The criteria you select in either or both of the Area and Region categories
determine which criteria are available in the categories below it. For
example, if you select the single criterion California in the Region category,
then the available criteria in the Gateway category are limited to locations
that your system administrator has defined as belonging to the

California region.

« RadioType—Click the check box to select radio access types such as GSM
and CDMA. The list of criteria is configured by your system administrator

during initial MURAL configuration.

For instructions on selecting criteria from a drop-down menu, see "Selecting Fil-

ter Criteria from a Drop-Down Menu" on page 63.
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Selecting Filter Criteria on the Device Tab

On the Device tab, you can select criteria from the categories shown in the
following figure.

Mame: |

Filter by:

Device

i) 05: choices |l|

7y Manufacturer:

o

(7 Device Group:
-

Model: choices |l|

Metwork
|| Area:

|| Region:

|| Gateway:

| Save&Apply | | Discard |

« Name—Type in the box a name that, ideally, indicates the kind of entities
that match the filter. The nhame can include uppercase and lowercase let-

ters, numerals, spaces, periods, and underscores ( _ ).

« Device—Mobile devices categorized in one of the following ways (click the

radio button preceding a category to select it):
« OS—Operating systems (the default)

« Manufacturer—Companies that manufacture (or brands of) mobile
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devices or OSs

« Device group—Classes of mobile devices, such as Smartphone and Tab-
let

Optionally, you can further refine the criteria to include only specified
device models from the chosen category. Click the open-menu icon (|_|) at
the right end of the Model field to display the drop-down menu of available

models, which depend on your selections in the chosen category.

« Network—Click the check box for one, two, or all categories (Area, Region,
and Gateway). Your system administrator defined the criteria in them dur-
ing initial MURAL configuration. In the usual configuration, they correspond
to geographic areas where network equipment is located. For a network in
the United States, for example, the choices in the Area category might be
regions like Northeast and South, the choices for Region the states in which
network equipment is located, and the choices for Gateway cities or points

of presence (PoPs).

The criteria you select in either or both of the Area and Region categories
determine which criteria are available in the categories below it. For
example, if you select the single criterion California in the Region category,
then the available criteria in the Gateway category are limited to locations
that your system administrator has defined as belonging to the

California region.

For instructions on selecting criteria from a category, see "Selecting Filter Cri-

teria from a Drop-Down Menu" on page 63.
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Selecting Filter Criteria on the Subscriber Tab

On the Subscriber tab, you can select criteria from the categories shown in the
following figure.

MName: |

Filter by:

Top M Subscribers:

Metwork
[ | Area:

[ | Region:

[ | Gateway:

| Save&Apply | | Discard |

« Name—Type in the box a name that, ideally, indicates the kind of entities
that match the filter. The name can include uppercase and lowercase let-

ters, numerals, spaces, periods, and underscores ( _ ).

o Top N Subscribers—Type in the box the number (1 through N) of the most
active subscribers to include in the report. To compile the list of most active
subscribers, MURAL tracks subscribers over a period of several weeks and
ranks their activity level with an algorithm that considers both the volume
of traffic and the number of hits and flows each one generates. The sub-

scribers in the list are not necessarily active at the time the filter is applied.

« Network—Click the check box for one, two, or all categories (Area, Region,
and Gateway). Your system administrator defined the criteria in them during
initial MURAL configuration. In the usual configuration, they correspond to
geographic areas where network equipment is located. For a network in the
United States, for example, the choices in the Area category might be

regions like Northeast and South, the choices for Region the states in which
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network equipment is located, and the choices for Gateway cities or points

of presence (PoPs).

The criteria you select in either or both of the Area and Region categories
determine which criteria are available in the categories below it. For
example, if you select the single criterion California in the Region category,
then the available criteria in the Gateway category are limited to locations
that your system administrator has defined as belonging to the

California region.
For instructions on selecting criteria from a category, see "Selecting Filter
Criteria from a Drop-Down Menu" on the facing page.

Selecting Filter Criteria on the Content Tab

On the Content tab, you can select criteria from the categories shown in the

following figure.

Mame: |

Filter by:

Metwork
[ Area:

[ | Region:

[ | Gateway:

Save & Apply Discard
L J | J

« Name—Type in the box a name that, ideally, indicates the kind of entities
that match the filter. The name can include uppercase and lowercase let-

ters, numerals, spaces, periods, and underscores ( _ ).

o Network—Click the check box for one, two, or all categories (Area, Region,

and Gateway). Your system administrator defined the criteria in them
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during initial MURAL configuration. In the usual configuration, they cor-
respond to geographic areas where network equipment is located. For a net-
work in the United States, for example, the choices in the Area category
might be regions like Northeast and South, the choices for Region the states
in which network equipment is located, and the choices for Gateway cities or

points of presence (PoPs).

The criteria you select in either or both of the Area and Region categories
determine which criteria are available in the categories below it. For
example, if you select the single criterion California in the Region category,
then the available criteria in the Gateway category are limited to locations
that your system administrator has defined as belonging to the

California region.

For instructions on selecting criteria from a category, see "Selecting Filter

Criteria from a Drop-Down Menu" below.

Selecting Filter Criteria from a Drop-Down Menu

To indicate the category from which you are choosing criteria, click the check box

or radio button that precedes the category name. Then click the open-menu icon (
|1|) to expose the list of criteria. The following figure shows an example for

device filters.

Device

7y 08:
o

(=) Manufacturer: ug
o

|
O veviceGroup: [EC
o

[#] Casio

Modael: |#] Hisense

|\_f| HTC
/' MNone Ok
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When the menu drops down, all values are checked, which selects them for inclu-

sion in the filter.
« To exclude a value from the filter, click its check box to remove the check.

« To remove the check from all boxes, click None. (If there are a large num-
ber of values and you want to include only a few of them in the filter, itis
most efficient to deselect all of them this way and then check

your selections.)
« Toinclude all values in the filter, click All.

« To add the selected values to the filter and close the drop-down menu, click
the Ok button. The selected values appear as a comma-separated list in the

white box.
Note: The Ok button is nonoperational if no values are checked.

If you decide that you do not want to apply the criteria you have selected on a

drop-down menu:

« For categories preceded by a check box, click the check box to remove the
check. Your criteria selections are discarded and the category is not

included in the filter.

« For categories in the Device box of the filter interface for the Device tab,
click All and then the Ok button. This returns the category to the default

state, with all criteria selected.

Creating a New Filter

To create a new filter, perform the following steps:

1. Click the add icon (4) below the filter list to open the Add Filter pop-up win-

dow. The following figure shows the window as opened on the Content tab.
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Add Filter x
AllL Data [
Mame: | |
Filter by:
Metwork
|| Area:
|| Region:
|| Gateway:
4
L Save & Apply J l Discard J

2. Specify the filter name and select criteria as described in "Selecting Criteria
for a Filter" on page 54.

3. Click the Save & Apply button to save the filter to the filters list and apply it

to the currently displayed data. To close the window without saving the fil-
ter, click the Discard button or the close-window icon (¥) in the title bar.
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Cloning or Editing an Existing Filter

Cloning an existing filter refers to creating a copy of it and saving it with a dif-
ferent name, presumably after modifying it. The source filter for the clone is not
changed. The only difference in the procedures for cloning and editing a filter are
the label on the pop-up window (Save as Filter or Edit Filter) and the predefined

value in the Name field.
1. In the filter list, click the name of the filter you want to clone or edit.
2. Click the clone icon (Eﬁ) to clone the filter or the edit icon ( #) to edit it.

Save as Filter x

All Data
MName: [ Copy of filter_name ]

filter_name [
Filter by:

=>

| Save&Apply | | Discard |

- /

Edit Filter x

All Data Mame: [ filter_name ]

filter_name [
Filter by:

| save&Apply | | Discard |

1K

3. Make the desired changes to the filter name or criteria, as described in

"Selecting Criteria for a Filter" on page 54.

4. Click the Save & Apply button to save the filter to the filters list and apply it

to the currently displayed data. To close the window without saving the fil-
ter, click the Discard button or the close-window icon (¥) in the title bar.
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Displaying Filter Terms
You can review the terms in a filter in two ways:

« Open the filter editing window as described in "Cloning or Editing an Exist-
ing Filter" on the previous page. To close the filter window, click either the
Discard button or the close-window icon (¥) in the title bar.

« Mouse over its name in the filter list. A pop-up box reports the terms in the
filter, as shown in the following figure for the iPad filter on the Device tab. If
a category of criteria was not chosen during filter creation, the pop-up box
lists all criteria from the category. In the example, during filter creation the
OS category was chosen and the iOS criterion selected in it; to further
refine the results, the Apple iPad criterion was selected in the Model field.
Because no criteria were selected from the Area, Region, or Gateway cat-
egories, all criteria in the category are listed in the pop-up box (but the lists

of regions and gateways are shortened here for the sake of brevity).

All Data
iPad [
iPhone [}S
Filter Name: iPad

All_Samsung Areas: North,South, West, East
Regions: Alabama, Alaska...
- Wisconsin, Wyoming
Gateways: DC1,DC2,DC3...
Operating System: iO5
Devices: Apple iPad
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Using the Filters on Subtabs

The filters on the Network, Device, Subscriber, and Content subtabs are derived
from elements on the top-level tab of the same name, as described in the

following sections:
« "Using Filters on the Network, Device, and Subscriber Subtabs" below

« "Using Filters on the Content Subtab" on the facing page

Using Filters on the Network, Device, and Subscriber Subtabs

On the Network, Device, and Subscriber subtabs, the available filters are duplic-

ates of the filters defined on the top-level tab with the same name.

The orange boxes in the following sample figure highlight how filters defined on
the top-level Device tab (on the left) are duplicated on the Device subtab of the
Network tab (on the right).
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afea]n T afea]n [
Cisco. ‘ Network H Radio Access H Device H Subscriber Cisco. | Network H Radio Access || Device H Subscriber
@ 22Jun2013 © 22)un2013
All Traffic All Traffic
) (%) Model () 05 () Manufacturer
All Data ) Allata )
iPad T1aa% o
iPhone . - Z3T5%
All_Samsung
J
e # Sall S
nnn

| TrafficTrend | | Device | | Subscriber | | Content | | Compari

Device distribution for All Categories
(=) Model () 05 () Manufacturer

& 265
All Data » 181%

iPad 5745

iPhone “ I'
All_samsung
. Refrash Filtars

&4.59%

=N

\ r

You cannot edit the filter list on a subtab directly; it is always derived from the fil-
ter list on the corresponding top-level tab. Therefore, the icons for cloning,

adding, editing, and removing filters are not available on subtabs.

Also, changes to the filter list on the top-level tab do not propagate automatically
to the subtab. To propagate them, click the Refresh Filters button under the filter
list on the subtab. The list of filters (and their criteria) is updated to match the

top-level tab, and the default filter (All Data or All Usage Segments) is selected.

Using Filters on the Content Subtab

The filters available on the Content subtab depend on which traffic type is selected

for the categories table on the top-level tab:
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WEB—The orange boxes in the following sample figure highlight how the

three filters on the Content subtab (lower left area of the figure) cor-

respond to the radio buttons on the doughnut chart of distribution data on

the top-level Content tab (upper right area).

Because the filter list is not derived from the list on the top-level Content

tab and cannot be changed, neither the icons for cloning, adding, editing,

and removing filters nor the Refresh Filters button appear on the

Content subtab.

Welcome admin

About Mural

Help G

=G —
vl — \
cisco - Mural
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@© 22 February 2016, 00:00hrs - 22 February 2016, 24:00hrs. 01Aug-31Jan 24 Jan-22Feb  17Feb-23Feb  22Feb 23 Feh ® om

(e [

TRAFFIC or APP—No filters are available on the Content subtab.

All Traffic All Locations
- PN
o s Downlink Tonnage | v | B9 @ww
2T Service Providers Unique Subs Rate (bps) Tonnage (Bytesl ¥ Hits
google.com 127K 679M 71626 W 621.39K A S

apple.com 147 2107M 296 0 HEK

badoo.com 2 208M 21416 § WBsK

005 eharmony.com 2 MM 17996 1 265K

chssports.com 3 697K 7166 | 245K

foxsports.com i S4LK 6246 | 295K

facebook.com 120 52729k 5436 | 209K

G s Total 553K sazm 415766 279m

| TrafficTrend | [ Device | | Subsoriber | | Content | | Comparison | | Sestors |
Protocol distribution for google.com Usage Statistics - All Protocals.
Downlink Tonnage | v | [
(AW Subscribers ][ Per Subscriber. 1.27K =
Hits 621.39K £
LE=5

ConcurrentHits | aver.. @ 216K =
Tonnage | pownli.. @ 71.626 =
Duration | aver.. (@ 300s E=

s e

Rate| aver.. @ oawnli.. @ 6.79M =

70

Copyright © 2016, Cisco Systems, Inc.



Application Launcher User Guide

Analyzing Traffic Distribution

The main pane on the Network, Radio Access, Device, Subscriber, and Content tabs
in Mobility Unified Reporting and Analytics (MURAL) summarizes the distribution
of traffic for the type of network entity featured on the tab, and provides tools for
"drilling down" to more fine-grained analysis of individual entities. The traffic dis-
tribution data is displayed in the part of the pane enclosed in box 1 in the fol-
lowing figure from the Device tab. When you first access a tab during the MURAL

session, the distribution data appears as a doughnut chart.

\——7,_,\ Welcome admin | Change Password | About Mural | Help | SignOut  23June 2013 1635 hes UTG
alialn =y | Mural
Cisco Network Radio Access Device Subscriber Content Bulkstats. KPI Repnns 2 P
@© 22 Jun. 2013, 00:00hrs - 22 Jun. 2013, 24:00hrs | OfDec3iMay 24May-22Jun Tn-23dn 24 B | @ om
(“auTraffic | All Devices (Crrarrc || wes || app
(&) Model () 05 () Manufacturer —
(0)(u)( up
AllData L)
Tiam%
Categories  Unique Subs  Rate (bps)  Tonnage [Bytes] ¥  Flows
Filesharing B64K | 10816 4527 MMM 402.08M A
(22.017] Matorola Draid Streaming §79.02K 8586 92057 NN 39222M
[B.93 TI HTC Sensation Email TI5.08K 6646 TINT M 40678 M
(20T TR ey Standard 509.9K 4156 43457 3B6BM
[118 T] Motorola RAZR
video 371.33K 1826 19487 W 20944 M
Web 227.61K 92463 M 989T 14291M
Gaming 208.66K | 44729M 4797 5443M
+ 4 Total 395M 33386 35735T 2246
A
| Traffic Trend Network Subscriber Content Comparison
Al Categories || (imeseries | x| showirg (Asguptinkirsts | x ) intps Agg UpLink Bitrate
{inbps) =2,
56 750
606 606G v rm%
33866
w56 w50
e e
156 156
o o
W) DD 0200 D900 000 050 0600 D700 0BO 0900 1000 T 1200 1900 GO0 IS0 1600 17200 18.00 1900 209 2100 2200 2390
Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 un22 Jun22 Jun22 Jun22 Jun22 Jun2Z Jun22 Jun22 Jun22 Jun22 Jun22 Jun2:
Applied time range: 22 Jun. 2013, 00:00hrs » 23.Jun. 2013, 00:00hrs UTE All Calegories

For information about the related filter interface, which appears to the left of
box 1, see "Using Filters to Fine-Tune the Reported Data" on page 51.

For information about the categories table, which appears to the right of box 1,

see "Analyzing Traffic by Category" on page 83.
This topic describes the following tasks:
« "Navigating the Traffic Distribution Display" on the next page
"Interpreting Doughnut Charts" on page 75

« "Interpreting Distribution Tables" on page 79
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Navigating the Traffic Distribution Display

The tabs report the distribution of traffic across the most active members of the

network class featured on the tab:

« Network—Locations that house network equipment, referred to as
gateways. During initial MURAL configuration, your system administrator

defined the gateway names and the hosts that belong to each one.

« Radio Access—Radio access types used by subscribers to connect to the

network.

« Device—Mobile devices such as phones and tablet computers, categorized
by specific model (click the Model radio button), operating system (the OS

radio button), or brand (the Manufacturer radio button).

« Subscriber—Users of mobile devices who generated traffic. When no filter
is applied, users are grouped into six classes based on the average daily
volume of traffic they generated in the previous month. Following are
default values for each segment; consult your system administrator to

determine if they were changed during configuration of MURAL at your site.
o Extreme—More than 600 megabytes (MB)
« High—300 to 600 MB
« Active—150 to 300 MB
« Regular—60 to 150 MB
« Mild—30 to 60 MB
o Low—Less than 30 MB

The Under analysis segment represents currently active subscribers that
were not active during the entire previous month and so have not been

assigned to one of the six classes.

« Content—Network protocols (when the TRAFFIC traffic type is chosen for

the adjacent categories table), content provider websites (when WEB is
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chosen), or applications (when APP is chosen). For information about the

categories table, see "Analyzing Traffic by Category" on page 83.

When you first access a tab

during the MURAL session, distribution data appears

as a doughnut chart as in this example from the Device tab.

All Traffic

(«) Model () 05 () Manufacturer

71.88%

I:_ Down bytes | TJ E
10455 B [256 84 T] Apple iPhane
T 6% W [3B0& T] Apple iPad
4. 16%h [27.2 T] Samsung Galax...
1.5% [22.01 T] Motorola Droid...
FAg% [E.93 T] HTC Senzation
0.33% o
. [2.07 T] RIM BlackBerry...
0.05% [1.18 T] Matorola RAZR
0.01% [21&.41 3] Samsung Galaxy...
0I£% @ [178.75 G] RIM BlackBerry ¥3...
MW [357: G] Samsung is00 Gar...
B [500.29 G] Others

The following table describes the elements in the doughnut chart display area.

Element Description

All Traffic

Indicates that traffic of all protocol types is included
in the chart.

(=) Model () 05 () Manufacturer

(Device tab and subtab only) Indicates and sets
whether the chart represents the distribution of
traffic across specific models of mobile device, oper-

ating systems, or manufacturers (brands).

(=) All Apps () Browser Apps . ..
i Other Apps

(Top-level Content tab, when the WEB traffic type is
selected for the adjacent categories table) Indicates
and sets whether the reported traffic was data
accessed via a browser on a mobile device

(Browser Apps), data accessed via another type of

mobile application (Other Apps), or both (All Apps).
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Element Description

| Downbytes | w | Indicates and sets the statistic reported in the dough-
nut chart. See "Selecting the Statistic Reported in a

Doughnut Chart" on page 77.

E Changes display format from doughnut chart to table.
See "Interpreting Distribution Tables" on page 79.

Copies the data represented in the display area to a
file or the palette. See "Exporting Data to a File or

the Palette" on page 135.
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Interpreting Doughnut Charts

The size of each wedge in a doughnut chart indicates the proportion of traffic
accounted for by each of the entities that were responsible for the most traffic.
There can be up to eleven wedges: one for each of the top ten entities plus one
for the aggregation of all remaining entities. In the following doughnut chart from
the Device tab, the entities are models of mobile device. On the Network tab they
are locations, on the Radio Access tab radio access types, on the Subscriber tab
individual or groups of subscribers, and on the Content tab content

provider websites. Each wedge in the chart is marked with the percentage of
traffic that it accounts for.

All Traffic
() Model () 05 () Manufacturer
I:_ Down bytes | T:J @
T1.88% 10.45% B [256.8& T] Apple iPhone
. T A4 W [2E0& T] Apple iPad
4. 16%, [27.3 T] Samsung Galax...
2.5% [22.01 7] Motorola Draid...
F58% [E.93 T] HTC Senzation
0.33% -
o nes [2.07 T] RIM BlackBerry...
0.05% [1.18 T] Motorela RAZR
0.01% [21&.41 ] Samsung Galaxy...

014% @ [178.75 G] RIM BlackBerry 93..

[35.74 5] Samsung is00 Gar...

W [500.27 5] Others

The legend to the right of the chart lists the entities, marking them with the color
of the corresponding wedge in the chart. They are listed in order from largest to
smallest value (matching the decreasing size of the wedges). A quantified meas-
urement of the traffic precedes the entity name. The letter following the digits
indicates the multiple, the meaning of which depends on the type of statistic

(traffic rate, traffic volume, or count).
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Volume Stat-

Rate Statistics e Count Statistics
K kilobits per second (Kbps) kilobytes thousands (103)
M| megabits per second (Mbps) megabytes millions (108)
G| gigabits per second (Gbps) gigabytes -
B = - billions (109)
T terabits per second (Tbps) terabytes trillions (1012)
P petabits per second (Pbps) petabytes =
Q - - quadrillions (101°)

By default, the chart reports the total number of bytes that traversed the down-
link (from the network to mobile users) during the selected time range, but you
can choose from five other statistics, as described in "Selecting the Statistic

Reported in a Doughnut Chart" on the facing page.
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Displaying All Statistics for One Entity

By mousing over a wedge, you can display for the corresponding single entity the
value of all of the statistics on the drop-down menu (which is Down bytes by
default). In the following figure, the title in the pop-up box indicates that users of
Samsung Galaxy S III mobile phones account for 7.64% of the total bytes on the
downlink during the selected time range. For information about the meaning of
the other values in the box, see "Selecting the Statistic Reported in a Doughnut
Chart" below.

Samsung Galaxy ST (7.64%)
Subscribers: 215.44K

All Tratfic Uplink[bpsl: 2.67 G
(¢ Model () 0% () Manufacture
= ~ L“’J Downlink[bps]: 2.55 G &
Uplink Tannage[Bytes]: 29.79 T
T1.83%

Downlink Tannage[Bytes]: 27.3 T fane
Flows: 1247 K
ava L 1 Alax...

2.5% [22.017T] Matarola Droid...
0.53%

[B.93 T] HTC Sensation
0.33%
0.04% [2.07 T] RIM BlackBerry...
.05 [1.18 T] Motorola RAZR
0.01% [21&.41 B] Samzung Galaxy...

014% @ [178.75 3] RIM BlackBerry 53..
W [35.74 G] Sarmsungis00 Gar...

W [500.27 5] Others

Selecting the Statistic Reported in a Doughnut Chart

When you first access a tab during the MURAL session, the doughnut chart ranks
entities in terms of the number of bytes that traveled from the network toward
the entities depicted in the chart during the selected time range (referred to as

Down bytes on the drop-down menu bar).

(When you switch display format from table to doughnut chart, the doughnut
chart reports the statistic by which the table is currently sorted.)
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To change the statistic reported in the doughnut chart, click on the drop-down
menu bar, then click the desired statistic. In the following figure, the statistic is

being changed to Subscriber count.

| Down bytes v |

S -
Down bytes *
Flowr count

Subscriber count “

Traffic Downlink rate

Traffic Uplink rate +

The text in the menu bar changes to indicate the new statistic, and the chart is

redrawn. The statistics are defined as follows:

« Down bytes—Number of bytes that traveled from the network toward

mobile users.

« Flow count—Total number of distinct flows in both directions, where a flow
is defined as a group of packets that have the same source and destination

IP addresses, source and destination port numbers, and transport protocol.

o Subscriber count—Number of unique subscribers who generated network

traffic during the selected time range.

« Traffic Downlink rate—Average number of bits per second (bps) that
traveled from the network toward mobile users. It is calculated by dividing
the total number of bytes by the number of seconds in the selected time

range, then multiplying by eight to convert bytes to bits.

« Traffic Uplink rate—Average number of bits per second (bps) that traveled
from mobile users toward the network. It is calculated in the same way as

the downlink rate.

o Up bytes—Number of bytes that traveled from mobile users toward

the network.
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Interpreting Distribution Tables

When you access for the first time during a MURAL session a tab or subtab that
reports traffic distribution, the data appears in a doughnut chart. To display the
data in a table, click the table icon (E) in the upper right corner of the display

area. Table format is useful in that all statistics are visible simultaneously, and
that data is reported for all entities, even those that do not account for enough

traffic to appear in the doughnut chart.

L Down bytes | '
T1.28% 10655 W [25&.8& T] Apple iPnone
7 6l W [380& T] Apple iPad
516% [27.3 T] Samsung Galax...

All Traffic
(=) Model () 05 () Manufacturer

All Traffic
(=) Model () 05 () Manufacturer ;‘::
Device Unigue Subs  Uplink (bps] Downlink (bps] Uplink Tonnage... Downlink Tonnage... ¥ Flows
Apple iPhone 203 M 2527 G 24036 26728 T 25686 T 161G *
Apple iPad 0725 K 3396 1556 4237 3806 T 23858M
Samsung Galaxy 5 11l 21547 K 2626 2496 2695 T 273 T 17112ZM
Maotorala Droid 2 17371K 1936 2066 45T 22T | 13798M
HTC Sensation T0B3IK B&SI1Z M B3452M BA2T B93T 5634M
RIM BlackBerry 9650 .. 16,36 K 17784 M 19361 M 24T 207T | 1299M
Motorola RAZR 231K 12169 M 105 M 1377 1187 T7.38M
Showing 1 - 22 of 22 page 1of 1
Total 2BZM 3026 33386 3625T 387357 22406

The following table describes the elements in the table (not all elements appear

on every tab).

Description

All Traffic Indicates that traffic of all protocol types is included
in the chart.
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Element Description

(=) Madel (_) 05 () Manufacturer|(Device tab and subtab only) Indicates and sets
whether the table reports the distribution of traffic
across specific models of mobile device, operating
systems, or manufacturers (brands). The header for
the first column of the table also changes to indicate
the category (Device, Operating System, or Man-

ufacturer).

(=) All Apps () Browser Apps ... |(Top-level Content tab, when the WEB category is
() Other Apps selected on the adjacent table) Indicates and sets
whether the reported traffic was data accessed via a
browser on a mobile device (Browser Apps), data

accessed via another type of mobile application

(Other Apps), or both (All Apps).

Changes display format from table to doughnut chart.
See "Interpreting Doughnut Charts" on page 75.

Copies the data represented in the display area to a
file or the palette. See "Exporting Data to a File or

the Palette" on page 135.

L Appears in a column header to indicate that the
column is being used to sort the rows in the table. For
information about sorting on the basis of different
columns, see "Changing the Sort Order in the Dis-

tribution Table" on page 82.

Showing 1 -x of total Indicates the set of rows presented in the currently
displayed page of the table. There are 50 rows on

each page, and up to 50 on the last one.

page 1ofx — Indicates the currently displayed page (set of

50 rows) and the total number of pages. Click on the
black left arrow (%) to display the previous 50 rows

or the black right arrow (=) to display the next 50. A

grayed-out arrow indicates that no previous or sub-

sequent page is available.
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Note that the Total row reports the sum of values from all rows on every page,

not just those on the current page.
The following information is reported in the columns with the specified headers:

« Entity type—Category (within the type of network entity named in the
column header) for which data is reported. The value in the header depends
on the tab. In the preceding figure from the Device tab it is Device. It is Gate-

way on the Network tab, Segment on the Subscriber tab, and so on.

« Unique Subs—Number of distinct subscribers who accessed data from the

category in the first column.

« Uplink (bps)—Average number of bits per second (bps) that traveled from
mobile users toward the network. It is calculated by dividing the total num-
ber of bytes by the number of seconds in the selected time range, then mul-

tiplying by eight to convert bytes to bits.

« Downlink (bps)—Average number of bits per second (bps) that traveled from
the network toward mobile users. It is calculated in the same way as the

uplink rate.

« Uplink Tonnage (Bytes)—Number of bytes that traveled from mobile users

toward the network.

- Downlink Tonnage (Bytes)—Number of bytes that traveled from the network

toward mobile users.

« Flows—Total number of distinct flows in both directions, where a flow is
defined as a group of packets that have the same source and destination

IP addresses, source and destination port numbers, and transport protocol.

« Hits—(Content tab only, when the WEB or APP traffic type is chosen for the
adjacent categories table) Number of requests for a file sent to web serv-
ers. For information about the categories table, see "Analyzing Traffic by

Category" on page 83.
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Changing the Sort Order in the Distribution Table

When you change display format from doughnut chart to table, the rows are sor-
ted according to the statistic currently reported in the doughnut chart, from
largest to smallest. As shown in the following figure, this is indicated by the

decreasing-order sorticon ( ¥ ) in the column's header bar (in this case, the

Downlink Tonnage (Bytes) column).

Device Unique Subs  Uplink [bps] Downlink (bps] Uplink Tonnage... Downlink Tonnage... ¥ Flows
Apple iPhone 203 M 2527 G 2403 G 267287 256.86 T 1616 +
Apple iPad 30725 K 339 6 355G £23T 3BO06T 238B54M
Samsung Galaxy S Il 21547 K 262G 24906 2695 T 2737 17112M
Motorola Droid 2 17371 K 193 G 206G 2681 T 22T 13798M
HTC Sensation T083K 86512 M 83452 M 84627 8937 5634M
RIM BlackBerry 9650 ... 16.36 K 177.84 M 19361 M 24T 2077 1299M
Motorola RAZR 23K 121.49 M 1015 M 1377 11871 7.38M
Showing 1 - 22 of 22 page 10of1
Total 2B2M 35026 33386 3625T 357.35T 224G

You can sort based on the values in any of the columns. To select a column, click
in its header bar. The sorticon ( * or ¥ ) moves to the new column and the

rows are resorted. The increasing-order sort icon ( * ) indicates the sort order is

smallest to largest (alphabetical in the first column), and the decreasing-order
sorticon (¥ ) largest to smallest (reverse alphabetical in the first column).

The basis for sorting is independent on the Network, Radio Access, Device, Sub-
scriber, and Content tabs—for example, you can sort by uplink traffic rate on the
Network tab and at the same time by number of hits on the Device tab. MURAL

maintains the sort basis on a tab for the duration of a session.
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Analyzing Traffic by Category

The table in the main pane of the Network, Radio Access, Device, Subscriber, and
Content tabs in Mobility Unified Reporting and Analytics (MURAL) reports statistics
about the traffic in your network during the selected time range, categorized

according to the icon selected above the table:

« TRAFFIC TYPE—Categories of protocol type, such as VOIP (voice over IP)
or Web, referring to Hypertext Transfer Protocol (HTTP)

« WEB—Categories of various service providers, such as google.com and
facebook.com.

« APP—Categories of application type used to request and deliver the con-

tent, such as Browser or Social Networking.

« SECURED WEB: —Traffic is categorized by security protocols, that is HTTP
andHTTPS, HTTPS is added to show the encrypted data. By default, the
doughnut chart displays the list of all the service providers. You can click
HTTP or HTTPS from the table to view the list of corresponding service pro-

viders.

This topic describes the following tasks:
« "Interpreting the Content Categories Table" on the next page
« "Categorizing Traffic by Type" on page 87

« "Changing the Sort Order in the Categories Table" on page 90
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Interpreting the Content Categories Table

In the following figure for the Device tab, the table is enclosed in box 1. Itis in
the same position on the Network, Radio Access, and Subscriber tabs; on the Con-

tent tab, the positions of the table and the adjacent doughnut chart are reversed.

— = Welcome admin | Change Password | About Mural | Help | Sign Out 28 une 13 1k es UTC
i T
' erero) N Mural
| Network Radio Access | | Device | | Subscriber Content Bulkstats KPI Reports | Content Anslytics
@ 22 Jun. 2013, 00:00hrs =22 Jun. 2013, 24:00hrs | D1Dec-31May 26 May-22Jun  17Jun-23Jun  22Jun B | @ ‘_.'q'
All Traffic All Devices (CTRAFFIC .. | [ WEB ] [ PP
(&) Model () 05 () Mamfacturer
p p—
AllLData » L—JDW 22 | hd E @@LJU‘D
71.88% 10.66% W (25688 7] Apple iPhone Categories  Unique Subs Rate (bps]  Tonnage (Bytesl v  Flows
3805 T) Apple Pad
P Filesharing merek | 10810 182 T mEm— 0208M A
(27.3 7] Semsung Galax..
16 - Streaming £79.02K 8566 92057 MMM 392.22M
25 (22.017] Metarols Droid.
e [£.93 7] HTE Sensation Email TI508K 6666 TINT M 40678 M
033% (207 T] RIM Blackgerry... Standard 09.9K 4156 43457 WEN 38618 M
0.08%:
oy [118 T) Matorola RAZR Video ATITK 1826 19487 W 20944 M
[21£.41 6] Sams ung Galaxy
LET Web 227.41K  92463M  989T %291M
ol W (TB75GIRIM BackBerry?a
@+ s [ — Garming 0866K  44729M  4T9T 5443 M
W (500.29 6] Others Total 395M 33386 35735T 2246
\ J
| TrafficTrend | | Metwork | | Subscriber | | Content | | Comparison |
All Categaries M ( Timeseries | v | showing [ AggUpLinkBitrate | v | inbps Agg UpLink Bitrate
linbps)
76 "o
06 ) N \ @c ¥ ruw
/ \ 33866
456 \\ 456
306 / 306
56 \ 56
0 0
00:00 01:00 02:00 03:.00 0400 05:00 06:00 0700 08:00 0900 10:00 11:00 12:00 13:.00 1400 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 2300
Jm22 un22 Jn2Z hn22 Jn22 22 Jn22 JnZ2 JmZ2 Jn22 Jun22 JnZ2 JmZ2 JinZ2 hn22 hn22 22 in22 Jn22 Wn22 Wn22 Jnz2 nz2 inz2
Applied time range: 22.Jun. 2013, 00:00hrs > 23 Jun. 2013, 00:00hrs UTC Al Categories
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The following figure shows what the table looks like when you first access a tab
during a MURAL session. The TRAFFIC traffic type is selected, as indicated by the
solid gold color of that icon, and the table displays values for the associated ser-
vice providers, which are named in the Service Providers column. Service pro-
viders are sorted in order of decreasing traffic volume (indicated by the sort icon
[ ¥ ]in the Tonnage (Bytes) column header) on the downlink (indicated by the gold
D icon above the table). The Total row at the bottom of the table is selected, as

indicated by the gold color.

All Devices ([ TRaFFIC.. || wEB || PP |
Categories Unigue Subs Rate (bps) Tonnage |Bytes] v Flows
Filesharing 81614 K 10816 | M4827T NEEEEEE | 40208M A
Streaming 67702 K 858 G 92.05 T N 19222 M
Email 7508 K b.64 G TINT L0678 M
Standard 6099 K £15 G 3457 1 38618 M
Video 37133 K 182 G 19487 M 20944 M
Web Z2T.6THK F2L63 M P8FT T42.91M
Gaming 208.66 K L4729 M a7 T 9443 M i
Total 3.95M 33386 357.35T 224G

The following table describes the elements in the table display area.

Element Description

Entity type Names the entity from the adjacent doughnut chart or table
for which data appear in this table (in the preceding figure,
itis All Devices). For more information about the interaction
between the adjacent chart or table and the categories

table, see "Performing In-Depth Data Analysis" on

page 131.
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Element Description

TRAFFIC || WEB || APP | Indicates and sets the traffic-type categories used in the

table (the categories are named in the Categories column).
The solid gold icon indicates the currently selected traffic
type. For information about the traffic-type categories, see
"Categorizing Traffic by Type" on the facing page.

Copies the data in the table to a file or the palette. See
"Exporting Data to a File or the Palette" on page 135.

[ U+D ) Indicates and sets the direction for which traffic is reported

in the Rate (bps) and Tonnage (Bytes) columns:
o« D—Downlink (from the network toward mobile users)
« U—Uplink (from mobile users toward the network)
« U+D—Both directions

The gold icon indicates the current traffic direction.

L Appears in a column header to indicate that it is being used
to sort the rows in the table. For information about sorting
on the basis of different columns, see "Changing the Sort

Order in the Categories Table" on page 90.

Indicates that the category (row) is selected, as a result of
which the information on the Traffic Trend, Network, Device,
Subscriber, and Content subtabs is specific to the category.
To select a different category, click anywhere in its row. For
more information about the relationship between the selec-
ted row and the subtab, see "Performing In-Depth Data Ana-

lysis" on page 131.

The information reported in the columns of the table is as follows:
. Categories—Category name.

« Unique Subs—Number of distinct mobile users who accessed content from

a category.

« Rate (bps)—Average number of bits per second (bps) that traveled in the
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direction indicated by the directional icons (D, U, and U+D). The rate is cal-
culated by dividing the number in the Tonnage (Bytes) column by the number
of seconds in the selected time range and multiplying by eight to convert

bytes to bits.

« Tonnage (Bytes)—Number of bytes that traveled in the direction indicated by

the directional icons (D, U, and U+D).

« Flows—Total number of distinct flows in both directions, where a flow is
defined as a group of packets that have the same source and destination
IP addresses, source and destination port humbers, and transport protocol.

This value is reported when the TRAFFIC traffic type is selected.

« Hits—Number of requests for a file sent to a web server. This value is repor-
ted when the WEB or APP traffic type is selected.

For numerical values, the letter following the digits indicates the multiple, the
meaning of which depends on the type of statistic (traffic rate, traffic volume,

or count).

Volume Stat-

Rate Statistics S Count Statistics
K kilobits per second (Kbps) kilobytes thousands (103)
M| megabits per second (Mbps) megabytes millions (108)
G| gigabits per second (Gbps) gigabytes -
B - - billions (109)
T terabits per second (Tbps) terabytes trillions (1012)
P petabits per second (Pbps) petabytes =
Q - - quadrillions (101°)

Categorizing Traffic by Type

When you first access a tab during a MURAL session, the TRAFFIC icon above the
table is solid gold, indicating that the data is categorized by network protocol

type. You can choose from among three sets of categories.
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Categorizing Traffic by Protocol Type

To categorize traffic by protocol type, click the TRAFFIC icon above the table. In
this mode, MURAL assigns traffic to categories according to the protocol type of
the packets that constitute the traffic. The categories include the following.

Filesharing Streaming
Gaming Unclassified
M VOIP
Standard Web (HTTP)

Categorizing Traffic by Type of Content

To categorize traffic by type of content, click the WEB icon above the table. In

this mode, MURAL assigns traffic to categories according to the URL of the web-
site that is providing content, based on categorization guidelines from the Inter-
active Advertising Bureau. MURAL continually categorizes new URLs to keep the

categories up to date. The categories include the following.

Adult Content Hobbies and Interests Religion and Spirituality
Arts and Entertainment Home and Garden Science

Automobile Illegal Content Shopping

Business Law, Government, Politics Society

Careers Malicious Content Sports

Education News Style and Fashion

Family and Parenting Personal Finance Technology and Computing
Food and Drink Pets Travel

Health and Fitness Real Estate Uncategorized
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Categorizing Traffic by Application Type

To categorize traffic by the type of application used to request and download
data, click the APP icon above the table. In this mode, MURAL assigns traffic to
categories according to the type of application used to request content from the
network. The categories include the following.

Browser Social Networking

Business Weather

Productivity mobileappcategorynotfound
Standard

Traffic that cannot be assigned to another category is assigned to mobile-

appcategorynotfound.
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Changing the Sort Order in the Categories Table

When you access the Network, Radio Access,Device, Subscriber, or Content tab for
the first time during a MURAL session, the rows are sorted according to the value
in the Tonnage (Bytes) column, largest to smallest. As shown in the following fig-
ure, this is indicated by the decreasing-order sorticon ( ¥ ) in the column's
header and by the purple bars, which graphically convey the relative size of the

values in the column.

All Devices [ TRAFFIC.. || WEB ||  APP |

O0/C)

Categories Unigue Subs Rate [bps] Tonnage [Bytes] L Flows
Filesharing 81614 K 10816 MNag2T L0208 M '*'
Streaming H79.02 K 858 G 92057 39222 M
Email 7508 K b.64 G 7INnT L0678 M
Standard H09.9 K £15 G L345T 3B6.18 M
Video 371.33K 182 G 1948 T 20944 M
Web 227 61K F2463 M 98T T42.9TH
Gaming 208466 K L4729 M 4797 9443 M l
Total 395 M 33386 357357 220G

You can sort based on the values in any of the five columns. To select a column,
click in its header bar. The sorticon ( ¥ or * ) and purple bars move to the new

column and the rows are resorted. The increasing-order sort icon ( * ) indicates

the sort order is smallest to largest (alphabetical in the Categories column), and
the decreasing-order sort icon ( ¥ ) largest to smallest (reverse alphabetical in

the Categories column).

To reverse the sort order in the column that is currently controlling it, click in the

header bar again. The sort icon reverses direction to indicate the new order.

Note: If you have selected a row in the table other the Total row, changing the

sort order deselects it and the Total row becomes selected again.
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Note: Categories such as mobileappcategorynotfound, which are for items that
have not yet been categorized, always appear in the last row of the table, regard-

less of the sort order.

The basis for sorting is independent on the Network, Radio Access, Device, Sub-
scriber, and Content tabs—for example, you can sort by uplink traffic rate on the
Network tab and at the same time by number of hits on the Device tab. MURAL

maintains the sorting basis on a tab for the duration of a session.
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Analyzing Traffic Trend Data

On the Network, Radio Access, Device, Subscriber, and Content tabs in Mobility Uni-
fied Reporting and Analytics (MURAL), the Traffic Trend subtab tracks traffic pat-
terns over time for individual rows from the categories table on the top-level tab.

You can also compare multiple categories in a single chart.
This topic describes the following tasks:
« "Interpreting the Traffic Trend Subtab" on the next page
. "Displaying Traffic Trend Data in Line or Bar Charts" on page 97
. "Displaying the Exact Value for an Hourly Interval" on page 103
« "Setting the Statistic Reported in a Traffic Trend Chart" on page 103
« "Interpreting the Summary Bar Chart" on page 105
« "Displaying Data from Multiple Categories" on page 106

« "Comparing Two Charts" on page 107
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Interpreting the Traffic Trend Subtab

The following figure from the Device tab shows the categories table in box 1 and
the Traffic Trend subtab open in box 2. This is the table's position on the Network,
Radio Access, and Subscriber tabs as well; on the Content tab, the positions of the

table and the adjacent doughnut chart are reversed.

Welcome admin | Change Password | About Mural | Help | Sign Out 2 une 2ma washrs urc
el Mural
- ‘ Network | ‘ Radio Access Device | Subscriber | Content | | Bulkstats | ‘ KPI | ‘ Reports. } Cantent Analytics
@ 22 Jun. 2013, 00:00hrs > 22 Jun. 2013, 24:00hrs 01Dec-31May 24 May-22 Jun  17Jun-23 Jun 22 Jun 23 Jun ® E:"
§ . - N
All Traffic All Devices [ TRAFFIC ... ‘ ‘ WEB ‘ ‘ APP ]
@ Model (3 05 () Manufacturer ) ) 7
AltData » (ommoyes =) B @)
e e W 125688 T] pple Phone Categories  Unique Subs  Ratelbps]  Tonnage(Bytes] v  Flows
. 4% W (3808 T)AppleiPad Filesharing 146M | 18810 198437 pmmmm | 1246 4
5% 29.3 T Sams
o 127.3 1) Samsung Galax Streaming 25391K 2476 2827 mE 17687 M
. 122017 Motorols Droid
s Email 059K 2590 2728T WM 170954
P, [2.93 7] HTC Sensation
. [2.07 T RIM BlackBerry. Standard 20222K 2356 2777 W 15498 M
0.05% 1.7 T] Motorola RAZR videa 21518 K 2076 2186T W 13709 M
o 115.628] Samsung Galazy. Web 15841K 1496 1574T W 9.6 M
o
210,64 61 RIM BlackBerry 53
LA ! e Gaming 11534 K 1186 | 12437 § 77.89 M
T P | [170.15 6] Samsung i400 Gar ...
G M 327K 101871M | 1049T § EETM
W [504.85 G] Others
Total 395M  33.380 BIIT 2240
Traffic Trend | || Metwork Subscriber Content Comparison
~  ——— ————— - N
fr— 7] @) sowm (Qaupmkemn o) o AggUpLink Bitrate ;)
{inbps)
w6 %G
06 /A ~ N s @06 % 20m%
a / / / \ / 33866
s/ / NN \ /o I\ e
N6 N\ AN / 06
156 N/ 156
y
0 0
00:00 01:00 0200 0300 04:00 05:00 0600 07:00 0800 09:00 10:00 11.00 12:00 13:00 1400 15:00 16:00 17:00 18:.00 19:00 20:00 21.00 22.00 23.00
Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun?2 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 JunZ2 Jun22 JunZZ Jun22 Jun22
Applied time range: 22.Jun. 2013, 00:00hrs > 23 Jun. 2013, 00:00hrs UTC AL Categaries
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As shown in the following figure, when you first access a tab during a MURAL ses-

sion, the Total row at the bottom of the table is selected, as indicated by the gold

color.
All Devices ([ TRaFFIC.. || WEB ||  APP |
®@@D)

Categories Unigue Subs Rate (bps) Tonnage |Bytes] r Flows
Filesharing 81614 K 10816 1482 T NN @ s0208M A
Streaming 679.02 K 858 G 205 T I 39222 M
Email 71508 K 664 G TINT 40678 M
Standard H09.9 K £15 G 43457 N 38618 M
Video 371.33K 182 G 19487 W 20944 M
Web 227 61K F2463 M 989T 14291THM
Gaming 208.66 K LET29 M £79T 5443 M
Total 395M 33386 357357 224G

The Traffic Trend subtab reports data at hourly increments for the selected cat-

egory (Total), as indicated by the value All Categories in the box above the table.

When you first access the Network, Device, Subscriber, and Content tabs during a

MURAL session, a time-series line chart tracks average traffic rate on the uplink,

as indicated by the values Time Series and Agg UpLink Bitrate on the drop-down

menus. The bar chart to the right of the line chart reports the same statistic for

the entire selected time range; for more information, see "Interpreting the Sum-

mary Bar Chart" on page 105.

| TrafficTrend | | Network Subscriber Content Comparison

All Categaries m |_Time saries | ¥ ) showing [ AggupLinkBitrate | ¥ | inbps

Agg UpLink Bitrate

*
in bps] __

v 0%
33846

Jun2z Jn22 Wn22 Jun22 Jun22 Jn22 Jun22 Jun22 Jun22 Jun22 Junge Jun22 Jm22 Jun22 Jun22 Jun2ZZ Jin22 22 n22 JunZ:

D000 000 0200 0300 0400 0500 0600 0700 D300 0900 10:00 V00 1200 1300 1400 1500 1600 17:00 1800 1900 00 2000 220
jun

Applied time range: 22.Jun. 2013, 00:00hrs > 23 Jun. 2013, 00:00hrs UTC

z90
dunzz w2z dun

Al Categories
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As on the other top-level tabs, on the Radio Access tab the Traffic Trend subtab

(box 2 in the following figure) tracks average traffic rate on the uplink at hourly

increments for the selected category in box 1 (by default, Total). But it further

represents the distribution of traffic across the radio access types in the dough-

nut chart (box 3) in stacked bands of the same colors as in the doughnut chart.

The bar chart to the right of the line chart reports the same statistic for the entire

selected time range, for the radio access types (up to four) that account for the

most traffic.

S~ Welcome admin | Change Pa: rd | About Mural | Hely Sign Out
= nge Passwart elp | Sign Out 23 1une 3 washesutc
alvaln B, S Mural
cisco Network Radio Access Device Subscriber Content Bulkstats Rspnns | i
@ 22Jun. 2013, 00:00hrs - 22 Jun. 2013, 24:00hrs 01Dec-31May  24May-22Jun  17Jun-23Jun  22Jun  22Jn | @ ‘\_|'
r - , - \
All Traffic All RadioAccess [ TRAFFIC.. || WEB || 4PP |
——— NN
AltData » (omntpes | v) BB @@ ee)
aa28% ST . )
m 1R WIMA Categories  Unigue Subs Rate(bpsl  Tonnage(Bytes] ¥  Flows
119.0 71 65M
m e Filesharing B6IGK | 10910 | 11462 T M| 40208M 4
W 1252 TICOMA
Streaming 479.02K 858G 92057 NN 392.22M
Email TME.08K 664G TINT NN 40678 M
32315 Standard $09.9K 4156 45T W 38618 M
Video 371.33K 182G 19487 W 20946 M
‘Web 227.61K 92463 M 98T WUzZ9TM
Gaming 0866K  44T29M | L79T 5643M
s EEPERY Total 295M 33386 WBTIST 2248
| TratficTrend | | Network | | Device | | Subscriber | | Content | | Comparison |
All Categories [ Jimeseries | x| showing | aggupLinkBitrate | > inbps Agg UpLink Bitrate @
206 linbps)
9558 9556 9546
2256 |
Q-
756
0
D 00 0200 0200 0AT0 0SOD AU GRD 0BOD 0S40 104D 1100 1200 10 1400 1500 1400 1700 1600 1900 200 2|nn zznn =2
Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 JunZZ Jun22 Jun22 Jun22 Jun2Z Jun22 Jun22 Jun22 JunZ: Jun
Applied time range: 22 Jun. 2013, 00:00hrs > 23 Jun. 2013, 00:00hrs UTC IR COMA GEM

The following table describes the elements on the Traffic Trend subtab.

Element

Description

Category_name|w|

(Network, Device, Subscriber, and Content tabs) Names the cat-
egories (up to three) for which data is presented on the
subtab. See "Displaying Data from Multiple Categories" on
page 106.

Category_name

(Radio Access tab) Names the category from the categories
table for which data is presented on the subtab. By default it

reads All Categories to correspond to the Total row.
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Element Description

Time Series | v Indicates and sets the type of chart displayed. See "Displaying
Traffic Trend Data in Line or Bar Charts" below.

| Agg UpLink Bitrate | ¥ | Indicates and sets the statistic reported in the chart. See "Set-

ting the Statistic Reported in a Traffic Trend Chart" on

page 103.

Copies the data in the table to a file or the palette. See "Export
ing Data to a File or the Palette" on page 135.

ﬁ'l ‘;1 Expands the Traffic Trend subtab to twice the default height and

displays two charts, or returns the subtab to default size with

one chart. See "Comparing Two Charts" on page 107.

The vertical axis at either end of the chart indicates the units. The letter following
the numerical value indicates the multiple, the meaning of which depends on the

type of statistic (traffic rate, traffic volume, or count).

Volume Stat-

Rate Statistics istics Count Statistics
K kilobits per second (Kbps) kilobytes thousands (103)
M| megabits per second (Mbps) megabytes millions (108)
G| gigabits per second (Gbps) gigabytes -
B - - billions (10°)
T terabits per second (Tbps) terabytes trillions (1012)
P petabits per second (Pbps) petabytes =
Q - - quadrillions (1013)

Displaying Traffic Trend Data in Line or Bar Charts

When you first access a top-level tab during a MURAL session, traffic trend inform-
ation is presented in a time-series line chart. Click on the Time Series drop-down

menu button to choose from among three formats.

Category_name E| Time Serie: | showing L Agg UpLink Bitrate | 'J in bps

Time Series

By hour of day
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The formats are described in the following sections:
"Interpreting Time-Series Charts" below
« "Interpreting Hourly Bar Charts" on the facing page

« "Interpreting Busy-Hour Bar Charts" on page 101

Interpreting Time-Series Charts

On the Network, Device, Subscriber, and Content tabs, when you select Time Series
from the drop-down menu, the line in the chart connects data points which each
represent a defined collection period. In the following figure, the chart presents

hourly time points for a one-day period.

Tima Series w | showing | AggupLink Bitrate | » | inbps

Tima Series

b
r——

Busy Hour

All Categories |1|

756 -6

we I8 | - \ .

156 - e Lise
0 0

00:00 01:00 0Z00 0300 0400 05:00 06:00 0700 0800 0%00 10:00 11:00 12:.00 13:.00 1400 1500 1600 17.00 18:.00 19:00 20:00 21.00 22.00 23.00
Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun2? Jun22? Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22

On the Radio Access tab, when you select Time Series from the drop-down menu,
the top outline of the bar for each radio access type connects data points which
each represent a defined collection period. In the following figure, the chart

presents hourly time points for a one-day period.

All Categories showing | _Agg UpLink Bitrate | » | inbps
Time Series
g
By hour of day “
Busy Hour
306 — 308
2256 | - 256
156 - 166
756 | .
0 —o

T T T T T T T T T T T T T T T T T T T T T T
00:00 01:00 0200 0200 0400 05:.00 0&00 O7:.00 0800 0900 10:00 11:00 12:00 13:.00 1400 15:.00 16:00 17:00 18.00 19:00 20:00 21:00 22:00 23.00
Jun?2 Jun2? Jun2? Jun22 Jun2? Jun2? Jun22? Jun2? Jun2? Jun22 Jyn2z Jun22 Jun2? Jun2? Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22
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For data to appear in the line chart, you must set the time range to a minimum of
2 hours.

Interpreting Hourly Bar Charts

On the Network, Device, Subscriber, and Content tabs, when you select
By hour of day from the drop-down menu, the chart includes a bar for each of the
24 hourly collection periods from 00:00 hours through 23:00 hours.

All Categories |L| [ mimeseries | ¥ | showing [ AggupLinkBitrate | w | inbps  Collapse minmaxview &

All Categories W
MAX 71.98G - MIN 3456 : AVG. 33.866

11:00 hrs Multiple Hours

48 G 48 G

406 406G

326 326

46 246

166G 166

86 . I . a6
1 [ | | - - 0

0:00  1:00 200 300 400 500 &00 700 800 900 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 1%:00 20:00 21:00 2200 23:00

On the Radio Access tab, when you select By hour of day from the drop-down
menu, for each of the 24 hourly collection periods from 00:00 hours through

23:00 hours, the chart includes a bar for each radio access type.

For data to appear in the chart, you must set a time range that covers at least one
full calendar day (the 24 hours from 00:00 hours one day to 00:00 hours the next

day). This implies that data is not displayed for the following time ranges:
« The quick time range corresponding to the current day

« A custom time range set in Hourly mode that does not begin at 00:00 hours
on the first day and end at 24:00 hours on the last day

The maximum time range for which data can appear in the chart is seven cal-
endar days, which implies that data is not displayed for the quick time ranges cor-
responding to the previous 6 months or past 30 days, or for custom time ranges

of more than 7 days.

Copyright © 2016, Cisco Systems, Inc. 99



MURAL User Guide

For details about the time range selector, see "Setting the Time Range for Dis-
played Data" on page 39.

When the time range covers a single calendar day, each bar reports the value for
the one-hour collection period indicated by the label below it. When the time
range includes two or more calendar days, each bar reports the average of the
values for that hourly period each day. For example, suppose that for a three-day
time range download traffic volume during the 11:00-hours collection period was
8 terabytes (TB) on the first day, 3 TB on the second, and 7 TB on the third. The
value for the 11:00-hours bar in the chartis 6 TB ((8+3+7)/3 = 6).

In Hourly mode, it is possible to set a custom time range that includes part of
the day before the first full calendar day, part of the day after the last calendar
day, or both. The partial days are not included in the display, and the

Applied time range field below the chart reports the included complete days. For
example, if you set the time range from 03:00 hours on 20 June until 20:00 hours
on 23 June, the chart includes data for two complete days only (00:00 hours on
21 June to 00:00 hours on 23 June).

A legend appears above the chart to report the collection periods with the largest
(MAX) and smallest (MIN) values, plus the average (AVG) for the time range.
Note that for applied time ranges of two days or more, the MAX and MIN values
are for the bars displayed in the chart (which represent averages), not from the

individual collection periods used to calculate the averages.

In the following example, the smallest value—3.45 gigabits per second—occurred
at both 08:00 and 17:00 hours, so the legend for the MIN value reads Multiple

hours.

All Categories |L| L By hour of day | ¥ J showing l Agg UpLink Bitrate | ¥ J inbps  Collapse min/max view
All Categories W

MAX 71986 : MIN 345G : AVG. 33 B&G

11:00 hrs Multiple Hours

486G 486G

406G Li0G

326 326

24G 246G

166G 166G

BG . . . BG
B || | ] - o

0:00 .00 200 300 400 500 &00 700 800 %00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 2200 2300
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To collapse the legend, click the triangle icon () labeled . To

expose the legend when it is hidden, click the triangle icon () labeled

Interpreting Busy-Hour Bar Charts

When you select Busy hour from the drop-down menu, the chart includes a bar for
each of the full calendar days in the applied time range, indicating the hourly col-

lection period with the largest value during that day. (A calendar day is defined as
the 24 hours from 00:00 hours one day to 00:00 hours the next day.) The fol-

lowing chart indicates that the 11:00-hours collection period had the largest value

on 22 June.
All Categories E ( timeseries | v | showing | AggupLinkBitrate | v | inbps
Time Series
By hour of day
726 726G
B4 G b4 G
56 G 56 G
486 4B G
406 406
326 32 G
246 246
166G 16 G
26 26
a ]

11:00
22 Jun 2013

For data to appear in the chart, you must set a time range that covers at least one
full calendar day. This implies that data is not displayed for the following time

ranges:
« The quick time range corresponding to the current day

« A custom time range set in Hourly mode that does not begin at 00:00 hours

on the first day and end at 24:00 hours on the last day
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The maximum time range for which data can appear in the chart is seven cal-
endar days, which implies that data is not displayed for the quick time ranges cor-
responding to the previous 6 months or past 30 days, or for custom time ranges
of more than 7 days.

For details about the time range selector, see "Setting the Time Range for Dis-

played Data" on page 39.

When the time range includes two or more calendar days, there is a bar for each
day. The following example covers the maximum possible time range,

seven days. A legend appears above the chart to report the collection periods
with the largest (MAX) and smallest (MIN) values, plus the average (AVG) for the
time range. Note that the MIN and AVG values are for the bars displayed in the
chart (which represent averages), not from the individual collection periods used
to calculate the averages. If the MAX or MIN value applies to more than one day,

the legend reports Multiple Days instead of a specific day and time.

All Categories |L| |_Busy Hour | ¥ ] showing (_AggupLinkBilrate | w ] inbps  Collapse min/maxview A

All Categories M
MAX 71876 - MIN 6.356 : AVG. 41,686
22Jun 2013 11:00 hrs © 17 Jun 2013 06:00 hrs

726 726

646

560G 560G
486G 486G
a0G a0G
326 326
246G 246G
166 166
1 - 80
0 . 0

21:00 06:00 10:00 21:00 00:00 19:00 11:00
16 Jun 2013 17 Jun 2013 18 Jun 2013 19 Jun 2013 20 Jun 2013 21 Jun 2013 22 Jun 2013

To collapse the legend, click the triangle icon () labeled

To expose the legend when it is hidden, click the triangle icon (w) labeled
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Displaying the Exact Value for an Hourly Interval

To view the exact value for a data point in a line chart or bar in a bar chart,
mouse over it. A window pops up to report the category, time, and value. The fol-
lowing figure shows the result for 05:00 hours on the Time Series and

By hour of day charts; the pop-up box on the Busy Hour chart looks the same as
on the By hour of day chart.

All Categories w | [ Time series | w | showing wupLinh Bilrale | v | inbps

we [All Categaries ) 76
Time: 22 Jun 2013 05:00 - A

0 . Agg UpLink Bitrate: 51.74 6 80 G

56 ~ ‘[% ,. 56

] / £

156 / 156

W

00:00 01:00 0200 0300 0400 05:00 0600 07:00 0800 0900 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 1%:00 20.00 21.00 2200 23.00
Jun22 Jun22 Jun22 Jun22 Jun22 Jun2Z Jun22 JunZ2 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 JunZ2 Jun22 JunZ2 JunZ2 Jun22 JunZ2 Jun2? JunZ2 Jun22

All Categories - Ezhnur of h: ¥ | showing Agg uELink Bitrate ¥ | inbps
All Categories M
MAX T1LFEG : MIN 345G : AVG. 33.846G
11:00 hrs. Multiple Hours
726 ALl Categaries 726
s 5:00 hours 66
Agg UpLink Bitrate: 51.74 6
566 566
186 186
406 406
326 326
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166 166
” . . ”
o [ | || [ - o
0:00 1:00 200 %00 400 5:00 &00 7:00 B00 %00 10:00 11:00 12:00 13:00 14:00 1500 16:00 17:00 18:00 19:00 20:00 21:00 2200 23:00

Setting the Statistic Reported in a Traffic Trend Chart

When you first access the Network, Radio Access, Device, Subscriber, or Content
tab, the statistic reported on the Traffic Trend subtab is bits per second (bps) on
the uplink, as indicated by the Agg UpLink Bitrate drop-down menu button. To dis-
play a different statistic on any of the three graph types, click on the button and
then on the desired statistic.

Category_name |1| Time Series » | showing

1S
Agg UpLink Bitrat ¢ i ‘

Agg DownlLink Bitrate
UpLink Tonnage

Downlink Tonnage
Hits
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The text in the menu bar and in the field to its right change to indicate the new
statistics and units. The statistics are defined as follows for each hourly incre-
ment. The three flow-related statistics are reported when the TRAFFIC type is
chosen for the categories table in the upper half of the top-level tab, and the

three hit-related statistics are reported when WEB or APP is chosen.

« Agg DownLink Bitrate—Average number of bits per second (bps) that
traveled from the network toward mobile users. It is calculated by dividing
the total number of bytes by the number of seconds in the selected time

range, then multiplying by eight to convert bytes to bits.

« Agg UpLink Bitrate—Average number of bits per second (bps) that traveled
from mobile users toward the network. It is calculated in the same way as

the downlink rate.
« Aggregate Subscriber Count—Number of active subscribers.

« Avg Concurrent Flows—Average number of flows active at the same time,
where a flow is defined as a group of packets that have the same source
and destination IP addresses, source and destination port numbers, and

transport protocol.

« Avg Concurrent Hits—Average number of requests for a file that occurred at

the same time.
« Avg Flows Duration—Average duration in seconds of flows.

« Avg Hits Duration—Average duration in seconds of file requests sent to web
servers. Duration is measured from the time the file request is sent until a

response is received

« DownLink Tonnage—Number of bytes that traveled from the network

toward mobile users.
o Flows—Number of active flows.
« Hits—Number of requests for a file sent to web servers.

« Total Tonnage—Number of bytes that traveled in both directions (sum of

DownLink Tonnage and UpLink Tonnage).
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« UpLink Tonnage—Number of bytes that traveled from mobile users toward

the network.

Interpreting the Summary Bar Chart

The bar chart at the right side of the Traffic Trend tab provides a summary of the
hourly information in the chart to its left. The statistic reported by the bar chart is
the same as in the main chart and is reported in the label field above the bar

chart. The value appears in the black print just above the bar.

In the following figure, the bar reports an average traffic rate of nearly 34 Gbps
on the uplink (Agg UpLink Bitrate).

Traffic Trend Network Subscriber Content Comparison
Agg UpLink Bitrate
(in bps]

All Categories [ 7] (_nimeseries ) showing (_AggUpLinkBilate | v ] inbps o

¥ 700%
32.866

0 0
00:00 01:00 0200 0300 0400 05:00 0600 07.00 0800 0%:00 10:00 11:00 12:00 13:00 1400 1500 16:00 17:00 18:00 19:00 20.00 21:00 2200 23.00
Jun2Z Jn22 Wn22 Jun22 Junzz Jun22 Jun22 un22 Jun22 Jun22 Jun22 Jn22 Jnz2 Jun22 Jun22 JunZ2 Jwn22 Jun2z Jnzz Jun22 JunZZ Jwi22 Jun22 Jnzz

Applied time range: 22Jun. 2013, 00:00hrs > 23.Jun. 2013, 00:00hrs UTC All Categories

The percentage value above the measurement indicates the percentage change in
its value compared to the period of the same duration as the current time range
that immediately preceded it. For example, if the current time range is 12 hours,
the comparison period is the 12 hours that ended at the start of the current time
range. A value in green preceded by the upward arrow indicates an increase, and
a value in red a decrease. The time range is reported as the Applied Time Range
in the gray bar below the main chart. In the figure, the value of 34 Gbps on

22 June represents an increase of 7% over 21 June.

For statistics that are themselves averages, the bar reports the average of the
hourly values in the main chart (this applies to bit rates and statistics with Avg in
their names). For statistics that are sums, the bar reports the sum of the hourly
values in the main chart (this applies to traffic volume [tonnage], flows, hits, and

subscriber counts).
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Displaying Data from Multiple Categories

On the Network, Device, Subscriber, and Content tabs, you can select up to three
categories to display simultaneously on the Traffic Trend subtab. (On the

Radio Access tab, only one category can be displayed at a time, but values for all
radio acess types are reported.) When you first access a top-level tab during the
MURAL session, the Total row is selected in the categories table and All Categories
appears in the drop-down menu box on the Traffic Trend subtab. Click the row of
the table for the category you want to display or compare in the chart. Then click
the icon () at the right end of the drop-down menu box and click the check
boxes of up to two additional categories. In the following example, the check box
for the category selected in the table (Filesharing) is already checked and thus
grayed out; the two additional checked categories are Streaming and Standard.
Click the Ok button to close the menu.

|l L Time 5eries vJ showing L Agg UpLink Bitrate vJ in bps

[#] Streaming

|| Email

‘%St:ndard
|

Ok

The following figure shows the resulting time series line graph for the
three categories. You can compare categories in all three chart formats

described in "Displaying Traffic Trend Data in Line or Bar Charts" on page 97.

Filesharing,Streaming,Standare | v | [ Jimeseries ¥ | showing | AggupLinkBitraie | ¥ | inbps Agg UP[l‘-n'::sFl"a‘E +

246 26

¥ 3%
17.526

206 206

A K — ~6.00% ¥ 20.00%
s /f:'jt-—n:.'i_;‘:_\ _ / AN T S Ry BN Ll
/ e T/ N\ s S 7
4 A p— — ——

0 [
D000 B0 0200 0300 gD 0SO0 Dm0 0700 M) 0700 00D A0V 1200 1300 1600 SO0 ledd 1700 100 100 200 00 4D mao
Jun22 Jin22 Jn22 n22 hn22 JnZZ n22 Jn22 Jn22 Jn22 Jun22 Jn22 Jun22 Jun2? w22 Jun22 Jun22 hm22 Jun22 iz 22 n22

Applied time range: 22Jun. 2013, 00:00hrs > 23 Jun. 2013, 00:00hrs UTC, Filesharing

The meaning and available operations on a chart with multiple categories are the
same as on a single-category chart.
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Comparing Two Charts

You can expand the Traffic Trend subtab to display two charts at the same time.
Click the expand-pane icon (Gl) in the upper right corner of the subtab.

Agg UpLink Bitrate

Filesharing, Streaming,Stendarc | | (_Jimeseriss | x| showing  Agguptinksitate | v ] inbps fin bps]

After the subtab expands, you can choose different chart types and units of meas-
ure for the two charts. In the following figure, the upper part of the pane is a time
series of traffic volume on the downlink, and the lower part a bar chart of the

number of flows each hour.

Filesharing,Streaming, Standard Timeseries | v showing | DaeniinkTommage | v ] inBytes D""’"'-[!":“T"]"""‘EE Q
n Bytes|
¥ 200%
BT 'T 198437
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5T 5T
T 12T
T o1
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W $am%
B e 2827 2977
0+ = Lo
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W22 n22 k22 wnZ2 JnZ2 N2 WnZ JnZ2 WnZZ a2 n22 hn22 hn22 wn22 Wn2 hn2 An2z Jn22 nZ2 wnZ Jn22 hn22 Jn22 hn2z
Applied time range: 22 Jun. 2013, 00:00hrs > 23.Jun. 2013, 00:000rs UTC Filesharing Straarming Standard
Filesharing,Streaming,Standard | Byhourofday | w | showing [ Flows L=
Filesharing B Streaming B Standard M
MAX  485IM D MIN  9.28M DA¥G. 5167M  MAX  TLPEM I MIN  325M AVG.  737M  MAX  10.68M : MIN 0 DAVE.  64bM
Multiple Hours 1300 ke 500 hrs Muttiple Hours 00 hrs 1500 hrs
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sam L 128
M M
sam M
saM sM
som som
3am El
M M
M L M
: - L :
000 100 280 00 400 500 &00 700 00 SO0 10:00 10:00 12:00 1300 1400 15.00 14:00 17:00 18:00 19:00 20:00 2100 280 A0
Applied time range: 22 Jun. 2013, 00:00hrs > 23 Jun. 2013, 00:00hrs UTC. Filesharing

To collapse the subtab back to its normal size, click the collapse-pane icon (Gl).

de
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Comparing Network Entities

On the Network, Radio Access, Device, Subscriber, and Content tabs in Mobility Uni-
fied Reporting and Analytics (MURAL), the Comparison subtab enables you to view

simultaneously statistics for three entities selected from the upper half of the top-
level tab.

This topic describes the following tasks:
« "Interpreting the Comparison Subtab" below
. "Displaying Traffic Trend Data as a Line or Bar Chart" on page 111
« "Displaying the Precise Value for an Hourly Interval” on page 112
« "Setting the Statistic Reported in Comparison Charts" on page 112

« "Interpreting Usage Statistics" on page 115

Interpreting the Comparison Subtab

On the Network, Radio Access, Device, and Subscriber tabs, you select three entit-
ies from the doughnut chart of distribution data (box 1 in the following sample

Device tab) to compare on the Comparison subtab (box 2).

a——— Welcome admin | Change Password | About Mural | Help | Sign OUt 23 June 2013 1635 bra UTC
'l I Il I [ TTTe——— \ M L
cisco Sl

Network Radio Access Device Subscriber Content Bulkstats Kt | [ Reports | Content Analytics

© 22 Jun. 2013, 00:00hrs = 22 Jun. 2013, 24:00hrs 01Dec-31May 24 May-22 Jun  17Jun-23 Jun 22

Jun 23 Jun ® om
Al Traffic ) All Devices (CTRAFFIC .. | o WEB ] [ 8PP )
(&) Model () 05 () Manufacturer ———
- (Dju U+D
Allbata ) (ommmies | v] BB @)
Tl 0.65% W (25685 T Apple iPhone Categories  Unique Subs Ratelbps)  Tonnage(Bytes) v  Flows
. 7ee M 38074 Filesharing 146M 18816 198437 1266 4
" 416% Streaming 25391 K 267G 2827 W 17687 M
2.5%
P N Email u05PK 259G 27.28T W 17095 M
o3
porn [2.07 TI RIM BlackBerry Standard 202.22K 2356 2777 M 15698 M
&
0,055 [118 ] Motarola RAZR Videa 71518K 2076 21867 W 137.09 M
00 [214.41 6] Samsung Galawy Web 153,61 K 1496 1574T W 98.6M
o2 76.75 ] RIM BlackBerry 73
(17875 G] RIM BlackBerry Gaming 11534 K 1186 12437 W 7789 M
W (3572 6] Samsungida0 Gar
+ 7 M 9327K 101871M 10497 W 4561M
W (500.29 6] Others
Total 395M 33380 387357 2246

\,
| TrafficTrend | | Network | | Subscriber | | Content ||\ Comparisen \l

7
Compare (LApalaiFhons |7 and [ samsungGalazys [x] and cuve. v Usage Statistics
(Timeseries__|v) showing (Asg UpLinkBilrale 7] inbps Apple iPhone  Samsung Galaxy S Il RIM BlackBerry
| | Subscribers Avg Duration (seconds|
500 M 500 M
| 2.03M 215.45K ... 27.00s 17.48s ...
oom /| 4™ Agg Downlink Rate (bps] Avg Cancurrent Flows [fps]
annr« ww 24036 25.5M..  439.27K 25.23K..
20m

200M  Downlink Tonnage (Bytes) Flows

[ . w | 256.86T 27.36T.. 1616 171.96 M
00M [ //\ oM . A
S - — - l

0

B0 DLOD 6200 000 044D D0D 060D G700 DATN 000 1000 1100 1200 100 1D 1500 16.00 17.00 1500 1900 2000 2100 2200 2308 Y Y
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Applied time range: 22Jun. 2013, 00:00hrs > 23 Jun. 2013, 00:00hrs UTC
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On the Content tab, you select three categoriesfrom the table in box 1 to compare

on the Comparison subtab (box 2).
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When you first access the

session, the time-series li

Comparison subtab on a top-level tab during the MURAL

ne chart reports the average traffic rate on the uplink

at hourly increments for two entities. The Usage Statistics table to the right of the

line chart provides totals and averages over the selected time range for the stat-

istics available for tracking at hourly intervals in the chart; see "Interpreting

Usage Statistics" on page

115.

The following table describes the elements on the Comparison subtab.

Element Description

Compare | Eatite1l> |-

- and | Entity.2 | = |
- and [ Entity.3.| =]

Names the three entities in the doughnut chart for
which data is presented on the subtab. Click on each
button to open the drop-down list of entities, then click

on an entity to select it.

 Time Serigs | v

Indicates and sets the type of chart displayed. See "Dis
playing Traffic Trend Data as a Line or Bar Chart" on

the facing page.
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Element Description

| Agg UpLink Bitrate | ¥ | Indicates and sets the type of statistic tracked in the

chart. See "Setting the Statistic Reported in Com-
parison Charts" on the next page.

Copies the data in the table to a file or the palette. See
"Exporting Data to a File or the Palette" on page 135.

Displaying Traffic Trend Data as a Line or Bar Chart

When you first access the Comparison subtab on each top-level tab during the
MURAL session, the data is presented in a time-series line chart. The data points
connected by the line represent one-hour collection periods. Use the

Time Series drop-down menu to choose between two formats:
o Time Series—Time-series line chart

« By hour of day—Bar chart with one bar per hour

Compare | ARpiaizhose | v | and | Samsung Galaxys il | ¥ ) and | RiMBlackBerrys3socurve. | ¥ |

showing (_AggupLinksiraie | ) inbps

A E> S00M | | so0mM
o
400 M L00OM
M M
200 M

0 = — T T T T t
00:00 01:00 0200 03:00 0400 05:00 0500 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20.00 21:00 2200 2300
w22 Jun22 Jun22 Jun22 Jun22 Jun2? Jun2Z Jun22 JunZ2 JunZ2 Jn22 Jn22 hnZ2 Jun22 Jum2? hn22 n22 Jun2Z Jun2Z Jun22 Jn22 Jun22 Jun22 Junz2

Compare | AppieiFhane | v | and | Samsung Galaxys il | v | and | RiMBlackBerry 9330 curve.. | v |
((Bxbouratsay__j v showing (AsaupLinkEims__[v) Inbps
500 M 500 M
:> 400 M 400 M
00 M 300M
200M 200M
100M 100M

0
0:00  1:00 200 00 400 500 &00 700 800 %00 10:00 11:00 12:00 12:.00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 2200 2300
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Displaying the Precise Value for an Hourly Interval

To view the exact value for a data point in a line chart or bar in a bar chart,
mouse over it. A window pops up to report the category, time, and measured
value. (You can view the exact value for one entity at a time unless the lines for
the entities are very close to one another at the time point, in which case the
pop-up windows for each of them appear together.) The following figure shows

the result for 07:00 hours on the two types of chart.

Compare LAupl:iPhon: | vJ and Lsamsung Galaxy s il | vJ and LmMBI.ackBorry 330 Curve.. | VJ

[ Time Series | v] showing [ Agg UpLink Bitrate | » ] in bps
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\_'»,I% 0
00:00 01:00 02:00 03:.00 0400 05.00 0600 07 08:00 0900 10:00 11:00 12:00 13:00 14:00 15:00 14:00 17:00 18:00 19: I]ﬂ 2EI o0 21 00 22EIEI 23:00
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400 M 400 M
300 M 7:00 hours oM
200 M Agg UpLink Bitrata: 82.47 M 200M

100 M

100 M

o
0:00 1:00 00 300 400 5:00 00 700 E:00 §:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 1%:.00 20:00 21.00 22:00 23:00

Setting the Statistic Reported in Comparison Charts

When you first access the Comparison subtab on a top-level tab during the MURAL
session, the statistic is bits per second (bps) on the uplink (from mobile devices

to the network), as indicated by the Agg UpLink Bitrate drop-down menu button.

To display a different statistic, click on the button to open the menu, and then

click on the desired statistic.

Compare L Apple iFhone

|'J and I;Samsung.ﬁa.l.axysm

| vJ and [_ RIM BlackBerry 9330 Curve.. | vJ

" Time Series | v |

showing

Agg UpLink Bif

Agg UpLink Bitra' 2
Agg DownLink Bitrate
UpLink Tonnage
Downlink Tonnage

Total Tonnage
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The text on the menu button and in the field to its right change to indicate the new
statistic. The statistics are defined as follows for each hourly increment. Statistics
related to flows are available on the Network and Subscriber tabs, and on the
Radio Access, Device, and Content tabs when the TRAFFIC traffic type is selected
for the categories table. Statistics related to hits are available on the

Radio Access, Device, and Content tabs when the WEB or APP traffic type is selec-
ted.

« Agg DownLink Bitrate—Average number of bits per second (bps) that
traveled from the network toward mobile users. It is calculated by dividing
the total number of bytes by the number of seconds in the selected time

range, then multiplying by eight to convert bytes to bits.

« Agg UpLink Bitrate—Average number of bits per second (bps) that traveled
from mobile users toward the network. It is calculated in the same way as

the downlink rate.

« Avg Concurrent Flows—Average number of flows active at the same time,
where a flow is defined as a group of packets that have the same source
and destination IP addresses, source and destination port numbers, and

transport protocol.

« Avg Concurrent Hits—Average number of file requests made to web servers

at the same time.
« Avg Flows Duration—Average duration in seconds of flows.
« Avg Hits Duration—Average duration in seconds of file requests.

« DownLink Tonnage—Number of bytes that traveled from the network toward

mobile users.
« Flows—Number of active flows.
« Hits—Number of requests for a file sent to web servers.
« Total Tonnage—Sum of DownLink Tonnage and UpLink Tonnage.

« Unique Subscribers—Number of active subscribers.
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« UpLink Tonnage—Number of bytes that traveled from mobile users toward
the network.

On the time scales at either end of the chart, the letter following the digits indic-
ates the multiple. The Rate Statistics column in the following table applies to Agg
DownlLink Bitrate and Agg UpLink Bitrate, the Tonnage Statistics column to
DownLink Tonnage, Total Tonnage, and UpLink Tonnage, and the Count Statistics

column to the other units of measure.

Volume Stat-

Rate Statistics S Count Statistics
K kilobits per second (Kbps) kilobytes thousands (103)
M| megabits per second (Mbps) megabytes millions (108)
G| gigabits per second (Gbps) gigabytes -
B - - billions (10°)
T| terabits per second (Tbps) terabytes trillions (1012)
P petabits per second (Pbps) petabytes =
Q - - quadrillions (101%)
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Interpreting Usage Statistics

The Usage Statistics table on the right side of the Comparison subtab reports sum
totals across the entire selected time range for the statistics that are available
from the drop-down menu on the adjacent line or bar chart. For information about
the features and types of statistics in the table, see "Interpreting Statistics on the

Comparison Subtab" on page 123.

Usage Statistics

Apple iFhone  Samsung Galaxy S Il RIM BlackBerry..

Subscribers Avg Duration [secands]
203 M 215.45K ... 27.00s 17.48s ...
Agg Downlink Rate (bps] Avg Concurrent Flows [fps]
24.03G 255M ... 639.27TK 25.23K ...
Downlink Tannage [Bytes) Flows

256.86T 27.36T.. 1.61G 171.96 M ...

| DOWNLINK || uPLINK | [ Ave || PEAK |
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Interpreting Usage Statistics

On the Network, Radio Access, Device, Subscriber, and Content tabs in Mobility Uni-
fied Reporting and Analytics (MURAL), several of the subtabs that appear in the
lower half of the display area feature a Usage Statistics table that summarizes mul-

tiple statistics.

Note: This topic describes the Usage Statistics table on the Network, Device, Sub-
scriber, and Content tabs. The table functions somewhat differently on the
Radio Access tab; see "Analyzing Traffic Distribution on Subtabs of the

Radio Access Tab" on page 13.
This topic describes the following tasks:
« "Interpreting the Usage Statistics Table" below

« "Interpreting Statistics on the Network, Device, Subscriber, and Content
Subtabs" on page 121

« "Interpreting Statistics on the Comparison Subtab" on page 123

« "Generating Traffic Trend Charts from the Usage Statistics Table" on
page 126

Interpreting the Usage Statistics Table
The function of the table depends on the kind of data reported on the subtab:

« On the Network, Device, Subscriber, and Content subtabs, the left pane
(enclosed in box 2 in the following figure) reports traffic distribution data in
a doughnut chart or table for the category that is currently selected in the
categories table (box 1). The Usage Statistics table (box 3) reports multiple
statistics either summed across of all the entities in box 2, or for just the
entity currently selected there. See "Interpreting Statistics on the Network,
Device, Subscriber, and Content Subtabs" on page 121.
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In the following sample Device tab and Content subtab, the Usage Statistics
table reports statistics for Hypertext Transfer Protocol (HTTP) traffic,
because it is the protocol type selected in box 2 (its wedge is "popped out"

from the doughnut chart).

S~ y—— Welcomeadmin | AboutMural | HElD g rpry antssszeies Europel
vl = ~__ M L
cisco Network Radio Access. Device Subscriber Content Bulkstats KPI Reports | ——_
@© 22 February 2016, 00:00hrs > 22 February 2016, 24:00hrs | OiAgdn 2esn2zFeb WRb-nF 2Feh BFb | © | [on
All Traffic Al Devices WEB app
@ Matel () 05 () Mamfacurer SN

AllData Q)

ios Unique Subs Rate (bps] Tonnage (Bytes] v Flows.

Devi 185K 822M 86656 W sia92K A
147K s4M 49886 1 535K
12K saM | se0sc m s55K
106K sem | w361 178K
11k PET T a57.15K

e 43M | 4056 1 ek
750 asam | 3140 1 936K
%49k n712M 1T 771M

Protocol distribution for All Categories Usage Statistics - All Protocols.

Callsubscribers || persubscriber ) 2449 K

Flows MM =

W Corarrent Flows | avr.. © 277K =
Bornage| oot © 1217 =

burston | war.. @ 300s =

Rote| mer.. @ vomi. @  117.12M £

« On the Comparison subtab, the left pane (enclosed in box 2 in the following
figure) displays statistics collected at hourly increments for two entities
from box 1. The Usage Statistics table in box 3 reports statistics summed or
averaged across the entire selected time range, depending on the type of
statistic (in other words, for count statistics box 3 reports the sum of the
hourly values presented in box 2, and for averages it reports the average
of the hourly values). See "Interpreting Statistics on the Comparison
Subtab" on page 123.
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In the following sample Device tab and Comparison subtab, the

Usage Statistics table reports statistics for the three mobile devices in the
line chart in box 2 the Apple iPhone in green, the Samsung Galaxy S III
in blue, and the RIM Blackberry 9330 Curve 2 Refresh in pink).

—— Welcome admin | Change Password | About Mural | Help | Sign Out 21 June 2013 WaShrsUTC
" | 1 | I — -\ / \
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Selected time range: 22 Jun. 2013, 00:00hrs > 23 Jun. 2013, 00:00hrs UTC

In general, the Usage Statistics table presents the same types of statistics that you
can select on the drop-down menu of statistic types in box 2. On the left side of
the following figure is a sample Usage Statistics table for the Network, Device, Sub-
scriber, and Content subtabs, and on the right a sample Usage Statistics table for

the Comparison subtab.

Usage Statistics - HTTP Usage Statistics
Apple iFhone  Samsung Galaxy S Il RIM BlackBerry..
(Al Subscribers || Persubscriber |  153.61 K
) Subscribers Avg Duration [seconds]
Hits 98.6M 203M 215.45K ..  27.00s 17.48s ..
Concurrent Hits | Average (¥) B3279K Agg Downlink Rate (bps] Avg Concurrent Flows [fps]
24036 255M ... 639.27K 25.23 K ...
Tonnage (Bytes] | Downlink @ 1574 T Downlink Tonnage [Bytes) Flaws
256.86T 2736T.. 1.41G171.96 M ...
Duration [seconds] | Average (¥) 207s
Rate [bps] | Average(® Downlink®  1.49G (_oownunk [ upLink | (_ave || PEAK |
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The following table summarizes how the buttons and drop-down menus in the

Usage Statistics table change the type or format of a statistic in the row.

Button or Menu Function

| All Subscribers | |Per Subscriber | Tndicates that the statistics in the subsequent rows of
the table are reported as a total across all sub-

scribers, or divided by the number of subscribers
(which is reported just to the right of the button).

Average (w) Peak (w) Indicates that the statistic in the row is an average
over the selected time range, or is the largest (peak)
PEAK value that occurred. To toggle between average and
peak values on the Network, Device, Subscriber, and
Content subtabs, click the open-menu icon (=) and
select the other type. To select either average or peak
values on the Comparison subtab, click the appro-

priate button.

Downlink (¥ Uplink (¥) Indicates that the statistic in the row is for traffic on

the downlink (traveling from the network to mobile

DOWMNLINE| | UPLINK |

users), or the uplink (traveling from mobile users to
the network). To toggle between downlink and uplink
on the Network, Device, Subscriber, and Content
subtabs, click the open-menu icon (‘@) and select the
other type. To select either downlink or uplink values
on the Comparison subtab, click the appropriate but-

ton.

) Changes the contents of the subtab to a time-series

B

line chart that reports values at hourly intervals for
the statistic in the row. To close the chart and return
to the previous view of the tab, click the page-back
icon () in the upper left corner.

120 Copyright © 2016, Cisco Systems, Inc.



Application Launcher User Guide

Interpreting Statistics on the Network, Device, Subscriber,
and Content Subtabs

On the Network, Device, Subscriber, and Content subtabs, the number of active sub-
scribers is reported in the first row. The statistics in the subsequent rows of the
table are defined as follows. Flow-related statistics are reported when the
TRAFFIC traffic type is selected for the categories table in the upper half of the
top-level tab, and hit-related statistics are reported when either of WEB or APP is

selected, as in the following figure.

Usage Statistics - HTTP

[ All Subscribers || Per Subscriber | 153.61 K e
fits 98.6 M =
Concurrent Hits | Average @ 83279K
Tonnage (Bytes]  Downlink () 574 T |
Duration [seconds) | Average (¥) 207s =
Rate (bps]  Average® Downlink®  1.496 B

« Concurrent Flows (fps)—Number of flows active at the same time, where a
flow is defined as a group of packets that have the same source and des-

tination IP addresses, source and destination port numbers, and
transport protocol. Click the adjacent icon (@) to display either the average

or peak (largest) value.

« Concurrent Hits—Number of requests for a file that occurred at the
same time. Click the adjacent icon (&) to display either the average or
peak (largest) value.

« Duration—Duration in seconds for the type of event reported in the second
and third rows of the table (either flows or hits). Click the adjacent icon (=)
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to display either the average or peak (largest) value.
« Flows—Number of active flows.
o Hits—Number of file requests.

« Rate—Number of bits per second (bps) of traffic flowing on the network.
Click the directly adjacent icon (&) to display either the average or peak

(largest) value, and the icon (@) to its right to display either downlink

traffic (flowing from the network toward mobile users) or uplink traffic

(flowing from mobile users toward the network).

« Tonnage—Volume of traffic that traversed the network, in bytes. Click the
icon (@) to display either downlink traffic (flowing from the network
toward mobile users) or uplink traffic (flowing from mobile users toward

the network).

The letter following the numerical value for a statistic indicates the multiple, the
meaning of which depends on the type of statistic (traffic rate, traffic volume,

or count).

Volume Stat-

Rate Statistics e Count Statistics
K kilobits per second (Kbps) kilobytes thousands (103)
M| megabits per second (Mbps) megabytes millions (108)
G| gigabits per second (Gbps) gigabytes -
B = - billions (109)
T terabits per second (Tbps) terabytes trillions (1012)
P petabits per second (Pbps) petabytes =
Q - - quadrillions (101°)
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Interpreting Statistics on the Comparison Subtab

On the Comparison subtab, the statistics are defined as follows. Hit-related stat-
istics are reported when either the WEB or APP traffic type is selected for the cat-
egories table on the top-level Content tab. Flow-related statistics are always
reported on the Comparison subtab of the top-level Network, Radio Access, Device,
and Subscriber tabs, and of the top-level Content tab when the TRAFFIC traffic

type is selected.

Usage Statistics
Apple iFhone  Samsung Galaxy S Il RIM BlackBerry..

Subscribers Avg Duration [secands]
203 M 215.45K ... 27.00s 17.48s ...
Agg Downlink Rate (bps] Avg Concurrent Flows [fps]
26036 255M .. 639.27TK 25.23K ...
Downlink Tannage [Bytes) Flows

256.86T 27.36T... 1.61G 171.96 M ...

| DOWNLINK || uPLiNKk | [ Ave || PEAK |

« Agg Downlink Rate—Average number of bits per second (bps) that traveled
from the network toward mobile users.It is calculated by dividing the total
number of bytes by the number of seconds in the selected time range, then

multiplying by eight to convert bytes to bits.

« Agg Uplink Rate—Average number of bits per second (bps) that traveled
from mobile users toward the network. It is calculated in the same way as

the downlink rate.

« Avg Concurrent Flows (fps)—Average number of flows active at the same
time, where a flow is defined as a group of packets that have the same
source and destination IP addresses, source and destination port numbers,

and transport protocol.
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« Avg Concurrent Hits—Average number of requests for a file that occurred at

the same time.

« Avg Duration—Average duration in seconds for the type of event reported in

the two fields below this field (either flows or hits).

« Downlink Tonnage—Number of bytes that traveled from the network toward

mobile users.
« Flows—Number of active flows.
« Hits—Number of requests for a file sent to web servers.

. Peak Agg Downlink Rate—Largest number of bits per second (bps) that

traveled from the network toward mobile users.

« Peak Agg Uplink Rate—Largest number of bits per second (bps) that

traveled from the network toward mobile users.
« Peak Concurrent Flows—Largest number of flows active at the same time.

« Peak Concurrent Hits—Largest number of file requests to web servers that

occurred at the same time.

« Peak Duration—Longest duration in seconds for the type of event reported

in the two fields below this field (either flows or hits).
« Subscribers—Number of active subscribers.

« Uplink Tonnage—Number of bytes that traveled from mobile users toward

the network.

The letter following the numerical value for a statistic indicates the multiple, the
meaning of which depends on the type of statistic (traffic rate, traffic volume,

or count).

Volume Stat-

Rate Statistics S Count Statistics
K kilobits per second (Kbps) kilobytes thousands (103)
M| megabits per second (Mbps) megabytes millions (108)
G| gigabits per second (Gbps) gigabytes -
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Volume Stat-

Rate Statistics - Count Statistics
istics
- - billions (109)
terabits per second (Tbps) terabytes trillions (1012)

petabits per second (Pbps) petabytes -

PD|lo|+H| m

- - quadrillions (101%)
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Generating Traffic Trend Charts from the Usage Statistics
Table

A time-series icon ([°]) appears at the right end of each row in the

Usage Statistics table. Click on the icon to generate an hourly traffic trend chart
for the data in the row, like the ones on the Traffic Trend subtab. In the following
example, the Usage Statistics table on the Content subtab displays statistics for
HTTP as the selected protocol (its wedge is "popped out" in the doughnut chart).
When you click the time-series icon in the Rate row, a traffic-trend line chart
opens in the Content subtab, reporting the average traffic rate on the downlink

for HTTP.

| Traffic Trend | Network | Subscriber | Content (Comparison |
Protocol distribution for All Categories Usage Statistics - HTTP

Downlink Tonnage | v | 1 [=
—_ AllSubscribers || PorSabscriber | §17

Flows 183K =
[]

ConcurrentFlows | per... (@ 619.14 =
n
u Tomnage  Dowsli.. (%) 866

Duration . wwer.. @ 300s |

B [L197) Others Rale wer.. @ oownli. (® 27M ‘7 |

Traffic Trend Network Subscriber Content Comparison
Traffic Trend - Average Downlink Rate for HTTP (in bps)

Timé Safies A
g
M UM
uM 1M
L] 10N
M BM
M &M
M M
2 M
0 0
000 000 0200 00 000 500 0&00 070 L2 09:00 0:00 11:00 1200 13:00 W 1500 1600 1700 180 1900 2000 nmw  un nn
Fb2 Fedb@ Feb22 Feb22 R Feb@  Feb2t Fab22 FebR b2  Feb2 Feb22 Fab2  Feb22 Feb®2 FebZ Feb2  FebR  FebZl Feb2 P2 R Reb  FbZ2

Applied time range: 22 February 2016, 00:000rs » 22 February 2016, 24:00hrs CET

To close the chart and return to the previous view of the subtab, click the page-

back icon () in the upper left corner. For information about traffic-trend charts,

see "Analyzing Traffic Trend Data" on page 93.
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Analyzing Traffic in Mobile Network Sectors

The Sectors subtab reports traffic statistics for sectors. A sector is a subdivision of
a mobile network cell that is served by a specific pair of nodes, which have two
different defined functions in the network architecture. The subtab is available

only on the Network tab and appears in box 1 in the following figure.

——— = Welcome admin | Change Password | About Mural | Help | Sign OUt 23 dune 2013 1635 bra UTC
il ————~_  _~ \ Mural
CISCO. | Wowork | | RadioAccess | | Device | | Subscriber | | Content | | Bulkstats | | KPI | [ Reperts | e ———
© 22Jun. 2013, 00:00hrs - 22 Jun. 2013, 24:00hrs | DiDec-31May 26 May-22Jun  17Jun-23Jun  22Jun  23Jun | @ ‘_;_"
All Traffic Al Locations L = | R Y |
P —— (0)(u)( v
AllData ) Down bytes R (DD
Categories  Unique Subs  Ratelbpsl  Tonnage(Bytes) v  Flows
. W (12193 71 01 o
a5 - Filesharing 81614 K 10816 14827 NN L0208M 4
2975% h W [108M7T DC2
7227 0ca Streaming §79.02K 858G 92057 NENNNNN | 39222M
2108% I75.22 T 0C 3
12.28% [3.88T) OC4 Email TIS08K 664G TINT 40678 M
3.92%
Standard E09.9K 4156 43457 N 386.18 M
Video 733K 1826 1987 W 20946 M
Web 227.61K  92463M 9897 142.91M
Gaming WaesK | GET29M  4T9T 5443M
o + 4 Total 3.95M 33386 35735T 2246
| Traffic Trend ‘ ‘ Device | ‘ Subscriber ‘ ‘ Content | ‘ Comparison "‘ Sectors “
"User location information - All
HA/P-GW/GGSN:  (_ggsm | x| POSN/S-GW/SGSN: (sgsm |
Sectors Unigue Subs v Downlink Rate (bps) Uplink Rate (bps) Downlink Tonnage (Bytes]  Uplink Tonnage (Bytes) Flows
314-99-1073-10011 3 19.25K 19.11K 203.01M 20152M 80
314-99-1073-10013 1 14K 145K 1481 M 1531M 104
‘iér'?'?'m?]'mﬂﬂ 1 18.08 K 1808 K 19073 M 190.73M 200
Showing 1 - 30f 3 page 1of 1
-
Total 3 WI4K BE4K 40856 M 407.57M 04

To specify the set of sectors to display, click the drop-down menus above the
table and select a node from each of them. The list of sectors is determined only
by the two nodes; selecting an individual wedge in the doughnut chart or row in

the categories table in the upper half of the tab has no effect on the subtab.

User location information - All

HA/P-GW/GGSN: | ggsm | v | | PDSN/S-GW/SGSN: [ sgsmi | ¥ |

Sectors Unigue Subs ¥ Downlink Rate (bps) Uplink Rate [bps) Downlink Tonnage (Bytes] Uplink Tennage [Bytes) Flows
314-99-1073-10011 3 19.25K 191K 203.01M 201.52M a0
314-99-1073-10013 1 THK 145K 14.81M 15.31 M 104
314-99-1073-10064 1 18.08 K 18.08 K 190.73 M 190.73M 200

Showing 1-3of3 page 10f1
Total g 38TIK 3864 K 40B55 M L0756 M 384

The following table describes the elements on the subtab.
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Element Description

HA/P-GW/GGSN: | pode | * | [Names and sets the selected node that has the fol-

lowing function in the architecture used in the network:

« HA—Home agent in cdma2000 (Code Division Mul

tiple Access)

« P-GW—Packet data network (PDN) gateway in
System Architecture Evolution (SAE)

« GGSN—Gateway GPRS support node in General
Packet Radio Service (GPRS)

POSN/S-GW/SGSM: | node | ¥ INames and sets the selected node that has the fol-

lowing function in the architecture used in the network:

« PDSN—Packet data serving node in cdma2000
« S-GW—Serving gateway in SAE

e SGSN—Serving GPRS support node in GPRS

Copies the data represented in the display area to a file
or the palette. See "Exporting Data to a File or the

Palette" on page 135.

L Appears in a column header to indicate that the column
is being used to sort the rows in the table. For inform-
ation about sorting on the basis of different columns,
see "Changing the Sort Order in the Sectors Table" on

page 130.

Showing 1-xx of total Indicates the set of rows presented in the currently dis-
played page of the table. There are 50 rows on each
page (and up to 50 on the last one).

page 1ofx — Indicates the currently displayed page (set of 50 rows)

and the total number of pages. Click on the black left
arrow (¥=) to display the previous 50 rows or the black

right arrow (=) to display the next 50. A grayed-out
arrow indicates that no previous or subsequent page is

available.
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The columns of the table report the following information:

« Sectors—Sector identifier, comprised of the mobile country code (MCQ),
mobile network code (MNC), location area code (LAC) and cell identifier
(CI).

« Unique Subs—Number of distinct mobile users for which the sector trans-
mitted data.

« Downlink Rate (bps)—Average number of bits per second (bps) that traveled
from the network toward mobile users. It is calculated by dividing the total
number of bytes by the number of seconds in the selected time range, then

multiplying by eight to convert bytes to bits.

« Uplink Rate (bps)—Average number of bits per second (bps) that traveled
from mobile users toward the network. It is calculated in the same way as

the downlink rate.

« Downlink Tonnage (Bytes)—Number of bytes that traveled from the network

toward mobile users.

« Uplink Tonnage (Bytes)—Number of bytes that traveled from mobile users

toward the network.

o Flows—Total number of distinct flows in both directions, where a flow is
defined as a group of packets that have the same source and destination

IP addresses, source and destination port numbers, and transport protocol.

For numerical values, the letter following the digits indicates the multiple, the
meaning of which depends on the type of unit of measure (traffic rate, traffic

volume, or count).

Volume Stat-

Rate Statistics N Count Statistics
K kilobits per second (Kbps) kilobytes thousands (103)
M| megabits per second (Mbps) megabytes millions (106)
G| gigabits per second (Gbps) gigabytes -
B - - billions (10°)
T| terabits per second (Tbps) terabytes trillions (1012)
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Volume Stat-

Rate Statistics - Count Statistics
istics

P petabits per second (Pbps) petabytes =
Q - - quadrillions (101°)

Changing the Sort Order in the Sectors Table

When you access the Sectors subtab for the first time during a MURAL session,
the rows are sorted according to the value in the Unique Subs column, largest to
smallest. As shown in the following figure, this is indicated by the decreasing-
order sorticon ( ¥ ) in the column's header bar.

User location information - All

HA/P-GW/GGSN: | ggsm | » POSN/S-GW/SGSN: | sgsm | =
Sectors Unigue Subs v  Downlink Rate (bps) Uplink Rate [bps) Downlink Tonnage (Bytes] Uplink Tennage [Bytes) Flows
314-99-1073-10011 3 19.25K 191K 203.01M 201.52M a0
314-99-1073-10013 1 146K 145K 14.81TM 1531 M 104
314-99-1073-10064 1 18.08 K 18.08 K 190.73 M 190.73M 200
Showing 1-30f3 page 10f1
Total 5 3BTIK 38.64 K 40B.55 M 40756 M 384

You can sort based on the values in any of the columns. To change columns, click
in the column's header bar. The sorticon ( * or T ) moves to the new column

and the rows are resorted. The increasing-order sort icon ( * ) indicates the sort

order is smallest to largest, and the decreasing-order sorticon ( ¥ ) largest to

smallest.
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Performing In-Depth Data Analysis

The main pane on the Network, Radio Access, Device, Subscriber, and Content tabs
in Mobility Unified Reporting and Analytics (MURAL) provides a summary view of
distribution data for the category of network entity featured on the tab, along with
tools for "drilling down" to more fine-grained analysis of individual entities with
respect to the categories on the other tabs. The pane is in box 1 in the

following figure.

S~ Welcome admin | Chan
— =] ge Password | AboutMural | Help | Sign Out 23 June 2013 1635 hrs UTC
vl Tt / \
cisco " ; ? C Mural
| MNetwork | | RadioAccess | [ Device Subscriber | | Content | | Bulkstats | | KPI | | Reports |
@ 22Jun2013 | 0l1Dac31May 24Mav-220on 17hn-23%m 2he Bha | @ 5
. . \
AllTraffic All Devices QLI | - — ——
(:) Model O 0s O Manufacturer
AllData ) (Dwmites |~) B (2)(u)( o)
0455 256,85 T Apple Phone
Tles L e e Categories  Unique Subs Rate(bpsl  Tonnage (Bytesl v  Flows
W [3806 T] Apple iPad
Taé% . Filesharing gletaKk | 10816 11482 T NN (0208M 4
L% (27.3 7] Samsung Galax..
o (22017 Mctaroia Oraid. Streaming §79.02K 8586 92057 MENNEN | 39222M
05 [6.93 TIHTC Sensstion Email 715.08K 6666 TINT M 40678 M
033 .
coen [2.07 7] RIM BlackBerry. Standard 609.9K 4156 43457 W 3861 M
N [118 7] Motarols RAZR X
0.05% Video 373K 1826 19487 W 20944 M
P, (21641 6] Samsung Galary...
025 W [178.75 ] RIM BlackBerry 53, web 27.61K  92463M  989T Uz9M
X W (3574 ] Samsung 400 Gar Gaming 0866k  44TZIM | 479T 5443 M
Bl
" W [500.29 ] Others Total 395M 33386 357357 2246
| TrafficTrend | | MNetwork | | Subscriber | | Content | | Comparison |
All Categaries M ( Timeseries | v | showing ( AggUpLinkBitrate | v | inbps Agg UpLink Bitrate
(in bps]
G el
06 IAY N [\ 06 L AN
\ \ / \ 33866
456 A hse
w06 O / 06
156 156
o + 0
00:00 01:00 02:00 03:.00 0400 05:00 06:00 0700 08:00 0900 10:00 11:00 12:00 13.00 1400 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 Z3.00
Jn22 22 Jn22 kn22 Jin22 Jn22 Jn22 wn22 Jn22 kn22 Jnz nZ2 b2 Jn22 22 Jn22 Jn22 Jn22 kn2z hn22 jnzz inzz hn22 inz
Applied time range: 22Jun. 2013, 00:0hrs > 23 Jun. 2013, 00:0hrs UTC All Calegories
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The "flow" from high-level summary data to detailed data in the MURAL main
pane creates a Z shape, starting at the filter interface in the upper left corner,
proceeding through the charts and tables to its right, then moving down to the
charts and graphs on the subtabs in the lower left corner, and ending with the
detailed usage statistics on the right side of most subtabs. In the following figure,
the WEB traffic type has been selected for the Service Providerstable and the

Content subtab opened in the lower half of the tab.

All Traffic All Devices TRAFFIC .. APP
(@ Model () 05 () Mamfacturer e NN
o @ O O Downlink Tonnage |+ | B (@)(u)(w)
ios W (2161 tpplePhone 45 Service Providers. Unique Subs. Rate [bps] Tonnage (Bytes] v Hits
Device goagle com 127K 6794 71626 W w2139k A
apple.com w7 217M 296 W 983K
. badoo.com zn 203M | 21416 § 85K
eharmony.com 2 171M 47996 0 215K
chssports com 3 7166 | 265K
faxsparts.com 6246 | 295K
facebook com 527.29K 5436 | 5209
+ 7 e Total £53K 9.2m ©57466 279M
| TeafficTrend | | Network | | Subscriber | | Content | | Comparison |
Protocol distribution for All ServiceProviders Usage Statistics - Al Protocols
|~ =
(e o) 653K
W (037CIHTTE
7591 TTPS Hits 2.79M =
Concurrent its | aver... (@) 9.69K =
Tonnage | ownl.. @ 415766 =
Duration | aver.. @ 300s =
a1
Rate| aver.. & Downli.. @ 39.42M [ =)

By means of an example, this topic describes how to obtain detailed information

about a very specific portion of the traffic on your network.

To view data in the Service Provider table for just one of the devices in the dough-
nut chart, click the wedge for it. The following figure shows the result when the
wedge for the Apple iPhone is clicked: the wedge "pops out" from the doughnut,
and the title and set of categories in the table changes. By default, the Total row
is selected, but in the following figure a single service provider has been clicked

and selected—google.com, accounting for the largest number of bytes on the

All Traffic Apple iPhone 45 TRAFFIC .. App
(#) Model () 05 () Manufacturer m oM oM v )
® GRNG] = 0)(u)( v
AllData QL
ios Service Providers Unique Subs Rate [bps] Tonnage (Bytes] ¥ Hits
e apple.com 1 148M | 15590 IE— 2093K
17
1 5% foxsports.com 1 1099K 115.87M 289
o
/ 1.45% facebook.com 1 951K 10035 M 289
S—— 0.91%
~ .. 2 165K e B
S oam 1 SS0TK sa078M a7k
vz
o
+ 7 oo B 11T Others Total » Ts6m 16476 243K
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(To switch back to viewing data for all entities in the doughnut chart, click the

popped-out wedge.)

The Content subtab changes to reflect the change to the categories table above it:
it shows data only for the iPhone users accessing data from the google.com as the
service provider.

Traffic Trend Network Subscriber Content Comparison

Protocol distribution for apple.com Usage Statistics - All Protocols

| Downlink Tonnage | v | B2
R —— Al Subscribers Per Subscriber 1 =

Hits 20.93K =

Concurrent Hits | Aver... (g} 72.67 =

Tonnage | Downli... @ 15.59 6 =
Duration | aver... @ 300s =
Rate | aver.. @@ Downli.. (@ 1.48M =)

For more information about filters, see "Using Filters to Fine-Tune the Reported

Data" on page 51.

For more information about doughnut charts and tables of distribution data, see

"Analyzing Traffic Distribution" on page 71.

For more information about the Usage Statistics table, see "Interpreting Usage

Statistics" on page 117.
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Exporting Data to a File or the Palette

On the Network, Radio Access, Device, Subscriber, and Content tabs in Mobility Uni-
fied Reporting and Analytics (MURAL), you can save the data presented in most

charts and tables to a file, either as text or as images. The charts and tables that
you can save have the export icon ([=}) in the upper right corner of their

display pane.

You can also use the export icon to copy images to the palette, which is a pop-up
window to which you can store multiple images for visual comparison during the

MURAL session.
This topic describes the following tasks:
« "Exporting Data to a File as CSV" below
« "Exporting an Image to a File" on page 138

« "Exporting an Image to the Palette" on page 139

Exporting Data to a File as CSV

To export the data in a chart or table as text in comma-separated format (CSV):

1. Click the export icon ([=}) in the upper right corner of the display area.

2. Click Export to CSV on the menu that pops up.

Export to C5V

Take Snapsh:
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A new window pops up to display the CSV-formatted text. The example is

from the traffic distribution pane on the Device tab.

Export To CSY x

Device,Unique Subs,Uplink [bpsl,Downlink [bps],Uplink Tonnage(Bytes),Downlink Tonnage(Bytesl,Flows A
Apple iPhone, 55346377636, 2434259 3463T77636.243425% 3740878471429 3740878471429 B422599

Apple iPad 1, 4%73T177. 777777776, 49737177, 777T77774,537161520000,537161520000,70854

Samsung Galaxy 5 ll,2,35558968.60888889,35558968.6088888%,384036860776,384036860976,124700

Motorola Droid 2,2,28577225.667592593,28577225.667592593,308634037210,308634037210,121%10

HTC Sensation,1,11754%18.295555556,11754918.295555554,126%531175%2,126953117592,5%4 40

RIM BlackBerry 9650 Bold Tour 2,4,2728815.574722222 2728815.5T4722222 25471208207,25471208207,106001
Motorola RAZR,1,1777513.3333333333,1777513.3333333333,19197144000,1%197144000,55639 2

Samsung Galaxy Mexus,2,1552668.9474074075,15525668.7474074075,16768824632,16768824632 95220

RIM BlackBerry 9330 Curve 2 Refresh,1,262858. 8888888889 262868.8888888889,2838984000,2838784000,40748
Samsung i400 Garnett,2,214082.54762762962,214082.54962962962,2312091536,2312091536,622%6

Apple iPod,2,19%274.08814814815,1%9274.08814814815,2152160152,2152160152,63820

HTC ADR6300 Incredible,1,177576.14814814815,177576.14814814815,1917822400,1%17822400,35828

HTC ADR&A00L ThunderBolt Macha,1,139247.26222222223,139247.26222222223,1503870432,1503870432,3 4348
Samsung 1405 Aegis,1,70153.70370370371,70153.70370370371,757660000,757660000,27480

Motorola XT862,1,51964. 1344644464445 51%64 134468444645 561212652 561212652, 26828

LG VS660 Vortex,2,178%4. 462962962964, 1789 4.462762962%64,193260200,193260200,33280

Samsung i500 Atlas Fascinate,1,9441.755555505555,7 44 1.755555550655,101970%60,101970%60,18%80

LG VS740 Ally,1,7091.002222222222,7091.002222222222,76582824,765 82824 16272

HTC MWP&%85 Trophy,1,5445 888888888889 5449 888888888889 ,58858800,58858800,14180

LG V5700 Gelato Q,1,2153.5622222222223 2153.5622222222223 23258472 23258472 B&TE i

Windows PCs Maobile Hotspot,1,714.6259259259259,714.625925925925%,7717960,7717%60,5752
Motorola Droid X2,1,38.032407407407405,38.032407407407405,410750,410750,1452

| cLoSE N SAVE }

There are three points to note:

« The values in the first row act as column headers, specifying the type
of value in the corresponding position in the following rows (device
name in the first field, number of subscribers in the second field, and

So on).

« The data includes all entities used to generate the chart or table, not
just the ones that are currently visible on the tab. In the current
example, the Export to CSV window lists more than 20 devices and
the complete list is visible by scrolling down. The corresponding
doughnut charts shows only eleven wedges (one for each of the top
ten devices, plus an eleventh one that aggregates the remaining
devices).

« The time range is not recorded in the file. If you want to note it, one

possibility is to include it in the filename you choose in the next step.
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3. To save the data in the window to a file, click the SAVE icon. In the file sys-
tem window that pops up, choose the directory location and change the

default name (export.csv) if desired.
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Exporting an Image to a File

To export the image of a chart or table to a file in JPEG format:

1. Click the exporticon ([=}) in the upper right corner of the display area.

2. Click Take Snapshot on the menu that pops up.

A new window pops up and displays the captured image, as in this example
of a traffic distribution doughnut chart. The image includes the chart or
table from the display area, but not icons (such as the export data icon
itself). Information such as entity type, entity name, tab or subtab name,
bit-rate, traffic direction, IP version, and time range is added above

the chart, along with the current settings of any drop-down menus and
selector boxes in the display.

Image Snapshot “

Time Range : 22 Jun. 2013, 00:00hrs =23 Jun. 2013, 00:00hrs

By Down bytes
T1.88% 10.65% W [25&.B& T] Apple iPhane

[38.08 T] Apple iPad
T.64%
o ®m [27.2 T] Samsung Galax...
G.16%

[22.01T] Motoraola Droid...

2.5%
0.58% [B.92 T] HTC Sensation
0.33% [207 T] RIM BlackBerry...
bbash [1.18 7] Motorals RAZR
s [214416] 5 Bala

L . amsun
0.071% o=
0145k [176.75 G] RIM BlackBerry 93...

[£&.55 5] Samsungis00 Gar ...

[500.29 ] Others

CLOSE SAVE
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Note: If you save a table as an image, the image includes only the rows
that are visible on the tab. If you want to capture all of the data used to gen-
erate the table, follow the procedure in "Exporting Data to a File as CSV" on

page 135.

3. To save the image to a file, click the SAVE icon. In the file system window
that pops up, choose the directory location and change the default name

(snapshot.jpg) if desired.

To close the window without writing the data to a file, click the CLOSE icon
or the close-window icon () on the title bar.

Exporting an Image to the Palette

The palette is a pop-up window to which you can save multiple images for visual

comparison during the MURALsession.
"Comparing Images on the Palette"
1. Click the export icon ([=}) in the upper right corner of the display area.

2. ClickAdd to Paletteon the menu that pops up.

Export to C5Y

Take Snapshot
Add to Palette

The screen is added to palatte. It can be viewed by clicking the"click to open

palatte window"icon given at the top right.

A separate palatte window is displayed that shows the various items added as pal-

atte.

The following image displays a palatte window with various analysis items added.
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Palette Window X

Time Range : 22 Feb. 2016, 00:00hrs = 23 Feb. 2016, 00:00hrs

By Downlink Tonnage

[6.48 G] hetive
2.29 51 Low
[174.36 M] High

W [1.2T] Under analysis

L] Filter
[] Metes:

| SAVEPDF | | SAVEIMAGE ) [ CLEARALL ) | CLOSE

You can perform the following functions from the palatte window.

« Save PDF- Save the palatte window as PDF.

. Save Image- Save the palatte window as an Image.

« Clear All- Clear the contents of the palatte window. If you want to delete a
particular item, click the icon at the top right of the selected item.

« Close- Close the palatte window.

You can also add notes for a particular item in the palatte window by checking

theNotescheckbox.
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Comparing Images on the Palette

On the Network, Radio Access, Device, Subscriber, and Content tabs in Mobility Uni-
fied Reporting and Analytics (MURAL), you can save most charts and tables to the
palette, a pop-up window where you can store and compare multiple images dur-

ing the session. The charts and tables you can save to the palette have the export
icon ([=}) in the upper right corner of their display area.

This topic describes the following tasks:
« "Exporting Images to the Palette" below
« "Accessing the Palette and Comparing Images" on the next page
« "Attaching an Annotation to an Image" on page 143
« "Clearing Images from the Palette" on page 144
« "Saving the Contents of the Palette to a File" on page 145

« "Closing the Palette Window" on page 146

Exporting Images to the Palette

To export the image of a chart or table to the palette:

1. Click the exporticon ([=}) in the upper right corner of the display area.

2. Click Add to Palette on the menu that pops up.
Exportto G5V
Take Snapshot
Add to Palette
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A small version of the image appears and floats quickly across the screen
to the palette icon, which is enclosed in the orange box in the following fig-

ure.

S~ Welcome admin | Change Passu s
alvaln e S Mural

CISCO | nowork Radio Access Device Subscriber Cantent Bulkstats KPI Reports |

Content Apaipkiasn,
@ 22Jun. 2013, 00:00hrs - 22 Jun. 2013, 24:00hrs | DiDec-3iMay May-22n  1TMn-Baun 2 B | @ o
All Traffic All Devices. APP

@ Model (3 05 () Manufacturer )

o bytes v P
AllData ) (owmbpee | =) BB .

o

Fare s (256,55 T repleiPhons Categories  Unique Subs  Rate (bps] _#%fnage (Bytes) v  Flows
. Tées " e Filesharing §1614 K nes2 T mm— c0208M 4
sl (2137 Samang Gaax Streaming 790 8586 92057 NN 39222M
28 2201 Mtarala Drod.
o5 853 T HTC Sensston Email UsK | 6646 7INT EEEEN  40678M

(207 7] UM lackerry. Standard 09.9K cse ST 38618 M
008
— 18286 1948T 20944 M
0.05% F IIIK u
0.01% Web 227.61K 92463 M 2891 14291M
e i Gaming 06K | ALT29M 479T 54434
5 ’
e Totl M ssas srssT 220
Traffic Trend | | Metwork | | Subscriber | | Content | | Comparison |
Al Categeries \l‘ (_time Series | ) showing ( AgguUpLinkBilrale | v inbps Agg UpLink Bitrate ©)
linbps)

Accessing the Palette and Comparing Images

To open the palette window, click on the palette icon, which is in the upper right
corner of the tab.

a— Welcome admin | Change Password | About Mural | Help | Sign Ot 23 June 2013 1638 bes UTC
= g u
] I 1l I ] — — '\

CISCO.| weotwork Radio Access Device Subscriber Content Bulkstats KPI Reports | M
Selected Time Range: 22 Jun, 2013, 00:00hrs = 23 Jun. 2013, 00:00hrs quick tim ges: 23-May to 23-Jun 18-Jun to 23-Jun 22-Jun 23-Jun custom time range W 5
All Traffic All Devices (rarric.. J| wes [ aee JLE-J

(&) Model () 05 () Manufacturer

I fr
D)u u+D
AllData ) Dovm bytes =) m ligue)
1885 e W 25686 T] Apple Phone Categories  Unique Subs  Ratelbps)  Tonnage (Bytes) v  Flows
‘- W (3808 T] Apple iPad Filesharing 816,14 K 0816 Nis2 T M «0208M 4

The palette window pops up. If there are no images on the palette, a set of

instructions appears in the window.
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The following sample palette window shows two doughnut charts of the traffic dis-
tribution across devices during the same 24-hour period. The upper chart ranks
devices by the amount of data downloaded and the lower chart by the number of
flows. Two notable differences between the charts are that the Apple iPhone
accounts for nearly three-quarters of the downloaded data but a much smaller
proportion of the number of flows, and the Apple iPad ranks second in downloads
but sixth in flows.

Palette Window X
Time Range : 22 Jun. 2013, 00:00hrs = 23 Jun. 2013, 00:00hrs 4
By Down bytes
- e W [256.85 T] Apple Phone

W [3806 T Apple iPad
7645 [27.3 T Sameung Galax...
6.16% )
[22.017] Matarala Draid...
2 5%

0.58%
0.33% [2.07 T] RIM BlackBerry...

[8.93 T] HTC Sensation

0.06% [1.18 T] Matorola RAZR
0.06%
0.01%
0.14%

[214.41 B] Samsung Galaxy...
W [178.75G] RIM BlackBerry %3...

[46.55 G] Samsung i400 Gar ..

W [500.29 B] Others

D Motes :
Time Range : 22 Jun. 2013, 00:00hrs — 23 Jun. 2013, 00:00hrs

By Flow count
3.42%
W [1.01 G] AppleiPhane
3.8% 3.34%:

45, 5 ’
507 3.95% W (14586 M] Samsung Galaxy S 11...

i )
2.02% [146.27 M] Matarola Draid 2
1615% [127.23 M] RIM BlackBerry 9650...
5.68%

6.53%

6.6

[113.7% M] Samsung Galaxy Nex...
[85.12 M] Apple iPad
[76.61 M] Apple iPod
[74.81 M] Samsung i£00 Garnett
W [71.63 M] HTC Sensation
[67.65 M] Motorola RAZR

W (31657 M] Dthers

®

—»
SAVE PDF l SAVE IMAGE l CLEAR ALL l CLOSE ]

Attaching an Annotation to an Image

To attach an annotation to an image, click the Notes check box below the image
and type into the box that appears. To erase a note, click the Notes check box

again to remove the check.
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When you save the contents of the palette as described in "Saving the Contents of
the Palette to a File" on the facing page, notes are included along with the asso-
ciated image, but for images without a note the empty Notes: field does not

appear in the file.

Clearing Images from the Palette

The contents of the palette are retained for the duration of the current MURAL ses-
sion—you do not have to take action to save changes before closing the palette

window. But you can erase images if you no longer need them.

To erase the entire contents of the palette, click the CLEAR ALL button at the bot-

tom of the window.
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To remove an individual image from the palette (and associated note, if any),

mouse over it. A dashed-line box appears around it, as shown on the lower image

in the following figure. Click the clear-image (L;\}) icon in the upper right corner

of the box. The image is erased and any images below it move up in the window.

Palette Window x

Time Range : 22 Jun. 2013, 00:00hrs = 23 Jun. 2013, 00:00hrs

By Down bytes

71.88% 10.65%

T.6E%h
6.18%
2.5%
0.58%
0.33%
0.06%
0.06%
0.01%
0.14%:

] Notes:

Time Range : 22 Jun. 2013, 00:00hrs = 23 Jun. 2013, 00:00hrs

By Flow count

3.42%

3.8%
B 07%

3.34%

3.25%
, 3.02%
14.16%

5.68%
6.53%

G675

45.11%

D Notes :

A

[256 8¢ T] Apple iPhone
[38.06 T] Apple iPad

[27.3 T] Samsung Galax...
[22.017] Matarola Droid...
[8.93 T] HTC Sensation

[2.07 T] RIM BlackBerry

[1.18 T] Motarala RAZR
[214.41 5] Samsung Galaxy...
[178.75 G] RIM BlackBerry 93...

[45.55 5] Samsungi400 Gar ..

[145.86 M] Samsung Galaxy 511...

[500.29 B] Others

[1.01 &] Apple iPhone

[1456.27 M] Matorola Draid 2
[127.23 M] RIM BlackBerry 650...
[113.7% M] Samsung Galaxy Mex...
[B5.12 M] Apple iPad

[76.61 M] Apple iPod

[74.81 M] Samsung i400 Garnett
[71.63 M] HTC Sensation

[67.65 M] Matorala RAZR

[316.57 M] Others

—»

SAVE PDF l SAVE IMAGE l CLEAR ALL l CLOSE ]

Saving the Contents of the Palette to a File

As previously noted, the contents of the palette are retained for the duration of

the current MURAL session, but discarded when it ends. You can save the contents

to a file for later analysis.

To save the contents to a PDF file (one image per page), click the

SAVE PDF button. In the file system window that pops up, choose the directory

location and change the default name (snapshot.pdf) if desired.
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To save the contents to a file as a single image in JPEG format, click the
SAVE IMAGE button. In the file system window that pops up, choose the directory
location and change the default name (snapshot.jpg) if desired.

Closing the Palette Window

The main MURAL window is not accessible while the palette window is open. To

close the window, click the CLOSE button at the bottom or the close-window icon
(¥) in the title bar.
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Interpreting Performance Statistics for the ASR

The Bulkstats tab in Mobility Unified Reporting and Analytics (MURAL) reports per-

formance statistics for a specified Cisco ASR system.

MURAL refers to the statistics as counters and groups them functionally into col-
lections called schemata. For example, the card schema collects together stat-
istics about the line cards in the ASR chassis and the gprs schema collects
together statistics about General Packet Radio Service. This topic does not
explain the meaning of the counters; see the Cisco ASR 5000 Series Statistics and

Counters Reference.

The Bulkstats tab is divided functionally into several panes, numbered 1 through 4
in the following figure.

N \-,_,,_W_ == Welcome admin | Change Password | AboutMural | Help | SignOut 23.June 2013 1635 rs UTC
whialn — ~
=
— Mural
KPl | | Repa

¥sCO Network Radio Access Device Subscriber Content Bulkstats rts | | Configure

sel 22 Jun. 2013, 00:00hrs = 22 Jun. 2013, 24:00hrs 113, 00:00hrs 30days  7days  24hrs  12hrs  éhrs | custom time range o
Y FilterBy: Gateway: ASRSK &  Schema: card Counters: 15avg_cpubusy, 15avg_memused, 15peak_cpubusy, 15peak_memused, 1avg_cpubusy, 1avg_memused, Savg_cpubusy, 5avg_mem.
Counters F Indices for 15avg_cpubusy
15avg_cpubusy 8055 4 51298
15avg_memused 49.389 card2 44811
15peak_cpubusy 46966
15peak_memused 51238
%avg_cpubusy 52.768
Tavg_memused 50.473
Savg_cpubusy 48224
5avg_memused 49811
Speak_cpubusy 51.863
Speak_memused 47,446 v
M Drag Here o Timeseries | v

compare to;

Please Drag Item into Drop-box to view time series chart

The panes in the numbered boxes provide the following functionality:

1. MURAL title bar—On the left side, provides access to the specialized inform-
ation on each tab (click Bulkstats to access the Bulkstats tab). On the right
side, reports status information about the current MURAL session and

provides access to interfaces for changing your password, displaying help
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topics, and closing the session. See "Accessing the Main Tabs and Con-
trolling the Session" on page 35.

2. Time range selector—Use this panel to set the period of time for which data
is reported on the tab. By default, previous day's data is displayed. See"Set-
ting the Time Range for Displayed Data" on page 39.

3. Palette icon—Opens the palette, which is a pop-up window where you can
store and compare multiple images during the MURAL session. See "Com-

paring Images on the Palette" on page 141.

4. Display pane—In the upper half of the pane, reports values for KPIs and
counters from the selected gateway and schema, and provides an interface
for creating new KPIs. In the lower half, provides an interface for com-

paring hourly values for two KPIs or counters. See the following sections:
« "Interpreting the Bulkstats Display" below
. "Displaying the List of Counters" on page 151
« "Comparing Two Counters" on page 152
« "Selecting the Gateway" on page 157
« "Selecting the Schema" on page 159

« "Displaying a Subset of Counters" on page 161

Interpreting the Bulkstats Display

The upper half of the main display pane on the Bulkstats tab reports values for
counters from the currently selected schema on the currently selected gateway
(individual ASR system). If values are not available for a schema, the words

appear in both halves of the pane.

The following example is for the ASR gateway and card schema. The 1avg_cpub-
usy counter is selected and its aggregated value for ASR is 52.768. The right half
of the pane reports the value of 1avg_cpubusy for the two entities in ASR to which
the card schema applies (51.455 for card1 and 54.081 for card2).
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The lower half of the pane is an interface for visually comparing the hourly values
of two counters as they change over the course of the selected time range. For

instructions on using the interface, see "Comparing Two Counters" on page 152.

Y Filter By: Gateway: ASR ®  Schema: card Counters: 15avg_cpubusy, 15avg_memused, 15peak_cpubusy, ... @
Counters F Indices for 1avg_cpubusy
15avg_cpubusy 48.055 4 card1 51.455
15avg_memused 49.389 card? 54.081
15peak_cpubusy L6964
15peak_memused 51.238
" avg_cpubusy 2
1avg_memused 50.792
5avg_cpubusy L7147
5avg_memused 51.062
Speak_cpubusy 52.4746 A4
Speak_memused 50.775
M Drag Here Time series -
compare to:
Please Drag Item into Drop-box to view time series chart

The following table describes the elements in the pane.

Element Description

Gateway: gateway_name (3) Names and sets the ASR for which counters are
displayed. See "Selecting the Gateway" on

page 157.

Schema: schema name Names and sets the schema from which coun-
Counters: counters._ () ||t€FS are displayed and lists the counter names
- in alphabetical order. You can optionally dis-
play a subset of the counters from the schema.
See "Selecting the Schema" on page 159 and

"Displaying a Subset of Counters" on page 161.

Counters = Displays only counters whose names include
(in any position) the string of characters you
type in the box. See "Displaying Only Counters
that Match a Search String" on page 162.
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Element Description

Copies the data in the pane to a file or the
palette. See "Exporting Data to a File or the
Palette" on page 135.

Indices for counter_marm

1]
[1+]

Specifies the counter being displayed in the
right half of the pane for each entity to which
the schema applies. If the schema applies to
only one entity, this header reads

Mo Indices for counter_name gnd the words

appear in the pane below it.

countar_name valua Names each counter displayed in the left half of

counter_name value the pane and specifies its value. The counter
with darker shading and a point at the right end

is currently selected.

index_name value Names each entity displayed in the right half of
the pane and specifies the value for it of the
counter named in the Indices far counter_name

header.

.Drag Here: compare to: Names and sets the two counters or entities for
which hourly values appear in the lower half of
the pane. See "Comparing Two Counters" on

page 152.

Removes the right-hand (' ) counter or entity

from the display in the lower half of the pane.
(The icon appears only when the = field has a

value in it.) See "Comparing Two Counters" on

page 152.

Time Saries | w Indicates and sets the type of chart displayed in
the lower half of the pane (time-series line
chart or bar chart for the hour interval with the

highest counter value). See "Comparing Two

Counters" on page 152.
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Displaying the List of Counters

The Counters field at the top of the Bulkstats pane lists as many of the currently
displayed counters as fit in the field width. Names that start with a numeral are

listed first, followed by names in alphabetical order.

Y FilterBy: | Gateway: ASRSK @ Schema: sccp[Cm.l.nters: scep_cc_revd, scop_co_sent, sccp_class_ﬂ_rcvd...] @

To display the complete list of currently displayed counters, mouse over the Coun-

ters field, as in this example for the sccp schema.

Y FilterBy: | Gateway: ASRSK o) Schema: sccp Counters: scep_ce_rowd, scep_cc_sent, scep_clag

, scep_class_0_se... @

Counters: = c_sent,

Counters ”
_congested_msg_recvd,
_ & er=en b_craf_rc
Ti_sent, sccp_err_msg_revd,
sccp-DT1-sent 5489 cp_hop_counter_violation,
scep-ce-rovd 6494
scep-co-sent 5665 - . scep_ludts_rovd, sccp_ludts_sent,
_msg_toolarge_segment,
scep-class-0-revd 6251 _prohibit_msg_revd, p_provider_ini_rel,
sccp_provider_ini_rese p_reason_unknown,
scep-class-0-sent 6011 SCCp_reassem_err_sequence,
SCCp_resssem_srr_space, _reassem_er_timer,
scep-class-1-rovd 57467 v scep_rel_compl_supv_fail, _rel_disconn_req_rx,
scep_routing_fail_invalid_i uting_req,
scep_routing_fail_invalid_isni_routing_req,
. . ccp_routing_fail_isni_constrained_routung,
. Drag Here Draag He sccp_routing_fail_isni_identify_network,
compare to: - _routing_fail_redundant_isni_routing_req,

sccp_rsr_msg_rovd, sccp_rsr_msg_sent,
_rtt_netw_conges, p_rtf_natwfail_pc_unavail,
_rtf_notrans_addr_nature.

_rtf_notrans_addr_specifi

cep_unequipped X
_xudt_sent, sccp_xudts_rovd, sccp_wudts_sent,
_congested_txed,
oos_grant_txed,
_oos_req_txed,

revd,

a_txed, ssp_txed

atus_|

s_status_test_txed, ssa_rcvd,

You can also view the complete list of available counters in the Select Counter win-
dow, as described in "Specifying a Subset of Counters During Schema Selection"

on page 161, but in that interface they are not all visible at once.
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Comparing Two Counters

In the lower half of the main display pane, you can visually compare hourly val-

ues for two counters as they change over the course of the selected time range.

In the following example, activity is compared for two CPUs: the cpu0_cpubusy

counter appears in magenta and the cpu1_cpubusy counter in turquoise.

Y Filter By: Gateway: ASRSK ®  Schema: card Counters: 15avg_cpubusy, 15avg_memused, 15peak_cpu.. ®
Counters cpubusy pe Indices for 1avg_cpubusy
cpul_Speak_cpubusy 49.429 card1 48.691
| cpul_cpubusy 50.623 cardz2 52.556
cpul_15avg_cpubusy 52.357
cpul_15peak_cpubusy 50.917
cpul_tlavg_cpubusy 51.499
cpul_Gavg_cpubusy 51.388
cpul_Gpeak_cpubusy £9513
cpul_cpubusy £9.261
cpu2_15avg_cpubusy 47.955
cpu2_15peak_cpubusy 53.258
M cpu0_cpubusy/All Indices compare fo: M cpul_cpubusy/All Indices

Avg: 50.623,Peak: B2.098, Minimum: 25.498

Time Series -

Avg: £9.261, Peak: B1.158,Minimum: 12.908

1}
00:00 01:00 02:00 03:00 04:00 05:00 04:00 O7:00 0B:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 14:00 17:00 1B:00 19:00 20:00 21:00 22:00 23:00
JunZZ JunZZ Jun2Z JunZZ Jun2Z Jun22 Jun2Z JunZZ JunZZ JunZZ Jun 22 Jun22 Jun22 JunZZ Jun22 JunZZ Jun2Z JunZZ JunZZ Jun22 JunZZ Jun22? JunZZ Jun2Z

The names of the counters appear in two locations:

« In the counters list in the upper left part of the pane, enclosed in boxes

colored to match the lines in the chart. The boxed counters are not neces-

sarily always visible, for example if you scroll to a different part of the

counters list.

152
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« Inthe legend above the line chart, which also reports the average, peak
(highest), and minimum (lowest) hourly values that occurred during the
selected time range. The words All Indices following the counter name indic-
ate that the values in the chart are aggregates for all entities to which the

schema applies (in the example, card1 and card2).

To display the hour in which the highest value occurred for both counters during
the selected time range, click the Time Series drop-down menu button and select
Busy Hour from the drop-down menu. In the following example, the highest aver-
age value occurred between 11:00 and 12:00 hours for the cpu0_cpubusy counter

and between 17:00 and 18:00 hours for the cpu1_cpubusy counter.

M cpu0_cpubusy/All Indices compare to: I cpu1_cpubusy/All Indices
Avg: 50.623,Peak: B2.098.Minimum: 25.498 Avg: 49.241,Peak: 81.158, Minimum: 12.908

Busy Hour

1} 1}
00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 0%:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 1B:00 19:00 20:00 21.00 22.00 Z3:00
Jun22 un22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun 22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22

B cpu0_cpubusy/All Indices compare to M cpu1_cpubusy/All Indices .

Avg: 50.623,Peak: 82.098,Minimum: 25.498 Avg: £9.261,Peak: B1.158, Minimum: 12.908 BusyHour | v |
70 70
&0
50
40
30
20
10

o

12:00 18:00
22 Jun 2013
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You can compare any two counters from the left and right halves of the pane (the

left-hand values being aggregates and the right-hand values being individual

entities to which the schema applies). In the following example, the aggregated

value of the 1avg_cpubusy counter (selected in the left column and displayed in

magenta) is compared to the counter's value for card1 (selected in the right

column and displayed in turquoise).

M 1avg_cpubusy/All Indices
Avyg: 50.44,Peak: 75.503 Minimum: 25.527
B0

70
60

0
10

.-'f‘--\\ ;,-"\ i j\// A / ! ."f\ A Il \ e Y [
* .’[( 3 - / \/ \a / / fl \\,."II ) I N / %
40 //\w/ -’\\ / \/A /\x:' \V 4 ,’/\ J ‘\\/
30 W /

Y FilterBy: Gateway: ASRSK Schema: card Counters: 15avg_cpubusy, 15avg_memused, 15peak_cpubusy, ... @
COUnterS Indices for 1avg_cpubusy
15avg_cpubusy 43.055 E card1 51.455
15avg_memused 47.389 card2 54.081

15peak_cpubusy 45964
15peak_memused 51.238
1avg_cpubusy 52748
Tavg_memused 50.792
Savg_cpubusy 47147 v
Savg_memused 51.062
Speak_cpubusy 52.476
Speak_memused 50.775

lavg_cpubusy/card1

Time Series -

Avg: 48.065,Peak: B7.773,Minimum: 14.917
B0
A 7

A
oy &0
A 40
30
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Jun22 1un22 Jun2? Jun2? Jun2? Jun22 Jun22 Jun22 Jun?2 Jun2Z Jun 22 Jun22 Jun22? Jun2Z? lun2? Jun22 Jun2? Jun2? Jun?2? Jun2? Jun2? Jun?2 Jun2Z Jun2?

To specify the two counters to compare, perform the following steps.

1. Navigate to the first counter, using the search box and scroll bar as neces-

sary to make it easier to locate. In the figure shown in the next step, the

string cpubusy has been typed in the search box. This makes the list of

counters shorter, but it is still necessary to scroll down to make the cpu0_

cpubusy counter visible in the pane.
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2. Click and hold down the mouse button on the counter as you drag it into the

box in the lower left pane labeled Drag Here with the magenta square ().

As soon as you start to move the cursor, it changes to a black arrow with a
red-X icon (@) next to it. When you reach the box and the icon changes to

the green-cross icon (&), release the mouse button.

card Counters: 15avg_cpubusy, 15avg_memused, 15peak_cpubusy, ... @

Y Filter By: Gateway: ASRSK ®  Schema:
Counters cpubusy -
cpul_Speak_cpubusy £9.429
cpul_15avg_cpubusy 52.357
cpul_15peak_cpubusy J 50.917
cpul_lavg_cpubusy 4B.605
o TR L1 W
cpul_Speak_cpubusy £9.513
epul_cpubusy 49261
cpu2_15avg_cpubusy 47.955
cpu2_15peak_cpubusy 53.258
B Drag Here I
cpul_cpubusy ks 50.623

F

Indices for 1avg_cpubusy

h

card1

card2

4B.691

52 556

Time Series v
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The figure shows how a time-series line chart appears with hourly values

for the first counter.

Y Filter By: Schema:
Counters  cpubusy
cpul_Speak_cpubusy 49.429
| cpu_cpubusy 50.623
cpul_15avg_cpubusy 52.357
cpul_15peak_cpubusy 50.917
cpul_lavg_cpubusy 51.499
cpu’_5avg_cpubusy 51.388
cpul_Speak_cpubusy 49513
cpul_cpubusy 49 261
cpu2_15avg_cpubusy 47.955
cpu2_15peak_cpubusy 53 258

B cpu0_cpubusy/All Indices

Avg: 50.623,Peak: B2.098,Minimum: 25.498

80 80
. /\/\ \I I{-"\\,-- / /\/\ 60

w \f \/\ 0
R 0

0

card Counters: 15avg_cpubusy, 15avg_memused, 15peak_cpubusy, ... ®
Indices for 1avg_cpubusy
cardl LB.6F1
card2 52.556
Time Series -

1] o
00-00 01-00 02:00 03:00 04:00 05:00 04:00 07-00 0B:00 0%-00 10-00 11:00 12:00 13:00 14:00 15:00 15:00 17:00 1B:00 1900 20-00 21-00 22:00 23:00
Jun22 Jun22 Jun22 Jun22? Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun 22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22

3. Repeat Steps 1 and 2 for the second counter, dragging it into the box
labeled Drag Here with the turquoise square (' ) in the lower right pane.

The following figure depicts the resulting chart with the second counter,

cpul_cpubusy, added.
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Y FilterBy: Gateway: ASRSK &  Schema: card Counters: 15avg_cpubusy, 15avg_memused, 15peak_cpu..
Counters cpubusy p Indices for 1avg_cpubusy
cpul_Speak_cpubusy 49.429 card1
M card?
cpul_15avg_cpubusy 52.357
cpul_15peak_cpubusy 50.917
cpul_lavg_cpubusy 51.499
cpul_Gavg_cpubusy 51.388
cpul_Gpeak_cpubusy £9.513
cpul_cpubusy 49261
cpu2_15avg_cpubusy 47.955
cpu2_15peak_cpubusy 53.258

B cpu0_cpubusy/All Indices

compare to:

B cpul_cpubusy/All Indices

Avg: 50.623,Peak: 82.098,Minimum: 25.498 Avg: £9.261,Peak: 81.158,Minimum: 12.908

48.691

52 556

Time Series | > ]

80

L a0

20

o o
00:00 01:00 02:00 03:00 04:00 05:00 04:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00
Jun2Z Jun22 Jun2Z Jun22 Jun2Z Jun2Z Jun22 JunZZ Jun22 Jun22 Jun 22 Jun2Z JunZZ Jun2Z Jun2Z Jun2Z JunZ2 Jun22 Jun2Z Jun2Z Jun2Z JunZZ JunZ2 Jun22

Selecting the Gateway

To select the gateway for which information appears in the main pane, click the

open-window icon (@) at the right end of the Gateway field.

Y FilterBy: Gateway: gateway_name

Schema: schema_name
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The Select Gateway window pops up to report the currently selected values for the
gateway, as in the following example for a gateway called ASR5K
in Massachusetts.

Select Gateway x
Area: | EAST v |
Region: | ma v
e s "

| Apply | | Discard |

The choices available on the Area, Region, and Gateway drop-down menus are
defined by your system administrator during initial MURAL configuration. In the
usual configuration, they correspond to geographic areas where network equip-
ment is located. For a network in the United States, for example, the choices for
Area might be regions like EAST and SOUTH, the choices for Region the states in
which network equipment is located, and the choices for Gateway individual

ASR 5000 systems.

Note: Although the field names Area and Region are also used in the Network cat-
egory of the filter interface on the Network, Device, Subscriber, and Content tabs,
and the available values might be the same, the two interfaces do not function
exactly the same way. In the filter interface, you can specify multiple values in
multiple fields. In the Select Gateway window, you are specifying a single gateway
and the choices available in the Gateway field depend on the settings in the two
fields above it. If the desired gateway is not listed, you must change the value in

one or both of the Area and Region fields to the value that applies to the gateway.
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To select a different value on a drop-down menu, click the menu button and then
your choice in the menu. In the following example, the ASR5K-2 gateway is

being selected.

Select Gateway x
Area: | EasT v
Region: l' M v 'J
Gateway: [ ASREK | v]

| Apply | | Discard |

To change to the new gateway, click the Apply button. To close the Select Gateway

window without changing the current gateway, click the Discard button or the
close-window icon (¥) in the window's title bar.

Selecting the Schema

To select the schema from which counters are reported, and optionally display
only a subset of counters, click the open-window icon (=) at the right end of the

Schema field.

Y Filter By: Gateway: gateway_name @ | Schema: schema_name (Counters: counter_names. ..
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The Select Counter window pops up to report the currently selected schema and
the first few counters from the schema that are currently selected for inclusion in

the pane, as in the following example for the card schema.

Select Counter x

Schema: L card - J

Counters: 15avg_cpubusy,15avg_memused,15peak_cpubusy, |l|

[ Apply Jl Discard J

To select a different schema, click the Schema menu button and then your choice
in the menu that drops down. Several dozen schemata are usually available; to
navigate to the one you want, you can type a letter to jump down to the first
counter whose name begins with it, use the scroll bar, or both. In the following

example, the gprs schema is being selected.

Select Counter x

Schema: { gprs | ']

Counters:

atpp

ard

EI——
i

gtpu

After selecting the new schema, you can optionally select a subset of counters to
display; for instructions, see "Specifying a Subset of Counters During Schema
Selection" on the facing page.

When you have finished your selections, click the Apply button. The new schema
and set of counters appear in the pane. To close the Select Counter window

without changing the current schema, click the Discard button or the close-win-
dow icon (®) in the window's title bar.
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Displaying a Subset of Counters

There are two ways to display only a subset of the counters from a schema, as

explained in the following sections:
« "Specifying a Subset of Counters During Schema Selection" below

« "Displaying Only Counters that Match a Search String" on the next page

Specifying a Subset of Counters During Schema Selection

To specify that only a subset of the counters in a schema be displayed, perform

the following steps:

1. If the Select Counter pop-up window is not already open, click the open-win-
dow icon (@) at the right end of the Schema field.

Y Filter By: Gateway: gateway_name @ | Schema: schema_name (Counters: counter_names...

2. In the Select Counter window, click the open-menu icon (E|) on the Coun-
ters drop-down menu box to expose the list of counters. (Counter names
that begin with numerals appear first, followed by names in

alphabetical order.)

Select Counter b1
Schema: l card | - J
Counters: ‘ i
[+] 15avg_memused ard

[+ 15peak_cpubusy
|Z] 15peak_memused

Al f Mone | Ok |
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When the menu drops down, all values are checked, which selects them for

inclusion in the display.
« To exclude a counter, click its check box to remove the check.

« To remove the check from all boxes, click None. (If there are a large
number of counters and you want to display only a few of them, itis
most efficient to deselect all of them this way and then check

your selections.)
« To include all counters, click All.

« To finalize the list of counters to display and close the drop-down
menu, click the Ok button. The selected values appear as a comma-

separated list in the menu box.

Note: The Ok button is nonoperational if no counters are checked.

You must check at least one.

3. To display the new set of counters, click the Apply button. To close the

Select Counter window without changing the current set of counters, click
the Discard button or the close-window icon (¥) in the window's title bar.

Displaying Only Counters that Match a Search String

To limit the list of counters in the left half of the upper pane to only those that
have a certain character string in their names (in any position), type the char-
acters in the Counters search box above the list. The list is updated immediately
as you type each character. If no counters match the search string, the list dis-
appears completely. You can also use this interface to search for particular

counter names.
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In the following example, the search string 15avg limits the list to only the ten
counters that report measurements averaged over a 15-minute interval. All ten
counters fit in the display pane, so the scroll bar no longer appears to the right of
the list.

Y FilterBy: Gateway: ASRSK @  Schema: card Counters: 15avg_cpubusy, 15avg_memused, 15peak_cpubusy, ... (]
Counters 15avg P Indices for 1avg_cpubusy
15avg_cpubusy 51.1 card1 51.455
15avg_memused 50.787 card2 53.075
cpul_15avg_pubusy 49.329
cpull_15avg_memused 52 557
cpul_15avg_cpubusy 49553
cpul_15avg_memused 51.045
cpu2_15avg_cpubusy £9.395
cpu2_15ava_memused 51.118
cpul_15avg_cpubusy 50.848
cpul_15avg_memused 50.775

M 1avg_cpubusy/All Indices lavg_cpubusy/card1

compare to: Time Series L

Avg: 50.44 Peak: 75.503,Minimum: 25.527 Avg: 4B.065,Peak: B7.773, Minimum: 14.917
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The figure illustrates how limiting the list to matching counter names does not
change other aspects of the display pane, which is taken from the second
example in "Comparing Two Counters" on page 152. The counter that was selec-
ted before the search (1avg_cpubusy) is still selected; it does not appear in the list
because it does not match the search string. Similarly, the right half of the upper
pane still reports the value of 1avg_cpubusy for the two cards in the chassis. The
lower half of the pane still tracks the aggregate value of the 1avg_cpubusy counter

against the value for card1.
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Interpreting Key Performance Indicators from the ASR

The KPI tab in Mobility Unified Reporting and Analytics (MURAL) reports key per-

formance indicators (KPIs) from the Cisco ASR.

KPIs are formulas that operate on the statistics generated by the ASR (which are
reported individually on the Bulkstats tab as described in "Interpreting Per-
formance Statistics for the ASR" on page 147). MURAL refers to the statistics as
counters and groups them functionally into collections called schemata. For
example, the apn schema collects together statistics about access point names
(APNs) and the port schema collects together statistics about ports on line cards.
This topic does not explain the meaning of the counters; see the Cisco ASR 5000

Series Statistics and Counters Reference.

The KPI tab is divided functionally into several panes, humbered 1 through 4 in

the following figure.

N =" — \ Welcome admin | Change Password | AboutMural | Help | Sign Out 23.ume 203 138 s UTC
whialn " ~ :
= N Mural

S5CO. | ook Radio Access Device Subscriber Content Bulkstats KPI Reports

e —

Selected Time Range: 22 Jun. 2013, 00:00hrs > 23 Jun. 2013, 00:00hrs 30days  Tdays  24hrs  12hrs  hrs | custom time range

om
Y FilterBy: Gateway: ASRSK @  Schema: sgsn KPI: 26 Attach Failure Ratio (No GPRS or GSM Subscription] CC#8 [%], 26 Attach Failure Ratio (No GPRS Subscription] ® Add KPI
KPI F 5 7 Indices for 26 Subscriber PDP De-act Success Rate (%]
& 26PS Paging Success Rate (%] (26_paging_success / 26_cs_page_request] *... 92276 ®  mecl_racl_mncl_vpname?_lact_serviamel 49.937
@ 2656SN Initiated PDP De-a... (126_sgsn_init_deact _acc + 26_hir_init_deact... 201.001 ®  mec2_rac2_mnc2_vpnname2_lac2_servname2 47558
@ 2656SN Initiated PDP De-a... (126_sgsn_init_deact _acc + 26_hir_init_deact... 50131 ®  meed_racd_mncd_vpnname3_lac3_servnamed 53.644
o 20Subscriber POPDe-actS..  (26_ms_deacts_accept/(26_ms deactv_accept..  S0.049 ®  mosh_rack_mnck_vpnname_lack_sermamet 50.247
200mE-deacty AcEant |0288 @  meeS_rach_mncS_vpnname5_lacS_servnames 48.39%
26_ms_deactv_reject 80130
®  mecé_racé_mncé_vpnnameb_lack_sermames 50.128
® 36 Attach Failure Ratio (No ([36_gprs_and_non_gprs_service_not _allowed... 96.976
36 Attach Success RatePer R... ((36_attach_accept + 36_comb_attach_accept) 33416
W Between Upper And Lower Threshold [ Abave Upper Threshold [ Below Lower Threshold
M Drag Here compare to: (alimeSorias =

Please Draa Item into Dron-box to view time series chart

1. MURAL title bar—On the left side, provides access to the specialized inform-
ation on each tab (click KPI to access the KPI tab). On the right side,
reports status information about the current MURAL session and provides
access to interfaces for changing your password, displaying help topics, and
closing the session. See "Accessing the Main Tabs and Controlling the Ses-

sion" on page 35.
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2. Time range selector—Use this panel to set the period of time for which data
is reported on the tab. By default, previous day's data is displayed. See"Set-
ting the Time Range for Displayed Data" on page 39.

3. Palette icon—Opens the palette, which is a pop-up window where you can
store and compare multiple images during the MURAL session. See "Com-

paring Images on the Palette" on page 141.

4. Display pane—In the upper half of the pane, reports values for KPIs and
counters from the selected gateway and schema, and provides an interface
for creating new KPIs. In the lower half, provides an interface for com-

paring hourly values for two KPIs or counters. See the following sections:
« "Interpreting the KPI Display" below
« "Displaying the List of KPIs" on page 170
« "Comparing Hourly Values for Two KPIs or Counters" on page 171
« "Selecting the Gateway" on page 174
« "Selecting the Schema" on page 176
« "Displaying a Subset of KPIs" on page 177
« "Defining New KPIs" on page 180

« "Cloning and Editing KPIs" on page 185

Interpreting the KPI Display

The upper half of the main display pane on the KPI tab reports values for KPIs
and their component counters from the currently selected schema on the cur-
rently selected gateway (individual ASR system). If values are not available for a

schema, the words appear in both halves of the pane.

The following example is for the ASR gateway and sgsn schema. The KPI called
2G Subscriber PDP De-act Success Rate (%) is selected and its aggregated value
for gateway ASR is 50.049. The two counters in its formula are 2G_ms_deactv_
accept with a value of 80288 and 2G_ms_deactv_reject with a value of 80130. The

right half of the pane reports the KPI's value for the six entities to which the sgsn
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schema applies (mcc1_rac1_mnc1_vpnname1_lac1_servname1 through mcc6_rac6_

mnc6_vpnname6_lac6_servname®6).

The lower half of the pane is an interface for visually comparing the values of two
KPIs or counters on an hourly basis as they change over the course of the selec-
ted time range. For instructions on its use, see "Comparing Hourly Values for Two

KPIs or Counters" on page 171.

Y FilterBy: Gateway: ASRSK @  Schema: sgsn KPI: 26 Attach Failure Ratio [Mo GPRS or GSM Subscription] CCHE [%], 26 Attach Failure Ratio (No GPRS Subscription] ... [ Add KPI
KPI - =0 4 Indices for 26 Subscriber PDP De-act Success Rate (%

®  26PS Paging Success Rate (5] (26_paging_success / 26_cs_page_request] *... 93.276 4 & mectract_mnci_vpnnamel_lacl_serviamel 49.937
®  265GSN Initiated PDP De-a... (126_sgsn_init_deact _acc + 26_hlr _init_deact... 201.001 ®  mee2_rac2_mnc2_vpnname2_lac2_servname2 47558
®  26:SGSN Initiated PDP De-a... ((26_sgsn_init_deact_acc +26_hlr_init_deact... 50131 &  mec3_rac3_mnc3_vpnname3_lac3_servnamed 53.644
O Cac Pz #  mee5_rac5_mnc5_vpnname5_lac5_servnames 18.3%

26_ms_deactv_reject 80130
®  mech_racé_mncé_vpnnamed_lacé_serunamed 50.128

® 36 Attach Failure Ratio (No ... (136_gprs_and_non_gprs_service_not_allowed... 96976

36 Attach Success RatePer R... (136 _attach_accept + 36_comb_attach_accept] . 33416

v

W Between Upper And Lower Threshold [l Above Upper Threshold 1 Below Lower Threshold

M Drag Here compare to Time series v

Please Drag ltem into Drop-box to view time series chart

The following table describes the elements in the pane.

Element Description

Gateway: gateway_name (¥) Names and sets the ASR for which KPIs are dis-
played. See "Selecting the Gateway" on
page 174.

Schema: schema name Names and sets the schema from which KPIs
KPI: - v |[aredisplayed and lists the KPI names in alpha-
betical order. You can optionally display a sub-
set of the KPIs from a schema. See "Selecting
the Schema" on page 176 and "Specifying a Subt
set of KPIs During Schema Selection" on

page 177.

Add KPI Opens the interface for creating new KPIs. See

"Defining New KPIs" on page 180.
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Element Description

KPI —' Displays only KPIs whose names include (in any
position) the string of characters you type in
the box. (This interface cannot be used to
search for counter names in KPI formulas.) See
"Displaying Only KPIs that Match a Search

String" on page 179.

By 7 Clones or edits the selected KPI. See "Cloning
and Editing KPIs" on page 185.
Copies the data in the pane to a file or the

palette. See "Exporting Data to a File or the

Palette" on page 135.

Indices for KPl-or-counter_name Specifies the KPI or counter being displayed in
the right half of the pane for each entity to
which the schema applies. If the schema
applies to only one entity, this header reads
Mo Indices for KP-or-counter_name gnd the words

appear in the pane below it.

P Indicates whether the value of the KPI is
between its upper and lower thresholds (#),

above its upper threshold (#), or below its
lower threshold (). The legend below the list

of KPIs specifies the meaning of the colors.

PRAT name formula e pane, defines its formula, and specifies its

value during the selected time range. The KPI
counter_name value

_ with darker shading and a point at the right end

is currently selected.

When a KPI is selected, rows open below it to
report the values of the counters in its formula.
If a counter is selected, its row becomes dark

gray (the KPI remains selected as well).
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Element Description

index_name valug Names each entity displayed in the right half of
the pane and specifies the value for it of the KPI

or counter named in the

Indices for KFl-or-counter_name header.

.Drag Here compare to: Names and sets the two KPIs, counters, or entit;
ies for which hourly values appear in the lower
half of the pane. See "Comparing Hourly Values

for Two KPIs or Counters" on page 171.

Removes the right-hand ( ) KPI, counter, or

entity from the display in the lower half of the
pane. (The icon appears only when the field

has a value in it.) See "Comparing Hourly Val-
ues for Two KPIs or Counters" on page 171.

Time Series | w Indicates and sets the type of chart displayed in
the lower half of the pane (time-series line
chart or bar chart for the hour interval with the
highest counter value). See "Comparing Hourly

Values for Two KPIs or Counters" on page 171.

Some KPI names are too long to appear in full in the list of KPIs. As indicated in
the following figure, the full name appears in the Indices for header for the right
half of the pane. You can also mouse over the name in the list to display the

full value.

Y FilterBy: Gateway: ASRSK @  Schema: sgsn KPI: 26 Attach Failure Ratio [No GPRS or GSM Subscription] CC#8 (%], 26 Attach Failu ® Add KPI
KPI - F I 4 Indices fo|| 26 Subscriber PDP De-act Success Rate (%]
®  26PSPaging Success Rate (%) (26_paging_success / 26_cs_page_request] .. 93.276 ®  meel_racl_mncl_vpnnamel_lac1_servnamel 49.937
®  26SGSN Initiated PDP De-a... (12G_sgsn_init_deact_acc + 26_hlr_init_deact... 201.001 ®  moc2_rac2_mnc2_vpnname2_lac2_seruname? 47.558
®  26SGSN Initiated PDP De-a... (126_sgsn_init _deact _acc + 26_hlr_init_deact__. 50.131 ®  moe3_rac3_mncd_vpnname3_lac3_sermamed 53.644
|5 26 Subscriber PO S T | e meck_rack mncd vpnnamed_lack_servnamed 50247
26.ms Aeacty_BeceR | ¢ Subscriber POP De-act Success Rate (%) 80288 ®  moc5_racS_mncs_vpnnameS_lacs_servnames 48394
26_ms_deacty_i'sest 80130
®  mocé_racé_mncé_vpnnames_lacé_servnamed 50.128
®  3GAttachFailure Ratio (No .. [(36_gprs_and_non_gprs_service_not_allowed... 96.976
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Similarly, formulas are usually too long to appear in full in the list of KPIs. To dis-
play the full formula for a KPI, mouse over its name in the list, as shown in the
following figure for the 2G Subscriber PDP De-act Success Rate (%) KPI. For inform-

ation about the notation used in formulas, see "Defining New KPIs" on page 180.

Y FilterBy: Gateway: ASRSK @  Schema: sgsn KPI: 26 Attach Failure Ratio [No GPRS or GSM Subscription] CC#8 [3], 26 Attach Failure Ratio [No GPRS Subscription] ® Add KPI
KPI P &5 s Indices for 26 Subscriber PDP De-act Success Rate (%l
®  26PS Paging Success Rate (%] 126_paging_success / 26_cs_page_request] *... 93.276 ®  mect_racl_mncl_vprname?_lacl_servname1 49.937
®  26SGSN Initiated PDP De-a... 1126_sgsn_init_deact_acc + 26_hlr_init_deact... 201.001 ®  mcc2_rac2_mnc2_vpnname?_lac?_servname? 47558
®  26565N Initiated PDP De-a... 1126_sgsn_init_deact_acc + 26_hlr_init_deact... 50131 ®  mec3_racd_mncd_vpnnamed_lacd_servnamed 53.644

®  mccé_racé_mncé_vpnnameé_lack_servnames 50247
AR AT e ®  mce5_racs_mncS_vpnnames_lacs_servnames. 4B.394
26_ms_deactv_reject )

®  mccé_racé_mnck_vpnnamed_lack_servnames 50.128

@ 3G Attach Failure Ratio [No .. 1136_gprs_and_non_gprs_service_not _allowed... 96.976

3G Attach Success RatePer R ((36_attach_accept + 36_comb_attach_accept] 33416

Displaying the List of KPIs

The KPI field at the top of the KPI pane lists as many of the currently displayed
KPIs as fit in the current field width. Names that start with a numeral are listed

first, followed by names in alphabetical order.

Y FilterBy: Gateway: ASRSK &  Schema: sglp(lCPI: Gn Interface Throughput [Mbps, Gn Interface Utilisation (%], GTP Rx Payload [Kbits/sec] Gn Interface, GTP Rx P... ](&: Add KP1

To display the complete list of currently displayed KPIs, mouse over the KPI field,

as in this example for the sgtp schema.

Y FilterBy: Gateway: ASRsK (@ Schema: sgtp KPL: Gninterface Throughput [Mbpsl, Gn Interface Utilisation (fu], 6TP Rx Payload [Kbits/sec] Gn Interface, GTP Rx P. @

KPIs: Gn Interface Throughput (Mbps), Gn

- Indices forfn Interfa: Inter Utilisation (%), GTP Rx Payload

KPI * 5 7 (Kl ) Gn Interface, GTP Rx Payload
[{ ull Interface, GTP Tx Payload

Gn Interface, GTP Tx Payload [
ull Interfzce, Iu Interface Throughput

sgtpu_ggsn_bytes_rcvd US7Y selvice_nami (Mbps), Iu Interface Utilisation (%) 0
sotpu_ggsn_bytes _sent 12189
sgtpu_sgsn_bytes _revd 1727
sotpu_sgsn_bytes_sent 12261
Gn Interface Utilisation (%] Isgtpu_ggsn_bytes_sent + sgtpu-sgsn_bytes_sent +... ]
TP RxPayload (Kbitsfsee) .. [sgtpu_ggsn_bytes_revd + sgtpu-sgsn_bytes_rcvd] .. w01

You can also view the complete list of available counters in the Select Counter win-
dow, as described in "Specifying a Subset of KPIs During Schema Selection" on

page 177, but in that interface they are not all visible at once.

170 Copyright © 2016, Cisco Systems, Inc.



Comparing Hourly Values for Two KPIs or Counters

Application Launcher User Guide

In the lower half of the main display pane, you can visually compare values on an

hourly basis for two KPIs or counters as they change over the course of the selec-

ted time range. In the following example, activity is compared for the KPIs called

2G Inter SGSN RAU Rate per RA (%), which appears in magenta, and 2G Intra
SGSN RAU Rate per RA (%), which appears in turquoise. The names of the KPIs

appear in two locations:

« Inthe KPIs list in the upper left quadrant of the pane, enclosed in boxes

colored to match the lines in the chart. The boxed counters are not neces-

sarily always visible, for example if you scroll to a different part of the

KPIs list.

« Inthe legend above the line chart, which also reports the peak (highest)

and minimum (lowest) hourly values that occurred during the selected

time range.

Y Filter By: Gateway: ASRSK @  Schema: sqsn KPI:

KPI - & s
® 26 IMSI Identity Request Su... [2G_imsi_identity_response / 2G_imsi_identity... 100.507
® 26 Inter SGSN RAU Success ... [[26_rau_accept_inter + 26_comb_upd_rau_acc... 101.644
® 26 Inter SG5M RAU Success (126 _rau_accept_inter + 2G_comb_upd_rau_acc... 33281 I
® 26 Intra SGSN RAU Success .. [[26_rau_accept_intra + 26_comb_upd_rau_acc... 50.008
@ 206 Intra SBSN RAU Success . [26_rau_accept _periadic/ (26 _rau_accept_per 32.883
@ 26 Normalintra SGSN RAU ..  [[26_rau_accept_intra + 26_comb_upd_rau_acc... 33.555
@ 26 PDP Activation Failure R...  [26_actv_rej_usr_auth_failed / 26_total_actv... 99.744

M Between Upper And Lower Threshold [l Above Upper Threshold

M 2G Inter SGSN RAU Success Rate...  compareto:

Peak: 38.22 Minimum: 27.795

1]
00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 0B:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 15:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00

Below Lower Threshold

26 Intra SGSN RAU Success Rate ...

Peak: 45.103 Minimum: 21.423

T

S N SAN Y VAN

26 Attach Failure Ratio (No GPRS or GSM Subscription] CC#8 [%], 26 ...

mec1_rac1_mncl_vpnnamel_lacl_servnamel

mec2_rac2_mnc2_vpnname2_lac2_servname2
mee3_rac3d_mnc3_vpnname3_lac3_servnamed
meck _racé_mncé_vpnnames_lacé _servnamas
mec5_rac5_mnc5_vpnname5_lac5_servnama5

mech_racé_mncé_vpnnameé_lacs_servnames

Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 JunZ2 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 lun22 Jun22 Jun22 Jun22

® Add KPI

Indices for 26 Attach Failure Ratio (No GPRS or GSM Subscription] CC#8 [%]

102.299

105

101.68

101.£77

101.126

102.941

Time Series x
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To display the hour in which the highest value occurred for both counters during
the selected time range, click on the Time Series drop-down menu button and
select Busy Hour on the menu that drops down. In the following example, the
highest average value occurred between 13:00 and 14:00 hours for 2G Inter
SGSN RAU Rate per RA (%) and between 07:00 and 08:00 hours for 2G Intra
SGSN RAU Rate per RA (%).

M 26 Inter SGSN RAU Success Rate ... compare to: M 26 Intra SGSN RAU Success Rate... Timeseries | v
Peak: 38.22 Minimum: 27.795 Peak: 45103, Minimum: 21.623

Busy Hour

18 18
12 12
& &

1]
00:00 01:00 0Z:00 03:00 04:00 05:00 0&:00 07:00 08:00 0%:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 Z3:00
Jun22 wun2? Jun22 Jun2? Jun22 lun22? Jun2?2 lun2? Jun22 Jun22 Jun22 Jun22 Jun22? Jun22? Jun22? Jun2? Jun2? Jun22 Jlun22? Jun2? Jun2? lun22 Jun22 Jun22

B 26 Inter SGSN RAU Success Rate ... compare to: ¥ 26 Intra SG5SN RAU Success Rate... Busy Hour | v

Peak: 38.22,Minimum: 27.795 Peak: £5.103,Minimum: 21.423

14:00 08:00
22 Jun 2013

You can compare any two KPIs or counters from the left and right halves of the

pane. To specify the two entities to compare, perform the following steps.

1. Navigate to the first KPI or counter, using the search box and scroll bar as

necessary to make it easier to locate.
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2. Click and hold down the mouse button on the KPI or counter name as you
drag it into the box labeled Drag Here with the magenta square (H) in the

lower left pane. As soon as you start to move the cursor, it changes to a
black arrow with a red-X icon (@) next to it. When you reach the box and

the icon changes to the green-cross icon (@), release the mouse button.

Y Filter By: Gateway: ASRSK & Schema: sgsn KPI: 26 Attach Failure Ratio [No GPRS or GSM Subscription] CC#8 [%], 26 Atta. @ Add KPI
KPI - g 7 Indices for 26 Attach Failure Ratio [No GPRS or GSM Subscription] CC#8 [%]
@ 2G1MS identity Request Su.. 126_imsi_identity_respanse / 26_imsi_identity... 100.507 ®  meel_racl_mncl_vpmamel_lacl_serviame1 102.299
®  2GInter SGSN RAU Success . [(26_rau_accept_inter + 26_comb_upd_rau_acc... 101,644 ®  mcc2_rac?_mnc2_wpnname2_lac2_servname2 105
®  2GInter SGSN mﬁ“c ‘ess..  ((26_rau_accept_inter + 26_comb_upd_rau_acc... 33.281 ®  meed_racd_mnc3_vpnnamed_lac3_servnamed 101.68
®  20Intra SGSNRAUSUccess..  ((26_rau_accept_intra + 26_comb_upd_rau_acc... 50.008 ®  mech_rach_mncs_vpnnames_lacé_servnamed 101477
®  2GIntra SGSNRAUGuccess . (26_rau_accept _periodic /(26 _rau_accept _per... 12,883 ®  meeS_racS_mnc5_wpnname5_lac5_servnameS 101126

@ 26MNormalIntra S U..  [[26_rau_accept_intra + 26_comb_upd_rau_acc... 33.555 ®  meeé_racé_mnch_vpnnames_lack_servnames 102.941

. A It SESH rawkg.'r.'fe..r oSt b S 43.28
B Between Upper And Luwersreshmn B Above Upper Threshold [ Below Lawer Threshold
u 26 nter SosN i gyess..  ((20_ray nter + 26_combaupguratace 33.261

Time Series -

TG Inter SGSN RAU Success Rate Per RA (%)

A time-series line chart appears with hourly values for the first KPI.

Y FilterBy: Gateway: ASRSK @  Schema: sgsn KPI: 26 Attach Failure Ratio [No GPRS or GSM Subscription] CC#8 (%], 26 ® Add KPI
KPI -~ & # Indices for 2 Attach Failure Ratio [No GPRS or GSM Subscription] CC#8 [%]
® 26IMS!Identity RequestSu_.  [26_imsi_identity_response / 26_imsi_identity_.. 100.507 ®  mecl_racl_mncl_vprnamed_lacl_servname? 102.209
® 26 Inter SGSN RAU Success...  [26_rau_accept_inter + 26_comb_upd_rau_acc... 101.654 T ®  mec2_rac2_mnc2_vpnname2_lac2_servname2 105
@ 26 Inter SGSN RAU Success . [[26_rau_accept_inter + 26_comb_upd _rau_acc... 33.281 | ®  mee3_rac3_mnc3_vpnnamed_lac3_servname3 10168
® 2GIntra SBSN RAU Success .. (26 _rau_accept_intra + 26_comb_upd_rau_acc... 50.008 ®  mecé_rack_mnck_vpnnameé_lack_servnamed 101.477
# 26Intra SBSN RAU Success .. [26_rau_accept_periodic / [26_rau_accept_per... 32.883 ®  mec5_racs_mncS_vpnnames_lacS_servnames 101.126
@ 2GNormalIntra SGSN RAU...  [[26_rau_accept_intra + 26_comb_upd_rau_acc... 33.555 . mecé_racé_mncé_vpnnameé_lacs_servnames 102.941

@ 26 POP Activation Failure R_.  [2G_actv_rej_usr_auth_failed / 26_total _actv._. 99.744

I Between Upper And Lower Threshold [l Above Upper Threshold [ Below Lower Threshold

M 26 Inter SGSN RAU Success Rate ... campare ta Drag Here =
Peak: 38.22 Minimum: 27.795
30 [ \\/ \\/\ - - / W \/\/7\/ 30
24 24
18 18
12 12
[

]
00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 0B:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00
Jun22 Jun22 Jun22 Jun22 Jun2Z Jun22 Jun22 JunZZ JunZ2 Jun22 Jun22 Jun22 JunZ2 unZ2 Jun22 un22 un22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22

3. Repeat Steps 1 and 2 for the second counter or entity, dragging it into the
box labeled Drag Here with the turquoise square (' ) in the lower right pane.

The following figure depicts the resulting chart with the second KPI, 2G Intra
SGSN RAU Success Rate per RA (%), added.
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Y FilterBy: Gateway: ASRSK #  Schema: sgsn KPI: 26 Attach Failure Ratio (No GPRS or GSM Subscription] CCHB (%], 26 ... @ Add KPI
KPI F_ g 2 Indices far 26 Attach Failure Ratio (No GPRS or BSM Subscription] CC#8 [%]
@ 206 IMSIIdentity Request Su.. [26_imsi_identity_response / 26_imsi_identity 100507 L) mee1_raci_mncl_vpnname1_lacl_servnamel 102.299
@ 26 Inter SBSN RAU Success . [[26_rau_accept_inter + 26_comb_upd_rau_ace 101644 T L) mec2_rac2_mnc2_vpnname2_lac2_servname2 105

| @ 26 Inter SBSN RAU Success ... [[26_rau_accept_inter + 2G_comb_upd_rau_acc... 33.281 I L) mee3_rac3_mnc3_vpnnamed_lac3_servname3 101.68
# 26 Intra SGSN RAU Success...  [[26_rau_accept_intra + 26_comb_upd_rau_acc... 50.008 L] mecch _rack_mncé_vpnnames _lacé _servnamed 101.677

| @ 2GIntra SGSN RAU Success ...  [2G_rau_accept_periodic/ [26 _rau_accept_per... 32.883 | ] mecS5_racS_mnc5_vpnname5_lac5_servname5 101.126
@ 26 NormalIntra SGSN RAU .. [[26_rau_accept_intra + 26_comb_upd_rau_acc... 33.555 L] mecé_racé_mncé_vpnnameéd_lacé_servname b 102.941
@ 26 PDP Activation Failure R...  [26G_actv_rej_usr_auth_failed / 26_total_actv... 79.744

W Between Upper And Lower Threshold [l Above Upper Threshold Below Lower Thrashold

M 26 Inter SGSN RAU Success Rate...  compare to: [ 26 Intra SGSN RAU Success Rate ...

Time Series -

Peak: 38.22 Minimum: 27.795 Peak: 45.103,Minimum: 21.423

% = " _\/”_’_ 3%

30 ¥ . R / . A \ y / A 30

2% ) oS —/ / ) - . \ 2%

18 18

12 12

& &

o

00:00 01:00 02:00 03:00 04:D0 05:00 05:00 07:00 0B:D0 09:00 10:00 11:00 12:00 13:D0 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00
Jun22 Jun22 Jun22 Jun22 Jun2Z Jun22 Jun2Z Jun2Z Jun2Z Jun22 Jun2Z Jun22 Jun2Z Jun22 Jun22 Jun22 Jun22 Jun22 Jun2Z Jun2Z Jun2Z Jun22 Jun22 Jun2Z

Selecting the Gateway

To select the gateway for which information appears in the main pane, click the
open-window icon () at the right end of the Gateway field.

Y Filter By: Gateway: gateway name = |Schema: schema name G

The Select Gateway window pops up to report the currently selected values for the
gateway, as in the following example for a gateway called ASR5K
in Massachusetts.

Select Gateway =

Area: L EAST 'J
Region: L MA 7J
Gateway: L ASREK vJ

| Apply | | Discard |
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The choices available on the Area, Region, and Gateway drop-down menus are
defined by your system administrator during initial MURAL configuration. In the
usual configuration, they correspond to geographic areas where network equip-
ment is located. For a network in the United States, for example, the choices for
Area might be regions like EAST and SOUTH, the choices for Region the states in
which network equipment is located, and the choices for Gateway individual

ASR 5000 systems.

Note: Although the field names Area and Region are also used in the Network cat-
egory of the filter interface on the Network, Device, Subscriber, and Content tabs,
and the available values might be the same, the two interfaces do not function
exactly the same way. In the filter interface, you can specify multiple values in
multiple fields. In the Select Gateway window, you are specifying a single gateway
and the choices available in the Gateway field depend on the settings in the two
fields above it. If the desired gateway is not listed, you must change the value in

one or both of the Area and Region fields to the value that applies to the gateway.

To select a different value on a drop-down menu, click the menu button and then
your choice in the menu. In the following example, the ASR5K-2 gateway is
being selected.

Select Gateway =
ot "
Region: | Ma v
ey (G o)

| Apply | | Discard |

To change to the new gateway, click the Apply button. To close the Select Gateway

window without changing the current gateway, click the Discard button or the
close-window icon (¥) in the window's title bar.
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Selecting the Schema

To select the schema for which information appears in the main pane, and option-
ally display only a subset of KPIs, click the open-window icon (=) at the right end

of the Schema field.

Y Filter By: Gateway: gateway_name @  Schema: schems name  KPI: KPI_names ... %

The Select Counter window pops up to report the currently selected schema and
the first few KPIs from the schema that are currently selected for inclusion in the

pane, as in the following example for the sgsn schema.

Select Counter x

Schema: l sgsn | - J

KPL: 2G Attach Failure Ratio [No GPRS or GSM Subscrif E|

L Apply _] L Discard _]

To select a different schema, click on the menu button and then on your choice in
the drop-down menu. In the following example, the gtpc schema is

being selected.

Select Counter x

Schema: l sgsn | - J

KPI: - f

After selecting the new schema, you can optionally select a subset of KPIs to dis-
play; for instructions, see "Specifying a Subset of KPIs During Schema Selection"

on the facing page.
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When you have finished your selections, click the Apply button to display KPIs
from the new schema. To close the Select Counter window without changing the
current schema, click the Discard button or the close-window icon (¥) in the win-

dow's title bar.

Displaying a Subset of KPIs

There are two ways to display only a subset of the KPIs from a schema, as

explained in the following sections:
« "Specifying a Subset of KPIs During Schema Selection" below

« "Displaying Only KPIs that Match a Search String" on page 179

Specifying a Subset of KPIs During Schema Selection

To specify that only a subset of the KPIs in a schema be displayed, perform the

following steps:

1. If the Select Counter pop-up window is not already open, click the open-win-
dow icon (@) at the right end of the Schema field.

Y FilterBy: Gateway: gateway name *  Schema: schema name EPI: KPi_names... =

3
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2. On the Select Counter window, click the open menu icon (|1|) on the KPI

drop-down menu box to expose the list of KPIs. (KPI names that begin with

numerals appear first, followed by names in alphabetical order.)

Select Counter x

Schema: L sgsn

v
KPI: v
E_'["tIﬁ
[¥| 26 Attach Failure Rat.. ard|

[+] 26 Attach Failure Rat..

[+] 26 Attach Failure Rat..

{  Mone | Ok |

When the menu drops down, all values are checked, which selects them for

inclusion in the display.
« To exclude a KPI, click its check box to remove the check.

« To remove the check from all boxes, click None. (If there are a large
number of KPIs and you want to display only a few of them, it is most
efficient to deselect all of them this way and then check

your selections.)
« Toinclude all KPIs, click All.

« To finalize the list of KPIs to display and close the drop-down menu,
click the Ok button. The selected values appear as a comma-sep-

arated list in the menu box.

Note: The Ok button is nonoperational if no KPIs are checked. You

must check at least one.

3. To display the new set of KPIs, click the Apply button. To close the

Select Counter window without changing the current set of KPIs, click the
Discard button or the close-window icon (¥) in the window's title bar.
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Displaying Only KPIs that Match a Search String

To limit the list of KPIs in the left half of the upper pane to only those that have a
certain character string in their names (in any position), type the characters in
the KPI search box above the list. The list is updated immediately as you type
each character. If no counters match the search string, the list disappears com-
pletely. You can also use this interface to search for particular KPI names (but not

for the counters that are components in a KPI's formula).

In the following example, the search string GGSN limits the list to only six KPIs.
Because they all fit in the display pane, the scroll bar no longer appears to the
right of the list.

Y FilterBy: Gateway: ASRSK @ Schema: sgsn KPI: 26 Attach Failure Ratio [No GPRS or GSM Subscription] CC#8 (%), 26 ... ® Add KPI
KPl | eosN pe 7 Indices for 26 Attach Failure Ratio [No GPRS or GSM Subscription] CCH#B 5]
@ 26 GGSM Initiated POP De-ac...  [[2G_ggsn_init_deact_acc] / 26G_total_actv_acce... 103.537 (] mee1_ract_mncl_vpnnamel_lacl_servname1l 102.299
@ 26 GGSM Initiated POP De-ac...  [[2G_ggsn_init_deact_accl / [2G_ggsn_init_deac... 50.536 (] mee2_rac2_mnc2_vpnname2_lac2_servname2 105
® 26 PDP Activation Failure Ra [26_actv_rej_usr_auth_failed / 26_total _actv_r. 97 664 L) mee3_rac3_mnc3_vpnname3_lac3_servnamed 101.68
® 3G GGSN Initiated PDP De-ac. [36_ggsn_init_deact_acc/ 36_total _actv_acce. 108.797 . mech _racé_mnch _vpnnameé_lack _servnamed 101.677
® 3G GGSN Initiated POP De-ac...  [3G_ggsn_init_deact_acc] / [3G_ggsn_init_deac... 52.594 e mec5_rac5_mnc5_vpnname5_lac5_servname5 101.126
® 3G POP Activation Failure Ra [3G_actv_rej_usr_auth_failed / 3G_total _actv_r... 104.199 o mech_racé_mnch_vpnnameé_lacé_servnamed 102.941

M Between Upper And Lower Threshold il Above Upper Threshald Below Lower Thrashold

W 2G Inter SGSN RAU Success Rate...  compareto: 2G Intra SGSN RAU Success Rate ... Time Series -

Peak: 38.22 Minimum: 27.795 Peak: 45.103 Minimum: 21.423

s Py - “\‘ - N\ A _ 3%
0 o \/ \‘/\‘*/—__/\/\"J \// Y _\/\/ \\/\/\/ an
24 24
18 18
12 12
6 &

o
00:00 01:00 02:00 03:00 04:00 05:00 05:00 07:00 08:00 09:00 10:00 11:00 12:00 13:D0 14:00 15:00 16:00 17:D0 18:00 19:00 20:00 21:00 22:00 23:00
Jun22 Jun22 Jun22 Jun2Z Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun2Z Jun22 Jun2Z Jun22 Jun22 Jun22 Jun22 Jun22 Jun22 Jun2Z Jun22 Jun2Z

The example illustrates how limiting the list to matching KPI names does not
change other aspects of the display pane, which is taken from the example in
"Comparing Hourly Values for Two KPIs or Counters" on page 171. The KPI that
was selected before the search (2G Subscriber PDP De-act Success Rate (%)) is still
selected; it does not appear in the list because it does not match the search
string. Similarly, the right half of the pane still reports the value of the

2G Subscriber PDP De-act Success Rate (%) KPI for the six entities to which the
sgsh schema applies. The lower half of the pane still tracks hourly values for the
2G Inter SGSN RAU Rate per RA (%) and 2G Intra SGSN RAU Rate per RA (%) KPIs.
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Defining New KPIs
You can define new KPIs in existing schemata. Perform the following steps:
1. Click the Add KPI button to the right of the Schema field.

Y FilterBy: Gateway: ASRSK @  Schema: sgsn KPI: 26 Attach.. ® Add KPI

3
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The Add KPI window pops up, with the Schema field set to the schema cur-
rently selected on the KPI tab, and the Counters box populated with the coun-

ters from that schema (in the figure, the schema is sgsn).

Add KPI b
Mame:*
Description:
Schema:* L sgsn - J
Counters: P
Counters
26_actv_fail_detach_before_activate_over 4
2G_actv_fail _duplicate_activation
2G_actv_fail _guard _timer_expiry
2G_actv_fail _handoff _before_activate_over
2G_actv_fail _invalid_msg_content
2G_actv_fail _other_ongoing_procedure
2G_actv_fail _phase_2_offload v
Farmula:*

Lower Threshold:* ]

Upper Threshold:* 0

l Cancel J l Save J

2. Type values in the text fields:

« Name—The name of the new KPI, unique within the schema. It can

contain upper- and lowercase letters, numbers, and spaces.

« Description—(Optional) A phrase that describes the KPI. It can be up
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to 256 characters in length.

o Lower threshold—A numerical value. When the value of the KPI is less
than this number, the yellow threshold indicator (©) appears in front

of its name in the KPIs list. When the value is greater than this num-
ber but less than the upper threshold, the indicator is green (#).

« Upper threshold—A numerical value. When the value of the KPI is
greater than this number, the red threshold indicator (®) appears in

front of its name in the KPIs list. When the value is less than this num-
ber but greater than the lower threshold, the indicator is green (#).

3. If the schema in which you want to add the KPI does not currently appear in
the Schema field, click on the drop-down menu button and then on your

choice in the menu. The list of counters in the Counters box is updated.

4. Define the formula. It can be helpful to write out the formula before you
start to define it. Formulas obey the standard mathematical order of oper-

ations and use the following notation:
« Addition—Plus sign (+)
« Subtraction—Hyphen (-)
« Multiplication—Asterisk (*)

« Division—Forward slash (/)
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Use parentheses ( () ) to enclose operations that need to be performed out
of standard order. In the following formula for the

3G Authentication Success Rate (%) KPI, for example, the parentheses
around the four counters in the denominator (3G_auth cipher response
through 3G_auth unacceptable) mean they are summed first. The par-
entheses around the numerator (3G_auth cipher response) and summed
denominator mean the division operation is performed before the result is
multiplied by 100. To make the following formula easier to read, the terms
are spread across several lines and there are extra spaces around

the symbols.

(3G_auth cipher response /
( 3G_auth cipher response + 3G auth cipher mac fail
+ 3G_auth cipher syn fail + 3G _auth unacceptable )
) * 100

To enter counter names in the formula, you can either type them directly
into the Formula box, or perform the following steps to select them from the

Counters box:

a. Use the scroll bar to navigate to the counter. You can shorten the list
of counters to only those that have a certain character string in their

names (in any position) by typing the characters in the Counters
search box (+).
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b. Double-click the counter to add it to the Formula box at the position
of the cursor (the pipe symbol [ | ]). In the following figure, the last
counter, 3g_auth_unacceptable, is being added to the formula.

Add KPI ®
Mame:* 3G Authentication Success Rate (%]
Description:
Schema:* l sgsn | ']
Counters: 3g_auth -

Counters

AG_auth_cipher_rej_xres_mismatch
AG_auth_cipher_reject
AG_auth_cipher_request
3G_auth_cipher_response
AG_auth_cipher_rsp_sres_mismatch

3G_auth_cipher_syn_fail

36_auth_unacceptable

Formula:* [3G_auth_cipher_response/[3G_auth_cif

response+3G_auth_cipher_mac_fail+3G_auth_
cipher_syn_fail+ |

Lower Threshold:* | 50

Upper Threshold:* 20

L Cancel J L Save J

5. To create the new KPI, click the Save button. To close the Add KPI window

without adding the new KPI, click the Cancel button or the close-window
icon (®) in the window's title bar.
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You can both clone and edit (modify) KPIs. Cloning refers to creating a copy of a

KPI and saving it with a different name, presumably after modifying it. The

source KPI for the clone is not changed.

Cloning a KPI

To clone a KPI, perform the following steps.

1. Select the KPI you want to clone by clicking its row in the KPIs list.

2. Click the clone icon (Eﬁ). The KPI (Save as) window pops up. In the following

example, the KPI called 2G Subscriber PDP De-act Success Rate (%) is being

cloned.
Y FilterBy: Gateway: ASRSK ® Schema: sgsn KPI: 26 Attach
KPI - Wy
®  26PSPagingSuccess Rate (ul  [26_paging_success / 26_cs_page_request] *... 93.276
®  2GSGSN Initiated PDP De-a..  [(26_sgsn_init_deact_acc + 26_hlr_init_deact._. 201.001
@  2GSGSN Initiated PDP De-a [[26_sgsn_init_deact_acc + 26_hlr_init_deact . 50131
o 20subscriberPOPDeacts (26.ms_deac_accept/(20_ms_seactscrept . S0
26_ms_deactv_accept 80268
26_ms_deactv_reject 80130
® 30 AttachFailure Ratio (No . ((36_gprs_and_non_gprs_service_not_allowed. . 96.976
36 Attach Success RatePer R..  ((36_attach_accept + 36_comb_attach_accept] .. 33418

=>

Name:*
Description:
Schema:*

Counters:

Formula:*

Lower Threshold:*

Upper Threshold:*

KPI [Save as) X

Copy of 2G Subscriber PDP De-act Success |

-

Counters

26_actv_fail_detach_before_activate_over 4
26_actv_fail_duplicate_activation

26_actv_fail _guard_timer_expiry
26_actv_fail_handoff_before_activate_over
26_actv_fail_invalid_msg_content
26_actv_fail_other_angeing_procedure
26_actv_fail_phase_2_offload

(26_ms_deactv_accept / [26_ms_deacty_accept +
26_ms_deacty_reject]] * 100

21

Cancel Save

3. Make the desired changes (the only field you cannot change is Schema). For

instructions on searching the list of counters, constructing a formula, and

changing the lower and upper thresholds, see "Defining New KPIs" on

page 180.

4. To create the new KPI, click the Save button. To close the KPI (Save as) win-

dow without adding the new KPI, click the Cancel button or the close-win-

dow icon (®) in the window's title bar.
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Editing KPIs
To modify a KPI, perform the following steps.

1. Select the KPI you want to edit by clicking its row in the KPIs list.

2. Click the editicon (#). The Edit KPl window pops up. In the following

example, the KPI called 2G Subscriber PDP De-act Success Rate (%) is being
edited.

Y FilterBy: Gateway: ASRSK ®  Schema: sgsn KPI: 26 Attach... Edit KPI
Name:*
KPI - £ | &, Bescription:
©  26PS Paging Success Rate [%] (26_paging_success / 2G_cs_page_request] *__. 93.276 Schema:*
®  26565N Initiated PDP De-a..  [[26_spsn_init_deact_acc + 26_hlr_init _deact... 201.001 Counters: -
®  26565NInitiated POP De-a...  [[26_sgsn_init_deact_acc + 26_hlr_init_deact... 50.131 Counters

o 2GSubscriber POPDe-acts. (26_ms_deacty_accept/26_ms deactsceept . 009 20_actv_fall_detach_before_activate_over 4

26_ms_deactv_accept 80288 $ 26_actv_fail _duplicate_activation
26_ms_deactv_reject

80130 26_actv_fail _quard_timer_expiry
®  36Attach Failure Ratio (No . [[36_gprs_and_non_gprs_service_not _allowed... 96,976 26_actv_fail_handoff_befare_activate_over
36 Attach Success RatePer R..  ([36_attach_accept + 36_comb_attach _accept] .. 33416 26_actv_fail_imalid_msy_content

26_actv_fail _other_angaing_procedure

26_actv_fail_phase_2_offload

Formula:* (26_ms_deactv_accept / (26_ms_deacty_accept +
26_ms_deactv_reject]] * 100

Lower Threshold:* | 1

Upper Threshold:* | 21

Cancel Save

3. Make the desired changes (the only fields you cannot change are Name and
Schema). For instructions on searching the list of counters, constructing a

formula, and changing the lower and upper thresholds, see "Defining New
KPIs" on page 180.

4. To save your changes, click the Save button. To close the Edit KPl window

without saving changes, click the Cancel button or the close-window icon (
*) in the window's title bar.
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Scheduling and Interpreting Statistical Reports

The tab in Mobility Unified Reporting and Analytics (MURAL) is an interface for
reviewing and scheduling statistical reports. Three windows featuring different
content can appear one at a time on the tab: Available Reports, Create New Report,
and Undelivered Reports. When you first access the tab during a MURAL session,
the Available Reports window is open and lists all existing reports. A description of

the functional areas in the orange boxes follows the figures.

X acmin >
NETWORK CUSTOMERS PEERS PROSPECTS INTERFACES. PROFITABILITY REPORTS CONFIGURE STATS
— = = = =

Available Available Reports l ¢ D v ast 24 hours ast 7 days last 30 days all Filter (A
D a NAME TYPE DELIVERED ON PERIOD REQUESTEDBY  VIEW COUNT  NOTES/FILTERS REPORT LINKS DELETE

& CustomerOverview..  CustomerOverview Repart 17Jun2093 15 Jun2013 -16 Jun2013 | admin 1 =R ) @

7 Top Customers Rep..  Top Custamers Report 17Jun2013 | 15 Jun2013 -16 Jun2013 | admin 1 B v a) @

p 8 Peer InteractionsRe...  Peer Interactions Report 170un2013 15 Jun2013 -16 Jun2013 | admin 0 = ;) @

s 1 CustomerDetailRep.. Customer Detail Report 17un2003 15 Jun2013 <16 Jun2013 | admin 1 B v a) @

12 Customer Overview...  Customer Overview Report 20 Jun 2013 18 Jun 2013 - 19 Jun2013 | userl 3 B v [} @J

e, 13 Customer Detail Rep. Customer Detail Report 20 Jun 2013 18 Jun 2013 - 19 Jun2013  user! [] B % a) @J

16 PeerDetail Repart Peer Detail Report 20Un2013 18 Jun 2013 -19Jun2013 | usert o 8% ) @

17 PeerOverview Repo.. Peer Overview Report 20 Jun2013 18 Jun2013 -19 Jun2013 | user! 2 B ¥ ") @

18 Peer InteractionsRe . Peer Interactions Report 200Un2013 18 Jun2013-19 Jun2013 | userl 1 O v a) @

Pending 19 Top ProspectsRep. Top Prospects Report 20 Jun2013 18 Jun2013 -19 Jun2013 | usert 1 =R o) @

%5 Top Customers Rep..  Top Customers Report 21 Jun 2013 19 Jun 2013-20 Jun 2013 admin 0 B v [N} @J

26 Customer Overview. Customer Overview Report 21 Jun 2013 19 Jun 2013 -20 Jun2013 | admin o % [/1 m @

27 PeerOverviewRepo... PeerOverview Report 21Jun2013  19.Jun2013-20 Jun2013 | admin 0 B Y ") @

8 Prospect Detail Rep. Prospect Detail Report 21Jun2013 19 Jun2013-20 Jun2013 | admin 0 B ¥ (3] @

29 PeerInteractionsRe... Peer Interactions Report 22Jun2013 20 Jun2013-21 Jun2013 | admin 9 B % ") @

30 Top Customers Rep. Top Custamers Repart 22 Jun 2013 20 Jun 2013 -21 Jun2013 | admin 0 B v a) @J

El Top Prospects Rep...  Top Prospects Report 22 Jun 2013 20 Jun2013-21Jun2013 | admin 5 B v L-N} @J

32 Customer Detail Rep. Customer Detail Report 22 Jun2013 20 Jun 2013 - 21 Jun2013 | admin o @ ‘(// m @J

33 Peer Detail Report Peer Detail Report 22Jun2013 | 20 Jun2013-21Jun2013 | admin 5 B % "’ ()]

Showing 1 - 19 of 19 page 10f1
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The Create New Report window is an interface for creating new instances of the

various report types.

The Undelivered Reports window lists reports that are scheduled for
later delivery.

X mr D> ® | Time zone-es

UAVUS | BizReflex

NETWORK CUSTOMERS PROSPECTS INTERFACES PROFITABILITY CONFIGURE STATS
Available Pending Reports ext2hours  next7days  next30days  all Filter | (¢,
D a NAME TYPE EXP.DELIVERY DATE  REQUESTED ON PERIOD STATUS REQUESTED BY CANCEL
15 Customer Overv. Customer Overview Report 31 May 2013 25 May 2013 30 Apr 2013-30 May 2013 CANCELLED admin
20 Peer Interactio Peer Interactions Report 31May 2013 25 May 2013 30 Apr 2013-30 May 2013 CANCELLED admin
2 Top Custamers Top Customers Report 01Jul 2013 22 Jun 2013 01Jun 2013-30Jun 2013 IN_PROGRESS, admin @
New 2 Top Customers Top Customers Report 01 Aug 2013 22 Jun2013 01ul 2013-31Jul 2013 IN_PROGRESS admin @
2 Top Customers Tap Customers Repart 015ep 2013 22 Jun 2013 01Aug2013-31 Aug2013  IN_PROGRESS admin @
2 Top Custamers Top Gustomers Report 23 Jun 2013 22 Jun 2013 20Jun 2013-21Jun2013 | GANCELLED admin
34 Customer Detail Customer Detail Report 24 Jun 2013 23 Jun 2013 16 Jun2013-23 Jun 2013 IN_PROGRESS admin @J
35 Customer Quer. Customer Overview Repart 24 Jun 2013 23 Jun 2013 21Jun 2013-22 Jun2013 | IN_PROGRESS. admin {fm)
39 Customer Overv. Customer Overview Report 26 Jun 2013 23 Jun 2013 16 Jun2013-23 Jun2013 IN_PROGRESS admin @
Pending
Showing 1- 9 of § page 10f 1

Each window is divided functionally into several panes, which are numbered in

the figures.

1. MURAL title bar—On the left side, provides access to the specialized inform-
ation on each tab. On the right side, reports status information about the
current MURALsession andprovides access to interfaces for changing your
password. See"Accessing the Main Tabs and Controlling the Session" on
page 35.

2. Window selector—Provides access to the three windows on the tab. Click
the icon to open the appropriate window (the icon for the open window

turns green).
3. Main pane—Displays the type of information featured in the window:

o In the Available Reports window, reports that were delivered during
the previous day, week, or month. See "Reviewing Generated
Reports" on the facing page.

« In the Create New Report window, the interface for scheduling new
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reports to be generated. See "Scheduling Reports" on page 191.

« In the Undelivered Reports window, reports that are scheduled to be
generated in the next day, week, or month. See "Administering Sched-

uled Reports" on page 198.

4. Filter—(Available Reports and Undelivered Reports windows) Limits the list of
reports to those with specific characteristics, including name, report type,
delivery date, requester, and coverage period. See "Filtering a List of

Reports" on page 200.

Reviewing Generated Reports

The Available Reports window lists the existing reports that you can review. To
access the window, click the Available icon in the navigation bar on the left side of

the tab. As shown in the following figure, the icon turns green.
The table provides the following information about each report:
« ID—Unique numerical identifier assigned by MURAL.

« NAME—Report name, assigned in the Report Name field on the
Review and Submit screen of the Create New Report window when the report
was scheduled (see "Reviewing and Submitting the Report Request"” on

page 197).

« TYPE—Report type, as set on the Select Report Category screen of the
Create New Report window when the report was scheduled (see "Selecting

the Report Type" on page 191).

« DELIVERED ON—Date the report was generated and added to the list of

available reports.

« PERIOD—Range of dates covered by the report, as set on the
Select Report Period screen of the Create New Report window when the
report was scheduled (see "Specifying the Covered Period of Time" on

page 193).

« REQUESTED BY—MURAL user ID of the user who scheduled the report.
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« NOTES/FILTERS—Icons for opening pop-up windows that display inform-
ation about the report:
. To open the Notes pop-up window, click the notes icon (EI). Notes can
be entered in the Notes box on the Review and Submit screen of the
Create New Report window when a report is scheduled (see "Review-
ing and Submitting the Report Request" on page 197).
. To open the FILTERS pop-up window, click the filter icon (\"f/’). The

reported set of filter criteria was defined on the Select Filters screen

of the Create New Report window when the report was scheduled (see

on page 197).

« REPORT LINKS—Icon for saving the report as a PDF (.pdf) file, or viewing
the PDF report immediately.

o To save the report to the local file system:

1. Click the PDF file icon () and then Save Report.

2. In the Download Alert window that pops up, click the OK icon.

3. In the file system window that pops up, choose the directory
location and change the default name (Report-name.pdf)

if desired.

. To view the PDF report, click the file icon () and then Open Report.

« DELETE—Icon for removing a report from the reports database. Click the
trash can icon (fi7).
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By default the table lists all available reports. To limit the list to reports with spe-
cific characteristics (including name, report type, delivery date, requester, and
coverage period), use the filter interface in the upper right corner of the main

pane. For more information, see "Filtering a List of Reports" on page 200.

Scheduling Reports

The Create New Report window is an interface for scheduling generation of MURAL
reports. To access the window, click the New icon in the navigation bar on the left
side of the tab. As shown in the figure, the icon turns green. When you first
access the Create New Report window during a MURAL session, the first report

type in the list is selected.

MURAL guides you through the report-scheduling process by presenting a screen

for each step:
« "Selecting the Report Type" below
« "Specifying the Covered Period of Time" on page 193
"" on page 197
« "Reviewing and Submitting the Report Request"” on page 197

After providing the required information on each of the first three screens, click
the CONTINUE icon in the lower right corner to continue to the next step (on the

final screen the icon says SUBMIT instead).

Until you submit the finalized report request, you can change the selections on
any of the screens by clicking the BACK icon to go back one screen at a time. You
can also click the STARTOVER icon to return to the initial Select Report Category

screen, clearing your selections on all screens.

Selecting the Report Type

On the Select Report Category screen, click the radio button for the report to cre-
ate, then click the CONTINUE icon.
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Reports include multiple statistics (for example, volume and rate of traffic, sub-

scriber count, flow count, and so on) for the indicated types of network entities:

o Top Customers Report—Customers who generated the most traffic, either

on the entire network or at specified points of presence (PoPs)

« Top Prospects Report—Prospective customers who generated the most

traffic, either on the entire network or at specified PoPs

« Peer Interactions Report—Traffic exchange between your network and all

peers
« Customer Overview Report—Traffic generated by one specified customer

o Customer Detail Report—Traffic generated by one specified customer with

detailed analysis for every interface

o Prospect Detail Report—Traffic generated by one specified prospective cus-

tomer
« Peer Overview Report—Traffic generated by one specified peer

« Peer Detail Report—Traffic generated by one specified peer with detailed

analysis for every interface

« Prospect Deal Sheet Report - Traffic Summary and Traffic Trends over the

selected reporting time interval.
. Gateway Traffic —Gateways (sites where network equipment is located)

« Subscriber Activity—Subscribers that account for the greatest amount
of traffic

« Device Usage—Mobile devices that account for the greatest amount
of traffic

« Tonnage Distribution based on Subscriber Percent —Subscribers, grouped
into percentiles based on their level of activity, who account for specified

percentages of total traffic

« Content Type Analysis —Generic types of content (such as text, video,

application, and images) that account for the greatest amount of traffic
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« Top Domains —Content provider websites that served the greatest amount
of content

« Top Apps —Specific mobile applications (such as browsers, streaming video
sites, and social media portals) that account for the greatest amount of
traffic

Specifying the Covered Period of Time

On the Select Report Period screen, you use a calendar interface to specify the

period of time—months, weeks, or days—for which to include data in the report:
« "Scheduling a Single Report" below

« "Scheduling a Recurring Report" on the next page

Scheduling a Single Report

By default, the calendar is in Day mode and the previous day is selected, as indic-
ated by the gold background color.

In Week mode, the calendar depicts the current month, with a number to the left
of each week indicating its count in the 52 weeks of the year. No week is selected
by default.

In Month mode, the calendar depicts the twelve months of the current year. No

month is selected by default.

The interface uses the same conventions as the time range selector described in
"Setting the Time Range for Displayed Data" on page 39:

« The selected mode is indicated by green print on the icon. To select a mode,

click the icon.

« To navigate to earlier or later months (or years in Month mode), click the
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arrow icons above the calendar ().

« Cells that can be selected are shaded gray. Ineligible cells have a white
background, and when you mouse over them their outline turns red. (In
Month mode, the first and last months in the available range might be par-

tially gray, but only full months can be selected.)

« To select a single day or month, click its cell. To select a single week, click

any cell in the row or the count number to the left of the row.

o The precise start and end times of the currently selected period appear in

the Time Range field below the calendar.

Scheduling a Recurring Report

To schedule generation of multiple instances of a report at a specified frequency
(daily, weekly, or monthly), perform the following steps. The figure depicts Day

mode as an example.
1. Click the initial month, day, or week to select it.

2. Click the Create Recurring Report check box. A table opens in the right
half of the pane and lists the reports to be generated, two by default. Each
report covers the period from 00:00 hours (midnight) on the indicated
START DATE to 00:00 hours on the indicated END DATE.

In addition, a gray bar appears at the bottom of the pane to report the
period for which data is currently available. If a report's END DATE is
within the availability period, the report is generated the day after the
report request is submitted. If the END DATE is after the final day of the
availability period, the report is generated the day after the END DATE.

In the figure, 9 June was selected as the initial day in Step 1, so the two
reports cover 9 June and 10 June. They will be generated the day after the

current day, because those dates are within the availability period.

3. Set the number of reports to create, either by typing in the
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Number of Instances box or by clicking the up or down arrow to increase
or decrease the number by one for each click. The minimum value is 2 and
the maximum is 50. The table to the right updates to list all reports to be

generated.

4. Click the CONTINUE button. For information about the next screen, proceed
to "" on page 197.

For most report types, you specify filter criteria that customers, peers, or pro-
spects must match in order to be included in the report. The available categories
of criteria depend on the type of report you selected on the

Select Report Category screen, as described in "Selecting the Report Type" on
page 191. After selecting the filter terms, click the CONTINUE button.

« For filter-creation instructions for the Top Customers and Top Prospects
reports, see "Selecting PoPs for Top Customers and Top Prospects Reports"

below.

« For filter-creation instructions for Entity Overview and Entity Detail
reports, see "Selecting Customers, Peers, or Prospects for Overview and

Detail Reports" on the next page.

« For the Peer Interactions report, you do not define a filter. MURAL moves
directly from the Select Report Period screen to the
Review and Submit screen, which is described in "Reviewing and Sub-

mitting the Report Request" on page 197.

Selecting PoPs for Top Customers and Top Prospects Reports

When scheduling Top Customers and Top Prospects reports, you specify the

PoPs to include in the report. You must select at least one.
o Toinclude a PoP in the report, click its check box.

o Toinclude all PoPs in the filter, click All. (If you want to include a large num-
ber of PoPs but not all of them, it is most efficient to select all of them this

way and then click on the check boxes of the ones to exclude.)

« To remove the check from all currently checked boxes, click None.
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Selecting Customers, Peers, or Prospects for Overview and
Detail Reports

When scheduling Overview and Details reports, you choose the customer,

peer, or prospect to include in the report.

To specify the customer, peer, or prospect, perform the following steps:

1. Search for it using one or more of the following criteria. First check the box

in front of the criterion, then type in the box.

« Name—Character string that occurs anywhere in the name of the cus-

tomer, peer, or prospect. The match is not case sensitive.

« AS Number—Full AS number (unlike values in the Name field, par-

tial matches do not yield results).

« PoP—Partial or full PoP name, router name, or both. After specifying
a router name, you can additionally specify an interface identifier.

Values in these fields are case sensitive.

AS numbers, PoPs, routers, and interfaces are associated with a customer,
peer, or prospect in its entity record. See "Defining Network Entities" on

pagel.

2. Click the SEARCH button.
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Reviewing and Submitting the Report Request

The Review and Submit screen summarizes the selections you made on the pre-
vious three screens. In the following figure, the Report Type, Period, and Filters
fields describe a request made on 23 June for a report about the ten content cat-
egories that were accessed most often on 22 June (Yesterday) at the gateway

in Massachusetts called Gateways5.

Create New Customer Overview Report

Review and Submit
Report Category Period Filters Notes
Customer Overview Report ne-time CUSTOMER C

Report Type Start Date : Sat 22 Jun 2013 00:00

Jevera e End Date : Sun 23 Jun 2013 00:00

Additional Options:

[] Make Password Protected Password: [:] Confirm Passward: :]

[] Add Additional Email Ids Email Ids: [ ]

Maximum 5, comma separated mail ids.

Report Name: Select Timezone:

Cust Ovw —Customer C (GMT -5:00) Eastern Standard Time v ‘

| starTovEr | | BACK J [ susMIT |

You can still change settings in the three fields by clicking the BACK icon to go
back one screen at a time. You can also click the STARTOVER icon to return to the

initial Select Report Category screen, clearing your selections on all screens.
In the other fields you can define additional characteristics of the report.

« To require the reader of the report to provide a password, click the

Make Password Protected check box and type the password in the boxes.

« To add up to five additional recipients to the email list, click the
Add Additional Email Ids check box and type the email addresses in the box.

Separate them with commas but not spaces.

« To add notes about the report, type them in the Notes box. They will be
accessible from the NOTES/FILTERS column for the report as listed on the

Available and Pending windows.
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When you complete your selections, click the SUBMIT icon to schedule the report.

Administering Scheduled Reports

The Undelivered Reports window lists reports that are scheduled to be generated.
To access the window, click the Undelivered icon in the navigation bar on the left
side of the tab. As shown in the figure, the icon turns green.

Available Pending Reports next 26 hours 7days  nedavdays  all Filter | ¢
D a NAME TYPE EXP. DELIVERY DATE REQUESTED ON PERIOD STATUS REQUESTED BY CANCEL
15 Customer Overv. Customer Overview Report 31 May 2013 25 May 2013 30 Apr 2013-30 May 2013 CANCELLED admin
20 Peer Interactio. Peer Interactions Report 31May 2013 25 May 2013 30 Apr 2013-30May 2013 CANCELLED admin
n Top Customers. Top Customers Report 01 Jul 2013 22 Jun 2013 01 Jun 2013-30Jun 2013 IN_PROGRESS admin @)
— 22 Top Customers Top Customers Repart 01 Aug 2013 22 Jun2013 01Jul 2013-31 Jul 2013 | IN_PROGRESS admin @
23 Top Customers Top Customers Repart 015ep 2013 22 Jun 2013 01Aug2013-31 Aug2013 | IN_PROGRESS admin @
26 Top Customers Top Customers Repart 23 Jun 2013 22 Jun 2013 20un 2013-21 Jun2013 | CANCELLED admin
34 Customer Detail .. Customer Detail Report 24 Jun 2013 23 Jun 2013 16 Jun2013-23 Jun2013 IN_PROGRESS admin L@J
35 Customer Overv.. Customer Overview Report 24 Jun 2013 23 Jun 2013 21 Jun 2013-22 Jun 2013 IN_PROGRESS admin @)
39 Customer Overv. Customer Overview Report 24 Jun 2013 23 Jun 2013 16 Jun2013-23 Jun2013 IN_PROGRESS admin @)
Showing 1- 9 of 9 page 101

By default the table lists all pending reports. To limit the listed reports to those
with specific characteristics (including name, report type, delivery date,
requester, and coverage period), use the filter interface in the upper right corner
of the main pane. For more information, see "Filtering a List of Reports" on

page 200.
The table provides the following information about each report:
« ID—Unique numerical identifier assigned by MURAL.

« NAME—Report name, assigned in the Report Name field on the
Review and Submit screen of the Create New Report window when the report
was scheduled (see "Reviewing and Submitting the Report Request" on the

previous page).

« TYPE—Report type, as set on the Select Report Category screen of the
Create New Report window when the report was scheduled (see "Selecting

the Report Type" on page 191).

« EXPECTED DELIVERY DATE—Date the report will be generated and added
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to the list of available reports.
« REQUESTED ON—Date the report was scheduled.

« PERIOD—Range of dates covered by the report, as set on the
Select Report Period screen of the Create New Report window when the
report was scheduled (see "Specifying the Covered Period of Time" on
page 193).

« STATUS—Report status:

« CANCELLED—Reported was canceled before being generated (see
the CANCEL item in this list)

o FAILED—Report was not generated
« PENDING—Report has not yet been generated
« REQUESTED BY—MURAL user ID of the user who scheduled the report.

« NOTES/FILTERS—Icons for opening pop-up windows that display inform-
ation about the report:
. To open the Notes pop-up window, click the notes icon (EI). Notes can

be entered in the Notes box on the Review and Submit screen of the
Create New Report window when a report is scheduled (see "Review-

ing and Submitting the Report Request" on page 197).

. To open the FILTERS pop-up window, click the filter icon (\"f/’). The

reported set of filter criteria was defined on the Select Filters screen

of the Create New Report window when the report was scheduled (see

on page 197).

. CANCEL/DELETE—Icon (fif) for canceling the generation of a

pending report.
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Filtering a List of Reports

By default the Available Reports and Undelivered Reports windows list all reports
of that type. To limit the listed reports to those with specific characteristics
(including name, report type, delivery date, requester, and coverage period),

use the filter interfaces in the upper right corner of the main pane.

Available Reports

ast 24 hours ast7days  last30days  all Filter | | ¢,
Pending Reports next2ihours  next7days  next30days all Filter | | ¢

To open the filter interface, click the Filter icon. The following figure shows an

example for the Available Reports window.

Available Reports astihours  last7days  last30days  all Filter ¢
Available Reports .
Close Filter | ¢

Filter Name:

Load/View save Save As Clear || Delete || apply

Name | Type | Deliveredbetween | ReguestedBy | CoveragePeriod

Name :

To close the filter interface without changing the applied filter (if any), click the

Close Filter icon. The displayed list of reports does not change.

To undo the application of a filter and return to the full list of reports, click the

Clear icon and then the Apply icon.

The following sections describe the functions you can perform with the

filter interface:
« "Defining and Applying Filters" on the facing page

« "Saving Filters and Applying Saved Filters" on page 204
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Defining and Applying Filters

The following sections explain how to filter the list of reports based on

different criteria:
« "Filtering by Generation Time" below
« "Filtering by Report Name" on the next page
« "Filtering by Requester ID" on page 203
« "Filtering by Coverage Period" on page 203

« "Filtering by Delivery Status" on page 204

Filtering by Generation Time

You can filter reports based on the time they were generated (in the
Available Reports window) or the time they are scheduled for generation (in the

Undelivered Reports window).

To specify a standard duration of 24 hours, 7 days, or 30 days that ends at 00:00
hours on the current day (in the Available Reports window) or starts at 00:00
hours the next day (in the Undelivered Reports window), click the appropriate

name. The currently selected duration appears in green (it is all by default).

Available Reports lastzhours  last7days  last30days  all Filter | (¢

To specify a custom duration, perform the following steps:

1. Click the Delivered between tab (in the Available Reports window) or the
Expected between tab (in the Undelivered Reports window).
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2. Click the calendar icon () to the right of the From box to open the

calendar interface.

_J% : E Month TTYY ||

5 MTWTTF §
4 5 & 7T 8 % 10
11 12 13 14 15 16 17

18 19 20 21 22 23 24
25 26 27 28 29 30

To move to the previous or next month, click the icon in the upper left
corner (4]) or upper right corner (¥) of the calendar.

To select the day, click it in the body of the calendar.
3. Repeat the previous step to set the date in the To box.

4. Click the Apply icon.

Filtering by Report Name

To display only reports that have a specified character string in their names (in

any position), perform the following steps:
1. Click the Name tab.
2. In the Name box, type the string of characters.

3. Click the Apply icon.
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Filtering by Report Type
To display only reports of one type, perform the following steps:
1. Click the Type tab.

2. Click the drop-down menu box, and then the report type.

Type
1 |
Type: | All Reports | »
All Reports

Customer Detail Report

Customer Overview Repo “

Peer Detail Report

Peer Interactions Report

3. Click the Apply icon.

Filtering by Requester ID

To display only reports that were scheduled by a particular user ID, perform the

following steps:
1. Click the Requested By tab.
2. Click the drop-down menu box, and then the user ID.

3. Click the Apply icon.

Filtering by Coverage Period

To display only reports that cover a specified time period, perform the
following steps:

1. Click the Coverage Period tab.

2. Click the drop-down menu box, and then the period type.
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3. Click the calendar icon (i) to the right of the From box to open the cal-

endar interface.

To move to the previous or next month, click the icon in the upper left
corner (4]) or upper right corner (¥) of the calendar.

To select the day, click it in the body of the calendar.
4. Repeat the previous step to set the date in the To box.

5. Click the Apply icon.

Filtering by Delivery Status

To display only reports in the Undelivered Reports window that have a particular

status, perform the following steps:
1. Click the Status tab.
2. Click the All drop-down menu box, and then the status.

3. Click the Apply icon.

Saving Filters and Applying Saved Filters

You can save the filters that you create and apply them later. The figure shows

the filter interface as it appears in the Available Reports window.

Available Reports Close Fitter | (¢

Filter Name:

Load/view || save saveAs || Clear || Delete || apply
Name | Type | Deliveredbetween | RequestedBy | Coverage Period s | J L Ger | J(Laenty |

Name :

To save a filter that you have defined or is currently applied, click the Save icon
(or the Save As icon to save it under a different name). In the Save window that

pops up, type a name for the filter in the Filter name box and click the Save icon.

To view the list of saved filters, click the Load/View icon. To apply a filter from

the Load/View window that pops up, click the filter name and then the Load icon.

To remove a filter from the list of saved filters, click the Delete icon. In the

Available Filterswindow that pops up, click the filter name and then trash can icon.
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Configuring Key Performance Indicator Alarms

You can configure alarms on key performance indicators that are based on the
Bulkstat data received from multiple ASR nodes in a network. You can create an
alert on a specific schema and instance of a gateway. When the KPI crosses or
misses the threshold that you defined, an alarm is raised and displayed on the
KPI Alarms Log subtab.

You can use the KPI Alarms tab in the following ways:

« Click the Configure subtab to view a list of KPI alarms for the selected
gateway and their details such as schema, index, severity, comparator,
threshold value, and status. KPI alarms are displayed in a table and you can
sort the values by column. You can also add new KPI alarms and edit or

delete the existing KPI alarms.

Click the Refresh icon ( < ) at the top right corner of the page. The page is

refreshed with the current status (Cleared or Raised) of the alarms.

For more information about tasks that can be performed on the Configure

subtab, see:
« "Viewing KPI Alarms" below
« "Adding KPI Alarms" on page 207
« "Modifying KPI Alarms" on page 208
« "Deleting KPI Alarms" on page 208

« Click the KPI Alarms Log subtab to monitor the alarms (along with their
timestamps) raised in the system. Click the Refresh icon ( < ) at the top
right corner of the page. The logs are refreshed in the page. You can view
the time at which a given alarm was raised and when it was cleared. By
default, the last 1000 alarms are displayed. For more information, see "Mon-
itoring KPI Alarms" on page 209.

Viewing KPI Alarms

To view KPI alarms for a gateway:

Copyright © 2016, Cisco Systems, Inc. 205



MURAL User Guide

1. Click the Configure tab.

2. Perform the following steps to select a gateway that is configured to send
Bulkstats data to the MURALsystem:

a. Click the Filter icon (‘¥ next to the Gateway field. The Select Gate-

way pop-up appears.
b. Select an area, a region, and the gateway for the new KPI alarm.

By default, the first gateway provisioned in the system is displayed

in the available options.
c. Click Apply.

All the KPI alarms configured for the selected gateway are displayed

with the following attributes:
« Schema— Schema of the gateway.
« KPI— KPI on which the alarm is configured.
o Index— Index of the KPI.

« Severity— Severity of the alarm. It can be Critical, Major,
Minor, and Warning. Severity is illustrated on the UI by using
solid colored circles. Hover your mouse over a cirle to display

its severity.

The following table describes the color application in the Sever-

ity column.

® Critical
Major
Minor

L Warning

« Comparator— Comparator for the threshold value. It can be
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Greater than Equal to and Lesser than Equal to. The
alarm is raised if the value is more or less than the threshold

value.

« ThresholdValue— Threshold value based on which an alarm is

raised.

« Status— Current status of the alarms. It can be Cleared and

Raised.

. Edit/Delete— Options to edit or delete a KPI alarm. For more
information, see "Modifying KPI Alarms" on the next page and

"Deleting KPI Alarms" on the next page.

Adding KPI Alarms

You can add a maximum of 100 KPI alarms in the system. You cannot create mul-

tiple alarms for the same gateway, schema, index, and threshold value.
To add a KPI alarm, perform the following steps:
1. Click the KPI Alarms > Configure tabs.
2. Click the Add KPI Alarm button at the top right corner of the screen.
3. Perform the following steps in the Add KPI Alarm pop-up that appears:
a. From the Gateway drop-down list, select a gateway.
b. From the Schema drop-down list, select a schema.

Options in this list are populated based on the gateway that you selec-

ted in the step a.
c. From the KPI drop-down list, select a KPI.

Options in this list are populated based on the schema that you selec-
ted in the step b. You can create KPIs for a gateway by using the KPI
tab in MURAL. For more information, see "Interpreting Key Per-

formance Indicators from the ASR" on page 165.

d. From the Index drop-down list, select an index.
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Options in this list are populated based on the KPI that you selected

in the step c.

e. From the Severity drop-down list, select a severity for the alarm.

The available options are: Critical, Major, Minor, and Warning.

f. From the Comparator drop-down list, select a comparator. The
available options are: Greater than Equal to and Lesser than
Equal to. The alarm is raised if the value is more or less than the

threshold value.

g. From the Report Granularity drop-down list, select a granularity in
minutes at which the KPI is to be calculated. The available options
are: 5, 10, 15, and 30.

h. Inthe Threshold Value box, enter an absolute signed double value
against which each KPI value for the defined granularity will be com-

pared against.

i. Click Save to apply your changes or Cancel to discard them. You
can also cancel your changes by clicking the X in the top-right corner

to close the pop-up.

The new KPI alarm is added to the table.

Deleting KPI Alarms

Click the delete icon in the Edit/Delete column to delete a KPI alarm. Click Ok

to confirm the deletion.

Modifying KPI Alarms

1. Click the edit button for the KPI alarm you want to modify. The Edit Rule

popup window appears showing the current settings.

Note: Fields which are greyed out cannot be changed. This is because chan-
ging these fields would result in the three hours, days, or months learning
cycle starting over. Only the Index and the Threshold Value can be mod-

ified without causing this reset.
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2. Make the necessary modifications.

3. Select Save to apply your changes or Cancel to discard them. You can also

cancel your changes by clicking the X in the top-right corner to close the

pop-up.

Monitoring KPI Alarms

Click the KPI Alarms Log tab to view details of the last 1000 KPI alarms raised
in the system. Click the Refresh icon ( C ) at the top right corner of the page to

refresh the logs.
KPI alarms are displayed in a table with the following attributes:

« Time Stamp—Indicates the day and time that the threshold of the rule was

crossed.
. Gateway— Gateway for which the alarm is configured.
« Schema— Schema of the gateway.
« KPI— KPI on which the alarm is configured.
« Index— Index of the KPI.

« Severity— Severity of the alarm. It can be Critical, Major, Minor, and
Warning. Severity is illustrated on the UI by using solid colored circles.

Hover your mouse over a cirle to display its severity.

The following table describes the color application in the Severity column.

Color Severity

e Critical
Major
Minor

L Warning

« Value— Actual value of the measured data.

« Status— Status of the alarms. It can be Cleared and Raised. You can

Copyright © 2016, Cisco Systems, Inc. 209



MURAL User Guide

view history of an alarm on the KPI Alarms Log subtab by looking at the

timestamp when an alarm was raised and when it was cleared.

210 Copyright © 2016, Cisco Systems, Inc.



	Front Cover
	Introducing MURAL
	Navigating the Opening Page

	Analyzing Traffic Distribution Across Network Sites
	Navigating the Network Tab
	Use Case: Explaining a Traffic Spike

	Analyzing Traffic Distribution Across Radio Access Types
	Navigating the Radio Access Tab
	Analyzing Traffic Distribution on Subtabs of the Radio Access Tab

	Analyzing Traffic Distribution Across Mobile Devices
	Navigating the Device Tab
	Use Case: Preparing for the Launch of a New Device

	Analyzing Traffic Distribution Across Subscriber Segments
	Navigating the Subscriber Tab
	Use Case: Offering a New Video Service

	Analyzing Traffic Distribution Across Types of Content
	Navigating the Content Tab
	Use Case: Predicting Demand for Content

	Accessing the Main Tabs and Controlling the Session
	Accessing the MURAL Tabs
	Controlling the MURAL Session

	Setting the Time Range for Displayed Data
	Setting the Time Range to a Standard Duration
	Setting the Time Range to a Custom Duration

	Using Filters to Fine-Tune the Reported Data
	Applying and Removing Filters
	Selecting Criteria for a Filter
	Selecting Filter Criteria from a Drop-Down Menu
	Creating a New Filter
	Cloning or Editing an Existing Filter
	Displaying Filter Terms
	Using the Filters on Subtabs

	Analyzing Traffic Distribution
	Navigating the Traffic Distribution Display
	Interpreting Doughnut Charts
	Interpreting Distribution Tables

	Analyzing Traffic by Category
	Interpreting the Content Categories Table
	Categorizing Traffic by Type
	Changing the Sort Order in the Categories Table

	Analyzing Traffic Trend Data
	Interpreting the Traffic Trend Subtab
	Displaying Traffic Trend Data in Line or Bar Charts
	Displaying the Exact Value for an Hourly Interval
	Setting the Statistic Reported in a Traffic Trend Chart
	Interpreting the Summary Bar Chart
	Displaying Data from Multiple Categories
	Comparing Two Charts

	Comparing Network Entities
	Interpreting the Comparison Subtab
	Displaying Traffic Trend Data as a Line or Bar Chart
	Displaying the Precise Value for an Hourly Interval
	Setting the Statistic Reported in Comparison Charts
	Interpreting Usage Statistics

	Interpreting Usage Statistics
	Interpreting the Usage Statistics Table
	Interpreting Statistics on the Network, Device, Subscriber, and Content Subtabs
	Interpreting Statistics on the Comparison Subtab
	Generating Traffic Trend Charts from the Usage Statistics Table

	Analyzing Traffic in Mobile Network Sectors
	Changing the Sort Order in the Sectors Table

	Performing In-Depth Data Analysis
	Exporting Data to a File or the Palette
	Exporting Data to a File as CSV
	Exporting an Image to a File
	Exporting an Image to the Palette

	Comparing Images on the Palette
	Exporting Images to the Palette
	Accessing the Palette and Comparing Images
	Attaching an Annotation to an Image
	Clearing Images from the Palette
	Saving the Contents of the Palette to a File
	Closing the Palette Window

	Interpreting Performance Statistics for the ASR
	Interpreting the Bulkstats Display
	Displaying the List of Counters
	Comparing Two Counters
	Selecting the Gateway
	Selecting the Schema
	Displaying a Subset of Counters

	Interpreting Key Performance Indicators from the ASR
	Interpreting the KPI Display
	Displaying the List of KPIs
	Comparing Hourly Values for Two KPIs or Counters
	Selecting the Gateway
	Selecting the Schema
	Displaying a Subset of KPIs
	Defining New KPIs
	Cloning and Editing KPIs

	Scheduling and Interpreting Statistical Reports
	Reviewing Generated Reports
	Scheduling Reports
	Administering Scheduled Reports
	Filtering a List of Reports

	Configuring Key Performance Indicator Alarms
	Viewing KPI Alarms
	Adding KPI Alarms
	Deleting KPI Alarms
	Modifying KPI Alarms
	Monitoring KPI Alarms


