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Introduction

Introduction

Cisco SecureX is the platform in the Cisco cloud that helps you detect, investigate,
analyze, and respond to threats using data aggregated from multiple products and
sources.

This integration enables you to do the following in Secure Network Analytics (formerly
Stealthwatch):

» Use Secure Network Analytics (shown as Stealthwatch) tiles on the SecureX
dashboard to monitor key operational metrics.

» Utilize the SecureX menu to pivot to your other Cisco Security and third-party
integrations.

» Provide access to your SecureX ribbon.

e Send Secure Network Analytics Alarms to the Cisco SecureX threat response
(formerly Cisco Threat Response) Private Intelligence Store.

» Allow SecureX to request Security Events from Secure Network Analytics to enrich
the investigation context in threat response workflows.

To learn more about SecureX, go to the following links:

o SecureX website

* SecureX documentation

Inv7.4.0 we rebranded our Cisco Stealthwatch Enterprise products to Cisco Secure
Network Analytics. For a complete list, refer to the Release Notes. In this guide, you will
see our former product name, Stealthwatch, used whenever necessary to maintain clarity,
as well as terminology such as Stealthwatch Management Console and SMC.

Please note that Secure Network Analytics is currently shown as Stealthwatch Enterprise
in SecureX.

If your SecureX configuration in 7.3 had the option to send Secure Network Analytics
alarms to Cisco SecureX threat response enabled, the Threat Response Incident action
will be automatically configured to continue sending alarms.
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SecureX Regional Clouds

Supported Secure
Region Link Network Analytics
Integrations

e SecureX Menu
e SecureX Ribbon
» Sending Secure

 Threat Response Web Console: Network An.alytics
North https://visibility.amp.cisco.com Alarms to Cisco
America « SecureX Portal: SecureX threat
response

https://securex.us.security.cisco.com

e Enrichment with
Secure Network
Analytics Security
Events

e SecureX Menu
o SecureX Ribbon
» Sending Secure

« Threat Response Web Console: Network An_alytics
https://visibility.eu.amp.cisco.com Alarms to Cisco
Europe SecureX threat

e SecureX Portal:

L response
https://securex.eu.security.cisco.com

e Enrichment with
Secure Network
Analytics Security
Events

e SecureX Menu

 Threat Response Web Console: * SecureX Ribbon

Asia https://visibility.apjc.amp.cisco.com » Sending Secure
(APJC) + SecureX Portal: Network Analytics
https://securex.apjc.security.cisco.com Alarms to Cisco
SecureX threat
response
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Introduction

Guidelines and Limitations for Choosing a Regional Cloud

* When possible, use the regional cloud nearest to your Secure Network Analytics
deployment.

» Data in different clouds cannot be aggregated or merged.

 If you need to aggregate data from multiple regions, devices in all regions must
send data to the same regional cloud.

* You can create an account on each regional cloud. Data on each cloud will be
separate.
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Secure Network Analytics Data and SecureX

SecureX Ribbon

The SecureX ribbon is a widget that appears in your Cisco Secure Network Analytics
Manager (formerly Stealthwatch Management Console) Ul at the bottom of the page. The
ribbon provides a distributed set of capabilities that unify visibility, enable automation,
accelerate incident response workflows, and improve threat hunting. These capabilities
are presented in the form of applications (apps) and tools in the ribbon.

With the ribbon configured, you can manage your incidents, casebooks, search for
observables, initiate investigation and threat hunting, access your other products
integrated with SecureX, and more from any page in your Manager.

To configure the ribbon, refer to the Authorize the SecureX ribbon and Menu section.

I kdents New jort = Packet Flood Irvestigabe Incident

D, Seach X | The sounce host has sant an excessha numbser of shar packits 10 the target host. This security event i Soen 85 3 result of brute Soros attacks, Do aftack Ity -

Gipon - Sruated By Gisco Smalihwatch Enerprise on 2020-07-08 17:46:55 UTE
v Assigred b me = Open (1) e By 55 R

Summany Otservables Timeline Saghtings Linke<d References {1}

Tangets (i} « irvostigate those Tan Ky Propertios
10.301.0.23
-] 1P - Targeted by 2 unique cbaenvables, 2 Bmes in the last 7 months

Incident Cbsenables (2) - T ater

P - .

10201023 ~
P Addopss - 1 Taegat « 1 Sighting
Flrst: 200 Last

10.201.3.18 ~

For more information about the ribbon, refer to the Cisco SecureX Ribbon section of the
Cisco SecureX Getting Started Guide.

SecureX Menu

With the menu, SecureX provides a central point of access that allows you to leverage
Cisco threat intelligence resources with data from other Cisco products.

The menu links to other products and groups that are integrated with SecureX. You can
perform some actions directly in the menu, or pivot to the integrated product to perform
additional actions.

In Secure Network Analytics, the menu is available by clicking the **+ (Ellipsis) icon
beside applicable IP addresses in the Manager after the SecureX integration is
configured.
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For more information about functions available from the menu, refer to the SecureX menu
help topic.

| @ You have to log in to SecureX to view the menu help.

About Secure Network Analytics Tiles for the SecureX
dashboard

The following Secure Network Analytics (shown as Stealthwatch) tiles are available for
the SecureX dashboard:

Available Ti
Tile Name Description va_la ¢ lime Pivots to...
Period

Provides Top 7 inside
hosts, sorted by alarm
severity, that have
been active on your
network since the last
reset hour.

Top Alarming Hosts Last 24 hours Host Report
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Secure Network Analytics Data and SecureX

Tile Name

Alarming Hosts by
Category

Top Alarms By
Count

Visibility
Assessment

Network Visibility

Top Inside Host
Groups by Traffic

Top Outside Host
Groups by Traffic

Description

Top 7 inside hosts,
sorted by alarm
severity, that have
been active on your
network since the last
reset hour.

Represents Top 10
alarms by count.

Number of hosts in
the Visibility
Assessment
Categories including
Internal Network
Scanners, Remote
Access Breach,
Possible Malware,
Vulnerable Protocol
Servers, DNS Risk.

Provides statistics for
the number of hosts
and the amount of
traffic.

Top 10 Inside host
groups by traffic
communicated with
each other.

Top 10 Outside host
groups by traffic

communicated with
Inside Hosts Group.

Available Time
Period

Last 24 hours

Last 24 hours
Last 7 days

Last 24 hours
Last 7 days

Last 24 hours
Last 7 days

Last 12 hours

Last 12 hours

Pivots to...

Network Security
dashboard

Network Security
dashboard

Visibility
Assessment
dashboard

Visibility
Assessment
dashboard

Host Group Report
for Inside Host
Group

Host Group Report
for Inside Host
Group
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Secure Network Analytics Data and SecureX

To learn how to configure your SecureX dashboard with Secure Network Analytics
(shown as Stealthwatch) tiles, refer to the Configuring the SecureX dashboard with
Secure Network Analytics Tiles section.

When the SecureX integration is configured, you can enable your system to promote
Secure Network Analytics alarms to the Cisco SecureX threat response Private
Intelligence store as Incidents with corresponding Sightings, Observables and Indicators
objects created from the alarms metadata.

This information will be available in the Incident Manager during the investigation process
as corresponding Sightings and Indicators derived from the Incident, and in the threat
response web console.

The Threat Response Incident action in Response Management, besides general action
parameters, allows you to configure the following options:

* Incident Confidence Level: Allows you to choose the confidence level that you
want to set for the Incidents sent to Cisco SecureX threat response.

» Create a new Target entity: Allows you to enable Secure Network Analytics to
designate hosts from the Alarm as Targets in Cisco SecureX threat response. For
more information, refer to the About Translating Secure Network Analytics Alarms
to CTIM Objects section.

° If you want only internal IP addresses to be included when determining which
host information should be sent to Cisco SecureX threat response, select the
Create Targets in Threat Response for internal hosts only option.

o If you want both internal and external IP addresses to be included when
determining which host information should be sent to Cisco SecureX threat
response, select the Create Targets in Threat Response for internal and
external hosts option.

» Use host details from the alarm data: Allows you to specify whether the Target
object should be built for Source and Target host, just the Source host, or just the
Target host.

For more information, refer to the Configuring Response Management help topic.

 If you configured sending Secure Network Analytics Alarms to Cisco
0 SecureX threat response in previous Secure Network Analytics (formerly
Stealthwatch) versions, the Threat Response Incident action will be
automatically created.
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 Incidents created for Alarms derived from Relationship policy will not
include IP addresses as observables as this information is not available in
the Alarm.

 Incident will include the Target object in certain conditions specified in the
About Translating Secure Network Analytics Alarms to CTIM Objects
section.

 Incidents created from Secure Network Analytics Alarms can be viewed
from the CTR console located with regional clouds. For more information,
refer to the SecureX Regional Clouds section.

Once your Manager is registered with the Cisco Security Services Exchange and the
Secure Network Analytics module is configured in SecureX, you will be able to see the
enrichment data from Secure Network Analytics in the threat response workflow.

For every valid IP address requested in the investigation, Secure Network Analytics will
return Security Events associated with this IP in the form of corresponding Sightings and
Indicator objects.

You can configure the following parameters for the security events returned in the
SecureX Configuration form:

* Whether to allow investigation requests from SecureX.
» Which Secure Network Analytics domains to return Security Events.
* Number of top events to be sent.

» What time period to return Security Events.

Before sending to SecureX, Secure Network Analytics alarms and security events are
transformed to Cisco Threat Intel Model (CTIM) objects.

To read more about CTIM, refer to the Threat Intel Model documentation.

The key entities used in this translation are listed below:
» Incident - Discrete instance of indicators affecting an organization, as well as
information associated with incident response.

» Sighting - A record of the appearance of a cyber observable at a given date and
time.

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -11-
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» Observable - A simple, atomic value which has a consistent identity and is stable
enough to be attributed an intent or nature: domain names, IP addresses, file
hashes, specific devices or users. Secure Network Analytics shares information
only about observables of IP address type.

o Target - The device, identity, or resource that a threat has targeted. Target is
identified by one or more Observables.

¢ Indicator - Describes a pattern of behavior or a set of conditions which indicate
malicious behavior.

About Translating Secure Network Analytics Alarms to CTIM Objects

Every alarm sent with the Threat Response Incident action is translated to an Incident, a
Sighting, an Indicator object, and the relationships between them. The picture below
shows the representation of Secure Network Analytics alarm in CTIM model (simplified):

Incident |-——member-of— Sighting

member -of  Lo_._- D A N e,
; I ;

Indicator

When building a Sighting object for the Incident, Secure Network Analytics includes
Observables with the following constraints:

» Alarms derived from the Relationship Policy Event will not have Observables in the
Sighting object.

e Alarms that have Source as “Multiple Source” or Target as “Multiple Destinations”
will not include corresponding Observables in the Sighting object.

Rules for building a Target object for the Sighting are taken from the Threat Response
Incident action that process the alarm with the following additional constraint:

e Target object is not included if alarm source or destination is “Multiple
Destinations”.

About Translating Secure Network Analytics Security Events to CTIM
Objects

Upon an investigation request from SecureX, Secure Network Analytics returns Security
Events associated with an IP address.

Every Security Event is translated to the CTIM model Sighting and Indicator objects, with
the relationships, as shown on the picture below:

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -12 -
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Indicator | -—sighting-of

Sighting

When translating Secure Network Analytics Security Events to a CTIM object, the
following constraints and rules apply:

» Target objects are not included in the Sighting objects for Security Events.
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Cisco Cloud Accounts

Required Account for SecureX Access

In order to use SecureX and associated tools, you must have one of the following
accounts on the regional cloud you will use:

» Cisco Security Account

* AMP for Endpoints account

e Cisco Threat Grid account

o If you or your organization already has any of the above accounts on the regional
cloud you will use, use the existing account. Do not create a new account.

Create an Account to Access SecureX

Refer to the SecureX Sign-On Guide for more information on creating your account.

Manage Access To Your Organization's Cisco Security
Account

If you are a Cisco Security Account owner or administrator, you can grant additional users
access to your organization's Cisco Security Account and manage existing users,
including resending the account activation email.

To manage users, complete the following steps:

1. Inabrowser window, go to your regional Cisco Security Account:

* North America: https://castle.amp.cisco.com

e Europe: https://castle.eu.amp.cisco.com

» Asia (APJC): https://castle.apjc.cisco.com
2. Click Users.

3. Add or edit user access.
If you select Account Administrator, the user will have permissions to grant and
manage user access.
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Configuring Secure Network Analytics and
SecureX

Configuring the SecureX integration in Secure Network Analytics will enable:

e SecureX Menu in Secure Network Analytics Ul.
e SecureX Ribbon in Secure Network Analytics UL.

» Sending Secure Network Analytics Alarms to the Cisco SecureX threat response
Private Intelligence Store.

Prerequisites

 Managerv7.2.1 or later

» You have an account to access SecureX (see Required Account for SecureX
Access).

* Your Manager must be able to connect outbound to the Cisco clouds, SecureX
Private Intelligence API, and regional SecureX portals :

° North America clouds:

B api-sse.cisco.com, port 443

B yisibility.amp.cisco.com, port 443

® private.intel.amp.cisco.com, port 443

® securex.us.security.cisco.com, port 443
° EU clouds:

B api.eu.sse.itd.cisco.com, port 443

® visibility.eu.amp.cisco.com, port 443

B private.intel.eu.amp.cisco.com, port 443

B securex.eu.security.cisco.com, port 443
o Asia (APJC) clouds:

B api.eu.sse.itd.cisco.com, port 443

® vyisibility.apjc.amp.cisco.com, port 443

® private.intel.apjc.amp.cisco.com, port 443

B securex.apjc.security.cisco.com, port 443

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -15-



Configuring Secure Network Analytics and SecureX

o Orbital users only: Allow the following additional hosts for outbound
connections:

® North America: orbital.amp.cisco.com, port 443
® Furope: orbital.eu.amp.cisco.com, port 443
B Asia: orbital.apjc.amp.cisco.com, port 443

» Your Secure Network Analytics deployment is generating security events and
Alarms as expected.

Procedure
To configure the SecureX integration, complete the following steps:

1. Go to your regional SecureX cloud:
* North America cloud: https://securex.us.security.cisco.com

» Europe cloud: https://securex.eu.security.cisco.com

» Asia (APJC) cloud: https://securex.apjc.security.cisco.com

2. Sign in using the credentials for your AMP for Endpoints, Cisco Threat Grid, or Cisco

Security account.
3. Go to the Integrations tab and then click API Clients under the Settings menu.
4. Click Generate API Client.

aleihe SecyreX Dashboard o o 2

il
cisco

Settings AP Clients e

Your Account te and automate Cisco Threat Response by calling the collection of APIs it is built upon.

Devices

API Clients

Integrations jen User D Description

Users

5. Inthe opened dialog, fill in the name and description for the API Client and select
the following scopes:

e Admin e Casebook e Enrich:read

e Feedback e Global Intel:read ¢ Inspect:read
 Integration * Notification e Oauth

» Orbital e Private Intel e Profile

e Registry ¢ Response e Telemetry:write
e Users ¢ Webhook

| o The scopes cannot be changed after the API Client has been generated.
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Configuring Secure Network Analytics and SecureX

6. Click Add New Client.

7. The system will create a Client ID and Client Password for you.

Add New Client

The Client Password cannot be recovered, once you close this window.
Please store securely.

Client ID - Copy to Clipboard

Client Password - Copy fo Clipboard

Close |

| o The Client Password cannot be recovered once you close this window.

8. Loginto your Manager as Primary Admin or Configuration manager.

9. From the navigation menu, click the It (Global Settings) icon and select SecureX
Configuration.

10. Inthe SecureX Configuration section, click Add New Configuration.

j\oj Network Analytics Dashboards+  Monitor +  Analyze v Jobs+  Configure »  Deploy + a A & |l secure

Cisco SecureX Integration Configuration

SecureX Configuration @ Add New Configuration

No SecureX information available. Click Add New Configuration to begin

Device Registration @ New Device Registration

No Device Registration information available. Click New Device Registration to begin

11. Inthe opened form, select the regional cloud used to create the API Client and
paste the Client ID and Client Password from Step 6.

12. Select which Integration Options you want to enable, then click Save.
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SecureX Configuration @

@© Tosend Alarms as Incidents to Cisco Threat Response, use the Threat Response Incident action in
Response Management

SecureX Connection Details

Cloud Region @
North America (US) v

API Client ID

[enr o1 crt D

No API Credentials? Get it from: hitps://securex.us.security.cisce.com
SecureX Integration Options

Enable SecureX Security Ribbon and Pivot Menu @
Enable SecureX Dashboard Tiles Service requests @
Enable SecureX Threat Response enrichment requests @
Number of TOP Security Events
10

Period of time (days)
15

13. System will validate and store the API credentials.

Authorize the SecureX Ribbon and Menu

Once the SecureX configuration is complete, you can authorize the SecureX ribbon and
menu from the ribbon on any page on your Manager or from the SecureX configuration
page.

The SecureX ribbon authentication widget on the SecureX configuration page shows you
the current status of ribbon authorization and allows you to authorize or unauthorize the
ribbon.

Authorize from SecureX Ribbon

1.

Expand the SecureX ribbon located at the bottom of the page on your Manager.

Cisco SecureX

Cisco SecureX provides aceess o threat intelligence and
powerful incident respanse capabilities from the context of
your Cisco investments,

Threat Response Casebook hreat Response Incident Manage Orbital
A powertul tool for saving, sharing, and enriching your Triage, investigate, and track high-confidence security Query your endpoints like a database. Improve threat
analysis. Quickly identify and remediate malicious fle incidents from integrated products. hunting, incident response, IT operations, and vulnerability
hashes, domains, IPs, and more, assessment,

© 2021 Cisco and/or its affiliates. All rights reserved

Click Get SecureX. You will be redirected to the SecureX login page.
Log in to SecureX with your credentials.

You will be asked to authorize the Manager SecureX ribbon client to access
SecureX with scopes specified.
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5.

Grant Access. You will be redirected to your Manager page with the ribbon open
and you can start using the ribbon on your Manager.

Authorize from the SecureX Configuration Page

1.
2.

Log in to your Manager.

Click the & (Global Settings) icon, then click SecureX Configuration.

Open the Actions menu in the SecureX Security Ribbon Authentication widget and
click Authorize. You will be redirected to the SecureX login page.

SecureX Security Ribbon Authentication @

nnnnnnnn

Admin User - - A Unauthorized
O Refresh

+ Authorize

Log in to SecureX with your credentials.

5. You will be asked to authorize the Manager SecureX ribbon client to access

SecureX with scopes specified.

Grant Access. You will be redirected to your Manager page with the ribbon open
and you can start using the ribbon on your Manager.

In case you need to use the SecureX Ribbon under another SecureX account you need to
unauthorize your current user and authorize again with a new one.

Unauthorize the Current SecureX Ribbon

1.

2.

On the SecureX Configuration page, open the Actions menu in the SecureX Security
Ribbon Authentication widget and click Unauthorize.

Authorize with another user following the steps above.

Configure the Threat Response Incident Action

If you configured sending Secure Network Analytics Alarms to Cisco SecureX

o threat response in previous Secure Network Analytics (formerly

Stealthwatch) versions, the Threat Response Incident action will be
automatically created.

To configure the Threat Response Incident action in Response Management, complete
the following steps:

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -19-



Configuring Secure Network Analytics and SecureX

1. Loginto your Manager.
2. Select Configure > Response Management.

Jobs Configure » Deploy

Policy Management
Alarms
Host Group Management
Network Classification
n Services Target

D)
J

Response Management

plu

Eleun Pallactare

3. Click the Actions tab, then click Add New Action > Threat Response Incident.

Response Management

Rules Actions Syslog Formats

Actions Add New Action v

Syslog Message

Name + Type Description Used By Rule:
Email

Send email Email Sends an email to the recipients designated in the To field on the Email Action page SNMP Trap
- ISE ANC Policy

Sends a message to the syslog server designated in the Syslog Address field using the

default Syslog Message format. Webhook

Send to Syslog Syslog Message

Threat Response Incident

4. Fill out the form and click Save.

Incident Confidence Level @

lLow v‘

Create a new Target entity in SecureX Threat Response for alarms processed by this action.

(®) Create targets in Threat Response for internal hosts only.

(O Create targets in Threat Response for internal and external hosts.

Use host details from the alarm data: | Source and Target Hosts v

For more information about the action options, refer to the About Sending Secure
Network Analytics Alarms to Cisco SecureX Threat Response section and the Configuring
Response Management help topic.

Verification

1. Verify that your Manager has the SecureX menu and ribbon available.
e For SecureX menu:

° Open any page in the Manager that contains a relevant IP address.

° Click the **+ (Ellipsis) icon beside the applicable IP address.

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -20-



Configuring Secure Network Analytics and SecureX

° |Inthe pop-up menu that appears, click the arrow next to SecureX. A
secondary pop-up menu appears with menu content.

Host

Sorted by overall severity @

+ Host Address + HostName + Last Active * Cl

10 am
o = |P Address
View Flows Edit || Investigate in Threat Response |
Top Reports N AMP for Endpoints
Search for this IP
External Lookup >
Orbital
Show Effective Policy Orbital Query
SecureX [j h SecureX Orchestration |
“ Perimeter Block |
Subject IP: 10 Secure Network Analytics
from: 06/10 3:04 PM | Host Report
to: 06/10 3:09 PM Talos Intelligence
Search for this IP

10 Umbrella-Protection

- IP view for 10

e For SecureX ribbon:

Navigate to any page in your Manager. Click the
(SecureX ribbon) icon on the bottom of the page to expand the widget.

%7 Network Analytics Outbouts - Mook Araze- o« Conbgu~ iy« a L m k| secone

2. Verify your Secure Network Analytics alarm in SecureX:

a. Wait until Secure Network Analytics detects Critical or Major Security Alarm or
generate a test security alarm.

b. Loginto your regional SecureX cloud.

c. Navigate to Incidents app in the SecureX ribbon, or Incident Manager in Cisco
SecureX threat response.

d. Your alarm should be available in the list.

The Cisco Security Services Exchange (SSE) cloud is available for your Manager in
Central Management. Registering your Manager in the SSE cloud will allow SecureX to
retrieve enrichment data, such as Security Events, from your Manager to be included in
the investigation workflows and retrieve Secure Network Analytics (shown as
Stealthwatch) tiles for SecureX dashboard.
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For more details, refer to the About Secure Network Analytics Enrichment Data for
SecureX and About Secure Network Analvtics Tiles for SecureX dashboard sections.

o SSE is enabled by default.

0 « If you use Automatic Registration, you will need to link your SSE account
and your Smart Licensing Account.

If you’re using a custom Manager ldentity certificate that is different from the one
A\ provided by the default Manager Identity certificate, contact technical support as
your Manager may require additional configuration steps.

Automatic Registration Procedure

Your Manager will automatically register in the SSE cloud if the following conditions are
met:

o SSE option is enabled for your Manager under External Services.

e Your Manager is not already registered in SSE.

» Your product is registered with Cisco Smart Software Licensing. For more
information, refer to the Smart Software Licensing guide.

To enable or disable SSE, complete the following steps:
1. Loginto your Manager.

2. Click the & (Global Settings) icon, and then click Central Management.

3. Click the *** (Ellipsis) icon under the Actions column for your Manager, then click
Edit Appliance Configuration.

4. Click General.

5. Under External Services, check or uncheck the Cisco Security Services Exchange
check box to enable or disable automatic registration.

6. Click Apply Settings.

Link your Accounts

To link your Smart Licensing Account with your Cisco Security Services Exchange
account, complete the following steps:

1. Go to your regional SecureX cloud and log in using the credentials for your AMP for
Endpoints, Cisco Threat Grid, or Cisco Security account.
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2. Click the Administration tab. Choose Devices > Manage Devices to be taken to
Security Services Exchange.

luth: SECURE % Dashboard  Integraton Modules  Orchestation € Administration ° .

alia
cisc

Administration Devices

Your Account =
| Manage Devices ] Reload Devices
Devices ———

[EEmE Name Type Version Description » 1P Address.

Users.

3. Click the % (Tools) icon, then click Link Smart/Virtual Accounts.

cisco Security Services Exchange Dashboard ~ Devices  Cloud Services ~ Events  Audit Log 0 % p

(o—
Link Smart/Virtual Accounts

Link CDO Account

<

Devices for Cisco - Integration

Downloads

4. Select your Smart account from the pop-up with the list of accounts.

Manual Registration Procedure

To manually register your Manager in Cisco Secured Exchange Cloud, complete the
following steps:

1. Go to your regional SecureX cloud and log in using the credentials for your AMP for
Endpoints, Cisco Threat Grid, or Cisco Security account.

2. Click the Administration tab. Choose Devices > Manage Devices to be taken to
Security Services Exchange.

il SECURE X Dashboard  Integration Modules  Orchestiation % Adminisration ° M

Administration Devices
==z
S

Name Type Version

API Clients

users.

3. Click the Devices tab and then click the + (Add Devices and Generate Tokens)
icon located on the right of the page, above the table with your devices.

'éll‘s‘élt;‘ Security Services Exchange Dashboard ~ Devices  Cloud Services  Events 0 %

Devices for Cisco - Integration

T [ Device Mar
0 Rows Selected @2' [}
* # Name Type Version Status Description Actions
> 1 © Registered s
I > 2 © Registerea a
> 3 © Registared Y
> 4 © Registered s u
> 5 © Registered e
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4. Inthe opened dialog, click Continue and let system generate a token for your
device.

Add Devices and Generate Tokens @ X

Number of devices
1
Ip to 100

Token expiration time

1 hour v

Cancel Continue

5. Copy the generated token into the memory buffer or save the generated token into
the file.

Add Devices and Generate Tokens @ X

The following tokens have been generated and will be valid for 1 hour(s):

Tokens

Close Copy to Clipboard Save To File

6. Log into your Manager as Primary Admin or Configuration Manager.

7. From the navigation menu, click the I (Global Settings) icon and select SecureX
Configuration.

8. Inthe Device Registration section, click New Device Registration.

j\;j Network Analytics Dashboards ~  Monitor *  Analyze ~  Jobs~  Configure v Deploy ~ Q & B ¥ | Ml SECURE

Cisco SecureX Integration Configuration

SecureX Configuration @ Add New Configuration

No SecureX information available. Click Add New Configuration to begin

Device Registration @ New Device Registration

No Device Registration information available. Click New Device Registration to begin

9. Inthe opened dialog, select the Cloud Region that matches your SecureX regional
cloud and insert the Security Services Exchange token generated and saved in step
5. Click Save.
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Device Registration @

Cloud Region @

North America (US) v

Device Token

‘ Enter Device Token

No Token? Get it from: https://admin.sse.itd.cisco.com

10. The device will be registered in Cisco Security Services Exchange and the status
will show as Enrolled.

11. Verify the status of the device in the Cisco Security Services Exchange portal. The
status of the device should show as Registered.

For SecureX to retrieve enrichment data and dashboard tiles from Secure Network
Analytics the integration module must be configured.

Prerequisites

* Your Manager is registered in the Cisco Security Services Exchange cloud.

» Cisco SecureX threat response is enabled in Cisco Security Services Exchange
portal Cloud Services.

Refer to the Register your Manager in the Cisco Cloud section for more details.

Procedure

To configure the Secure Network Analytics module in SecureX, complete the following
steps:

1. Go to yourregional SecureX cloud and log in using the credentials for your AMP for
Endpoints, Cisco Threat Grid, or Cisco Security account.

2. Goto the Integrations tab and then click Integrations under the Settings menu.

3. Click Add New Module. The Available Integrations page opens.
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N mm
C

Settings

Your Account
Devices

API Clients

SecureX

Dashboard

Integrations

Orchestration

Integrations

Intelligence within Cisco Threat Response is provided by modules, which can also

Your Configurations

Add New Module

Built in Modules

Administration

4. Find the Stealthwatch Enterprise module and click Add New Module.

il SecureX
Settings
Your Account
Devices
API Clients
- Integrations
Available Integrations

Users

Dashboard

Integrations  Orchestration  Administration

Available Integrations

Select a module you would like to add, or click here to learn more about modules configuration.

AMP for Endpoints

AMP for Endpoints prevents threats at the point of entry, by identifying
and halting advanced threats before they reach your endpoints

I Leam More - Free Trial

Firepower

Firepower provides complete and unified management over firewalls,
application control, intrusion prevention, URL fltering, and advanced.

PRIl Leam More - Free Trial

SMA Web

The Cisco Content Security Management Appliance (SMA) centralizes
management and reporting functions across multiple Cisco email and w.

Add New Module [TV

0 -

5. In the opened dialog:

a. Name your module.

{6/l Cisco Threat Intelligence API

The Cisco Threat Intelligence API (CTIA) is a REST API designed to
facilitate the rapid storage and retrieval of cyber threat intelligence data

I Leam More

[l Orbital

Cisco Orbital is a new advanced capability in Cisco AMP for Endpoints
designed to make security investigation and threat hunting simple by.

Add New Module [NV

BlUTY Stealthwatch Enterprise

Cisco Enterprise provides enterpi ide network visibility
and applies advanced security analytics to detect and respond to threat.

LTI Leam More - Free Trial

D visron

Email Security Appliance

The Cisco Email Security Appliance (ESA) provides advanced threat
protection capabilties to detect, block, and remediate threats faster,

I Leam More - Free Trial

SluE) svA Email

Cisco Content Security Management Appliance (SMA) centralizes
management and reporting functions across multiple Cisco email and w

PRIl Leam More - Free Trial

Threat Grid

Threat Grid combines advanced sandboxing with threat intelligence into
one unified solution to protect organizations from malware.

Il Leam More - Free Trial

(WY web Security Appliance

b. Inthe Registered Device drop down, locate your Manager.

c. Click Save.
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' ::III_‘;(I:!:; ' Secure X Dashboard Integrations Orchestration Administration
Settings Add New Stealthwatch Enterprise Module
Your Account Module Name*

Devices Stealthwatch Enterprise
API Clients

. Registered Device*
~ Integrations

T ——— Search registered devices by name
Users
=n

6. Verify that Cisco SecureX threat response can retrieve enrichment data from your
Manager. To do this:

a. Review your Manager Security dashboards and notice an IP that generates
security events.

b. Enter this IP into the Investigation search panel in Cisco SecureX threat
response.

c. The graph should show you other hosts involved in Security Events with the
requested host.

d. The Sightings will represent the security events associated with the requested
host.

Configuring the SecureX dashboard with Secure Network
Analytics Tiles

The Secure Network Analytics Integration Module has to be configured before
0 adding Secure Network Analytics (shown as Stealthwatch) tiles to the SecureX
dashboard.

To add Secure Network Analytics (shown as Stealthwatch) tiles to the dashboard,
complete the following steps:

1. Inabrowser window, go to your regional SecureX portal:
¢ North America: https://securex.us.security.cisco.com

» Europe: https://securex.eu.security.cisco.com
« Asia (APJC): https://securex.apjc.security.cisco.com

2. Login using your Cisco Security or Cisco Threat Grid account.
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3. Onthe dashboard menu bar, click New Dashboard to open the Create Dashboard

form.
tlaln X Dashboard Integrations Orchestration  Administration
CISCO
I
Mew Dashboard
Applications & Integrations & Dashboard
—

~ Applications

n Threat Response

4. Inthe opened dialogue, fill in the Dashboard Name and locate the Stealthwatch
Enterprise module under Available Tiles.

5. Expand Stealthwatch Enterprise and select the tiles you want to add to the
dashboard.

Create Dashboard

Dashboard Name

(oostoors ]

Available Tiles

> & AMP Global Intelligence
a»  AMP for Endpoints
sz Email Security
Firepower
Private Intelligence
> SecureX Orchestration

v s» Stealthwatch Enterprise

Alarming Hosts by Category
Number of hosts in the alarm categories since the last reset hour.

Top Outside Host Groups by Traffic
Top 10 Outside host groups by traffic.

Network Visibility
Statistics for the number of hosts and the amount of traffic.

Top Inside Host Groups by Traffic
Top 10 Inside host groups by traffic.

Visibility Assessment
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6. Click Save.
7. The tiles you selected will appear on the dashboard layout with relevant data.
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Known Issues and Limitations

 Failover is not supported for the SecureX integration in v7.4. The configuration
needs to be repeated for the secondary Manager for the integration to work.

» Backup and Restore is not supported for Device Registration in the Cisco Security
Services Exchange Cloud portal. The Device Registration panel in the SecureX
configuration on your Manager shows the actual status of the device registration in
the cloud. Therefore, restoring configuration from the backup for the device
registration is not available. If deleted after the backup, the registration will have to
be re-done again after restore.
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Contacting Support

If you need technical support, please do one of the following:

e Contact your local Cisco Partner
¢ Contact Cisco Support

» To open a case by web: http://www.cisco.com/c/en/us/support/index.html

» To open a case by email: tac@cisco.com
» For phone support: 1-800-553-2447 (U.S.)

e For worldwide support numbers:
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
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