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Introduction

Introduction

Cisco SecureX is the platform in the Cisco cloud that helps you detect, investigate,
analyze, and respond to threats using data aggregated from multiple products and
sources.

This integration enables you to do the following in Secure Network Analytics (formerly
Stealthwatch):

» Use Secure Network Analytics (shown as Stealthwatch) tiles on the SecureX
dashboard to monitor key operational metrics.

» Utilize the SecureX menu to pivot to your other Cisco Security and third-party
integrations.

» Provide access to your SecureX ribbon.

e Send Secure Network Analytics Alarms to the Cisco SecureX threat response
(formerly Cisco Threat Response) Private Intelligence Store.

» Allow SecureX to request Security Events from Secure Network Analytics to enrich
the investigation context in threat response workflows.

To learn more about SecureX, go to the following links:

o SecureX website

* SecureX documentation

Inv7.4.0 we rebranded our Cisco Stealthwatch Enterprise products to Cisco Secure
Network Analytics. For a complete list, refer to the Release Notes. In this guide, you will
see our former product name, Stealthwatch, used whenever necessary to maintain clarity,
as well as terminology such as Stealthwatch Management Console and SMC.

Please note that Secure Network Analytics is currently shown as Stealthwatch Enterprise
in SecureX.

If your SecureX configuration in 7.3 had the option to send Secure Network Analytics
alarms to Cisco SecureX threat response enabled, the Threat Response Incident action
will be automatically configured to continue sending alarms.
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SecureX Regional Clouds

Supported Secure
Region Link Network Analytics
Integrations

e SecureX Menu
e SecureX Ribbon
» Sending Secure

 Threat Response Web Console: Network An.alytics
North https://visibility.amp.cisco.com Alarms to Cisco
America « SecureX Portal: SecureX threat
response

https://securex.us.security.cisco.com

e Enrichment with
Secure Network
Analytics Security
Events

e SecureX Menu
o SecureX Ribbon
» Sending Secure

« Threat Response Web Console: Network An_alytics
https://visibility.eu.amp.cisco.com Alarms to Cisco
Europe SecureX threat

e SecureX Portal:

L response
https://securex.eu.security.cisco.com

e Enrichment with
Secure Network
Analytics Security
Events

e SecureX Menu

 Threat Response Web Console: * SecureX Ribbon

Asia https://visibility.apjc.amp.cisco.com » Sending Secure
(APJC) + SecureX Portal: Network Analytics
https://securex.apjc.security.cisco.com Alarms to Cisco
SecureX threat
response
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Introduction

Guidelines and Limitations for Choosing a Regional Cloud

* When possible, use the regional cloud nearest to your Secure Network Analytics
deployment.

» Data in different clouds cannot be aggregated or merged.

 If you need to aggregate data from multiple regions, devices in all regions must
send data to the same regional cloud.

* You can create an account on each regional cloud. Data on each cloud will be
separate.
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Secure Network Analytics Data and SecureX

SecureX Ribbon

The SecureX ribbon is a widget that appears in your Cisco Secure Network Analytics
Manager (formerly Stealthwatch Management Console) Ul at the bottom of the page. The
ribbon provides a distributed set of capabilities that unify visibility, enable automation,
accelerate incident response workflows, and improve threat hunting. These capabilities
are presented in the form of applications (apps) and tools in the ribbon.

With the ribbon configured, you can manage your incidents, casebooks, search for
observables, initiate investigation and threat hunting, access your other products
integrated with SecureX, and more from any page in your Manager.

To configure the ribbon, refer to the Authorize the SecureX ribbon and Menu section.

>< SecureX Ribbon E Applications 1 My Account

g P q >< SecureX ‘ Launch ‘ P Y
=A L
Casebook Incidents Orbital Orbital ‘ Launch ‘ Admin
————— 4 Cisco SBG Stealthwatch QA
R( ¢ Security Services Exchange ‘ Launch ‘

Notifications Threat Response ‘ Launch ‘
Settings —_—
Center

For more information about the ribbon, refer to the Cisco SecureX Ribbon section of the
Cisco SecureX Getting Started Guide.

SecureX Menu

The SecureX provides a central point of access that allows you to leverage Cisco threat
intelligence resources with data from other Cisco products.

The menu links to other products and groups that are integrated with SecureX. You can
perform some actions directly in the menu, or pivot to the integrated product to perform
additional actions.

In Secure Network Analytics, the menu is available by clicking the *** (Ellipsis) icon
beside applicable IP addresses in the Manager after the SecureX integration is
configured.

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -7-


https://www.cisco.com/c/en/us/td/docs/security/securex/getting-started-guide/b-securex-getting-started/m-ribbon.html
https://www.cisco.com/c/en/us/td/docs/security/securex/getting-started-guide/b-securex-getting-started.html

Secure Network Analytics Data and SecureX
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Investigate in Threat Response
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AMP for Endpoints
Saarch for thiz IP

10.83.179,28 aue
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Perimeter Block
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Talos intelligence
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10.83.179.72 +or
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For more information about functions available from the menu, refer to the SecureX menu
help topic.

| @ You have to log in to SecureX to view the menu help.

About Secure Network Analytics Tiles for the SecureX
dashboard

The following Secure Network Analytics (shown as Stealthwatch) tiles are available for
the SecureX dashboard:

Available Ti
Tile Name Description Va_' able Time Pivots to...
Period

Provides Top 7 inside
hosts, sorted by
alarm severity, that
have been active on
your network since
the last reset hour.

Top Alarming Hosts Last 24 hours Host Report
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Secure Network Analytics Data and SecureX

Tile Name

Alarming Hosts by
Category

Top Alarms By
Count

Visibility
Assessment

Network Visibility

Top Inside Host
Groups by Traffic

Top Outside Host
Groups by Traffic

Description

Top 7 inside hosts,
sorted by alarm
severity, that have
been active on your
network since the last
reset hour.

Represents Top 10
alarms by count.

Number of hosts in
the Visibility
Assessment
Categories including
Internal Network
Scanners, Remote
Access Breach,
Possible Malware,
Vulnerable Protocol
Servers, DNS Risk.

Provides statistics for
the number of hosts
and the amount of
traffic.

Top 10 Inside host
groups by traffic
communicated with
each other.

Top 10 Outside host
groups by traffic

communicated with
Inside Hosts Group.

Available Time

Period Pivots to...
Network Security
Last 24 hours dashboard

Last 24 hours Network Security

Last 7 days dashboard

Last 24 hours Visibility
Assessment

Last 7 days dashboard

Last 24 hours Visibility
Assessment

Last 7 days dashboard
Host Group Report

Last 12 hours for Inside Host
Group

Host Group Report
for Inside Host
Group

Last 12 hours
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Secure Network Analytics Data and SecureX

To learn how to configure your SecureX dashboard with Secure Network Analytics
(shown as Stealthwatch) tiles, refer to the Configuring the SecureX dashboard with
Secure Network Analytics Tiles section.

When the SecureX integration is configured, you can enable your system to promote
Secure Network Analytics alarms to the Cisco SecureX threat response Private
Intelligence store as Incidents with corresponding Sightings, Observables and Indicators
objects created from the alarms metadata.

This information will be available in the Incident Manager during the investigation process
as corresponding Sightings and Indicators derived from the Incident, and in the threat
response web console.

The Threat Response Incident action in Response Management, besides general action
parameters, allows you to configure the following options:

* Incident Confidence Level: Allows you to choose the confidence level that you
want to set for the Incidents sent to Cisco SecureX threat response.

» Create a new Target entity: Allows you to enable Secure Network Analytics to
designate hosts from the Alarm as Targets in Cisco SecureX threat response. For
more information, refer to the About Translating Secure Network Analytics Alarms
to CTIM Objects section.

° If you want only internal IP addresses to be included when determining which
host information should be sent to Cisco SecureX threat response, select the
Create Targets in Threat Response for internal hosts only option.

o If you want both internal and external IP addresses to be included when
determining which host information should be sent to Cisco SecureX threat
response, select the Create Targets in Threat Response for internal and
external hosts option.

» Use host details from the alarm data: Allows you to specify whether the Target
object should be built for Source and Target host, just the Source host, or just the
Target host.

For more information, refer to the Configuring Response Management help topic

(Configure > DETECTION Response Management. Click the 9 (Help) icon).

o « If you configured sending Secure Network Analytics Alarms to Cisco
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SecureX threat response in previous Secure Network Analytics (formerly
Stealthwatch) versions, the Threat Response Incident action will be
automatically created.

 Incidents created for Alarms derived from Relationship policy will not
include IP addresses as observables as this information is not available in
the Alarm.

 Incident will include the Target object in certain conditions specified in the
About Translating Secure Network Analytics Alarms to CTIM Objects
section.

 Incidents created from Secure Network Analytics Alarms can be viewed
from the CTR console located with regional clouds. For more information,
refer to the SecureX Regional Clouds section.

Once your Manager is registered with the Cisco Security Services Exchange and the
Secure Network Analytics module is configured in SecureX, you will be able to see the
enrichment data from Secure Network Analytics in the threat response workflow.

For every valid IP address requested in the investigation, Secure Network Analytics will
return Security Events associated with this IP in the form of corresponding Sightings and
Indicator objects.

You can configure the following parameters for the security events returned in the
SecureX Configuration form:

» Whether to allow investigation requests from SecureX.
* Which Secure Network Analytics domains to return Security Events.
» Number of top events to be sent.

* What time period to return Security Events.

Before sending to SecureX, Secure Network Analytics alarms and security events are
transformed to Cisco Threat Intel Model (CTIM) objects.

To read more about CTIM, refer to the Threat Intel Model documentation.

The key entities used in this translation are listed below:
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» Incident - Discrete instance of indicators affecting an organization, as well as
information associated with incident response.

» Sighting - A record of the appearance of a cyber observable at a given date and
time.

» Observable - A simple, atomic value which has a consistent identity and is stable
enough to be attributed an intent or nature: domain names, IP addresses, file
hashes, specific devices or users. Secure Network Analytics shares information
only about observables of IP address type.

e Target - The device, identity, or resource that a threat has targeted. Target is
identified by one or more Observables.

 Indicator - Describes a pattern of behavior or a set of conditions which indicate
malicious behavior.

About Translating Secure Network Analytics Alarms to CTIM Objects

Every alarm sent with the Threat Response Incident action is translated to an Incident, a
Sighting, an Indicator object, and the relationships between them. The picture below
shows the representation of Secure Network Analytics alarm in CTIM model (simplified):

Incident |-¢——member-of— Sighting

member -of oo e e N
i ;

Indicator

When building a Sighting object for the Incident, Secure Network Analytics includes
Observables with the following constraints:

» Alarms derived from the Relationship Policy Event will not have Observables in the
Sighting object.

» Alarms that have Source as “Multiple Source” or Target as “Multiple Destinations”
will not include corresponding Observables in the Sighting object.

Rules for building a Target object for the Sighting are taken from the Threat Response
Incident action that process the alarm with the following additional constraint:

» Target object is not included if alarm source or destination is “Multiple
Destinations.”
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Secure Network Analytics Data and SecureX

About Translating Secure Network Analytics Security Events to CTIM
Objects

Upon an investigation request from SecureX, Secure Network Analytics returns Security
Events associated with an IP address.

Every Security Event is translated to the CTIM model Sighting and Indicator objects, with
the relationships, as shown on the picture below:

Indicator | -e——sighting-of.

Sighting

When translating Secure Network Analytics Security Events to a CTIM object, the
following constraints and rules apply:

» Target objects are not included in the Sighting objects for Security Events.
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Cisco Cloud Accounts

Required Account for SecureX Access

In order to use SecureX and associated tools, you must have one of the following
accounts on the regional cloud you will use:

» Cisco Security Account
* AMP for Endpoints account

e Cisco Threat Grid account

For more information, refer to the SecureX Sign-On Guide.

0 If you or your organization already has any of the above accounts on the regional
cloud, you will use the existing account. Do not create a new account.

Create an Account to Access SecureX

Refer to the SecureX Sign-On Guide for more information on creating your account.

Manage Access To Your Organization's Cisco Security
Account

If you are a Cisco Security Account owner or administrator, you can grant additional users
access to your organization's Cisco Security Account and manage existing users,
including resending the account activation email.

To manage users, complete the following steps:

1. Inabrowser window, go to your regional Cisco Security Account:

¢ North America: https://castle.amp.cisco.com

+ Europe: https://castle.eu.amp.cisco.com

» Asia (APJC): https://castle.apjc.amp.cisco.com
2. Click Users.

3. Add or edit user access.
If you select Account Administrator, the user will have permissions to grant and
manage user access.
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Configuring Secure Network Analytics and
SecureX

Configuring the SecureX integration in Secure Network Analytics will enable:

e SecureX Menu in Secure Network Analytics Ul.
e SecureX Ribbon in Secure Network Analytics UL.

» Sending Secure Network Analytics Alarms to the Cisco SecureX threat response
Private Intelligence Store.

Prerequisites

 Managerv7.2.1 or later

» You have an account to access SecureX (see Required Account for SecureX
Access).

* Your Manager must be able to connect outbound to the Cisco clouds, SecureX
Private Intelligence API, and regional SecureX portals :

° North America clouds:

B api-sse.cisco.com, port 443

B yisibility.amp.cisco.com, port 443

® private.intel.amp.cisco.com, port 443

® securex.us.security.cisco.com, port 443
° EU clouds:

B api.eu.sse.itd.cisco.com, port 443

® visibility.eu.amp.cisco.com, port 443

B private.intel.eu.amp.cisco.com, port 443

B securex.eu.security.cisco.com, port 443
o Asia (APJC) clouds:

® api.apjc.sse.itd.cisco.com, port 443

® vyisibility.apjc.amp.cisco.com, port 443

® private.intel.apjc.amp.cisco.com, port 443

B securex.apjc.security.cisco.com, port 443
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Configuring Secure Network Analytics and SecureX

o Orbital users only: Allow the following additional hosts for outbound
connections:

® North America: orbital.amp.cisco.com, port 443
® Furope: orbital.eu.amp.cisco.com, port 443
B Asia: orbital.apjc.amp.cisco.com, port 443

» Your Secure Network Analytics deployment is generating security events and
Alarms as expected.

Procedure
To configure the SecureX integration, complete the following steps:

1. Go to your regional SecureX cloud:

* North America cloud: https://securex.us.security.cisco.com

» Europe cloud: https://securex.eu.security.cisco.com

» Asia (APJC) cloud: https://securex.apjc.security.cisco.com

2. Sign in using the credentials for your SecureX for Endpoints, Cisco Threat Grid, or
Cisco Security account.

3. Select Administration> API Clients.
Click the Get Started button, if you are configuring for the first time.

.::||I5.::Icl,l SeCUreX ‘ “ Demo ‘ Dashboard Incidents Integration Modules Orchestration Insights Administration

&3 SecureX APIs Keep Your Data Secure

Cisco SecureX is built upon a collection of APIs that can be used to integrate your Cisco and third-party security products, automate incident respon
intelligence and security context data in a single location. With SecureX, you can:

® Enrich an IP address or file hash

@ Load threat intelligence into your private intel store

® Manage your casebooks and investigation snapshots

@ Automate response actions

® Provide a link for users to click and investigate an alert or observable

For more information on SecureX APIs, see Cisco DEVNET

Set up your first integration to start benefiting from SecureX APIs

Get Started

5. Select the SecureX ribbon and select the Configure a Module button.
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6. Select the Secure Network Analytics tile and click the Enable button.

The Cisco Secure Email Appliance (formerly Email Cisco Secure Email and Web Manager (formerly SMA Secure Endpoint (formerly AMP for Endpoints)
Security Appliance) provides advanced threat Email) centralizes management and reporting prevents threats at the point of entry, by identifying
protection capabilities to detect, block, and... functions across multiple Cisco email and web... and halting advanced threats before they reach you...

() Enable 3% Free Trial () Enable % Free Trial () Enable % Free Trial

Secure Firewall
Formerly Firepower

Secure Malware Analytics @ Secure Network Analytics
Formerly Threat Grid

Formerly Stealthwatch Enterprise

Secure Firewall (formerly Firepower) provides Cisco Secure Malware Analytics (formerly Cisco Cisco Secure Network Analytics (formerly
complete and unified management over firewalls, Threat Grid) combines advanced sandboxing with Stealthwatch Enterprise) provides enterprise-wide
application control, intrusion prevention, URL filterin... threat intelligence into a powerful solution to protec... network visibility and applies advanced security...

() Enable £ Free Trial () Enable £ Free Trial () Enable £ Free Trial

7. Add new Secure Network Analysis Integration Module and select your device from
the drop-down list. Check the Create Dashboard checkbox and click Save.

o Modsle Name Quick Start
Steakiwaich Entermrise
— b you st
frst regisher your Sieakhwaich Maragement Conacle [SMC) in
- Security Servican Exchange (S5E). add the device snd segiater

. After this bs completed, you ok the Steatirwatch Enterpeise
integration module in SecureX

Prevoquisite: Steaithveatch Enterprise Version 7.1,2 or ter,

- T41-10-0-43-138-2 ran [ A— Manager 10043135
1. in SecureX, chck Go bo Device Manager o Manage
5 perpage 1-10f1 Y n Divites e =0 Add New Stosithateh Enterprive
Integration Module form o launch Security Sendces
Exchunge
5 Craste Dushiboard
Greate 3 dlshi associssd wieh this i which can  all members of your 2. Gk the Dewices 1 sad then chick the » kkon to 4dd
orpanization new device.
Ea 3. Ok the Clossd Services st and erare that Cisco
SecwroX threat response o enabled

4. Specily the token expiration time (the default b 1 how)
and cick Coninue.

5, Ciopy the generated tiken and confre the devics han
been created.

8. Select Integration Modules tab and select the Integration.

Heajt . N . . . N i i
.CII S.CIOl SecureX ‘ # Demo ‘ Dashboard Incidents  Integration Modules ~ Orchestration  Insights  Administraton ~ §3 @  Cisco | Admin
SMA Web Secure Access by Duo Secure Cloud Analytics
Formerly Stealthwatch Cloud
The Cisco Content Security Management Appliance Continuously verify user and device trust to protect Gain the visibility and continuous threat detection
(SMA) centralizes management and reporting access from everywhere with MFA, SSO, needed to secure your public cloud, private network,
functions across multiple Cisco email and web... passwordless, and more. and hybrid environments.

9. Inthe opened dialog, fill in the name and description for the API Client and select
the following scopes:

¢ Admin e Casebook e Enrich:read
e Feedback ¢ Global Intel:read e Inspect:read
e Integration » Notification ¢ Oauth
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Configuring Secure Network Analytics and SecureX

e Orbital ¢ Private Intel * Profile
e Registry ¢ Response e Telemetry:write
e Users  Webhook

| o The scopes cannot be changed after the API Client has been generated.

10. Click Add New Client.

0 To create a new client ID, select Administration > API Clients and click
Generate API Client.

11. The system will create a Client ID and Client Password for you.

Add New Client

The Client Password cannot be recovered, once you close this window.
Please store securely.

Client ID - Copy to Clipboard

Client Password - Copy to Clipboard

Close |

| 0 The Client Password cannot be recovered once you close this window.

12. Login to your Manager as Primary Admin or Configuration manager.
13. From the navigation menu, click the Configure> INTEGRATIONS SecureX.

14. Inthe SecureX Configuration section, click Add New Configuration.

Cisco SecureX Integration Configuration

SecureX Configuration @ Add New Configuration

No SecureX information available. Click Add New Configuration to begin

Device Registration @ New Device Registration

No Device Registration information available. Click New Device Registration to begin
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Configuring Secure Network Analytics and SecureX

15. Inthe opened form, select the regional cloud used to create the API Client and
paste the Client ID and Client Password from Step 11.

16. Select the Integration Options you want to enable, then click Save. The system will
validate and store the API credentials.

SecureX Configuration @

@© Tosend Alams as Incidents to Cisco Threat Response, use the Threat Response Incident action in
Response Management

SecureX Connection Details

Cloud Region @
North America (US) v

API Client ID

[ enter 4P Clent 1D

API Client Password

[ Enter API Glent Password

No API Gredentials? Get it from: hitps://securex.us security cisco.com
SecureX Integration Options

Enable SecureX Security Ribbon and Pivot Menu @

Enable SecureX Dashboard Tiles Service requests @

Enable SecureX Threat Response enrichment requests @
Number of TOP Security Events

10

Period of time (days)
15 g

Authorize the SecureX Ribbon and Menu

Once the SecureX configuration is complete, you can authorize the SecureX ribbon and
menu from the ribbon on any page on your Manager or from the SecureX configuration
page.

The SecureX ribbon authentication widget on the SecureX configuration page shows you
the current status of ribbon authorization and allows you to authorize or unauthorize the
ribbon.

Authorize from SecureX Ribbon

1. Expand the SecureX ribbon located at the bottom of the page on your Manager.

SecureX Ribbon

Take the power of SecureX wherever your investigation leads.
Configure a module to access the Ribbon.

% Secure Endpoint @ Threat Response @ Chrome Extension ¢ Umbrella L ‘j Firepower
Edge & Firefox Too!
Configure a Module
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Configuring Secure Network Analytics and SecureX

2. Click Get SecureX. You will be redirected to the SecureX login page.
3. Loginto SecureX with your credentials.

4. You will be asked to authorize the Manager SecureX ribbon client to access
SecureX with scopes specified.

5. Grant Access. You will be redirected to your Manager page with the ribbon open
and you can start using the ribbon on your Manager.

Authorize from the SecureX Configuration Page

1. Loginto your Manager.
2. Select Configure > INTEGRATIONS SecureX.

3. Open the Actions menu in the SecureX Security Ribbon Authentication widget
and select ... > Authorize. You will be redirected to the SecureX login page.

SecureX Security Ribbon Authentication @

||||||||

Admin User - - A Unauthorized
O Refresh

+ Authorize

4. Loginto SecureX with your credentials.

5. You will be asked to authorize the Manager SecureX ribbon client to access
SecureX with scopes specified.

6. Grant Access. You will be redirected to your Manager page with the ribbon open
and you can start using the ribbon on your Manager.

In case you need to use the SecureX Ribbon under another SecureX account you need to
unauthorize your current user and authorize again with a new one.

Unauthorize the Current SecureX Ribbon

1. On the SecureX Configuration page, open the Actions menu in the SecureX
Security Ribbon Authentication widget and select ... > click Unauthorize.

2. Authorize with another user following the steps above.

Configure the Threat Response Incident Action

If you have configured sending Secure Network Analytics Alarms to Cisco

0 SecureX threat response in previous Secure Network Analytics (formerly
Stealthwatch) versions, the Threat Response Incident action will be
automatically created.
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Configuring Secure Network Analytics and SecureX

To configure the Threat Response Incident action in Response Management, complete

the following steps:

1. Loginto your Manager.
2. Select Configure > DETECTION Response Management.

3. Click the Actions tab, then click Add New Action > Threat Response Incident.

Response Management

Rules  Actions  Syslog Formats
Actions
Name + Type Description
Send email Email Sends an email to the recipients designated in the To field on the Email Action page.
Sends a message to the syslog server designated in the Syslog Address field using the
Send to Syslog Syslog Message & &L & &= J

default Syslog Message format

4. Fill out the form and click Save.

Used By Rule

Add New Action v

Syslog Message

Email

SNMP Trap
ISE ANC Policy
Webhook

o Threat Response Incident

Rules Actions Syslog Formats

Threat Response Incident Action

T Description

( Cancel ‘

\ Test Testing|

() Enabled Disabled actions are not performed for any associated rules.

Incident Confidence Level @

‘ Low v

Create a new Target entity in SecureX Threat Response for alarms processed by this action.

(®) Create targets in Threat Response for internal hosts only.

(©) Create targets in Threat Response for internal and external hosts.

Use host details from the alarm data: | Source and Target Hosts v

For more information about the action options, refer to the About Sending Secure

Network Analytics Alarms to Cisco SecureX Threat Response section and the Configuring

Response Management help topic.

Verification

1. Verify that your Manager has the SecureX menu and ribbon available.

e For SecureX menu:

° Open any page in the Manager that contains a relevant IP address.

° Click the **+ (Ellipsis) icon beside the applicable IP address.
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° |Inthe pop-up menu that appears, click the arrow next to SecureX. A
secondary pop-up menu appears with menu content.

Host

Sorted by overall severity

+ Host Address + Host Name = Last Active sl

10 am

o = |P Address
View Flows Edit || Investigate in Threat Response |
Top Reports N AMP for Endpoints

Search for this IP
External Lookup >

Orbital
Show Effective Policy Orbital Query
SecureX [j h SecureX Orchestration |
“ Perimeter Block |

Subject IP: 10 Secure Network Analytics
from: 06/10 3:04 PM | Host Report
to: 06/10 3:08 PM Talos Intelligence

Search for this IP

10 Umbrella-Protection

- IP view for 10

e For SecureX ribbon:

Navigate to any page in your Manager. Click the
(SecureX ribbon) icon on the bottom of the page to expand the widget.

Q1o bW secu

2. Verify your Secure Network Analytics alarm in SecureX:

a. Wait until Secure Network Analytics detects Critical or Major Security Alarm or
generate a test security alarm.

b. Login to your regional SecureX cloud.

c. Navigate to Incidents app in the SecureX ribbon, or Incident Manager in Cisco
SecureX threat response.

d. Your alarm should be available in the list.

The Cisco Security Services Exchange (SSE) cloud is available for your Manager in
Central Management. Registering your Manager in the SSE cloud will allow SecureX to
retrieve enrichment data, such as Security Events, from your Manager to be included in
the investigation workflows and retrieve Secure Network Analytics (shown as
Stealthwatch) tiles for SecureX dashboard.
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For more details, refer to the About Secure Network Analytics Enrichment Data for
SecureX and About Secure Network Analvtics Tiles for SecureX dashboard sections.

o SSE is enabled by default.

0 « If you use Automatic Registration, you will need to link your SSE account
and your Smart Licensing Account.

If you are using a custom Manager Identity certificate that is different from the
A\ one provided by the default Manager Identity certificate, contact technical
support as your Manager may require additional configuration steps.

Automatic Registration Procedure

Your Manager will automatically register in the SSE cloud if the following conditions are
met:

o SSE option is enabled for your Manager under External Services.

e Your Manager is not already registered in SSE.

» Your product is registered with Cisco Smart Software Licensing. For more
information, refer to the Smart Software Licensing guide.

To enable or disable SSE, complete the following steps:

1. Log into your Manager.
2. Select Configure > GLOBAL Central Management.

3. Click the *** (Ellipsis) icon under the Actions column for your Manager, then click
Edit Appliance Configuration.

4. Click General.

5. Under External Services, check or uncheck the Cisco Security Services Exchange
check box to enable or disable automatic registration.

6. Click Apply Settings. If you have enabled SSE, continue to step 7 to register your
device.

7. Return to the Security Insight Dashboard.
8. Select Configure > INTEGRATIONS SecureX.
9. Inthe Device Registration section, click New Device Registration.

10. Select Register Automatically.
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Link your Accounts

To link your Smart Licensing Account with your Cisco Security Services Exchange
account, complete the following steps:

1. Go to your regional SecureX cloud and log in using the credentials for your AMP for
Endpoints, Cisco Threat Grid, or Cisco Security account.

2. Click the Administration tab. Choose Devices > Manage Devices to be taken to
Security Services Exchange.

il SECURE ¢ Dashboard  Integratin Modules  Orchestation 8 Administration °

Administration

Devices

== =3
e e

nnnnnnnnnnn
Users.

3. Click the *¥(Tools) icon, then click Link Smart/Virtual Accounts.

cisco Security Services Exchange Dashboard ~ Devices  Cloud Services ~ Events  Audit Log 0 % p

Link Smart/Virtual Accounts

Link CDO Account

<

Devices for Cisco - Integration

Downloads

4. Select your Smart account from the pop-up with the list of accounts.

Manual Registration Procedure

To manually register your Manager in Security Services Exchange, complete the following
steps:

1. Go to your regional SecureX cloud and log in using the credentials for your SecureX
for Endpoints, Cisco Threat Grid, or Cisco Security account.

2. Click the Administration tab. Choose Devices > Manage Devices to be taken to
Security Services Exchange.

etk SECURE X Dashboard  Integration Modules  Orchestation % Administration °

Devices

Reload Daves
—

3. Click the Devices tab and then click the + (Add Devices and Generate Tokens)
icon located on the right of the page, above the table with your devices.
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cIsco Security Services Exchange Dashboard ~ Devices  Cloud Services  Events

Devices for Cisco - Integration

Y [ Device Mam

0 Rows Selected

*

voov v v v
o B w RN = o=

4. Inthe opened dialog, click Continue and let system generate a token for your

device.

Add Devices and Generate Tokens @ X

Number of devices
1

Up to 100

Token expiration time

1 hour v

Cancel Continue

5. Copy the generated token into the clipboard or save the generated token into the

file.

Add Devices and Generate Tokens @ X

The following tokens have been generated and will be valid for 1 hour(s):

Tokens

Close Copy to Clipboard Save To File

6. Log into your Manager as Primary Admin or Configuration Manager.

7. Select Configure > INTEGRATIONS SecureX.

8. Inthe Device Registration section, click New Device Registration.

Status
© Registered
© Registered
© Registered
© Registered

© Fegistered

NN N N N 2

AL
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?Qj Network Analytics Dashboards ~  Monitor +  Analyze~  Jobs~  Configure ~  Deploy » Q 4 B o+ Ml cecuRe

Cisco SecureX Integration Configuration

SecureX Configuration @ Add New Configuration

No SecureX information available. Click Add New Configuration to begin

Device Registration @

No Device Registration information available. Click New Device Registration to begin

9. Inthe opened dialog, select the Cloud Region that matches your SecureX regional
cloud and insert the Security Services Exchange token generated and saved in step
5 and click Save.

Device Registration @

Cloud Region @

North America (US) v

Device Token

[ Enter Device Token |

No Token? Get it from: https://admin.sse.itd.cisco.com

10. The device will be registered in Cisco Security Services Exchange and the status
will show as Enrolled.

11. Verify the status of the device in the Cisco Security Services Exchange portal. The
status of the device should show as Registered.

Configuring Secure Network Analytics Integration Module in
SecureX

For SecureX to retrieve enrichment data and dashboard tiles from Secure Network
Analytics the integration module must be configured.

Prerequisites

» Your Manager is registered in the Cisco Security Services Exchange cloud.

» Cisco SecureX threat response is enabled in Cisco Security Services Exchange
portal Cloud Services.

Refer to the Register your Manager in the Cisco Cloud section for more details.

Procedure

To configure the Secure Network Analytics module in SecureX, complete the following
steps:
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1. Go to yourregional SecureX cloud and log in using the credentials for your AMP for
Endpoints, Cisco Threat Grid, or Cisco Security account.

2. Select Integration Modules > Integrations.

3. Click Add New Module. The Available Integrations page opens.

CIs

Settings

Your Account
Devices

API Clients
Integrations

Users

dafraln cqn
e SecureX

Dashboard

Integrations

Orchestration

Integrations

Intelligence within Cisco Threat Response is provided by modules, which can also

Your Configurations

Add New Module

Built in Modules

Administration

4. Find the Stealthwatch Enterprise module and click Add New Module.

Al Seoyre
dsehr SecureX

Settings
Your Account
Devices
API Clients
+ Integrations
Available Integrations

Users

Dashboard

Integrations  Orchestration  Administration

Auvailable Integrations

Select a module you would like to add, or click here to leam more about modules configuration.

AMP for Endpoints

AMP for Endpoints prevents threats at the point of entry, by identifying
and halting advanced threats before they reach your endpoints

PRIl Learn More - Free Trial

3l Ficpower

Firepower provides complete and unified management over firewalls
application control, intrusion prevention, URL filtering, and advanced

PRIl Leam More - Free Trial

Sma EEVISIT

The Cisco Content Security Management Appliance (SMA) centralizes
management and reporting functions across multiple Cisco email and w.

Add New Module [IIECRYVS

Unbrela

5. Inthe opened dialog:

a. Name your module.

[&1ER  Cisco Threat Intelligence API

The Cisco Threat Intelligence API (CTIA) is a REST API designed to
facilitate the rapid storage and retrieval of cyber threat intelligence data

Add New Module [IIEERYVI

[l Orbital

Cisco Orbital is a new advanced capability in Cisco AMP for Endpoints
designed to make security investigation and threat hunting simple by.

Add New Module

Leam More

B stealthwatch Enterprise

Cisco Enterprise provides ide network visibility

and applies advanced security analytics to detect and respond to threat.

LTI Learn More - Free Trial
e ——

> visro

Email Security Appliance

The Cisco Email Security Appliance (ESA) provides advanced threat
protection capabilties to detect, block, and remediate threats faster,

PRIl Leamn More - Free Trial

Sma EEVINNET]

Cisco Content Security Management Appliance (SMA) centralizes
management and reporting functions across multiple Cisco email and w.

PRIl Leam More - Free Trial

Threat Grid

Threat Grid combines advanced sandboxing with threat intelligence into
one unified solution to protect organizations from malware.

PRV Learn More - Free Trial

WY web Security Appliance

b. Inthe Registered Device drop down, locate your Manager.

c. Click Save.
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' ::III_‘;(I:!:; ' Secure X Dashboard Integrations Orchestration Administration
Settings Add New Stealthwatch Enterprise Module
Your Account Module Name*

Devices Stealthwatch Enterprise
API Clients

. Registered Device*
~ Integrations

T ——— Search registered devices by name
Users
=n

6. Verify that Cisco SecureX threat response can retrieve enrichment data from your
Manager. To do this:

a. Review your Manager Security dashboards and notice an IP that generates
security events.

b. Enter this IP into the Investigation search panel in Cisco SecureX threat
response.

c. The graph should show you other hosts involved in Security Events with the
requested host.

d. The Sightings will represent the security events associated with the requested
host.

Configuring the SecureX dashboard with Secure Network
Analytics Tiles

The Secure Network Analytics Integration Module has to be configured before
0 adding Secure Network Analytics (shown as Stealthwatch) tiles to the SecureX
dashboard.

To add Secure Network Analytics (shown as Stealthwatch) tiles to the dashboard,
complete the following steps:

1. Inabrowser window, go to your regional SecureX portal:
¢ North America: https://securex.us.security.cisco.com

» Europe: https://securex.eu.security.cisco.com
« Asia (APJC): https://securex.apjc.security.cisco.com

2. Login using your Cisco Security or Cisco Threat Grid account.
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3. Onthe dashboard menu bar, click New Dashboard to open the Create Dashboard

form.
'::IIIS'::LI" SE:“:._,F'[EX Dashboard Integrations Orchestration Administration
MNew Dashboard
Applications & Integrations = Pashboard
I

~ Applications

n Threat Response
-1

4. In the opened dialog, fill in the Dashboard Name and locate the Stealthwatch
Enterprise module under Available Tiles.

5. Expand Stealthwatch Enterprise and select the tiles you want to add to the
dashboard.
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Create Dashboard

Dashboard Name

[oastboora ]

Available Tiles

> @ AMP Global Intelligence
«» AMP for Endpoints
Email Security
Firepower
Private Intelligence
SecureX Orchestration

s Stealthwatch Enterprise

Alarming Hosts by Category
Number of hosts in the alarm categories since the last reset hour.

Top Outside Host Groups by Traffic
Top 10 Outside host groups by traffic.

Network Visibility
Statistics for the number of hosts and the amount of traffic.

Top Inside Host Groups by Traffic
Top 10 Inside host groups by traffic.

Visibility Assessment

Ml _f L st oal AP _tta . A s

6. Click Save.

The tiles you selected will appear on the dashboard layout with relevant data.
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Known Issues and Limitations

 Failover is not supported for the SecureX integration in v7.4. The configuration
needs to be repeated for the secondary Manager for the integration to work from
both Managers in the SNA failover pair.

» Backup and Restore is not supported for Device Registration in the Cisco Security
Services Exchange Cloud portal. The Device Registration panel in the SecureX
configuration on your Manager shows the actual status of the device registration in
the cloud. Therefore, restoring configuration from the backup for the device
registration is not available. If deleted after the backup, the registration will have to
be re-done again after restore.
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Contacting Support

If you need technical support, please do one of the following:

e Contact your local Cisco Partner
¢ Contact Cisco Support

» To open a case by web: http://www.cisco.com/c/en/us/support/index.html

» To open a case by email: tac@cisco.com
» For phone support: 1-800-553-2447 (U.S.)

e For worldwide support numbers:
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
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