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AR 22 28 S A
PESE T VMware 1) Firepower RATHERLEA I, W HH 2 RIUER ITERIC P, SLRVEE D2 B0 £
B I L 5 R PE R AR (AN, 54 3% 6.0) 5.

BERBUBANR AR, AT L T RAE:
1. R Web V83, SHIEERICFEMEET “ FH” (Downloads) [X 1 (https://software.cisco.com/

download/navigator.html).

2. {E7=fh (Products) XIS SEMF, slfE 2228 10 R GBI (Find) FBUh A AR,
B, E 2K Firepower /74X, 155 Firepower.
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4. R BT
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PABEBT L R G . RIIRZBAT WA SCRF IR IAS I R G . % T 40 8L FirePOWER & Hiduty, LT T
BT BTN AN AR IR $ 2 (VDB) BT

5. A A7 R4S ) B IETEIZAT vSphere 75 7 i (1 T/ 344 5l A 45 9% 7T U il A 17 5
L% B/E AR B, U HIR.
6. {3 FH S A e 1) TR PR AR A7 AR SO A, SRS AR e e
X T L E R} FirePOWER &7 EE L
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LR Firepower & # Oy ) 22 B8 TAN R -

Cisco_Firepower_ Management_Center_Virtual_ VMware-VI-X.X.X-xxx.ovf
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Horb, x.x. X-xooc FEEZAH I SCAF R ARCAS AT N B ARCAS 55
TRIM 7GR

F 1  VMware OVF £

@wE ESXi gk VI | #/E

SNHE OVF it R[] PSR IETE E— IR T 800 7 ZA Y OVF BiAR
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GIRAE ] VIOVF B i, 223 Rets e VS AT BESUUE L Firepower 4 B AL BEARBLE . AT LAEE -
ORI
W B AT DUAE T B 2% b AT AR 1 2% R

W RAEAE ] ESXi OVF AR 588 iz 400 80 5% B L #% AN Ve L ) P AT RO L, WA AU VMware #2158 REAU B 4 3
YA E . ARPATHIABE N EMES, SEXTERENLENIRS, WS B E SR FirePOWER 5 B .0 i
BLE (512 70

] VMware vSphere J47#% (58 8 11D ULBHUWIMA Firepower & 5 H .0 B UL 1% #5358 FI) VMware vCenter
B RE, HSRMKRE (81470 .

i VMware vSphere #4735

f& 0] U# ] VMware vSphere vCenter. vSphere 7% )i+ vSphere Web 7% )i o, vSphere SEHIWLIEIEFEF (T B4 ESXi
&), HE AU Firepower & 0. B AT LA H] vSphere, i8It VI 8 ESXi OVF BT &2 -

B nREH VIOVF Bl ERE, W& WAl VMware vCenter & #.

B R ESXi OVF Btk &R, ¥ i VMware vCenter & ¥, mLHE I FHL. Ti WA, #BWLIE L
X% J5 it & Firepower REFTTH R HE -

HWETE
B )\ Cisco.com F#X OVF iR ; 1S s Bl ze 3 A
=

1. {#F vSphere % /¥, 55,0530 (File) > #3& OVF 154K (Deploy OVF Template) 325 & 2 7 F 3/ OVF #itR 0.
2. WTFHLF RS, RBEEHEN OVF iR
X F LB E} Firepower 5 # HH L :

Cisco_Firepower_Management_ Center_Virtual_VMware-VI-X.X.X-xxx.ovf
Cisco_Firepower_Management_Center_Virtual_VMware-ESXi-X.X.X-xxx.ovf

Horr, x.x. x-xooc & O BRSSO B RRCA AT N BRRA 5
3. &% “OVF MR vEdifs 27 miil, ARFmET—2.

4. WRVFRT PR EETE OVE BRI (X VI B , RS TR “RARP RN M. REEZEF&EZHIESET—
& (Next).

5. 80, B RRIFIL AT TR AL, Firepower B BEH R AL T A RALE, AR5 M B —2 (Next).
VEE: Y4 vSphere % /7 i ELHE &R 2 BSXi ENLET, A2 H LGB ORI B ik T

6. JEFEEIAIE M AU, Firepower B B rpv 0 EHLEAERE, A5 midi F—2.

7. SHEAREAEIL IS AT R Firepower & H oL ) BEEIB ORI Sk b, SRE R T —2.
EE: (CHEROERIERN, R4 2 BRI,

8. IEFFEAFE NI AFRE LR, Ra T —2.

EWTE F, el DU BRSO ECE ) Datastore F3EFE . FERULED B 1A e 0L 5 SO 2 T A 7
Datastore o &3 — /@ KN Datastore, PAZZN NI H g L8 k.

9. EFEHEAAS SUAF s AN LA AL, AR5 i T —2

IR LB (Thick Provisioned), 12 LRI/ FLAT A fE6% . U0 ik FREBIHES (Thin Provisioned), 744
BN SR A P 4 75 23 EC AT
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LA E

10. 4 Firepower & A O KEFVE HHE 11 55 P 2 W55 Bf 2 1 1) VMware 4% GG

A B 1A 0 SRRV P ) B BRI4R (Destination Networks) 51, & — AN DLESL KL, MR )G Ad F—5
(Next).

11, WS H P AT L R MRS E OVF AR (I VIR iy, M@ E AL E &M, A5 md F—2 (Next).

12. A FIIEHER R (Ready to Complete) & 1% & .

13. 80, % #HE S EZ) (Power on after deployment) 27 /5 5 K& 4l Firepower & 8 rfty, #RJ5 il 52K (Finish).
HE: WREEEAEREG R, WTLMEMN VMware £ 16] GHATICEAE: ESRVIGHEMER S G5 1170 .

14. ERZEE, RAPIRESE D,

15. 58/ZIA1F 5, vSphere Web 2 /' ik Ab B VM #&7] LAE 2 /R{5 2 (Global Information) [X 315 fE% (Recent
Tasks) E A& HEF] “YIEHL OVF % (Initialize OVF deployment)” R4,

JeUE, oG BHE OVF Bt (Deploy OVF Template) 5 MUIRAS o

SRJE “PEAT” (Inventory) HH (¥4 i i Hh0y N 22 BoR MU B R} Firepower & FE A LySE Bl o 8 BB VM B T il 5 22
30 7l

TER: R A BB AT SN TE T HE P Firepower & by, Firepower & O f EIKM Vs ] . #8325,
AT RE T AT HANECE,  LASEI B i A DV FTAIE -

JEsERAE
B E SRS T B IR RS R NI E; SRR RCE (9 T .

7R BB

ZRREM B )S, WEIAIARE AL B& AOBEPE AT A A7 BB L B oK . BOA R E R IBIT R G IRAIREDR, AREFER.
B, Oy 7iRmTERE, AT URYE AT Y 0 BEEOR G0 i & (KA A7 AT CPU Hid . TARFIH 1 BRIA I s i L

B 1 B3 Firepower & HAO BRI E IR A1 E

wE NN wEFIET?
A7 8GB &
FERL CPU %= 4 2, ®E 84
il 25 P B R/ 250GB (R} 5
Firepower & F
Hty)
Sk AL 1
B REVFATIE 2 HVFTE IR & SCRPHII Uy iE] LR
A=y AT AT = B

i [} VMware EFIHL “J@ME” (Properties) X 1FAE % & BTN RE ZHLE IR . 0T DA MGET-R ¥ g CPU.
7y WS AE R CPU BR. AT LARE SOE H T WL 240 LUK PG RC 2 EC & 18 3B B . MAC b FT 45482 .
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B

1. AR R AR, SRE M B F SCRR E B gR R B (Edit Settings), B % 11 AT (Getting Started)
IR flt g UL B B (Edit virtual machine settings).

2. Hif# N (Memory). CPU (CPUs) FIRE#E 1 (Hard disk 1) (3 EAE T BRI E (WSS BOAEE (54 00D

HRTIR) .
wWOAEMBI T RS FINAAREREM CPU #iiE. ZEAEWHANHEAR (Provisioned Size), 1 T4 1 (Hard
disk 1).

3. B, JEId A 0 AR R B R B DA AT SR, 34 AR RS CPU IR
4. AP ERC S 1 (Network adapter 1) BB IR, B $h4T 5 24
a. ERZWRET, HHITIFBRIRREESIEE.
b. fE MAC #iht T, 3B E Rl e F4E L) MAC Hidik.
% MAC Hihl-F2h /BB B4, LB MAC bk 58 e sl sh 29t b i Hofh R 48 B h ¢
A, W T AR R Firepower B ELH Ly, WR CEBWUG B G, T3 EH MAC Hihil AT fRA 75 2 FHK

] R B A AT HE
c. TEMSBEET, BRI E MBI & %I
5. M OK.
JEEEE

B VR R S RIR LB B R 11 50 .

B o, ERSRSZE, ERLEIE NI E IR SR (EH T VMware H98F Firepower NGIPSv L%
ATTIERD
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FE 2B R Firepower RGEEM )5, AAZU5E L VIHTBE & 6 AT AR B BRI 2 _EIR (S (BB R . 30 J0 3 50 B i o

1533 2 f & F P VAT B (EULA).

Ao,

B

FERCE RS, 0 AT 2 RIS B O AT 55, BN BB I (8], VENPAIVE AT B8 S e RS . B B A R o

P R I € R GV IF M IR ER AL O IR XI5

XA AR TG B AN HNS 5 SR HOT A I R k5, BhE bRk v B S, R ASPRGI A Jo Ve o) o Be B R,
B, AT LRSI R FirePOWER & B0 B OB E . fildn, W RAE B B IR b ade g 1 BN R sy [ 4%
S, ASEEYUE THRE s XIKEERR A E -

TR AR E, e B B ORI B % . SERRIIRLS . B VMware $EH & 8 IF I E .

WRAEH VIOVF B iEAT HE, 7T LMl S E i S T MR E . SR B A W B 1R S EOE P H ESXiOVF
WA THE, EHEAMAREMNEIEE. BEMNSE, AN R EYLNNE 2] B R FirePOWER B A0
Web G, e E IR .

EE: WRENELGES, B LUK E Firepower NGIPSv 4%, R/5 W B XL & 1% H Firepower B HL L, 1E
WAVIIR B ERAET, 0T LUK B8 T3 M 2 Firepower B3 710y ; 7 Firepower B 3 O B AR, AT INFFVF AT

LR ) 32 4 o

PIga 1 R U B e

B RV ATIE ZRHFFE XFFHIB % SCRFHIR i I AUBR
(0} EROER EROER £ B

LR E)E, EH KRS BEN, = H3E3IhL.

L B AR TZHER, BERSBRENTHE. RS TRTE 40 28RTIPIGEL. HDFERIHL,

7 4w e 7% ZEMIBR B & I EHIT .

AT T R G A i 7

B

1. JAshis.
fE vSphere % )" di 1, A7 B T DUBEAT IR SRR SN AR AU B AR IR A4 R

2. Wid% VMware $% il 6 555 L WIAA L.

Jr S BRAE

B RS R BCE AR FirePOWER 5 B OB B (56 12 70 BRI E.
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i T VMware FEFUEEL FirePOWER & #H 0  E

Y B B FirePOWER & 3 F0 f 04 %

5 'E B R FirePOWER & FE b0 L% 4%

BB JBEL FirePOWER 8 8 A0 B 401 15 2% BT 75 D IR F 2 H VI OVE #iR IR /& ESXi OVF AR &R :

WHRAEH VI OVF BB HAH TR E M-S, EHEE Firepower R 4tHT 7 1V B 152 B [ 2058 5 % Firepower
EIP OIS, RG] Firepower RA R E A AEE . WMV AIERZ 4, 55 H SR% DU 32 A48 B
. HRIFMER, ES W (Firepower ZAHE TR -

W R A ESXi OVF BAR #E, s7EfE A VI OVF MR Z 0 % HHLE Firepower KA TR MR E, W& EER
Firepower & L FR O APIAN D . WI4A4L Firepower B HE AL BRI &G, F VMware #5H G817 A, XATH B
Bo B EASHMY FIBERRE. R, BRSHEMS ER RN B, DA 8 R4 AL .

un SA# Fl ESXi OVF #4558 Firepower & B b O EIIBEAE, FFEEH VI OVF BT BRI &, mEd B
H 158 B 7S [F DR BT 33 M 21 Firepower & HE .0 HRVEANER, WESRYIMG R ETUmN: BAUER
FirePOWER &bty (35 13 70)

H 34k Firepower & FEH O B A 2 N 28 5 B

B Re i FlIE 2 JLVFATIE &) e SCRPHI Ui FIBUR
£ EREES: R 4 e

i) B AL FirePOWER 8 B O RS S W11 UG, L UG B VP IR A2 BN 2% LB 5 I E . I8IEAE VMware
P 51847 A SE Ut D 3R

Firepower 245 IPv4 il IPV6 4 FFFHE (I T AUMEARSEHG . B26, MABURAILE (RS IPv4 MR, AIFRH
(HREEFD) IPV6 A EILE . T IPv6 W, T DUACHORS th SR 2 R B . A ST 8 IPv4 B TPy 755 1P bl %444
T i 284 1 LA R

FEFEIASR R PATIRAE RS, X T2k w8, IR S W, Bl (v/n) o BOMESIET G SN, B0 1v1. 4% Enter
NVEE N

HEETIE

FAIAL MR (55 11 7)) hFrR a1tk %%

B

1.

£ VMware #2516 F A AR RIERH VI OVF BUGH 2 N 78 ¥ B 1) 5 48 58 108 B K P F P 2 A Y admin ¥
3% Firepower & ¥ H 0,

SRR 1A S B e Y, BOELEfE ] ESXi OVF BARGHATHE, WHE A Adminl23 /%65,

AR RARRAT R, AT DU AR

sudo /usr/local/sf/bin/configure-network

AR PAT R BRE (BUEEAD IPv4 EELIE, REHHE Ipve EEIE. WRTIIEEMSKE, W

M‘Zﬁ:
KH Bt U N IPv4 ik, GG ZHEAD . Bildn, &7 LR E M5 255, 255.0. 0.
- RHAB SRR [Pve ik, XFT IPve BI4%, feefid W, BrEKRE 112

BRI TR & IR R

IR AN R E AR, WIERRFF PN n 4% Enter 8. A)5, B(F7T DU IEME . SCiE)S,

VMware 1%l & 7] 8 2 BniH B .

 TER B
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EH T VMware FERLUERE FirePOWER & H ff0 i3 B

JESRAE

¥ B Rl FirePOWER & 3 Fo0 405 %

B iR FirePOWER & B LR 2 ST, ZESERAT WA E Ui MBI B} FirePOWER & B0 (55 13 50 BL

SERRBLE .

VI E UL . FEALUERL FirePOWER 4 B A0

B RV TE 2 BLYFATIE KRB R Access
£ (EREEZSA EH A &N B

X HE UL B} FirePOWER & B ARGy, A2 o 85 S e 4% P O 46 7 T 2 15 8L DT i 5 AT 4 0 L AR TR 58 P BE LR
FEo WMZUSE AR B GRS, FRAEMARBEE (A7 MICHRE) » JFE3Z EULA.
FEBRCENRET, AT PRIV AT B VRN AT, DA B & RS B iR, JFRE Firepower i B A0S I
R, AN, MR R

EF

LB SCHF R B 28 AR A BRI 26 B ISR B 1) 3 hetps: //MC_name/, HHY, Mc_name RAE E—AMFEFF 4 EL4S
Firepower & B fp.C /8 B2 11 ) £ M1 4% B TP Hbdik.

2. EFAEIER A VIOV SR 8 8  7E B0 BL 1A) 3 P i 2 X8 B B30 7 B 44 RV S 1) admin e WERERAE A )

FHEBEM, WA Adminl23 {EE .

RGUK RN E . ARSI ENIEIIER, HSHU T &

FEHCER (5 14 7O

M2 E (5 14 70

IR BCE (5 14 70

HEMWEHFA G 14 70

HEMHEAEER CGF 14 70

BHaE& (515 70

VFANE®RE G 15 70

VFANE®RE G 15 70D

A VAT CBR 16 B0
3. SEiEE, midTRLA (Apply)-

Firepower & H 0o J 450 6 R3S R e SRt AT IC &L
4. R “AESIRZE” (Task Status) T (FR 4G [System] > IA3% [Monitoring] > (£ 5IRZS [Task Status]) I iEHI G E 2

o

EANIEST CR TR TASEIE S iV
SEMK (Completed) 91, WIRAE ZHGIREPECE 1 AR M slisth LA B 5007, 00 AT DU IR SR 55

IUAE AT LM H 8L FirePOWER ARG T o A RALCE SE NHAE S, WS (Firepower ZZ4HETER) -

JE SRl

B BREEPATESATE) (GE 17 70

13
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EH T VMware B ELUE R FirePOWER 8 # HHO 3 B

Y B B FirePOWER & 3 0 B 4004

B CE RS
TR LY aamin KIS, Rk BAE B OABR, ToiEMkR. EREEEME RN, wiREmEas 20\ AR
NERE TR TR, RS RS BT AT Gl g L A

WA 2515
Rl FirePOWER & H iF O 25 % B VP IZ SRS M % FilE . ROE 0 AR B M8, DA ik
Ay % O TRIE 7 .
1 R OHUE A B, 1104 Firepower 2 Zi 1At IPv4 F1 1Pv6 45 FRERE A SRR St . 0 25145 72 5 B I 2% 1 AL
(IPv4. IPv6 BHE) . MIFEMERE, RENHEEREZMFZE, EXEZEFNINEE IPv4 B¢ IPv6 & 1P Hilk,
VK] £ i B T 4% K FE AT BRI 9 5«
B X T IPv4, DA E SRR R A R RS (. PIZRHERD 255.255.0.0).
B X T IPv6 %%, T LAk s A B E S B S AC B M Ipve bk B IEHELL E Bh/0BC IPve KR E . B, BAEKE R

SRR S B R A A g (Bl BTZRK R 112).

A LIS B % =/ DNS IR5528, DL &RENLA R,

I 7] 5 &L
IEAT LA F3hEi@E i NTP R4 23 Network Time Protocol (NTP), N Firepower & ¥ Fp 05 B 7] .
ERT DAYR E TR BE R 1A Web ST AT AT IX o sl o AT iT X, {3 FH A8 H 5 I E T 5 2. Firepower 73 H1 0y
EE, T2 & Y%A E I Firepower B L HOREFIT [ [F] 25 . K4 Firepower B HH O ST HIAE NTP ¥R,  FrbAdk
AT WAL P EE NTP Ik 55 45 SR 150 B I ] .

e INRAFEFFEN AR E Vmware KB Firepower FHE .0, BRIAMEH TR EVIREUN T . BAT K
ESX/ESXi EHEERN NTP JR%55, (EXFEMIFIE VMware BAEMTE. VMware A AT R EMIERZE ESX/ESXi EHLAT
BAPUBHETE] (NTP) AR 2%

RN EHFA

W B IR TR D RS BeRn,  SERHRTRBE 7 A (VRT) AT 7 ARSI SR R0 SE e B A £ R BE 3T i FR N AR A D R
AEFREEFN . BUA RN B SR IR S AR B BSUE AOBRIANAR MK BB o LI S5 0 mT A3 00 U 5 B2 (i R I 531 A 2

G,
WIS RITE S E R HAT MR RN 1, EARNE R ERE B A EEMNIEH FA (Enable Recurring Rule Update
Imports).

Al LR E RANSRZE (Import Frequency) JFACE R4, i RGAET IR B S AT NR RIGEFT A (Policy Reapply).
BAEYIAAIC B AR AT W SE T, 152 BT 2232 (Install Now).

VER: MU TR R S T I R SO TE B OR T ORI B R S AR A ARG o Ak, RN TE R A 2 T RE
RZ, DN, TEHERAE M 248 FH BRI B3 AR

ERsh s DA
AT LU A LR FirePOWER & B OB 5 RS04 U AAH OC 1B B TP ik i) b A 05, DA B O 4 4 ol T AR
Context Explorer F (LI A7 B G115 S

JF} FirePOWER & B ohoC i i A7 B K 2 (GeoDB) L& & A& 8, 4 TP bk AH G ¥ FLER I IR 25 $2 1L 7 (ISP). i3k
B RBEE EAEFALE . 5 E W GeoDB HUH I i ) R GE A8 H S At B AT B AS B o W R EAE A R AT B A B
FHIEI AT, BRMEVGER B S AESR FEH (Enable Recurring Weekly Updates) .
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EH T VMware FERLUERE FirePOWER & H ff0 i3 B

¥ B Rl FirePOWER & 3 Fo0 405 %

AT LA GeoDB F BB 48 @ N — ko miahiir X, GBS B O S ey X . BEAEWIAR G B AR R B s P,
IR FFIL BN 223 (Install Now).

ER: GeoDB MEHNAENRIRE, THEMNZESEIRETREKIS 45 4080 SR 48 F B BRI B 3
GeoDB.

EpES7)

Firepower & B HO 4L T 888 A RS AL, DUELE KA s R R AL S . fEVIG LT, S hEB e R ash&n
(Enable Automatic Backups).

Rz E G, MEIE—TUEIES, RIXS Firepower & BE bt b WL B 8122 A %47 -

VP AT B2
TR VE ] SRR ThBE, 5t/ | B B Firepower REEHE . 1AM Firepower & HE iU N HL A By K HL5 3 (1) 1 4 5 3
VFA[E. Firepower ZR 4t H AL )V I IE SR B HY e T B8 2 (19 150 4% 2 28
B Xf T Firepower. ASA FirePOWER il NGIPSv ¢4, @ Ziifi FH £ i VF A HE.

BB T, &1 Firepower FHIH.O AT DIHAT I =N MAMA T ZI, DUREZ kA SSL A1 TLS Jn% i
o FEEIIAEM A MV alE RV E W APAT M IIGE. ARETTHSBE R, 52 W Firepower £ 41 B 755, Firepower

L AL .
B EAM

REAUIEEL FirePOWER & B 0y m] DL HE Firepower 240 4 B SCHF ATV B SO B & o FERIR BB I RE T, AT DUKER
2 BB %A N2 Firepower & Frbita o (HJE, IR % A Firepower & H il g1 — & NAT & BT, 1EALZiHE i B it
FE5E 8 a BEAT AN o

fE Firepower & B A ORI 2 W45 S5, W RIS AR ZLIG Uy ol P SEm B BN T-804%, 1 128 v L R BRIA U 100 28 41 SR g
(Apply Default Access Control Policies) 2 EHE . 1EEE, EI0I%iL$E Firepower B B A0 45 6 B8 N H MBI, H R
RS 1 S IR LE SR o S FH 3] & AN B0 10 S I 10 B W s N R A AR, A R AR A

R AN T R BIBR A ] 4% 1) SR

(EEULCEse BRIy ) $ ] SR
I BRANAZ Bt
e BRI AR B 4
7 A Pl BRIV I 4% 1
W 2 B NNCEY E )

IEOLRRAL, BV LART{E A Firepower & ¥ HH.OAE IR % 3 H O E U S IVIGE R AL E . fEXMEIL T, XAH
Firepower & 0o LTI BT A SR RS Y  F E R 2oy (A7) w&ARCE . WRA OB ER#E O, Firepower HI L4
N BRIANAZ B B 3, 7500, Firepower & B8 o0y £ 7 F BRI 15 1) 475 1] SR

R EP AR TN E B, S (GEH T VMware FIBFLNGIPSy BUEAITIER)Y + WTYHKEE, SR
(Firepower #4 L 15/ -

EE: WRRES U RIEHIRIEAIER, WIRMSRH SR, XMAHEEEZMTRENRE, BT AR, B5R
il W B P I I R AR B R 1% o 0 SR GG U7 (v 23 1) SR S S e, TUIATT 4 X 248 i L S mes th 2 B AR . FE R U 3
FURM ) B Ji5 8D ZATTF3) ] 2% L FH 7 I 4 1) R DR 48 R L SKEMS o A DR ] 5 50U 1] 42 o) SR S I FH R US4 Il 8t P 6 40
S8, 152 (Firepower ZLZHETEH) -
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EH T VMware B ELUE R FirePOWER 8 # HHO 3 B

J&a F VMware LB

BRI A, IR NAE B TEM BT 5 € HENL4 (Hostname) 58 IP it (IP Address), LK EMZE4] (Registration Key).
EICE, XA REE, HAEE T IES.

ORI, R ST HERS DU T AR I B . S, PUPTHEHE CL A B0 LR} FirePOWER B 3RA11.0o (I VF T, ik
5b, A7EEVF AT P R R ARV ATEZ G A MR . i, AR RTUOR RV RTIESR A REE B A R R T
FEMEVF T

1 T RO, JFARRTR VT UECE T 0 B L, (A, W RS MLIL e A PR
FEIVFATIE. GKRP)y, A FiePOWER 5 LA R A S WA 5 . RS AEMIGVFATIE, M1 A2
PR VP TAEAS 220 P PV AT B

JFRVFARIESS, mEEIN (Add) PRSI BENT BB, BB N 2 3. WRIEESE 1 BRIV IE A IR BEN 1 %
PRk, TR ATIHER (Delete) K AL KR, ARG, AT LELHTR N o

B3 2 FH P VE RT3
BN BULA, WS R RS AR, EEREIEE. MK ITEEEMEMLRE, 15 SHMA
(Apply).

A} FirePOWER 5 B ORGS0 AT E . B EMONAAEHE M) admin A7 85 Web Friil. 4RSEH]IR B
Bl S EL FirePOWER & FLHLL (55 13 50 WSS 3.8, BLSERK Firepower & ¥ A O AW GG BCE .

Ja FH VMware 1. H

VMware T.H2 23 REAUNURIE RGP I — B SCHRER, TR s RSO PR RE LA A VMware 7 il IR 22 ] 5. 55 (4
IR I SE . LRGP eI B EXSCRF DL T 4

B guestinfo

powerOps

timeSync

vmbackup

PR

KT VMware T B SCR AT REIVEAN(E B, 124 VMware Wik (http://www.vmware.com/).

EWEBIN&E, ALV 447 5 (CLD) 7R 8 W& R % b, ] 48 A Y35 72 K F0L Firepower & .0 |-
JaF VMware T.E. HREAER, &S EM Firepower & ¥ .0 i E VMware TE (55 16 71D .

7EREH) Firepower & # H0_FCE VMware 1. H

B REVF Rl Z L ATIE TR E R Access
ER= (AR EEZS:) FEHLE AR ER= (gt

7] LI Web FHIEFEGEF: “Configuration” . EIEIEHNE. AEEMH CLI, 7R HLEE FirePOWER & # .0 - )5
F VMware Tools.

ZHEEALERL FirePOWER HHEA .0 F /B FEEEMH VMware TH, HHUT AT #4E:

1. 7] Web W28, B Al FirePOWER EH A .0 IFIEF RS (System) > FLE (Configuration) > VMware T B
(VMware Tools), &5 %% &R B VMware TE (Enable VMware Tools) 5% HE Jf & tH{R7E (Save).
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EH T VMware FERLUERE FirePOWER & H ff0 i3 B

R3]

& p
JG AT B))
BB & IR MG B R IR E R G, BRI &M E RS, DUMEEEE 5 T, o, EMi%
SERRAER B B I R R B T 5%, Bl & MAIVER] . LR &N AR MR ARSI EAE R, DLAKT
WAFFIGBCE S ENE R, 1ES 1 (Firepower ZHHETEH) -
AN Pk P

SERMIR B E G, RG ERME— P BN BA A B A R BRI admin 17 e BAAZAGRIN A 52 3¢
B, FRAA ARG e AT E VT AR, AR 5E 4 TE ek CLI (5 AR . RERHE DU I T 2 A % H I BR Al
admin A1/ (AR A€ O H.

IS A ELAE ] R SRR G SR 7, SR 2 S ASURE LR R AT O ERAE A SE O, IR RERR A AN
PRI P U i A o 3K 0 T F8 B} FirePOWER A8 B rp LR i JU HC B BT, RO S 75 AR L rp pUAT K 2 S0t e B AN 7>
PrAES5. B, 3 HrIhes B35 i e R A 2 1 22 4k, (HANT Y519 T 308 A BT RE

ARG 10 DL NERNE R UM I st T SOH Ayt 38 mT LA BAT & AU IBCRR 1) 5 UL fi e

BATROUN R GRS

BOAEOLN, PrA BC#B ] 1 AU RGERNE . ZR G0N B[R] — B8 b 22N T REAE T AL BE &, Bl s v 4
T E RIS ) [F D B . SRR I AE ] Firepower & FR 0o 7] — ZR 48 S I FH 380 77 480 v 0o AR B DAL & 48 3R BT
it L.

ERINIE DL T, Firepower i B AL RN ] T IS ATIROUSENE . (FNISATIROLHESE DI RER) — 070, IsAT RIS N R ge e fit 1]
DARFER I 42 i 2 i & PR R At . ERHEBUEAH F Firepower & B A 0ol A TR0 HE 0 B FH B A BRI AT A e &6 .
A AN P SR

FETFURAEAT L E 2 T, N R et LI AR GUR . ERBE UG E T AT I #1847 Firepower RGN BOHT A . WIRTE
AR PR IR L e, I 2 2R BT IR FUUSE B . VDB A1 GeoDB-

B fEEH Firepower RAMEM IS ZHT, DA BEREEHIR A AIRA R B BOCA. A RBRTEERERGE,
BEXFNTE. RBEE. &M, BhULRGZRMEBRI
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e
CISCO.

Gl
L

1T VMware Y} Firepower R4
ZRA

] DR FH 40,15 25 AR 0L BL Firepower B HEHL, Eﬁ?ﬂ%ﬁ*%ﬁgﬁéﬁ@%ﬁ%, AT JIT 88 3k 4 R R o 400 5% 7= 1)
PRy, B A AR LB AL Firepower BHELHL, S0 LIFE VMware T & LM% MR TR AL, BE
B30 J7 {58 1 B R B R T R 52 2 R ) () Sz R ’:F' I

FECL R 7R, ar s 4 2 RS At Firepower 7 FRL 0o ok B BR sl 400 Ve 46 JE T HE IPv4 B IPv6 I 25 Hh g AT
F. WA LIFE A} Firepower & B rhts FECE 2 AN FLE I, U\BI%FE%?FD”*TH%/\THE’JH?& BT B X 2% TR ) P
AR TR, EBUBRS AR MEHEED,

ik, EATEREAUEERL Firepower & O EFCE S AN —ME BB, DU m PERE 20 ) BT AN AN [R] 104 2% o P B
ERPHIE —MEOM— GBS, H TR SR DR M E’J%‘c”ﬁﬁ% LG R BN M
A —NEHEED, 12 VMware vSphere (http://vmware.com). 1 %2 MEHEOREANER, 1ESH (Firepower %
ZHETER) T CEPRRRT .

T BRAEAEUEKRENERENTFEENEREET ARKMB. SOFCRI B R R S MEER
BHHRERNEE,

A Firepower R4

FEV B IR, MUK Firepower 487 2 i W BE ¥ 26 AN BLIE R Firepower B B Ly B RIRIZ — DM E
il ATCLAE A IBRHC B AP A et A M C, S E & & B, WT .

BRAGAT  www.cisco.com
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http://vmware.com

T VMware 1) 8 E} Firepower FE4UL 15 £ ¥ 7 1

VMware b [FIREH Firepower 1% %8

SPAN @& B
! %[ %
ok 4 | i

i _C

AL

TETTHE R 2 B 25 24t E B T AR, DA — S te il 1 CEREEAS VLAND  rhoulil 1) i 100 2% il 60 = b — 17 K
IR A ML PR I B AR AR RS SO T X 2% U 26 (R R AR O A2 5l 1 70 M 2 B SPAN, - 3 e g 11 B 4% 4 T DAM F2¢
MIZERE . TR, W B BN RS A NMRSsds B ZEHIAZ L) SPAN i I 4% IR 55 8% A MRS54% B Z[A]

i -

P

407483

VMware [ REHL Firepower 1% & #85
S TR FULA AR R 4L 15

S T {8 Yl 0Lt e R 5 45 L L8 B Firepower R4t (3 19 T1) TR N FEPIEE AR S5 2% . 7ELL Ronfild, wr LA A
ESXi EHL, IR & A MRS B HEMAL.

T DA FH R UL B 46 R M R 55 4 _A AR 9545 _B 2 [A] (i &
AU T8 5 JER 43 11 U 12 28 M SO A s 2 PR S L el 1 4, B R s

20



&M T VMware B} Firepower 48 15 2% i & 7 4l

VMware [ RE Firepower % %% if&

ESXi E#1
EREE
vSwitch2
HE
5 RR%5RE_A e L
HE
W _B

((vswitcns | Pispm )

B —@CZ ’E@ _‘_‘_@
L

ry T o0 -
=
n Tary— i ‘é
SN ARSI } ) T
s  d
;
T g

R BURNPTA R, 75 B BN R LTI R A S e el 1 A S VR AR R

RUERBIBLRE R T — /MR L, (HEATE LT AU B A P AR Lo DL &8 B T e & A 1 vl {3 A B Y
25 DL RSB R Firepower & HE .0 o

ot FH REAUh 502 E AT Y BBR A
ST ARG L 4600 GRS VL, LT A RSO0 BB T 5 A . B AR SR 46 8 Finepower 5
% (5519 70 BURIEIERAED L & (320 50 R IR TR,

B, B —EZRIMEINASEN, IR IHOER B RIIRS 2. ARG, IR B AR S IR A L A A
%o BRIEMER, WESW (Firepower ZAHETTHE -

21



T VMware 1) 8 E} Firepower FE4UL 15 £ ¥ 7 1

VMware {24, Firepower 1 231 &

ESXi E#1
PO b

2000050000 EiEE

o SRl vSwilch2
0 R%5E A

R%%E 2 —

B At BEE B

(vswiteha ) [.;sw.tchgi PiHnE )

I
[NIC2 | [NIC4 | | N|C3 ] FRIPE3E A E@
TR e—- ><

=R A

G L Al AR R
Il h),

EE: BERMNTAE, 75703 BN O AT IERE R RS LB i 041 10 TR 24 R

PR & AT R NAR SRS M FI EF AR S 25 A ARS8 B FHMEfB R & .

A LR EL Firepower &7 E 0
AT DG BB AL Firepower B HLH O TE BSXi AL L, B HERZEMMEMYIML, WFAR. g RKE
SRS E Firepower 240 (55 19 11D LARS A R A B A& 34T N IBCA I (28 21 00D A1 B R 7 9 2 ST Ao
FIH HE4) Firepower & B AR .00 5 0] {5 B HE R 4% 2 [A)3@ 1T NIC2 [1)i#E#E, HE#l Firepower & B A .0 fE 06 [ B 45 BRA) BEAN K2 400
B

H T BRHE L & OB & R A AT TR &, R, 7E ESXi EEHLJ:—‘E‘K%E , AIFEETIZAT . XHE IRk 5 2 ) A
VR A He AL R, LSR5 B AR JF R 5 Firepower %?}E IOLFH . AT LK AR S5 35 REHUL Firepower & 3 0o Al
R BT ESX1 EHLLE, FEMERL Firepower & A0 HAE, RN,

i
e
o
o
407485

22



&M T VMware B} Firepower 48 15 2% i & 7 4l

VMware [ HJFEHU Firepower ¥4 2

b
| b

NIC2 1
ESXHEW,Eﬁga
vSwitch?

aﬂfﬂﬂfﬂ' [Pﬂﬂﬂ vSwitch3
| R HEIRGE L l
ETEEE . Bl
= AR%%&_A

Ji7£0)
fis5e5_B

HEM

o B R

371829

<
| ERLE & I

ARV R % E R ROE R DA AR i . e O e 1 R FUAS e WL B2 A8 3L (1) 11 2H 0 200 e i R ULV 4%
f%iglfﬁi XFE, AR R BRI AR A LB N 28 & I BAR L. R, P i 1 2H B B N TS TR 2R A5
A E

FERL S B I B R T I AR Ao i s . L Firepower & B i O AN L &SR it ap S Al . R
ESXi EHLEIM O R CRlHE) NIC2) SEHLFER:, &0 LLysin] 40l Firepower B H 00 15 RE L Firepower
BHHPOMER R SEEHIEENELR, 1520 E 3L Firepower £ B OB & MK E (55 12 10 Ml (CZHF
VMware /78 F} NGIPSy HEFEA 117 o

il I FE P 2 S BB &

0B 4 W 2 B R A2 PR I FE A B () — R AR T e ST LUK R R & 3B A ESXG EHLE, F UM A &,
WrHR,
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T VMware 1) 8 E} Firepower FE4UL 15 £ ¥ 7 1

VMware b FJ R Firepower 15 % &

CIT T I

IEEL -

[ NIC3 |
ESXi 4l

| vSwilch?2 vawitch3

EIDE ey

371830

DRV R & b B R DL P R . i, BRI CE RN R RS i L B % A8 B L b 1) i 11 400 AT RE % 452
TR X, BRI SE RO R R A AT FEALE 4% 05 5% R AL . R, BT vSwitch3 SR BN
ARSI . VSwitch3 BT NIC3 ##: % SPAN i 0, DU Wil i A2 7 A A HM LR & .

FELEE AL Firepower 5 B AR O 3 . FIAEE ESXi ENLAIMERE TR GR@l T NIC2) SeBlfiEss, &)

DL A2 Firepower & 2R H.Co0 ) JE LI &5

BEEMEEAR MM ER, DIRITAGIEE, K& SAZHET IR, RMREENEEERN%E, N
B, FHE VPN B A 22 4 B B OB R B B BRI .

24



e
CISCO.

& T VMware BB #} FirePOWER FE 014
%Eﬁﬁ@ﬂ[f 175

AHR I IR A O H WL E R R, LR SRAZ ) A A A A AT AR 3RAG 5 18

=1 =

i Ta] [F] 22
WREIT RS2 B B & IR B EA R, 1R E RGURKE M FED R E. BREUEEENRSFRDSZEY
PENTP IR% 2%, EKB2E &S GBS E) FPZEERUEFR} Firepower B B0 o BALRET (8] [0 1% B 14,
HS W (Firepower ZAHAIE/FR) R “BRIFE” T . E6fEBIIBARIN 8B I G, 1HBER BSXi EHE
PR T,  RAPR AR S5 28 e R TC B IR A

. MBFHFIABE Vmware E BT Firepower EE AL, BRINER TN EHZREET A . BRT K
ESX/ESXi EHLECE A NTP fR4528, (EIXFEMIFIE VMware BAEME. VMware AT] FIB ML 2K ESX/ESXi EHLE
BEABEET A (NTP) fR%E 2% .

Mk 51 H

[ B 7] /2t
W5 I BEAE DG IR [ R, 1 e, 7@2/\.%%%%@%}&% BRATRE s BIMERE I R R AR, ES R %
PTERE (55 401D o EUE BSXi ENUMERE, E0TLAFIF vSphere 25 7w FIPERE (Performance) JETK T IS S

L 7] L

f&WT LA A vSphere %5 )7 S 5 8 AN A B IE R MM 4% o

¥ FH vSphere %% /7 it
& WT LA# FH vSphere 2% 7 b A\ EIE R SR N B TR S O I IE#E .
B
TERIGE R BEFEF, UAMRMNGEERIE B EE . BN, RK%HE L IEW TGS HEEREE, FERUT
o

ISR

ADDRCONF (NETDEV_UP): ethO: link is not ready

EMREEERCER, HPUTUTERAE:

1. £ Hos vSphere % i HH IR & IO A FR, AR B4R B (Edit Settings). 7ERE{F (Hardware) 5K+, EHEMN
#ZERBCA 1 (Network adapter 1), Ffi R 1% 3T FF HIRET 3 #E (Connect at power on) FiEAE.

BRI E %R 5, BF /var/log/messages directory for this message:
ADDRCONF (NETDEV_CHANGE) : ethO: link becomes ready

BRAGAT  www.cisco.com
25



it T VMware 185} FirePOWER  JE fI 15 £ i s HE B

B 1 E &

TN 2 1
LEVIIG T B R, AR R4 11 2 B e
H AR R I 7E B NRER, S HUT DL R HfE

1. fi8E 5 vSphere & P iy HUB TR & 2 FK, AR5 IE BB R E (Edit Settings). 7L (Hardware) F1RH, EFER
ZRIETD 28 2 (Network adapter 2) F1PZ4IERL 4% 3 (Network adapter 3). i {735 A (5 F P (10 2430 0 28 (19 3T FF R YR A i 422
(Connect at power on) & EHE.

WA BN RIE D 1 26 N2 1 A2 28 AT A2 TR AU ) R AU S B L B R SO S LA . 500, e A Redarill) #

JE AR
B IR RN 3 AR, 1S (& T VMware 1787 NGIPSy HUEA I8 .

PN BB L &

AT DABGHIE P9 I R AR DA S 3 1 22 )2 5 IEAEAR fin . BT R4 B BB & 1) VMware 511 &, 154
vSphere %% ] ¥ift o

EWRABENE O EER, EFHIT U T HME:

L EEGIG Y, fFEA CLIRE CGEH D BRKIA & 3%,
2. N expert to display the shell prompt.
3. M4 : cat /proc/sf/sfel000.*

ER2 R LS T O N S S e DN N VYD R (D E RS

SFE1000 driver for ethl is Fast, has 1link, is bridging, not MAC filtering, MAC timeout 7500,
Max Latency 0.
39625470 packets received.
0 packets dropped by user.
13075508 packets sent.
0 Mode 1 LB Total 0 Bit 000...

SFE1000 driver for eth2 is Fast, has link, is bridging, not MAC filtering, MAC timeout 7500,
Max Latency O.
13075508 packets received.
0 packets dropped by user.
39625470 packets sent.
0 Mode 1 LB Total 0 Bit 00

THVER, UEIMHHE B8 F e th1 matches those sent from eth2 and those sent from eth1 match those received on eth2.
4. VER R
5. B0, UIRSCRF ELRG B A S R (R, FT LUK RO 1 P BB 1 i e ) 52 (R AU e 2 HEAT ping #R1E
Ping i [A ({1 24675, A7 AR I R PB4 10 P IR L B (R i 4%
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