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ASA FirePOWER B& # & 93t M2 o 2 271K A 2= AlFo] AF =
%7] T ol A& ASA FirePOWER E5o| A4 CLIZ AF&afoF &Uth, thg W o 2 CLIol oA
e ASA 5585-X(3t=dlo] BE):
— ASA FirePOWER 2% YE - 59 Z& YEF HLE 9 9 Z& Y EQUT
7] 1P

2=
— ASA FirePOWER Management 1/0 $1E{ 3] ©] 2~(SS

HAFE)— 7] 2 IP 5+ 2(192.168.45.45/24)° <1434 ASDMS AL
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g 4 A5 Y
— ASA FirePOWER Management 0/0 $1 € 3] o] ~(SSH A}& — 7] 2 IP F2:(192.168.45.45/24) A& A}t ASDM% A}
Solo] B IP F4AE WA U5 SSHE AF&83te] A4S # 215U Tl ASA FirePOWER #g] ¢lE] d o] ~+= ASAS}

J’]'a] Qe H o] ~E5 FHH Tl ASA 2 ASA FlrePOWER S Yo HEo] MACFAYIP F47} A OJ—E]L]‘:} ASA
FirePOWER IP 49 A4 & ASA FirePOWER &3 A A Oﬂ /\1 (CLI 2= ASDM & AL-&3}o]) =8 s ofF sty ). 19
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5512-XH-E] 5585-X7}A] &2 AZE o] 2 AFgFS ASA Software 9.2(2.4) 2 ASA FirePOWER 5.3.1] 4 t}.

the mElof A A QgL th o] BE S ASA 5585-Xol A& st=go] mEoI XUk U] RE REld s AT EY o] B
AU, AA T N8 Cisco ASA 58 mfEE =
(http://www.cisco.com/en/US/docs/security/asa/compatibility/asamatrx.html) & #2354 Al L.

— 5585-X(3l=49lo] = &)
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ASA FirePOWER 32 SlE]H o] ~&= ASA FlrePO\X/ER EEO g3t e AMAE AT ¥ olyE HTTP T FA] B &
DNS Aol o a4~ 1] 1 A% AB|olE -2 98] Qe A 25 A F o gtk of Ao A EAT T

Aol dis AUt AA HEAAE= bE 91?‘45}.

ASA 5585-X(ct =R 0 23)

ASA FirePOWER ® 5> ASA9H:= 8719 ] 2 &% Qo] ~5 2h5 1 9&%14 oh 271 A M= SSHE S8l 7]+ 1P
T4 5 AFE8Fo] ASA FirePOWER Management 1/0 °] g o] 2o AZAE 4 dFH . 7] 1P —zr’\ E AT T Si—‘i A5, =
& X E == ASDME 53] & IP 45 WA 1S SSHE AHEE 4 9,}%‘4‘3} (ASA FirePOWER #&] IP =4 ¥17, 119

=

oA & FEIAUN L)

ASA 5585-X ASA FirePOWER SSP  ASA FirePOWER Management 1/0

!
SSP ASA Management 0/0
Default IP: 192.168.1.1
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Proxy or DNS Server (for example)

Router e l Outside
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Default Gateway :

Iill ASA FirePOWER Management 1/0
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Management PC
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(for example) ASA Management 0/0 not used
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Proxy or DNS Server (for example)

Router e l = Outside
ASA FirePOWER )
Default Gateway :

Management 0/0
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W =] =7 0}4%013}‘{1 el #e EQAE & 5 a5 Utk 128 49 Management 0/0 18] 0] 2~ T4l Wi 9]
Bl g o] 2o A ASAE #] T  9 é‘%‘jr ASACl A /3 ©] 5 Management 0/0 Q1E] ¥ o] 220l A A A Bl 2} &= 71 Q1E] 7] o]
2] ASA F1rePOWER IP T4 o33 4 7Hs Y ot ASA FirePOWER X452 ASA L= 870 9] tjufo] ~o] B2 ASA
FirePOWER #2] 2427} Lﬂ—r olE o] 29t EAF YEL Fo| == A & ==&t}

ASA FirePOWER Default Gateway

I:ll Layer 2 \
Outside @

Management PC Switch

g =

Ammm— Management 0/0 -~
Proxy or DNS Server (ASA FirePOWER only) g
(for example) 5
Y
&1 Management 0/0°] t3ll ASAo|A 74 € ]‘%% A Al oF &, ASAAA T = 0111}”4 ASA FirePOWER 47}

ASASt E A3 HIES Lo glofof Utk 5 thE ASA IE F o] 2o A ofn] FAE W= U E] AT} A9yt of
So] TAE X e 79 ASA FirePOWER 41 ASA V)3 W E$] 25 025 oW Y E9] 0] F4% 7bsat.

4 ASAO| Al ASDM Al &

712 ASA A& B3l 712 B2 IP F42(192.168.1.1)0] AZA T 5= A HFUTH U ES Ao ufg} ASDM A A =5 93 ASA e
IP 722 MAG A #7F ASA S1E Ho] A5 R aok S 4 9% U THASA FirePOWER ¥#2] S1E1# 0] 2 174, 53 o]

=] zLZ)_
ASA 5512-X5-¥] ASA 5555-X7HA1=E 520 dg] EYAZ QS AW G871 e A9, 7804 Fx), B S 9

Wi e F o] 25 4 & # o/ 1/ 2} Management 0/0 S1E] 3] o] 20| 4 21 o] 55 Al 7 el oF Ut} 1B | o] 2 Bl whe] A A
st H ASA 74 A S FEsA A L.

—rr‘

o ot

1 &2 PCAlA § Bah-AE A Ao

2CH Address(54x) =0 https://ASA_IP_address/admin®] 2} = URLS ¥ E Y}, 7] ASA #+2] IP =4+ 192.168.1.1
Yyt

3&tH  Run ASDM(ASDM A 3)S 2235} Java Web Start ol Z 2] Al o] S A gt} L= o] Ho] x| oA ASDM A| 2}
2afs LR S %%‘43}

4tH UrEbbE st AR bl whet @

S5CHAH AFEA o] v S éE (&) T‘E:— 4yt 71 ASDM # o] UrE‘r‘a“% ot




5 ASAFirePOWER 2 ZE0 2& X = CtAl 0I0I &

ASA 9} ASA FirePOWER 58 13t A$- BE AT E o ¢ 5 SSD7F S A] A 7he g el = vl e AR E o] Gy
t}. ASA FirePOWER A X E 9o 252 7] ASAC F718te & A% =& SSDE A& oF sl 4%, the A2l ulg} ASA

FirePOWER B-E AX E ¢o] &2 X A3}l SSDS L83t A| 28 AT E o] E A A &) oF gk},
RES UhA o|n] A5t Axt e B shA] wk, WA ASA FirePOWER E5$ A 78] oF & th. SSDE w A & 7 §- A| ~ B8 Tt} A
ol v g g},

AAZ SSDE A X sl= W ek AFA S Y82 ASA st=Ho] A A E FZ3AHA L.

ALE 27 AFEE
o Z YA (disk0)o) A 3GB + F-E AZE o] 7| ukFo] F7ko] glojof gt}
) i} 3

¢« O AYEE B A9 A4
e

e Aa F e ATEN Y BE Hhol = g o] Shibe] AXEG o] RES AAY 5 A%
Uttt ASA CLIGA] o] A& allof YT o & 5o, tha W2 IPS A2 EQo] R 58S T53FAL Al A g th5 ASAE o
Al Z2EYY CX BES AASE WHE 53A T, cxsc 71 EE ips 2] AFE-3HU o,
S E O|E # sw-module module ips shutdown
I 2E o|E # sw-module module ips uninstall
S X2E O|&F # reload

e IPS = CX gl EdT S gr e dste Au 2= G o] &g Aefetd L A S Ao G o & Eof, 22 A A
o] 2} no service-policy ips_policy globalS AF-&& = QG T AH| 2= Ao 288 o2 712 & FX| 3l oF 8+ HF 5, sl &
A el A = (2 d o] Fef ol thet A E 2goletd) AA EF FezolA gy U HE S A sk gy
CLI 3= ASDM& AHg-sted A& AAD = AFYh

o RES A oW w T FE Y A FHS AFESEA 7]E oW A& A FH k. o] EH W sw-module module sfr
uninstall& 2 3}

e Cisco.com®| 4] ASA FirePOWER H-E o]u| x| 9} A| ~H] A ZE o] 7| X & 2=},

2 Xt

1EHH  dulo]xo] R E o]n A& thg 2=tk A| 28 AZE oS AEEA] uf A Q. UFof SSD| vl Z =gt}
& Aol dFYT.

e ASDM—H# H-E o2& ¢Ja2H o] b= =3t A Y FTP, TFTP, HTTP, HTTPS, SMB 5= SCP 4| H ]|
AU 19 th5 ASDM A Tools(E) > File Management( Y #8])E A ¥ela dute Y AF Y= (2
A PCe A 1 = gF A9 EH A 1hHS A8y ASAY] disk0o] F-E 2XZEo]E AFF).

e ASA CLI—W XA TFTP, FTP, HTTP = HTTPS Aol - E o|u| A 2 A &3 1S copy HH S AL-&3lo] Z 24
o] tt 2=}, t}S oo A= TFTPE A& U th <TFTP Server>oll 3l @ B Q] IP F4 & S AE o] 2%
A=},
ciscoasa# copy tftp://<TFTP SERVER>/asasfr-5500x-boot-5.3.1-58.img
diskO0:/asasfr-5500x-boot-5.3.1-58.img

26tH  Cisco.com®l A #| & 3= ASA FirePOWER A] 28] 23 E 9]6] 2 ASA FirePOWER #a] ¢ E] #H o] 20 A A~ 715
§k HTTP, HTTPS 1= FTP A ¥ ol thg 2 =g},
35 b WS 9@ 5te] ASA FirePOWER 2E H-E o v %] §]3] & ASA disk0] A A4 g1},

I 2E O|F # sw-module module sfr recover configure image diskO:file path

"ERROR: Another service (cxsc) is running, only one service is allowed to run at any time(2
A8 FAY gk Aol shupo] Auart A = QG )" I 2 WA A 7E FAEHE o
v A AdYh 1 EES TR Al Aok 9] Ao Y i A REs HAY
o

I 2E O|E # sw-module module sfr recover configure image
disk0O:asasfr-5500x-boot-5.3.1-58.img

42h oS eS¢l #E sl ASA FirePOWER F-E o|n| x| & 2 =3t}

2E o]5 # sw-module module sfr recover boot

fol



S ASA FirePOWER R 59| 28 %= 5<F ¢F SE ~ 158 7195 th7) o] Al A8 521 ASA FirePOWER H#E o] 1] %] ¢} 9]
Z& MHS Yk NS €Al Enter 7] 3 Tejof 2Rl ZEFXEVE RA = A% AFUTE 7] AR A} o] E2
admin, 7] & WY H 3 = Admin123 ¢ 4 o},

G 2~E o5 # session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

Cisco ASA SFR Boot Image 5.3.1
asasfr login: admin
Password: Adminl23

BE RETL ARE A S 44 session W Ao tyS1E B AAT 4 floke WA A7 BAH U 753
7k BhAl o AL S
S setup BHE AFE o] a8 AT Ed 0] AT DA & AES A20E AT,

asasfr-boot> setup

Welcome to SFR Setup
[hit Ctrl-C to abort]
Default values are inside []

5 #hS dEstete WA A7 AR Y 3] FA49 Al ESe] @ DNS AR & FAdsl o & a4 Ay
-39 glo] JEH 6549l A}, dFo] E2 AFE 7Hs U o
o UEYT F2 A4 IPvd = IPv6 T4 E A A 317 L} DHCP(IPv4) B IPv6 4 Hll (stateless) A}

offt
-

2,
o
>,
o

e DNS HH —3}1} o] 2] DNS AW S - alof &}, =vQl o] 55 274

s =dee A FE gy
o NTP AH A28 A7 AE L 98] NTPE S4shela NTP A S 74T 5 Asud,

A system install & S A}-&3F0] A| 2Bl A E Qo] o|u|A] E A X g},
system install [noconfirm] u7/
3ol WA Aol & F3}A] ¢k 2 W noconfirm &S X3 ol HTTP, HTTPS X+ FTP URLS AF-&3HY o}, AR}
ol g3 HlWN Bt W AS o & Ashekiz WAA I b o
AR 7F R A 2F o] thA] RE YT of Aol A 8427} A X 5 AL ASA FirePOWER A B] 227} A] 2H 3 of
7FA] 10274 7193 Yt} show module sfr & 8ol A 2 & i/‘ﬂiﬂ- Upl 2 A& oo 3},
o & 59 o5 Z2EYh
asasfr-boot> system install http://asasfr-sys-5.3.1-44.pkg
Verifying
Downloading
Extracting
Package Detail
Description: Cisco ASA-FirePOWER 5.3.1-44 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [vy]: ¥y
Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Upgrading
Starting upgrade process ...
Populating new system image

Reboot is required to complete the upgrade. Press 'Enter' to reboot the system.
(press Enter)
Broadcast message from root (ttySl) (Mon Feb 17 19:28:38 2014):

The system is going down for reboot NOW!
Console session with module sfr terminated.
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ASA FirePOWER R g NS gdUth A 7% REZ 203 ona o2 219 T2 E7 A9 AYYt).

asa3# session sfr
Opening command session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

Sourcefire ASA5555 v5.3.1 (build 44)
Sourcefire3D login:

AFE2} o] &5 admin ¥ Y2 H S Sourcefire® = 19134 T},

I EXES ug A28 FAE e}

A EULA(H & AF&A) ghol Al 2= Al ¢h) & ¢l a1 &9 8l oF ’5L‘4‘:} A5 = s
e F4 m NDS A4S At} IPv4 2 IPv6 B =4 BF A

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: <new password>

Confirm new password: <repeat password>

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [vy]l: ¥

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.86.118.3
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.252.0

Enter the IPv4 default gateway for the management interface []: 10.86.116.1

Enter a fully qualified hostname for this system [Sourcefire3D]: asasfr.example.com
Enter a comma-separated list of DNS servers or 'mone' []: 10.100.10.15,
10.120.10.14

Enter a comma-separated list of search domains or 'none' [example.net]: example.com
If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

(Wait for the system to reconfigure itself.)

This sensor must be managed by a Defense Center. A unique alphanumeric
registration key is always required. In most cases, to register a sensor
to a Defense Center, you must provide the hostname or the IP address along
with the registration key.

'configure manager add [hostname \ ip address ] [registration key 1'

However, if the sensor and the Defense Center are separated by a NAT device,
you must enter a unique NAT ID, along with the unique registration key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Defense Center, you must use the same
registration key and, if necessary, the same NAT ID when you add this
sensor to the Defense Center.

configure manager add ™ % & A}-8-3}¢] o] t]nlo] 2 & T4 & FireSIGHT Management Center ¢ Z2}o| A~ 5 2
g,

55 717k Al &= =1, o] = FireSIGHT Management Centerol] A 1MlE 2] o] tjufo] ~& F7}8 of A&y}, th&
of| = rask A & HolF Utk NAT B A7E 08 45 W o] Gk Yt FireSIGHT Management Center©l]l ASA
FirePOWERF7}, 125 0] #] & FZHH A 2

> configure manager add 10.89.133.202 123456

Manager successfully configured.
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System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: <new password>

Confirm new password: <repeat password>

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [yl: ¥

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.86.118.3
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.252.0

Enter the IPv4 default gateway for the management interface []: 10.86.116.1

Enter a fully qualified hostname for this system [Sourcefire3D]: asasfr.example.com
Enter a comma-separated list of DNS servers or 'none' []: 10.100.10.15,
10.120.10.14

Enter a comma-separated list of search domains or 'none' [example.net]: example.com
If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

(Wait for the system to reconfigure itself.)

This sensor must be managed by a Defense Center. A unique alphanumeric
registration key is always required. In most cases, to register a sensor
to a Defense Center, you must provide the hostname or the IP address along
with the registration key.

configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Defense Center are separated by a NAT device,
you must enter a unique NAT ID, along with the unique registration key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Defense Center, you must use the same
registration key and, if necessary, the same NAT ID when you add this
sensor to the Defense Center.
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configure manager add DC.example.com my_reg_key
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configure manager add DONTRESOLVE my_reg_key my nat_id
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