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Warning  IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar
with standard practices for preventing accidents. Use the statement number provided at the end of
each warning to locate its translation in the translated safety warnings that accompanied this
device. Statement 1071

SAVE THESE INSTRUCTIONS

Waarschuwing BELANGRIJKE VEILIGHEIDSINSTRUCTIES

Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die lichamelijk letsel kan
veroorzaken. Voordat u aan enige apparatuur gaat werken, dient u zich bewust te zijn van de bij
elektrische schakelingen betrokken risico's en dient u op de hoogte te zijn van de standaard
praktijken om ongelukken te voorkomen. Gebruik het nummer van de verklaring onderaan de
waarschuwing als u een vertaling van de waarschuwing die bij het apparaat wordt geleverd, wilt
raadplegen.

BEWAAR DEZE INSTRUCTIES

Varoitus TARKEITA TURVALLISUUSOHJEITA

Tama varoitusmerkki merkitsee vaaraa. Tilanne voi aiheuttaa ruumiillisia vammoja. Ennen kuin
kéasittelet laitteistoa, huomioi sdhkopiirien késittelemiseen liittyvat riskit ja tutustu
onnettomuuksien yleisiin ehkaisytapoihin. Turvallisuusvaroitusten kdannokset loytyvat laitteen
mukana toimitettujen kdaannettyjen turvallisuusvaroitusten joukosta varoitusten lopussa niakyvien
lausuntonumeroiden avulla.

SAILYTA NAMA OHJEET

Attention IMPORTANTES INFORMATIONS DE SECURITE

Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une situation pouvant
entrainer des blessures ou des dommages corporels. Avant de travailler sur un équipement, soyez
conscient des dangers liés aux circuits électriques et familiarisez-vous avec les procédures
couramment utilisées pour éviter les accidents. Pour prendre connaissance des traductions des
avertissements figurant dans les consignes de sécurité traduites qui accompagnent cet appareil,
référez-vous au numéro de I'instruction situé a la fin de chaque avertissement.

CONSERVEZ CES INFORMATIONS

| Cisco ISA 3000 Tk 2 EFWHREEE N
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Warnung WICHTIGE SICHERHEITSHINWEISE

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu Verletzungen fiihren
kann. Machen Sie sich vor der Arbeit mit Geridten mit den Gefahren elektrischer Schaltungen und
den iiblichen Verfahren zur Vorbeugung vor Unféllen vertraut. Suchen Sie mit der am Ende jeder
Warnung angegebenen Anweisungsnummer nach der jeweiligen Ubersetzung in den iibersetzten
Sicherheitshinweisen, die zusammen mit diesem Gerét ausgeliefert wurden.

BEWAHREN SIE DIESE HINWEISE GUT AUF.

Avvertenza IMPORTANTI ISTRUZIONI SULLA SICUREZZA

Questo simbolo di avvertenza indica un pericolo. La situazione potrebbe causare infortuni alle
persone. Prima di intervenire su qualsiasi apparecchiatura, occorre essere al corrente dei pericoli
relativi ai circuiti elettrici e conoscere le procedure standard per la prevenzione di incidenti.
Utilizzare il numero di istruzione presente alla fine di ciascuna avvertenza per individuare le
traduzioni delle avvertenze riportate in questo documento.

CONSERVARE QUESTE ISTRUZIONI

Advarsel VIKTIGE SIKKERHETSINSTRUKSJONER

Dette advarselssymbolet betyr fare. Du er i en situasjon som kan fore til skade pa person. Far du
begynner & arbeide med noe av utstyret, ma du vaere oppmerksom pa farene forbundet med
elektriske kretser, og kjenne til standardprosedyrer for a forhindre ulykker. Bruk nummeret i slutten
av hver advarsel for a finne oversettelsen i de oversatte sikkerhetsadvarslene som fulgte med denne
enheten.

TA VARE PA DISSE INSTRUKSJONENE

Aviso INSTRUCOES IMPORTANTES DE SEGURANGA

Este simholo de aviso significa perigo. Vocé esta em uma situacéo que podera ser causadora de
lesdes corporais. Antes de iniciar a utilizacao de qualquer equipamento, tenha conhecimento dos
perigos envolvidos no manuseio de circuitos elétricos e familiarize-se com as praticas habituais de
prevencio de acidentes. Utilize o niimero da instrugao fornecido ao final de cada aviso para
localizar sua traducao nos avisos de seguranca traduzidos que acompanham este dispositivo.

GUARDE ESTAS INSTRUCOES

jAdvertencia! INSTRUCCIONES IMPORTANTES DE SEGURIDAD

Este simbolo de aviso indica peligro. Existe riesgo para su integridad fisica. Antes de manipular
cualquier equipo, considere los riesgos de la corriente eléctrica y familiaricese con los
procedimientos estandar de prevencion de accidentes. Al final de cada advertencia encontrara el
nimero que le ayudara a encontrar el texto traducido en el apartado de traducciones que acompaiia
a este dispositivo.

GUARDE ESTAS INSTRUCCIONES

B CiscoISA3000 TR EWHRLEER I
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Varning! VIKTIGA SAKERHETSANVISNINGAR

Denna varningssignal signalerar fara. Du befinner dig i en situation som kan leda till personskada.
Innan du utfor arbete pa nagon utrustning maste du vara medveten om farorna med elkretsar och
kanna till vanliga forfaranden for att forebygga olyckor. Anvédnd det nummer som finns i slutet av
varje varning for att hitta dess dversittning i de oversatta sidkerhetsvarningar som medfdljer denna
anordning.

SPARA DESSA ANVISNINGAR

Figyelemelem FONTOS BIZTONSAGI ELOIRASOK

Ez a figyelmezeto jel veszélyre utal. Sériilésveszélyt rejto helyzetben van. Mielott
barmely berendezésen munkat végezte, legyen figyelemmel az elektromos aramkérdk
okozta kockazatokra, és ismerkedjen meg a szokasos balesetvédelmi eljarasokkal.

A kiadvanyban szereplo figyelmeztetések forditasa a késziilékhez mellékelt biztonsagi
figyelmeztetések kozott talalhaté; a forditas az egyes figyelmeztetések végén lathato
szam alapjan keresheto meg.

ORIZZE MEG EZEKET AZ UTASITASOKAT!

Mpenynpexnetve BAXXHbIE MHCTPYKLIUA MO COBNMIOAEHNIO TEXHUKU BE3OMNACHOCTH

3ToT cumBON NpeaynpexaeHns o603HavYaeT onacHocTb. To ecCTb UMeeT MecTo CUTyauusl, B
KOTOpPOW criegyeT onacaTbCsl TeNlecHbIX noBpexaeHuit. Mepea akcnnyaTtauuven o6opypnoBaHus
BbISICHUTE, KaKUM OMacHOCTAM MOXeT nojBeprarbCcs Nornb3oBaTesb NPU UCMONIb30BaHUN
3NEKTPUYECKMUX Lenei, 1 03HaKOMbTECh C NpaBunamMmm TeXHUKN 6esonacHocTyn Ans
npenoTBpalleHusi BO3MOXHbIX HECHACTHLIX crnyvaeB. Bocnonb3yiTecb HOMepoM 3asiBrieHus,
npuBeAeHHbIM B KOHLIE KaXaoro npeaynpexaeHusi, YTo6bl HANTU ero nepeBeAeHHbIN BapuaHT
B nepeBoAe npeaynpexaeHnin no 6esonacHocTy, NpunaraemMom K JaHHOMY YCTPOWCTBY.

COXPAHUTE 3TU UHCTPYKLUUN
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Aviso INSTRUCOES IMPORTANTES DE SEGURANCA
Este simbolo de aviso significa perigo. Vocé se encontra em uma situacido em que harisco de lesdes

corporais. Antes de trabalhar com qualquer equipamento, esteja ciente dos riscos que envolvem os
circuitos elétricos e familiarize-se com as praticas padrao de prevencao de acidentes. Use o
nimero da declaracéo fornecido ao final de cada aviso para localizar sua traducao nos avisos de

seguranca traduzidos que acompanham o dispositivo.

GUARDE ESTAS INSTRUCOES

Advarsel VIGTIGE SIKKERHEDSANVISNINGER
Dette advarselssymbol betyder fare. Du befinder dig i en situation med risiko for
legemesheskadigelse. For du begynder arbejde pa udstyr, skal du veere opmaerksom pa de
involverede risici, der er ved elektriske kredsleh, og du skal seette dig ind i standardprocedurer til

undgaelse af ulykker. Brug erkleeringsnummeret efter hver advarsel for at finde overszettelsen i de

oversatte advarsler, der fulgte med denne enhed.
Aalat ole¥t Silaldy)

GEM DISSE ANVISNINGER
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VAZNE SIGURNOSNE NAPOMENE
Ovaj simbol upozorenja predstavlja opasnost. Nalazite se u situaciji koja moze prouzrogditi
tjelesne ozljede. Prije rada s bilo kojim uredajem, morate razumjeti opasnosti vezane uz

Upozorenje
elektriéne sklopove, te biti upoznati sa standardnim na€inima izbjegavanja nesrec¢a. U
prevedenim sigurnosnim upozorenjima, priloZzenima uz uredaj, mozete prema broju koji se

nalazi uz pojedino upozorenje pronaéi i njegov prijevod.

SACUVAJTE OVE UPUTE

B CiscoISA3000 TR EWHRLEER
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Upozornéni

Mpoeidotroinon

NNTX

Ostrzezenie

DULEZITE BEZPECNOSTNI POKYNY

Tento upozornujici symbol oznaéuje nebezpedéi. Jste v situaci, ktera by mohla zpuisobit
nebezpeci Urazu. Pfed praci na jakémkoliv vybaveni si uvédomte nebezpeéi souvisejici

s elektrickymi obvody a seznamte se se standardnimi opatfenimi pro pfedchazeni araziim.
Podle ¢isla na konci kazdého upozornéni vyhledejte jeho preklad v prelozenych
bezpeénostnich upozornénich, ktera jsou pfilozena k zafizeni.

USCHOVEJTETYTO POKYNY

“HMANTIKEZ OAHTIEXZ AZDAAEIAZ

AuTté 10 TTpOEIdOTTOINTIKG CUUBOAO onuaivel Kivduvo. BpiokeoTe o€ KATAOTACN TTOU UTTOPEI Va
TTpoKaAéael Tpaupatiopd. MNpiv epyacTeite o OTT0I00MATTOTE EEOTTAICUO, VO EXETE UTTOWN OAG TOUG
KIvOUVOUG TTOU OXETICOVTaI JE TA NAEKTPIKG KUKAWUOTO KOl VO EXETE €E0IKEIWOEI e TIG OUVNBEIG
TTPAKTIKEG YIQ TNV ATTOQUYH ATUXNMATWY. XpNOIYOTIOINOTE TOoV apiBuo dAwaong TTou TTAPEXETAI OTO
TENOG KABE TTPOEIBOTTOINONG, VIO VO EVIOTTIOETE TN METAPPACT] TNG OTIG HETAPPACTUEVES
TTPOEISOTTOINCEIG A0@AAEIOG TTOU CUVODEUOUV TN OUCKEUT).

OYNA=TE AYTEZ TIZ OAHTIIEX

NNIYN NiN'VA NIXIIN

T'Y DY TAYNY 197 .nY'¥97 DNA7 717Un 2¥na X¥nl ANX .N100 7n0n AT NNTN |N'o
D'721MN D770 DX DA71 DTMYN D'72uNn2 NIDNON NIRD0Y yTm NI 'y Inw'd
DIANN DX INX7 7T DINTR 7D 7 NDI0A 7910NN IRIINN 190N WNNWN .NIRIKN Ny'n?
NN NIDXNY NINAINNN NIN'VAN NNNTRA

AN NIININY

BAXXHWV BE3SBEHOCHW HAIMATCTBUJA

CumbonoT 3a npeaynpenyBare 3Ha4M onacHocT. Ce HaoraTe Bo cuTyauuja LIToO MOXe Aa
npeamseuka TenecHu nospeau. MNpen aa pabotute co onpemarta, buaeTe CBECHU 3a PU3MKOT LUITO
NMOCTOM Kaj eneKkTpuyHUTE Kona u Tpeba fa rv no3HaeaTe cTaH4apAHUTE NOCTanku 3a cnpevyBake Ha
HecpekHu cnyydaun. VickopucTeTe ro 6pojoT Ha nsjaBaTa LITO Ce Haora Ha KpajoT Ha cekoe
npegynpenysBake 3a Aa ro HajaeTe HEroBUOT Nepuog, Bo npeeeaeHuTe 6e3benHocHU
npegynpegysBaksa LUTO Ce ucrnopavaHu co ypeaor.

YYBAJTE ' OBUE HAMATCTBNJA

WAZNE INSTRUKCJE DOTYCZACE BEZPIECZENSTWA

Ten symbol ostrzezenia oznacza niebezpieczenstwo. Zachodzi sytuacja, ktéra moze
powodowac obrazenia ciata. Przed przystgpieniem do prac przy urzadzeniach nalezy
zapozna¢ sie z zagrozeniami zwigzanymi z uktadami elektrycznymi oraz ze standardowymi
Srodkami zapobiegania wypadkom. Na koncu kazdego ostrzezenia podano numer, na
podstawie ktérego mozna odszukaé¢ ttumaczenie tego ostrzezenia w dotagczonym do
urzadzenia dokumencie z ttumaczeniami ostrzezen.

NINIEJSZE INSTRUKCJE NALEZY ZACHOWAC

Cisco ISA 3000 Tk 2 EFWHREEE N
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Upozornenie  DOLEZITE BEZPECNOSTNE POKYNY

Tento varovny symbol oznacuje nebezpecenstvo. Nachadzate sa v
situacii s nebezpecenstvom urazu. Pred pracou na akomkolvek vybaveni
si uvedomte nebezpecenstvo suvisiace s elektrickymi obvodmi a
oboznamte sa so Standardnymi opatreniami na predchadzanie urazom.
Podla ¢isla na konci kazdého upozornenia vyhladajte jeho preklad v
prelozenych bezpeénostnych upozorneniach, ktoré su prilozené k
zariadeniu.

USCHOVAJTE SITENTO NAVOD

Opozorilo  poMEMBNI VARNOSTNI NAPOTKI

Ta opozorilni simbol pomeni nevarnost. Nahajate se v situaciji, kjer lahko pride do telesnih
poskodb. Preden pri¢nete z delom na napravi, se morate zavedati nevarnosti udara
elektriénega toka, ter tudi poznati preventivne ukrepe za preprecevanje tak§nih nevarnosti.
Uporabite obrazlozitveno Stevilko na koncu posameznega opozorila, da najdete opis
nevarnosti v prilozenem varnostnem priro¢niku.

SHRANITE TE NAPOTKE!
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EEREMET

WEEFRRERER, RRARERASEE. EREMRERN, FBEOEHRERER, TRBEREN
AR, BRLUERERESENBNRE SHAKENMM RS MEEZXPIEE.
ARREREIET
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MIRE. AR 1079

P =

o ISA 3000 /= f# T
http://www.cisco.com/c/en/us/support/security/industrial-security-appliance-3000/model.html

e ASA fl ASDM 3C#4
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html

e CSM 3CHY

http://www.cisco.com/c/en/us/support/security/security-manager/products-documentation-roadma
ps-list.html

 FireSIGHT 3%
http://www.cisco.com/c/en/us/td/docs/security/firesight/roadmap/firesight-roadmap.html

e (Cisco.com: WWW.CiSco.com
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AEAE LR &
o HBUARE (ZF 4-1 70
- WEEE 5 4-1 70
- ASA BUBLE (5 4-2 70D
- CLI HJ BN E (5F 4-4 1O
e MIBfEE (3 4-7 50
o ELBINEVMRE (5 4-7 70D
- kiR G 4-7 10
- 1% ISA3000 HLJE (55 4-8 T
- JHsh ASDM (Zf 4-9 T1)
- EATHAh ASDM [A ' M EAACE (58 4-14 5O
- MCE ASA Firepower fiit (25 4-14 70)
- JRSHRE (58 4-15 1D
o IIEVILAMLE (FF 4-15 T

I AABLE

ISA 3000 B HY) BRIAEC & 5 HAh ASA WHREE AR, F—HENHEPH—ER,

i 52

wO%HmS

Ui 95 804 D 9 5 A AT Hofth ASA ¥ 45. — M ASA S 445 M 0 TR, 1 ISA 3000 i 1144 5
M1 TFEE . 3 IR AR T

¢ Gigabit Ethernet 1/1

e Gigabit Ethernet 1/2

| Cisco ISA 3000 T 2L ERHREEE N
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¢ Gigabit Ethernet 1/3
e Gigabit Ethernet 1/4
G N

e Management 1/1

USB im0

BAEMANINB TN A B USB 2.0 (4 &) HEHA. X DS R RE RIS . EHE, X
2 /> USB % [ 4E ASA B R diskl A1 disk2, 0.

ciscoasa# show file system
File Systems:

Size(b) Free (b) Type
* 15621070848 15401517056 disk
- - disk
- - disk
- - network

BRI OL R, X e 0O 8 BTG .
ASA BMABC B
T4 BN ASA LB AR AT A

B KSR

BOATEIL T, ISA 3000 27 BIREEN Ao A9 i KA 28 D17 K 45 SR

Flags

rw
rw
rw
rw

Prefixes

disk0O: flash:
diskl:
disk2:
tftp:

R PR O 28 B DHCP (9% 7 i ] B2 M ISA 3000 3RHX IP Muhik . BRIAED & 34t — N E
ISA 3000 & ¥ 1 C 5 %) DHCP R4 %% . DHCP %5 )7 i ] AL 1) TP ik ¥ B 5 40 e & 4 3
ufi ) 1P b A ES . ZEOA IP HhbJuElIE 2 AT 192.168.1.5-192.168.1.254 Z ] .

ALl
ERim 0
FEBRINERAS TP Hubk (192.168.1.1) 4 FiC 2 4 B 11
Bil4n
interface Managementl/1
management-only
no shutdown
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0
DHCP AR 5525
HTTP AR 5528

ERIAAL B SO Cisco ASDM M #um  _F R F i Ee N\ ISA 3000, FRIAFCE H 2305 A& Hum 0 k
B HTTP R %-2%, Cisco ASDM B WRIBEANTCEHNEL,
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im0

B K A R

Hreiaes B

BRUNEOLR, B S FOB AL F A4 . XLk 3 s RE s @ AT (T 32 i i i 11 (i
O o BRI, NAE T BN AR 55 B ol B, @I A IS A TR Y Gigabit Ethernet 1/1 A1 1/2
(BAEHZS SKU H, W H Gigabit Ethernet 1/3 1 1/4 %F) o

B w] B H T8 A CLI 8t ASDM B304 42 1 B SR VE I A V5 17 5113R (allowAll access-list)o XJ T
SourceFire Jit &, KA1 F M access-list sfrAccesListo

#ilan:

interface BVI 1

|

interface GigabitEthernetl/1
bridge-group 1

no shutdown

nameif outsidel
security-level 0

|

interface GigabitEthernetl/2
bridge-group 1

no shutdown

nameif insidel
security-level 100

|

interface GigabitEthernetl/3
bridge-group 1

no shutdown

nameif outside2
security-level 0

|

interface GigabitEthernetl/4
bridge-group 1

no shutdown

nameif inside2
security-level 100

|

access-list allowAll permit ip any any

access-list sfrAccessList extended permit ip any any

BRAIMEOL T, 8 AT S um . BVI 42 055 B A G 40 1P Hulik DL FHEUE k. 1 BRI O A7
TE ) S B 5t R SR S I S 078 2 7€ ) 22 SFR.

access-list sfrAccessList BRIABC B ILACIT B E. Hlin, 40 A a] A TR % HTTP JR &= IF 18
FE N SFR:

access-1list httpTraffic permit tcp any any eq http

class-map httpClass
match access-list httpTraffic

policy-map global_policy
class httpClass
sfr fail-open

RS LLIRI) FirePOWER Al It 5 ) BRIAC B 405

class-map sfrclass
match access-list sfrAccessList

Cisco ISA 3000 T 2L ERHREEE N
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Default configuration of policy map for the actions to be performed on the traffic

identified:
policy-map global_policy

class sfrclass
sfr fail-open monitor-only

CLI th) RUABCE

SR ) ERA CLI B & 40 R s

ciscoasa# show run

Saved

Serial Number: FCHIXXXXX

Hardware: ISA3000, 8xxx MB RAM, CPU Demo MHz,

ASA Version 9.x(x)x

|

firewall transparent
hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface GigabitEthernetl/1
bridge-group 1

nameif outsidel

no shutdown

|

interface GigabitEthernetl/2
bridge-group 1

nameif insidel
security-level 100

no shutdown

|
interface GigabitEthernetl/3
bridge-group 1

nameif outside2

no shutdown

|
interface GigabitEthernetl/4
bridge-group 1

nameif inside2
security-level 100

no shutdown
|

S

1 CPU (4 cores)

&  Gigabit Ethernet 1/1-1/4 £ F bridge-group 1 &, oIt & MAT — i I AT 4] HoAth o 17

interface Managementl/1
management-only

no shutdown

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0

B CiscoISA3000 TR EWHRLEER
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~

R 192.168.1.1 AR TR P Huhl . %Ml o] F T4 T 4 #4445 F152 ASDM 5% CLI (1)
ISA 3000

interface BVI 1

no ip address
|

A
FE ASA A TIBEHE AN, BVIZEOFEE P Hhk, AT HIEER DR s

ftp mode passive

no hardware-bypass boot-delay module-up sfr
hardware-bypass Gigabit Ethernet 1/1-1/2
hardware-bypass Gigabit Ethernet 1/3-1/4

~
ER BRAMSOUR, BN SKU LI CUR FIRE(E SR . — B ASA JFIRE By, REIESS O ORH

access-list allowAll extended permit ip any any
access-1list sfrAccessList extended permit ip any any

access-group allowAll in interface outsidel
access-group allowAll in interface outside2

same-security-traffic permit inter-interface

pager lines 24

logging asdm informational

mtu management 1500

mtu insidel 1500

mtu outsidel 1500

mtu inside2 1500

mtu outside2 1500

icmp unreachable rate-limit 1 burst-size 1

no asdm history enable

arp timeout 14400

no arp permit-nonconnected

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute
timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00

user-identity default-domain LOCAL

http server enable

http 192.168.1.0 255.255.255.0 management

S

AR BSOS A ASDM W .

no snmp-server location

no snmp-server contact

service sw-reset-button

crypto ipsec security-association pmtu-aging infinite
crypto ca trustpool policy

telnet timeout 5

no ssh stricthostkeycheck

| Cisco ISA 3000 T 2L ERHREEE N
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ssh timeout 5
ssh key-exchange group dh-groupl-shal
console timeout 0
dhcpd address 192.168.1.5-192.168.1.254 management
dhcpd enable management
|
threat-detection basic-threat
threat-detection statistics access-list
no threat-detection statistics tcp-intercept
dynamic-access-policy-record DfltAccessPolicy
|
class-map inspection_default
match default-inspection-traffic
|
class-map sfrclass
match access-list sfrAccessList
|
policy-map type inspect dns preset_dns_map
parameters
message-length maximum client auto
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect ip-options
class sfrclass
sfr fail-open monitor-only

& 7F FirePOWER fHdfsiE il ~, @il “ME-FFi” (“fail-open™) Bk, ASA A& Z 0% Al
R R . L UETE (monitor-only) iy & 3 54 FLEI A N ASA Jila SFR DU E47 8 50/t

P& .

service-policy global_policy global
prompt hostname context

Cryptochecksum:61c9397c4e5eb7f0ffcl4e902ccba3e”

end

ciscoasa#

B CiscoISA3000 TR EWHRLEER
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MIB 52

itk

\

=

=

mBzE H

ISA 3000 SZHF ASA BAFEL C S Fr T A MIB.
WL % SNMP AL 8655 URL T &5 F ASA Y E MIB:

http://www.cisco.com/c/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/monitor-
snmp.html

MAZAT & 1] $8 3] W 4% 5 # MIBS URL:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

ERFRFLUEER

Cisco ISA 3000 E A =/Na] T HAT ¥ LA HC B 1 3% 1 -

1.

{# F USB % 1 CLI

FIFH eI, F P nl{ B USB E#40% PC S E A USB i H .

Bk CIERf 2 B RS R U“JTF'széis HREF . A RAE 5 0 S HLEL PC 245 35 A 1 A Y K
SFEF, kM EAREITEE, WA TS L H] G A SRR SRR T, B A BAR

R
https://www.silabs.com/products/mcu/Pages/USBtoUARTBridgeVCPDrivers.aspx

i RI-45 4 & i K CLI

FI A MR, B el A briE RI4S ¥ DB EH 8RB PC #E#ZE Cisco ISA 3000 L)
RJ-45 =il & im H .

M Management 1/1 2175 ) ASDM

R EABE M PC 5 Cisco ISA 3000 B HE: 46 T E— 7K, WH/A{#H ASDM A& #%
%o IP HhHETEREH 192.168.1.5-192.168.1.254., 7] 2 %) ASDM GUI LA B 1% % -

PATR A& B A 00 2% 22 22
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& 4-1 E- .y 74

ISA3000 HBIfiL &

=337

ShaEB1
Gigabit Ethernet 1/1

Management 1/1
ASA IP itk
192.168.1.1
FirePOWER IP Hiit
192.168.1.2

Toll %

PIER1
Gigabit Ethernet 1/2

SB 1 LN S IUE AT L B A R 2 )2 DUORMAS e dl -
o TIRBLKRM 12 #1101 (HHED
e Management 1/1 #1171 Ci&H T ASA Firepower #Ht)

~
ER AT DATEE — W R R OO B O, R R S51{UE T ASA

Firepower F5 3 1) 50 15 £ AHALL .

BT 2 K TIRLURIM /1 (OB $E DR B %, flin, g0 s s .

S

,I_% Tn 5 e 25 1 ) A R S P AL T 192.168.1.0/24 B 192.168.10.0/24 6 N 894 Er i hk, 0%
ZEE 4 ISA 3000 Ft & PLAE R E TP Mk

55 I1SA3000 E2 iR

BB HRHEFGENIEMAL, ESHE 3 5 “ELPERBIE” PR
H® 2 EHPEE AR B RS, K ERE S ISA3000.
$® 3 K& LED IRESHRE & ERIEIT. HSME 3= “IiriER” .
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Bz ASDM

EE 1
B 2
PR3

TR 4

EH, 5

% 6

PRI
i

TE 9
HE 10

ErgsuErE B

HxRiz1T ASDM HIEK, 155 Cisco.com L[] ASDM R it B .

P2 B e 15 A5 224 il ASDM 425 # ASA Firepower #it, f R 44 22 1# | FireSIGHT £4t, M
BB CLI BT REEMA; WS (ASA Firepower P N[ THEET) o

B=F

7E OB F] 1SA 3000 HIiHEALE, J33h Web il

EHHER: 1 N LR URL: https://192.168.1.1/admin .

W YT 2% R ) 75 VIS AT RSN o 1812 07 3XAT B8 R 3 B 28 AN R i AN ) o A DR 0 24 1 [l
B, T S [ 0 22 4 ) it P ) i s Ve 18

A5 R Cisco ASDM W 7T .

~

B OABIUTENENTERE P umiERE SR ASA, MW ASDM, HitkH:
https://192.168.10.1/admin .

i AN LT %23 ASDM R 3IFE/F (Install ASDM Launcher). 3247 ASDM (Run
ASDM) 24T E#)AS (Run Startup Wizard).

TR R B DR, MR R IR R E TS ) ASDM. R 40K fon B R ASDM-IDM B3R
(Cisco ASDM-IDM Launcher),

I S %2 3% ASDM EFIF2F (Install ASDM Launcher), fEF-SUIEM T, 45 B 205
ASDM ] B 3 15 %2 3 1SA3000 5 4345 LI ASA Firepower F5ER [ B HGIE S
THFRHEEGH P A FEG TR, SEHE (0K). RGH SR ASDM £ H.

i RGN AR O 23 ASA Firepower BEHL[K) TP b, 5B XHEHE . 1481 5 2 48 5 30 1)
3 (Startup Wizard) ¥ B IR AL 1P ik,

ASDM HJ B ASA T5HR /¥ ASA Firepower 3t IP Hikib X & ; {HX T ASDM, )54 ZE %
i, T ASDM DAZ0RE W% 21145 W 4% Management 1/1 $22 11 ERiZAE (e o9 TP shbib) o $0U47HE
FHEE G, AT, RS TP HihE AL TS . B BEE TP Mk S ASDM TG FIIA W
7% BNz, W 2F B — W RTE S .

EFEE T (Wizards) > 5 3)1AF (Startup Wizard).

RPN B 2 ASA W&, Bkl 5% EH % ASA Firepower JE AL E (ASA Firepower Basic
Configuration) i %o
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[Ej Cisco ASDM 7.3 for ASA - 192.168.1.1 - Startup Wizard E

ASA FirePOWER Basic Configuration (Step 9 of 12)

In order to establish proper connectivity with the ASA FirePOWER service blade, please ente
all necessary information.

Mote: ASA FirePOWER-related configuration is intended for bootstrapping. Modifying an
existing A54 FirePOWER configuration may lead to undesired results.

[] Belect to_Bypass ASA FirePOWER Configuration.!
Metwork Settings
IP Address: _192 .168.1.2

Subnet Mask: '255.255.255.0;‘

Gateway: :192.168.1.1

Please read the following license agreement. You must accept the terms of this agreement
befaore continuing the wizard,

End User License Agresment -

IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT
CAREFULLY. IT IS YERY IMPORTANT THAT YOU CHECK THAT YOU ARE
PURCHASING CISCOD SOFTWARE OR EQUIPMENT FROM AN APPROYED
SOURCE AND THAT YOU, OR. THE ENTITY YOU REPRESENT (COLLECTIVELY,
THE "CUSTOMER") HAYE BEEN REGISTERED AS THE END USER FOR THE
PURPOSES OF THIS CISCD END USER LICENSE AGREEMENT. IF YOU ARE NOT
REGISTERED AS THE END USER YOU HAYE NO LICENSE TO USE THE
SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE
AGREEMENT DDES NOT APPLY. ASSUMING YOU HAYE PURCHASED FROM AN
APPROYED SOURCE, DOWNLOADING, INSTALLING OR USING CISCO OR
CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS
AGREEMENT.

CISCO SYSTEMS, INC, OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF -
< | i ] ;

(7) I accept the agreement

usgeck |t > ||.Bosh | [.Concel | [tk

e F BRI T B 8 R A
o IP ikt (IP Address)-192.168.1.2
o FM#AY (Subnet Mask)-255.255.255.0
o 3% (Gateway)-192.168.1.1
B 11 S HRERIZVMY A accept the agreement), A5 Aiidi F—2F (Next) B(5E % (Finish) 45 K [\ 5 .
#8512 B ASDM, RJGEHES). EFE T (Home) T I, NAHF ASA Firepower ETF .
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Xt B 4 el A ST B e
A 2 ASDM J5 W1 A LR 55 3 A5 % 4 R

Internet Explorer

(2 hups//1031.118.167/admin 0 = G| @ cenificate Error: Na... »

File Edit View Favorites Tools Help

19 @115 (@ cec @] edes @) qddts &) topic & budget & scrubber & hyperlite-IWE 3 hyperlite-wiki | security =

@ There is a problem with this website's security certificate

.
The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.

@ Click horgiaclacads
& Continue to this website {not recommended). >

= More information M Internet Explorer (IE) Bzl ASDM

Safari

bber cdetsng qddts topic budget clarity security v cisco v hyperlite-IWE hyperlite-wiki unix-home(0:) ¢

—~ Safari can’t verify the identity of the website “10.31.118.167".

website that is pretending to be “10.31.118.167", which could put your
confidential information at risk. Would you like to connect to the website
anyway?

E 3 The certificate for this website is invalid. You might be connecting to a

? Show Certificate Cancel

Cisco ISA 3000 T 2L ERHREEE N
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Chrome £ 1%
M Google Chrome B3I ASDM

Your connection is not private

Attackers might be trying to steal your information from 10.31.118.167 (for example,
passwords, messages, or credit cards). ITY_INVAL

D Automatically report details of possible security incidents to Google. Privacy policy

Back to safety

Chrome £ 2 3%

r 1
'Hide advanced| Back to safety

This server could not prove that it is 10.31.118.167; its security certificate is not trusted
by your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 10.31.118.167 (unsafe)

M Chrome Bz ASDM
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Firefox 1%

This Connection is Untrusted

You have asked Firefox to connect securely to 10.31.118.167, but we can't confirm that your
connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that
you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here!

Technical Details

1 Und d the Risks
 IUnderstand theRisks 2y L o Bz ASDM

Firefox 2 %

This Connection is Untrusted

YYou have asked Firefox to connect securely to 10.31.118.167, but we can't confirm that your
connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that
you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here!
Technical Details

| Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's identification.
Even if you trust the site, this error could mean that someone is tampering with your
connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted

Add Excep.tion,.. M FlreFOX Eﬁj] ASDM

Cisco ISA 3000 T 2L ERHREEE N



BIE MEEE |

N R ERE

Firefox £ 3 %

U

v m———

_____________

—— —_— -

You are about to override how Firefox identifies this site.
Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location:  https://10.31.118.167/admin/

Certificate Status

This site attempts to identify itself with invalid information.

View...

‘Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to
impersonate this site.

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted
authority using a secure signature.

M FireFox 2z ASDM

Permanently store this exception

Confirm Security Exception Cancel

IE{THE{th ASDM OIS FESREE

ASDM EH5 £ 1 S UL B % 2. FRMATHNRS, ESRRS (Wizards) 525,
B LR E ISA 3000, 175 R0 0 E R ASA ZR 1 SCARY i A 18 i R R AS 1 SRS .

fic Z ASA Firepower &1

i ASDM Pic B A B 22 4 SRS IR i 58 R 16 BB o

,.
V4

ha

yir

ste

B HFEE: e LA FireSIGHT & B L HE ASA Firepower L, FXRFEAEEL, HESH

(ASA Firepower BLHAREN [ TFRFT) -
BF

HE 1 i ASDM (1] ASA Firepower U [HI it B BB 22 4 5% . ] DA sS AT 3 DUTH P 198 B (Help), 3K
1 $¢ #EBh (Help) > ASA Firepower # B3 & (Help Topics) 1 fi# 5 < Wi it B 56 W& A VELHME B .

HB® 2 BHREREBB, EEFEE (Configuration) > B k3 (Firewall) > fR %5 SKESHL (Service
Policy Rules).

S| 3 KRR (Add) > HINARS KIE N (Add Service Policy Rule).

B 4 EPER MR B TN SR I OE 2 4 R B RS, I ST TR — 2P (Next).
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| #4¥E MBERE

pi

% 6
LB 7
TE 8

EH 9
B 10
TEN

ERE

wirmpiE W

FeEMEILE. Fan, o] DAUCACARTIRNE (Any Traffic), LAERERFE N5k U inl #0000 (¥ BT A I i
JE A BB B, WAL T, ACL A HARSAT) BBLA R 3 E S ™ i 1 561
FeAt b 00s T LS I HIAE A K. e B E e, miidi F—# (Next).

TERN#AE (Rule Actions) T I, #ii7 ASA Firepower #ll (ASA Firepower Inspection) %1 .

% 8 F LR E ASA Firepower (Enable ASA Firepower for this traffic flow) & iEHE .

7E4 ASA FirePOWER K& (If ASA FirePOWER Card Fails) X141, il ki —:

o SUFUE (Permit traffic) - 45 ISA 3000 I e R HA AT N 5045 FFF-A i BER 2R MBI AT
o KMWE (Close traffic) - K ISA 3000 ¥ B ML BEHA T F i B BT i

(A3 A IS4 (Monitor-only) UK & ) A B2 B A K IR B, BB s,

M SERR (Finish), 2R )5 SR (Apply).

HES IR TR, DR R 2 E AR & .

4 2% ASA Firepower HELURT ASA #AERIELIE S, EZ W (ASA/ASDM P kK BSEC B e mE) i
“ASA Firepower 15”7 ZH78 ASDM BXHLTEBY . AT S HUEE ASA RIISCRISRELATE
ASA/ASDM STAS 85 % o

%= ASA FirePOWER Fit & 1EANME B, BS AL (ASA Firepower Bt F i85 ) B¢
(FireSIGHT R4tH 467 ) -

IEFIRECE

BIOUEB I OERAEIE R, EAT DU IR :
o HIGIERE LUAMIZR B Ph IO A A T IERAS - 1) EBlR T - %I\ show interfaces 7% .
o BIRIRNIPBLE MRS E, 155 show ip interface brief 774 .
o EIGUFRCE M ML MBI E S IEM, 155 show configuration 74 .

5E AN UERT AT & J5 , PIXF Cisco ISA 3000 HEATHE i hBE L & -
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S HRIRT

AR FA Cisco ISA 3000 Tk 22 44 Wl 7E 57 B8 AR T . 520 e o TEWT H s it
T, 45 CREE 55T Cisco ISA 3000 B G B e R, MIM4kE: TAE. IR gifs. &
GRB)IGE, ZEAF TR S B

AREAE LN &

o MEMFFRERITR (EE5-1 U1

o TE{F S B ANT KOG A (5 5-2 T
o Uil15%#H LED (%5 5-2 7))

o FMHE (55370

e CLI #tian4 (5 5-3 70

BHSBEAR

W IE Ol T, BEAE 55 B T RS o VTR R R E R n R

o TIEBAKM 1/1 #1172

o TIRBLKRM 1/3 F1 1/4

MRS B AT ATICE . ARIFAEE, HSEH T BRI A ASA R ERC B8 -
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ISA3000# show hardware-bypass

Status Powerdown Powerup
Gigabitethernet 1/1-1/2 Enable/Disable Enable/Disable Enable/Disable
Gigabitethernet 1/3-1/4 Enable/Disable Enable/Disable Enable/Disable
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ISA3000 (config) #[no] hardware-bypass gigabitethernet {1/1-1/2|1/3-1/4} [sticky]
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ISA3000# hardware-bypass manual gigabitethernet 1/1-1/2
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ISA3000#[no] hardware-bypass manual gigabitethernet {1/1—1/2|1/3—1/4}
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