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These Release Notes describe the updates and fixes in the Cisco Small Business
RV215W firmware version 1.3.1.7. Overall security on the device has improved
with this firmware release.
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Resolved Issues

Issues Resolved in Release 1.3.1.7

Number Description

CSCvt28223 Cisco RV215W Router Command
Injection Vulnerability

CSCvt28237 Cisco RV215W Routers Stack
Overflow Vulnerability
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Number

Description

CSCvt39801

Evaluation of rv2 15w for pppd
buffer overflow vulnerability

CSCvs87874

Evaluation of rv2 15w for KrOOk
attack - CVE-2019-15126

Issues Resolved in Release 1.3.1.5

Number

Description

CSCvq31952

Evaluation of RV215W for TCP SACK vulnerabilities.
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Related Information

Support

Cisco Support Community

www.cisco.com/go/smallbizsupport

Cisco Support and
Resources

www.cisco.com/go/smallbizhelp

Cisco Firmware
Downloads

www.cisco.com/go/software

Select a link to download firmware for Cisco Small
Business Products. No login is required.

Product Documentation

Cisco RV Series Routers

www.cisco.com/go/smallbizrouters
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